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Loi gioi thiéu

Ngay 10 thang 1 nam 2002, téng thong Nga V. Putin da ky sic lénh lién bang vé
chit ky dién tr s6. Trong chuyén di cong tac tai Cong hoa Lién bang Nga, chiing
toi da c6 dugc mot so tai lieu c6 lién quan ve van dé nay. Co quan FAPSI 1a noi
chuin bi vé ca khia canh k¥ thuat va phap ly cho du luat ndy. Trong tap chi “ DTR
REXTCNDE” ciing da dang bai “An toan thong tin, thuat ngit va dinh nghia” clia
IU.I.Kovalenko, trudng bo mon “Cong nghé va t6 chifc bdo vé thong tin” tai
“Trung tam hoc tap-phuong phdp cdc cong nghé thong tin méi” ctia FAPSI. Ong
Kovalenko ciing 1a ngudi cung cidp ban du thao 14n cudi cta luat vé chit ky s6
tru6e khi dé trinh téng thong Nga ky.

Dé di t6i Luat vé chit ky dién tlr s6, nuéc Nga da c6 mot qud trinh chuan bi k§
cang tir trudc. Trong tap chi chuyén nganh vé€ an ninh thong tin “CBCNTVS
MTPJGFCYJCNB” s6 ra thang 2-3 nam 2001 da dang bai viét cua 3 chuyén gia
FAPSI 1a tién si toan-ly A.C. Kuzmin, pho tién si ky thuat A.B. Korolkov va phé
tién si todn-lIy N.N. Murasov “Nhiing cong nghé hita hen trong linh vuc chit ky
dién tu s6”.

Vé phia ngudi stt dung, ciing trong tap chi “CBCNTVS MTPJGFCYJCNB”, sO ra
thang 8-9 nam 2001 da dang bai cua cic chuyén gia V. Miaxnhiankin va A.
Mejutkov “Chit ky dién tir hay con dudng gian khé thoat khoi gidy 0.

Vay nudc Nga di dung chudn chit ky s6 nao? Chung t6i ciing gi6i thiéu 2 chuin
chir ky s6 ctia Nga 1a GOST P 34.10-94 va GOST P 34.10-2001 ciing nhu chuén
ham bam GOST P.34.11-94. Nhung do chudn ham bam c¢6 sir dung chuan ma khoi
GOST 24187-89, nén dé cho ddy du, chiing t6i cling mo ta ca thuat toan GOST
24187-89.

Ciing nén nhic lai 13 tai Lién minh chau Au, tit ngdy 19/7/2001, luat chit ky dién ti
da co6 hiéu luc va tai M§ 1a 9 thang trude do.

D€ tién so sdnh, ching toi cling gi6i thiéu thuat todn DSS ciing nhu ho cdc ham
bam SHA cta M§. Chuédn nay da dugc cong bo ngay 7 thang 1 nam 2000 dé thay
cho chuin duoc dua ra tir nhiéu nam trude day (1994). Chuian DSS méi bao gom 3
thuat toan, trong dé 2 thuat toan ddu chinh la chun trudc doé.

Chung t6i cling giGi thiéu bai bdo cua 2 tac gia nguoi Nga so sanh thuit todin ma
khoi GOST 24187-89 cua Nga va thuat toan Rijndael la thuat toan s€ duoc chap
nhan 12 chuan ma dit liéu méi cia My (AES) thay cho DES. Bén canh d6 con ¢6
mot bai bdo cla 4 tdc gia phuong tay viét vé chuan GOST 24187-89 clia Nga.

Hién nay, chiing t6i chua c6 duoc thong tin vé cdc chudn mat ma (ma khai, chit ky
s0, ham bam,..) ctia EU va cac nuéc & Chau A nhu Han Qudc, Nhat Ban, cac nude



& Dong Nam A nhu Singapore, Thai Lan. Nhung thiét nghi viéc tham khéo cic
chuén ctia hai nu6c My va Nga 1a quan trong nhat.



Cac cong nghé hia hen
trong linh vuc chir ky dién tir s¢'

A.C. Kuzmin, tién si toan-1y
A.B. Korolkov, pho tién si k¥ thuat
N.N. Murasov, pho tién si toan-1y

Sur phdt trién bung nd cuia hé thong xit ly van ban dién tit, thanh todn dién
tw, thu tin dién tit, viéc lan truyén rong rdi cdc mang mdy tinh lon voi s6 nguoi sir
dung dong da ddt ra bai todn tim mot cong cu tuong tdc giita con nguoi voi sy tro
gitip cua cdc phuong tién dién tit, qua do, nhitng nguoi sit dung khong quen biét
nhau cé thé tin tuong trao doi thong tin véi nhau, xdc dinh duoc chinh xdc nguon
goc thong tin da duoc nhdn theo cdc kénh dién titr, con nguoi phat tin khong thé
phit nhdn duoc trdach nhiém la tac gid.

Cac phuong phap mat ma

Bai toan nay dugc giai thanh cong véi su trg gidp cua cac phuong phap mat ma.
Cac phuong phap mat ma c6 thé chia mot cach qui udc ra 1am 2 16p. L6p thit nhat,
do6 1a cac phuong phap dugce thuc hién véi su trg gitp cua cac thuat toan ma doi
xting. D€ ma va giai ma né trong cac hé thong véi thuat toan ma d6i xdng, ngudi ta
sit dung cung mdt khod. Nguoi gui va ngudi nhan gitta chia khéa bi mat, khong cé
chia thi khong thé doc duoc thong tin (tat nhién, néu thuat todn mat mi 13 bén
viing).

Lép thit hai, d6 1a cac phuong phap dugc thuc hién véi su trg gitp clia cac thuat
todn phi doi xiing. Dic diém cta cdc thuat todn nay 12 d€ ma thong tin ngudi ta st
dung mot khoa, dé gidi ma nguoi ta st dung mot khod khac, nhan duoc bang mot
cach dac biét tir khoa thit nhat.

Theo cdc nguyén tac clia mat ma phi d6i xiing ma cdc thuat toan chit ky dién tir s6
duoc xay dung. Khi d6, khod thit nhat (khoa ding dé ma) 1a “khod bi mat”, n6 chi
duoc biét bsi ngudi ky, con khod thit hai (khoa duoc sir dung dé giai mi), dugc goi
la “khoa khong bi mat” (nguoi ta con goi la “khoa cong khai”), né dugc biét boi
bat ky nguoi nhan thong tin nao. Khoa cong khai dugc nguoi nhan thong tin skt
dung dé kiém tra tinh chan thuc cta chit ky dién tir s6. Tat nhién, thuat todn va
khod can dugc chon sao cho khi biét khod cong khai khong thé néi gi vé khod bi
mat.

Qua trinh truyén thong tin c6 str dung chir ky dién tir s6
Qua trinh truyén thong tin cing vdi viéc st dung chit ky dién tir s6 nhu & hinh 1.
Nguoi gui thong tin st dung khoda bi mat va mot thuat toan phi doi xting (thuat

! Tap chi “CBCNTVS MTPJGFCYJCNB” s6 ra thang 2-3 nam 2001, trang 72-75



toan chit ky s0) da dugc chon trude theo thoa thuan gitta nhitng nguoi st dung ma
thong tin dugc truyén di, bi€u dién né & dang s6. Sau d6 ngudi gui thong tin theo
mot kénh lién lac cong khai guri thong tin chua dugc ma va chit ky s6 nhan dugc
bang phuong phdp mo ta & trén.

Nguoi gt Nguoi nhan

Khoa bi Kho4 cong khai K,

f mat K, r

Thuat toan .| Thong bao

Thuét toan Kénh chit ky so phi dugc giai ma
chit ky so phi ™ lienlac [P d6i xing v
doi xing 4 Thiét bi so
4 T L 3| Bantinnhan [ ®] sanh
Ban tin
truyén di

Két qué kiém
tra chit ky sO

Nguyén tic lam viéc cua chit ky s6 v6i ban tin ngan

Nguoi nhan ban tin vé6i su trg gitp cua khod cong khai va thuat toan chit ky s6 da
dugc chon trudce theo thoa thuan giita nhitng nguoi sir dung giai ma chit ky s6. Sau
dé6 anh ta so sanh thong tin khong ma véi thong tin nhan duoc khi giai ma chit ky
s0. Néu chit ky s6 khong bi lam gia va thong tin truyén theo kénh cong khai khong
bi thay ddi thi chiing cdn phai tring véi nhau hoan toan. Néu chit ky so 1a gia mao
thi hai thong tin d6 sé khac nhau rat nhiéu.

Phuong phédp kiém tra chit ky s6 nhu vay sé& din dén viéc tang gdp doi do dai ban
tin can truyén va dugc dp dung chi trong truong hop, néu nhu thong tin duge truyén
0 dang s6 ¢6 do dai ngan.

Trong truong hop thong tin truyén di ¢6 do dai 16n, trudc khi truyén né dugc nén
lai, c6 nghia I cin thuc hién mot bién déi todn hoc, duoc goi 1a thuat toan bam.

Sau d6 nguoi glri ma phién ban bam cua thong bao cliing véi su trg gitp cua khoa bi
mat, giong nhu da mo ta ¢ trén cho trudng hop thong bao ngan, tic 1a tao chir ky
s0. Chit ky s6 cung véi thong tin rd duoc truyén cho nguoi nhan. Tai ddu nhan,
nguoi nhan c¢6 dugc thong tin rd va ca chit ky s6, d6 1a ban ma phién ban bam cua
thong bao ro. Biét khoa cong khai va thuat todn ma (thuat toan chit ky s0), nguoi
nhan giai ma chit ky so, d6 chinh 1a viéc khoi phuc phién ban bam cua thong bao



6. Do ham bam ciing dugc ngudi nhan biét tir trude, nén anh ta ciing ¢ thé tao ra
duoc phién ban bam ctia thong bao ré ma chi can st dung thong tin rd ma anh ta da
nhan duoc. Bang cdch d6, ngudi nhan c6 duge 2 phién ban bam cla thong béo rd
(mot nhan dugc khi giai ma chit ky s6, mdt c6 duoc khi bam thong tin rd nhan
duoc). Trong trudong hop triing hoan toan 2 phién ban dé c6 thé coi ring thong tin
nhan dugc khong bi thay doi va duoc truyén di bdi ngudi giri cu thé c6 khod bi mat
twong ting v6i khod cong khai da dugc ding dé giai ma chit ky so.

Nguoi gui Nguoi nhan
Khoa bi Kho4 cong khai K,
f mat K, r
Thuat todn
Thuat toan Kénh P chit ky so > Thiét bi so
chit ky s6 > lien lac — »l sanh
Ham bam Ham bam Két qua kiém
A ? tra chit ky sO
Ban tin ® Ban tin nhan
truyén di

Nguyén tic lam viéc cua chit ky s6 véi viéc bam ban tin

Cac phuong thire thé hién chuong trinh

Dai v6i thuat todan chit ky s6 ciing ton tai nhiéu phuong phép lap trinh né. Trong
toan hoc ciing ton tai nhiéu ham bam khéac nhau. VGi muc dich dam bao kha nang
trao d6i thong tin gifta nhitng ngudi st dung can phai cing c6 mot thuat toan chit
ky s6 duy nhat va mot ham bam, thoa man du cac yéu cau da néu ra & trén. Trong
cac nu6c phét trién da co thuc t€ viéc dua ra thuat todn chit ky s6 va ham bam ¢
dang chudn quéc gia. Cac chuan nhu vay ciing ton tai & Lién bang Nga. Thuat toan
chit ky s6 va ham bam da dugc chon la két qua mot cong viéc 16n cta nhitng nha
mat ma hoc thuoc cdc t6 chitc chuyén nganh khac nhau, trong d6 c¢6 cdc nha mat
ma hoc ctia FAPSI.

Tir lich str chudn cua nuée Nga

Chudn ddu tién vé chit ky s6 duoc chap nhan nam 1994 va dang hoat dong hién nay
thuoc vé GOST P34.10-94 “Cong nghé thong tin. Bao vé thong tin bang mat ma.
Céc thil tuc sinh va kiém tra chit ky dién ti s6 trén co sd thuat todn mat ma phi doi
xiing”. Trong chu4n dé cac thi tuc da duoc chi ra 1a mot phuong 4n cua luge do
chir ky s6 ElGamal, n6 c6 tén ctia nha toan hoc ngudi My (g6c Arap) da lap ra n6



nam 1984. Viéc khong thé gia mao chit ky trong trudng hop nay dugc dua trén do
phtic tap clia viéc giai bai toan logarithm roi rac trong truong cé p phan tu, tic la
viéc tim theo mot s6 nguyén t6 16n p cho trudc va cac s6 a, b mot s6 x trong
khoang tir 2 dén p-1 sao cho a* = b mod p.

Chudn gan cho p va a cdc gi4 tri sao cho do dai & dang nhi ctia p 1a 512 hodc 1024,
con bac cua phan tlr a theo modulo p bang mot s6 nguyén t6 q c6 256 bit. Diéu d6
c6 nghia rang ¢ 1a s6 nho nhat sao cho a%=1 mod p. Céc sd p, g, a va b 1a cong khai,
con x 1a khoa bi mat dé ky. Hién nay, dé bao vé thong tin mat ngudi ta thudng str
dung phuong an chit ky s6 v6i modulo nguyén té p c6 512 bit.

Thuat todn tinh ham bam dugc thiét 1ap bdi GOST P34.11-94 “Cong nghé thong
tin. Bao vé thong tin bing mat ma. Ham bam”, chudn nay dugc chip nhan dong
thoi v6i chudn chit ky so.

Ciing cin néi ring, vao nam 1994 tai My ciing cong nhan chuén chi ky so (FIPS
186), trong s6 cac lugc d6 cho phép c6 mot phuong an khac cia lugc d6 ElGamal
da duoc nhac dén.

Phuong phap sang truong so

Trong 20 nam gén day, bang nd luc cta céc chuyén gia trong va ngoai nudc da dat
duogc tién bo dang ké trong viéc phat trién cdc phuong phdp gidi bai todn tinh
logarit rdi rac trong truong cé p phan tlr. Thanh tuu cudi cung trong linh vuc nay la
phuong phap sang truong so, st dung cong cu toan hoc ctia 1y thuyét so dai s6. Cac
danh gid 1y thuyét va cdc két qua thuc nghiém nhan dugc bang céich st dung
phuong phép vira néu, ciing nhu xu huéng phat trién kj thuat tinh todn da khong
cho phép trong mot vién canh dai han xem xét luge d6 chit ky s6 P34.10-94 (it nhat
la trong trudng hop modulo p ¢é 512 bit) nhu 1a mot thuat todn mat ma tin cay.

Duong nhu, 161 giai don gian nhat trong truong hop nay la tang do dai cho phép cta
modulo nguyén to p, tiic 1a mot cach twong ung tang do phic tap cua viéc tinh
logarit roi rac va 1am khé hon viéc gia mao chit ky. Thé nhung viéc thay déi nhu
vay 1am giam ddng ké chat luong khai thac thuat todn, boi vi nhu thé sé ting do dai
ctia khoa cong khai, titc 1a ca thoi gian tinh va thoi gian kiém tra chit ky. Mat khéc,
mot vu diém khong nghi ngd gi ctia luge d6 chit ky so kiéu El-Gamal 1a kha ning
(mang tinh nguyén tic) thé hién n6é khong chi trong trudng hitu han, ma ca & céc
céu tric toan hoc khéc, noi ¢6 thé dinh nghia céc tuong tu ciia phép nhan va phép
nang lén luy thira. T4t nhién, cdu trdc nay cin phai c6 cac tinh chat sau: phép tinh
logarit roi rac trong nd, tic la tim chi s6 mi theo co s6 va két qua nang 1én luy thira
v6i s6 mil can tim, 1a mot bai toan khé, con chinh phép nang Ién luy thira c6 thé
thuc hién tuong d6i nhanh. Phan tich kinh nghiém kién thiét va danh gia cac thuat
todn mat mi trong va ngoai nudc chi ra ring, c6 thé chon dudng cong eliptic trén
truong hitu han ¢6 p phan tir nhu 1a mot cdu tric nhu vay, dé 1a tap cac cap so thoa
man dong du thitc y*= x* + ax + b mod p, v6i a va b ¢6 dinh va thod man thém nao



do, cho phép dinh nghia trén duong cong cac phép todn tuong tu nhu phép todn
nhan va nang 1én luy thira theo modulo p. Cac s6 a va b dugc goi 1a cac hé s6 cua
duong cong eliptic.

Du 4an chuan quéc gia méi vé chir ky dién tir

Nhing diéu néi trén day 1a dong co dé thuc hién trong nam 2000 bdi cac chuyén
gia cia FAPSI mot du dn chudn qudc gia méi vé chit ky dién tir s6. Dy 4n nay xac
dinh tién trinh 1ap va kiém tra chit ky trén co s& todn hoc cua céac dudng cong
eliptic. Chiing ta hdy nhéc t6i mot s6 dic diém co ban cua luge d6 chit ky dién tir
s6 duoc dé nghi trong du an.

1. Tinh chap nhan duoc t6i da trong quan hé vé6i chudn thuc tai. Thit nhat, luoc do
duoc dé nghi ciing 12 mot phuong an cua luge d6 chit ky El-Gamal, duoc stta
chira thay cho cdc phép todn nhan va nang 1én luy thura trong trudng hitu han c6
p phan tir 1a cic phép toan tuong tu trén dudng cong eliptic duoc xac dinh trén
trudng nay. Thit hai, n6 cho phép sit dung ham bam dang c6 & trong chuén hién
tai. Tha ba, do dai chit ky trong du dn chudn méi khong déi so véi trude. Céc
dic tinh da dugc chi ra cia luge d6 trong trudng hop chap nhan né nhu 1 chuén
quéc gia mdéi s& lam dé dang ké viéc thay déi twong ing cdc phuong tién
chuong trinh ciing nhu thiét bi thuc hién viéc sinh va kiém tra chit ky dugc xac
dinh bdi chuén hién tai.

2. C6 céc tinh chat mat ma tot, dam bao ring khi giit kin dugc khod bi mat dé ky
thi khong thé 1am gia dugc chit ky trong vong nhiéu chuc nim ngay céa véi su
ti€n bo cta k¥ thuat tinh todn va cc thuat toan todn hoc tuong ting. D€ so sanh,
xin néi rang néu trong chudn chit ky s6 dang dugc dung 14y s6 nguyén t6 1am
modulo p c6 do dai bang 2048 bit thi do phic tap 1am gia chit ky nhu vay ciing
van con it hon hang nghin 1an so vé6i do phic tap lam gia chit ky trong lugc do6
mai.

3. Kha nang thuc hién véi toc do cao thu tuc sinh va kiém tra chit ky trén cac loai
mdy tinh khac nhau. Du 4n chudn xac dinh céc cong thic todn hoc cho céc
phép toan trén duong cong eliptic, tuong tu nhu phép nhan va nang 1én luy thia,
nhung khong chi ra cu thé cac thuat todn nao duoc dung dé thuc hién cdc phép
toan ay. Kinh nghiém ctia FAPSI chi ra kha nang xay dung nhitng thuat toan
hiéu qua, cho phép, vi du, trén mot may tinh ca nhan thong thuong, thuc hién
viéc sinh va kiém tra chit ky s6 theo lugc d6 mdi vé6i t6c do gdn nhu chuin
dang ding vé6i do dai s6 nguyén t6 modulo p bang 1024 bit. Trong khi d6, nhu
da no6i 6 trén, luge d6 méi ¢6 do bén vitng mat ma tét hon nhiéu.

Cac sira doi co thé

Viéc str dung trong luoc do chit ky s6 cong cu todn hoc méi dé xudt su cin thiét
ctia cdc thi tuc hiéu qua méi cho phép sinh ra cac tham s6 cua luge do, truGe hét 1a
modulo p va cdc hé so ctia dudong cong eliptic. Du an ciling dat ra cho cac tham so
nay cdc diéu kién dé ki€ém tra nhung dam bao cdc tinh chat mat ma can thiét cho
luoc d6. Piéu nay cho phép nhitng ngudi tao ra cic phuong tién chit ky so c6 thé tu



lap trinh cac tha tuc can thi€t va lam cho chdng thich nghi v6i cac ky thuat tinh
todn ma ho cé trong tay. Vi cdc chi s6 chat luong cua cac thiét bi chit ky s6 nhin
chung phu thugc phan 16n vao chat luong thé hién cac thu tuc dé, cho nén khuyén
cao nguoi su dung dung nhitng phuong tién thuc hién cht ky s6 c6 gidy ching
nhan ctia FAPSI.

Con mot vu diém nita cia viéc st dung trong du 4n chuin méi vé chit ky s6 luge do
chit ky ElGamal 1a tinh trong sdng vé mat ban quyén, khic vé6i luge d6 chir ky
Shnorr, dugc bao vé bdi bang sdng ché ctia hang loat nudc, trong d6 c6 M. Viéc
stt dung thuat todn duoc diang ky sdng ché ¢ nuéc ngoai 1am co sd cua chuin quoc
gia trong linh vuc an toan thong tin s& kéo theo nhiing van d€ phéap 1y va tai chinh
du nghiém tuc.

Tinh ding din ctia huéng da chon dé nghién citu trong linh vuc tao ra chuin chit
ky s6 m6i mot cach gidn ti€p dugc khang dinh bdi su kién tai M§ da chap nhan
chuén chit ky s6 méi vao nam 2000, d6 1a FIPS 186-2, cho phép bén canh céc thuat
todn chit ky s0 da duoc chudn hod truéc day trong chuin FIPS 186-1 mot thuat
toan méi dua trén dudng cong elipptic. Nhu da biét, tai My, nguoi ta danh nhi€u su
chu y cho viéc tao ra, danh gid va chudn ho4 céc thuat todn mat ma.

Cac phuong tién ky thuat thé hién chir ky dién tir so

Viéc thuc hién cdc bién ddi todn hoc phiic tap nhu da néi dén trén day (ma thong
tin, bam né, khang dinh tinh chan thuc cta chit ky so, chuin bi chia kho4), cin
phai dugc thuc hién trong mot thoi gian twong doi ngan va dugc thuc hanh hoic
bang chuong trinh phan mém hodc bang mot thiét bi lap trinh dugc, ching c6 tén

A9

chung 1a “phuong tién chit ky so”.

RO rang, nguoi st dung cin nhitng dam bao chic chin ring cac thi€t bi ma ho st
dung c6 cdc chat luong can thiét dic biét, khong nhitng c6 thé dam bao viéc tinh va
kiém tra ding chit ky, ma con c6 kha niang cén thiét bao vé thong tin vé khod bi
mat trong qua trinh van hanh phuong tién chit ky s6. Nhitng chat luong nay chi ¢6
O nhiing thiét bi chit ky s6 da qua mot cudc thadm dinh dic biét va c6 céc két qua
tot doi véi cac yéu cau duoc dat ra, cac phuong tién nay cin phai dugc cap phép
theo nhu luat phap Lién bang Nga nhu da tiing lam v6i nhitng phuong tién mat ma
truyén thong.

Khoa cho chit ky dién tir so

Bay gio danh riéng néi vé khoa. Nhu dd néi trén day, ngudi ma ky van ban can
phai ¢6 khod “bi mat” va chi anh ta biét khoa nay; dé tranh kha nang lam gia chit
ky s0, khod nay, cling nhu bat ky mot khoa ma nao, can phai thoa man cac yéu cau
da dugc cong nhan vé mat mat ma. Noi riéng, can phai loai bo kha nang vét can
khod. Trong mat ma hién dai dé chuin bi khod, mot thiét bi chuyén dung duoc
dung, cho phép tao khoa véi xac xuat chon ngiu nhién ding khoa vao khoang
107°-10*°, vé thuc t& 1a khong c6 thé.



Maoi khod bi mat turong ting vGi mot khoa cong khai, ngudi nhan thong tin phai st
dung khod cong khai. Khod cong khai tuong tng v6i mot khoa bi mat cu thé duoc
sinh boi nguoi guri thong tin bang mot phan mém dac biét trude dé va duge gii cho
tat cA moi ngudi tr trude. Ngudi sit dung dung khod cong khai dé kiém tra chit ky
cta nhitng ngudi khac trong hé thong, anh ta cin phai biét chic ring khod nao
trong s6 cong khai thudc vé nguoi nao. Trong truong hop sai sét tai giai doan van
hanh nay cta chit ky s6 ¢6 thé xac dinh khong ding nguén géc thong tin cling véi
tat ca nhitng hau qua sinh ra tir d6. Quan trong 1a thong tin vé tinh s& hitu ctia khoé
bi mat d6i v6i ngudi sit dung can phai duoc thé hién van ban hoa, va thé hién do6
can phai duogc thuc hién boi mot co quan duge phan cong trach nhiém.

Nauoi Cac keénh Nauoi
] i 1 —— B lien lac > I mhanl 1.:
: Tra 16i vé quyén s hitu A [
. cua khoa cong khai J ::
: — !
. I v ,,
. §u§1 | Trung tam L| Nguoi ::
| 8 chiing thuc nhan N I
E . (ngan hang - I
Lol khoacong  [@E========---d

Xuét trinh khoa khai) Yéu ciu vé quyén

cong khai s6 hiru cua khoa

cong khai
Hinh 3. Mang lién lac van ban

Van ban bao dam tinh s& hitu ctia khoa cong khai c6 cai tén la chiing nhan khoa
cong khai chit ky s6. N6 khiang dinh tinh s& hitu clia khod cong khai doi véi ngudi
chu cua khoa bi mat. Van ban nhu vy dugc phat hanh béi trung tam chiing thuc
khoa cong khai chit ky so.

Su hién dién cia moOt van ban nhu vay rat quan trong khi giai quyét tranh cai vé
viéc tao ra mot tai liéu nay hay tai liéu khac bsi mot ngudi cu thé. Vi muc dich
loai bo kha niang dua nhing thay ddi vao trong gidy chitng nhan khod tir phia nguoi
str dung, trong khi truyén theo kénh lién lac gidy chiing nhan & dang dit liéu dién tir
duge ky badi trung tam ching thuec.

Nhu vay, trung tadm ching thuc thuc hién cidc chic nang mot cong ching vién dién
tlt, n6 phai khang dinh tinh chinh théng ctia mot van ban dién tir dugc ky. Vi thé



mot cong chiing vién nhu vay can phai thuc hién cac chic nang ctia minh trén co
s& gidy phép dugc cap bdi co quan nha nudc.

Can phai nhdn manh rang, viéc thé hién diing dan thuat todn chit ky s 1a phuong
tién mang bao vé van ban dién tir khoi gia mao, véi viéc sit dung cac co ché mat
ma khac nita s€ bao vé cac van ban nay khoi viéc truy cap trai phép.

Két luan

Hién tai da hoi du cac diéu kién thuan loi dé giai quyét bai toan tng dung va si
dung cédc hé thong dua vao chit ky dién tu s6. Tinh hinh hién nay la, cing mot lic,
tai Du-ma quoc gia Nga dang thao luan du luat “Vé chit ky dién tir s6”, tai Co quan
chuin quoc gia Nga dang thuc hién nhitng tha tuc cin thiét d€ chdp nhan va chuin
bi dua vao sit dung chuén chit ky dién tlr s6 méi. Nhu vay, ching ta cé diéu kién
thuan lgi dé nhan duoc cdch giai quyét hd tro 14n nhau clia cdc van dé phap 1y va t6
chiic ¢6 lién quan dén viéc ap dung chit ky dién tir s6 trong viéc xur ly van ban cling
nhu cdc van dé k¥ thuat, chat lugng ¢6 lién quan dén cdc tinh chat mat ma cta thu
tuc chit ky dién tur.
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Chir ky dién tir hay
con duong gian kho tranh khoi giay to”

Tém tat noi dung: Ching ta mudn gi & chit ky dién tlr s6 va né hon chit ky
binh thudng & diém gi? Trudc hét, d6 1a kha nang nhan dién tinh s hitu clia
chit ky trén co c& cac chi s6 khach quan. Thi hai, kha nang bao vé cao khoi
bi lam gia. Va thit ba, moi lién quan mat thi€t véi van ban dugc ky. Néu nhu
hai yéu cdu ddu con c6 thé dugc thé hién doi véi chit ky thong thudng, thi
viéc thuc hién yéu cu thit ba chi c6 thé trong trudng hop 4p dung chit ky
dién tir s6. Van dé ap dung céc tuong tu khic cua chit ky tay khong duoc xét
dén & day.

Viéc thuc hién ca 3 yéu cu trd nén c6 thé 1a do chinh nguén goc cua chit ky s6, d6
12 mot s6 du dai, nhan dugc nhu két qua bién doi thé hién dién tir ciia van ban can
phai bao vé cung véi viéc st dung khoa bi mat (c4 nhan) ctia nguoi guii. Mot nguoi
bat ky c6 thé kiém tra chit ky dién tlr s6 & dudi van ban véi su gidp d& cta céc bién
déi tuong tng vé6i viec st dung mot lan nita thé hién dién tlr clia van ban, khod
cong khai cua nguoi gl va chinh gid tri ctia chit ky s6. Khod cong khai va khod bi
mat lién quan v6i nhau timg doi mot, tuy nhién khong thé tinh dugc khod bi mat tix
kho4 cong khai. Chinh x4c hon, néu phat biéu mot cach that chinh xéc, thi cho dén
thoi diém hién nay chua tim duoc thuat todn cho phép thuc hién céc tinh todn trong
mot thoi gian chap nhan dugc véi tri tinh mitc do phét trién hién dai cua k§ thuat
tinh toan va do dai cia khoa dugc st dung.

Khoa bi mat dugc luu giit kin va chi biét bdi ngudi chu ctia n6, khong mot ai, trir
nguoi cha, c6 thé tao ra chit ky dién tlr s6 dudi van ban. Nhung bat ky mot ai cling
c6 thé ki€m tra (v6i su gitip d5 ctia khoé cong khai dén tat ca moi ngudi), rang vin
ban duoc ky chinh boi ngudi chii va van ban khong bi thay déi (vi gid tri cia chit
ky s6 phu thudc vao ndi dung van ban). Hé qua 1ogic 1a & chd, viec dem chit ky s6
tir mot van ban nay sang moét van ban khac (theo tuong tu viéc quét hay to6 lai chit
ky tay trén van ban gidy hodc sir dung mdy fax) I1a khong thé. Nhu vay, c6 thé néi
riang chit ky s6 12 mot céi duoc dinh kém véi timg van ban dién tir cu thé.

Tat nhién, chi c¢6 thé néi vé diéu dé6 mot cach chic chin, néu nhu chinh ban than
nguoi chu tao ra chia khoa hoac 1a do trung tam chiing thuc sinh ra véi su ¢6 mat
ctia nguoi chu (khi ngudi chi khong cé nhiing k¥ thuat can thiét). Diéu nay gay ra
mot ban khoan trong thuc t&€, cé trong mdt s6 hé thong, khi ma khod duoc tao ra
tir trude bGi ngudi t6 chic hé thong, sau d6 dugc phat cho ngudi sir dung.

2 Day 1a ban dich bai bdo cia 2 tic gia V. Miaxnhiankin (chuyén gia bao vé vién thong va mat ma clia ngan
hang “Ngan kh6 phuong Béc”, thanh phé Ekaterinburg) va A. Mejutkov (trudng phong dich vu tu dong hod
ctia Trung tam thuwong mai th€ gidi va khach san Atrium Palace, thanh pho Ekaterinburg) trén tap chi tiéng
Nga “Céc hé thong an ninh” s6 40, thang 8-9, nam 2001.
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Cai gi ngan can viéc thoat khoi gidy va dong loat tién t6i trao déi van ban
khong dung giay

Nhu thong thudng, cdac van dé dng dung va thuc hién ngan can ching ta, di€u nay
thay rd trén phuong dién tong thé.

Nhu da biét, tit ca cac hé ma phi doi xing & nguyén dang khong chong lai dugc
tan cong “nguoi ding gitta”. Cac khoa cong khai clia tit ca moi ngudi tham gia can
phdi truy cap dugc bdi bat ¢t ai dé c6 thé kiém tra dugc chit ky so. C6 nghia la
ching c6 thé dé & trén mdy chi, truyén theo radio hay viét & trén tudng rao hoic
cong bo & muc rao vat trén cic bdo. Nhung céi gi dam bao riang, khod clng véi
nhan dang “Vaxia Pupkin” ding 1a thuoc vé Pupkin Vaxili Xtepanovic, sinh nim
19xx, ¢6 ho chi€u s6 yyy dugc ai d6 ky? Thuc la khong c¢6 gi ca. Khong c6 ai
ngan can viéc tdn cong ac y cua Surik Mrachnoukhov bang cach sinh ra cap khoa
cia minh cung vGi nhan dang ctia Vaxia Pupkin va dat khoa cong khai vao may
chli cong cong véi céi tén Vaxia. Bay gio, Surik chan bat ban tin do Vaxia ky
thong bdo vé viéc anh ta ban ta Tiép va hay goi dién cho anh ta tir 17 dén 19 gio,
loai bo chit ky s6 cua Vaxia, thay déi thong bdo (goi dién tir 1 gio dém dén 5 gid
sdng) va tao chit ky s6 mdi bang khod bi mat trong cdp khod clia minh. Sau d6 lam
cho thong bdo duoc moi ngudi biét (chiing ta gia thiét rang Surik 1a ngudi dc y dén
muc c6 kha nang 18y tir kénh thong tin nhitng thong bao di ra tir Vaxia). Két qua la
céc thanh vién ctia hoi dién tlr, khi nhan duogc thong bdo thi hoan toan tin rang né
do Vaxia viét, bdi vi viéc kiém tra chit ky s6 thanh cong (nhéc lai ring, trong thuc
t€ khoa cong khai ndm & trén mdy chi). C6 hai cdch giai quyét ¢6 thé. Thit nhat,
Vaxia truc ti€p chuyén khoa cong khai ctia minh t6i tat ca nhitng ai ma minh dinh
trao d6i thu tir. RO rang 1a diéu nay khé chip nhan (khong thé truc tiép gap tat ca
dugc, khong thé thay trudc tit ca cdc dia chi can thiét). Cach giai quyét thi hai 1a
thanh 1ap mot trung tam ching thuc. Tai vi tri d6 chon mot nguoi dugc tat ca moi
ngudi tin cdy, ai cling ¢ thé gap ngudi O vi tri trung tam d6 it nhit mot 1an truc
ti€p hodc c6 mot kénh lién lac tin cay (tic 1a khong che phép thay doi/gia mao).
Sau khi chon dugc mot ngudi nhu vay, moi ngudi tham gia vao hé thong sinh ra
cap khoa ctia minh, xép hang ¢ trung tam ching thuc, tai dé s€ thu mot 1¢ phi nao
d6 dé ching nhan vé thong tin c4 nhan cla ngudi dén va ky vao khoa cong khai
ctia anh ta bang khod bi mat ctia minh. Ngoai chinh khod cong khai ra, trong cdc
thong tin duoc ky con c6: tén cta ngudi chu, cac thong tin nhan dang khac, thoi
han c6 hiéu luc cua khod, danh sich cac hé thong thong tin cho phép st dung
ching nhan va cac thong tin khac (xem chuin X.509 hay diéu 6 cua du luat “Vé
chit ky dién tir s6”). Tat ca nhitng cai d6 (khoa cong khai, dit liéu nhan dang va chit
ky s6) duoc goi 1a gidy chiing nhan khod cong khai. Nguoi chit may méan cta khoa
cam trén tay gidy ching nhan va khod cong khai cua trung tam. Bay gio anh ta
thuan tuy 12 may man- trung tam ching nhan 1a khoa d6 ding 1a thuoc vé anh ta
(vi vay trong du luat vé chit ky dién tir s6 nhiing trung tAm nay duoc goi la trung
tam chung thuc). Vi nhiing ngudi tham gia khac ctia hé thong cling nhan dugc
chiing nhan cung véi ban sao khoa cong khai ctia trung tam (nhén truc ti€p la kénh
an toan nhat), cho nén ho c6 thé tin cay vao tinh s& hitu ciia mot khoa cong khai
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bat ky, bdi vi bay gio khi thiét 1ap lién lac, cdc thué bao khong trao déi véi nhau
chi ¢6 khoa cong khai nita, ma 12 cdc gidy chiing nhan. Nhu vay, van dé t6 chiic
dugc thém vao co ché toan hoc gin nhu di chat ché cua chit ky dién tir s6. Thé 1a
moi van dé dugc giai quyét? Hay dimg voi.

Ai c616i? va Lam gi?

Co s& phap 1y cua viéc su dung nhiing cdi tuong tu véi chit ky vi€t tay (chit ky dién
tur sO 1a mot dang nhu vay) duoc cong bo trong Luat dan su. Tat nhién, cac cong ty
uy tin va nha bang ky két v6i nhau cac thoa thuan tuong tng, trong d6 cac bén
cong nhan véi nhau rang cdc van ban duoc ky bang chit ky s6 ciing ¢6 gia tri phap
ly giong nhu nhitng van ban trén gidy dugc ky bang chit ky thong thudng va dugc
dam bao bang con d4u. Trong thoa thuan nay céc bén xdc dinh rang véi su tro gitp
ctia mot phan mém nao d6 hay cdc thiét bi nao d6 sé sinh ra cdc chit ky sO, quy tac
str dung né (céc bién phép an toan vé t6 chiic va ky thuat) va cdi chinh 1a quy dinh
dé€ giai quyét cac tinh hudng tranh chap.

Céc tinh huong tranh chdp c6 thé xay ra doi véi chit ky s6 khong nhiéu:
o khodi thac khoi trach nhiém tac gia ctia thong bao (t6i khong viét/toi
khong guri)
o khodi thac viéc da nhan thong tin (t6i chua nhan duoc céi do)
o tranh cdi vé thoi diém nhan/gui thong tin.

Viéc xudt hién ctia 2 tinh huéng sau duoc ngan chan tir dau boi viéc xay dung co
chi dinh giao thiic trao doi thong tin gifta 2 ngudi dung. Thi nhat, truée khi ky
modi thong bdo nguoi ta déu gan dau thoi gian vao. Thit hai, khi nhan méi thong
bdo ngudi nhan phai giri di mot khang dinh dugc ky bing chit ky s6 clia minh. Vé
phia minh, khi nhan dugc khang dinh, ngudi nhan lai giri di mot bién nhan c6 kém
theo chit ky s6. Nhu vay, méi khi ¢6 viéc trao doi thong tin thi xdy ra 3 1an gui, tat
nhién, nhu thé€ hoi du thira, nhung tranh duoc cic van dé phic tap néu & trén (tat
nhién, ca hai bén déu phai ghi nhat ky trong khoang thoi gian hoi thoai vé viéc
nhan/gli cung vé6i chit ky s6). Trong nhiéu trudng hop, viéc trao déi 3 budc nhu
vay cho phép dé dang giai quyét ca tinh huong khodi thac vé ban quyén tic gia cia
thong tin. Tinh hudng nay ciing phai duoc xem xét trong thoa thuan dé trdanh khoi
viéc hiéu 14m, can phai viét ra theo timg budc: uy ban dugc thanh 1ap nhu thé nao
(thdi han, s6 thanh vién tir méi bén, su can thiét phai moi cac chuyén gia doc 1ap),
quy téac thiét 1ap (sao tir ban miu) cdc phuong tién dé thuc hién ki€m tra, cdc dau
hiéu hinh thiic theo d6 thuc hién viéc ki€ém tra, quy dinh thiét lap két qua. Khong
quén viéc can thiét phai luu cac ban sao gidy chiing nhan khoa cong khai tai trung
tam ching thuc trong vong mot thoi han nhat dinh dugc xac dinh theo thoa thuan
clia nhitng ngudi tham gia trao déi thong tin. TAt nhién, thoi han luu giit khong
duoc it hon thoi hiéu kién tung dugc xdc dinh bang Luat dan su hoac cac diéu luat
khac d6i v6i dang quan hé thoa thuan dang xét.

Phan xét “cac vu viéc” dugc chuyén cho trong tai
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Nhu vay, cac hang va ngan hang quyét dinh ti€p tuc giai quyét xung dot tai mot toa
an trung gian hodc trong tai.

Theo nhu luat ”Vé chit ky dién tir s6”, trong trudng hop st dung céc thiét bi khong
dugc cap phép thi trach nhiém s€ do ngudi phan phoi céac thiét bi d6 ganh chiu (thi
du nhu ngan hang ching han). Cho nén, quan toa c6 thé khong tiéu ton thoi gian
vang bac cua minh, 1ap tdc chi tay vé phia ngudi ¢6 toi va di giai quyét viéc quan
trong hon.

Tuy nhién, gia thiét rang nhitg nguoi tham gia 1a nhitng ngudi tuan tha phap luat:
cac thiét bi dugc ho str dung c6 gidy ching nhan cua FAPSI va nha bang cling c6
gidy phép cua FAPSI. Trong truong hop nay, toa an, xem xét tit ca nhiing tinh tiét
clua su viéc, c6 thé quyét dinh thém mot cudc gidm dinh. Tat nhién, dé cho viéc
nay can cé nhitng co sd xac dang. Vi du, nguoi tham gia khodi thac khoi ban
quyén tac gia can trinh ra bang ching khong thé bac bo ring khod bi mat ctia anh
ta khong bi tiét 10, anh ta ciing v&i khod bi mat luon nam & mot chd khac, noi ma
c6 nhiéu ngudi lam ching. Su viéc phét trién ti€p theo 2 dudng.

Thi nhat, cudc gidm dinh doc 1ap phét hién ra rang thuat toan duoc cai dat trong
thi€t bi khong tuan theo chuin nha nudc Nga. Trong trudng hop nay trdch nhiém
dén bu thiét hai s€ quy cho phong thi nghiém noi cap ching nhan cho thiét bi.

Con dudng phét trién c6 thé thit hai clia qua trinh: cudc gidm dinh phat hién ra hu
hong & trong chinh thuat toan (hay dugc cong bd boi mot ai d6 trong sé nhiing
nguoi nghién cttu). Trong tinh huong nay trach nhiém dugc quy cho nguoi lam ra
chudn, nhung c6 gang theo kién nha nudc 12 mot viéc it trién vong. Cho nén, mot
két cuc thuong xay ra 1a, n€u su viéc da dén muc phai c¢6 cudc giam dinh doc lap,
thi s€ két thic hoac 1a cuoc giam dinh cong nhan chit ky s6 dang duoc tranh cii la
ding (nguoi tranh cai thiét vé vat chat) hoac 1a trong qud trinh gidam dinh s€ tim ra
vi pham quy tac khai thac thiét bi bdi nguoi thué bao dang muon choi bo trach
nhiém tdc gia, tir d6 ¢6 su ro ri thong tin vé€ khod bi mat (nhiing thiét hai vat chat
mot 1an nita anh ta lai phai chiu).

Mot s6 khia canh k§y thuat khong dé nhin thay
Day chua phai 12 nhitng khé khan cudi cing trén con dudng gian khé cua thong tin
hod toan xa hoi va st dung chit ky so.

Trén day ching toi da nhiéu 1an nhac dén viéc “nhan mot ban sao khoa cong khai
clia trung tam ching thuc”. C6 thé xudt hién mot cau hoi hop ly: day chinh la céi
dinh dé treo toan bo hé thong (thuc vay, vi khoa cong khai clia trung tam ching
thuc khong dugc ky bai ai ca; trong truong hop tot nhit, dé 1a mot gidy ching nhan
tu ky), nhu thé thi c6 thé tin vao tinh toan ven clia né nhu thé nao? L6i ra dé nhan
thay- cung véi tép (thé hién dién tir ciia kho4) can phai dua ra mot ban in kho4 trén
gidy (day chinh la “tinh kinh t&€” cua gidy, dugc dam bao bang chit ky va dau).
Tuong ting, viéc ki€ém tra tinh toan ven ctia khod duoc thuc hién bing soat lai truc
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giac khod dugc dua ra man hinh may tinh va so véi cai dugc in trén gidy. Khong
tién, nhung nght ra mot cach khac thi that 1a khé. Tat nhién, n€u ngudi su dung 1a
thué bao clia mot s6 hé thong chit ky dién tir s6 thi anh ta can phai truc tiép soat lai
bang mat khod cong khai cia méi trung tam ching thuc so véi ban in. Bai todn nay
c6 thé gidi quyét néu & mic do téng thé c6 xay dung mot hé thong hinh cay céc
trung tdm ching thuc. Khi d6, khoa cong khai cua trung tam ching thuc trong mot
hé théng cu thé (vi du, hé thong “khdch hang-nha biang”) dugc ky bdi khod cong
khai cta trung tam ching thuc cap co quan chinh quyén dia phuong. Khod cong
khai clia trung tAm ndy lai duoc ching thuc béi trung tAm ching thuc cip chu thé
cta lién bang, ti€p tuc dén trung tdm ching thuc cua vung lién bang, ...cudi cung
dén trung tam chung thuc chinh nhét, trung tam ching thuc lién bang. Nhu vay, sé
chi ton tai mot khod cong khai khong dugc ai ky cd, va dé tin vao tinh toan ven clia
no thi chi ¢6 mot cdch 1a so bang mat. Khoa cong khai (chinh xéc hon 1a chiing
nhan khod cong khai) ctia mot trung tam ching thuc khac bat ky luon c6 thé kiém
tra theo chudi cdc ching nhan.

Diéu tinh t€ k¥ thuat ti€p theo 1a & chd, tat ca cac hanh dong ma ching ta noéi tGi &
trén, dugc thuc hién khong phai trong bd ndo con nguoi, khong phai & trong dong
gidy t0, ma vdi su tro gidp ctia chuong trinh phan mém, dén luot nd, lai hoat dong
trén mot thi€t bi nao d6. Tat ca nhiing cai d6 duoc lam bdi con ngudi, ma con
ngudi thi thuong nham 1an. Viéc ching nhan cua FAPSI d6i véi cac thiét bi mat ma
(trong truong hop clia ching ta 1a cac phuong tién chit ky s6) dam bao mot do tin
cdy du cao viéc khong c6 16i va tinh tuan tha cla céc thao tic trong chuong trinh
duoc viét theo cdc thuat todn chuédn ma quoc gia. Nhung 14y dau ra ddm bdo ring
module chuong trinh ma ngudi st dung nhan dugc nhu la phuong tién cta chir ky
s6 tuan theo mau da dugc cap phép va khong bi thay d6i? Khac vé6i khod cong khai
clia trung tam ching thuc, chuong trinh phadn mém ¢6 mot kich thudc 16n, viéc in
nd ra s& ton nhiéu chong gidy, khé dong vién dugc ai 1am viéc kiém tra ban in véi
cai ¢ trén man hinh, chua néi dén tinh khong hiéu qua cta né (lic ranh rang hay
thir hai day chit s6 khong ¢6 nghia do dai khoang vai tram chit s6 - 16i 1a diéu
khong thé tranh khoi). Lam thé nao day?

Mot s6 phuong an giai quyét bai toan

Phuong 4n dau tién la tinh téng kiém tra cta chuong trinh phdn mém theo mot
thuat to4an da biét. Ngudi str dung c6 thé tu tinh tong kiém tra clia phadn mém nhan
dugc bang mot thié€t bi ma anh ta tin tudng va thuc hién theo thuat toan da chi ra.
Néu téng kiém tra tring véi cdi da duoc cong bo (va tat nhién, tring véi cdi & trén
gifly c6 chit ky va dau tron), thi phdn mém c6 thé coi 1a tuan thd mau. DE hiéu, dé
cho tin cay nén dung thuat toan cé do bao dam t6t hon CRC32, vi du nhu MD5 hay
SHA-1. Néu ching ta muon la nguoi yéu nude va st dung thuat toan bam noéi dia
theo nhu chuan GOST P 34.11 thi ¢6 mot cai can trd. D6 1a do khi tinh gid tri cla
ham bam theo GOST P 34.11 thi can phai sut dung thuét todin ma khoi theo GOST
28147-89 (ma vecto khdi di€ém clia phép bam & ché do thay thé don gian bing céc
kho4 dugc tao tir thong tin can bao vé). Nhung dé thuc hién duoc GOST 28147-89
ngoai khoa ma ra con can bang cac phép thé (theo ti€ng Anh do la cac S-box), gia
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tri ctia ching khong duoc chi ra trong chuan ma duoc chon riéng biét cho méi he
thong. Do d6 trong van ban duoc dua ra cing véi tong ki€m tra (gid tri cia ham
bam) con phai chi ra xem né dugc tinh véi cac gia tri nao clia bang cac phép thé.

Phuong 4n thit hai 12 & viéc ngudi phan phét cdc thiét bi chit ky s6 (d6 1a ngudi t6
chiic hé thong x{r Iy van ban dién ti- nha bang, quy, ngudi giit tai nguyén dung
chung,...) ddm bao phan mém chit ky s6 bang chit ky s6 clia cong ching vién.
Ngudi stt dung c6 thé tin vao tinh toan ven ctia phan mém, tim dén cong ching
vién da ky dé kiém tra chit ky s6 hodc dén trung tam ching thuc ndm phia cao hon
trong cay kién tric. Theo mot nghia nao dé di€u nay c6 lgi hon nhiéu so véi
phuong an dau: gidy van la gidy, can c¢6 mot lugng du cac gidy to duoc dam bao
bing chit ky va con dau cing véi tong ki€m tra, con viéc nhan ban ¢ dang dién tir
phan mém chit ky s6 da dugc ky 1a thoai mai.

Phuong 4n thit ba- nhan phan mém chi ky s6 tir nguon goc doc 1ap. Vi du, c6 thé
c6 thé dé mau phan mém cho cong chitng vién luu gilt hodc nhan truc tié€p né tir
ngudi san xudt. Phuong 4n nay logic hon, nhung mat nhiéu chi phi dé thuc hién.

Ban mot chit vé phap luat

Cédch day khong lau, tai Duma quéc gia da thao luan 14n diu du luat “Vé chit ky
dién tir s6”, cdc cudc tranh cai xung quanh né chua hé tit ké tir khi xuét hién phién
ban dau tién cua du luat. Néu nhu tinh can thiét cia n6 khong c6 ai tranh cai thi
noi dung ctia né gay ra hang loat traich méc. Chiing ta hdly chon ra mot s6 diém gay
tranh cai tir dao luat ndy, theo quan diém cua chiing toi ching c6 thé gay kho cho
viéc st dung thuc t€ chit ky s6.

Trong sO nhﬁ’ng céi kém theo bat budc cta chiing nhan khoa cong khai (diéu 6,
diém 1) bao gébm yeu ciu chi ra cac quan hé phap luat ma chu’ng nhan dugc dung
trong d6. Ngoai viéc khong thong nhat v6i X.509, tir diéu nay suy ra rang ong
Vaxia Pupkin di dugc nhac dén & phia trén hodc can phai tao ra chia khod riéng
cho mbi dang quan hé va 14y ching nhan tai trung tam (sau dé khong duoc dung
nham 14an), hodc ngay lap tic c6 ging hinh dung tat ca cdc quan hé can cho ban
than va liét ké chiing trong chitng nhan cach nhau béi cdc dau phdy. Trong trudng
hop thit hai, cling khong thé dam bdo tranh dugc trudong hop, sau ndy trong qua
trinh hoat dong cudc song s€ xudt hién quan hé luat phap méi chua cé trong ching
nhan. Cung cin thay rang, thuc t€ trong moi thoa thuan c¢6 hang loat cac quan hé
luat phdp khac nhau, va con xa tat ca ching la dé thdy doi véi nguoi dung. Thuc t€,
dé thuc hién tinh thin va cau chit cta luat, trudc khi tao chit ky cin phai tién hanh
phan tich van ban vé mat luat phdp, diéu nay chac 1a ban dong y rang khé ma thuc
hién dugc. Trong truong hop ngugc lai s€ xuat hién hang loat kha nang st dung ac
y tir moi bén.

Dé diéu tiét phan dang ké cac quan hé twong hd trong luat dua ra nhiéu chi dan t6i
céc diéu luat chuin khdc, nhung chiing chua c6 vao thoi diém nay va chua biét bao
g10 mdi co.
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Trong luét con chua soan day du van dé phan cong trach nhiém giita nhitng ngudi
tham gia trao d6i dién tir va cdc trung tam chang thuc. Trén day da dua ra céc
phuong 4n gidi quyét, ma theo quan diém clia ching t6i 1a cho phép thuc hién phan
dinh ranh gi6i. Nhung cén thiét dé cho nhitng quan diém dé tim dugc su phan dnh
trong du luat, chit khong sang tao ra mot cach riéng biét trong tung hoan canh cu
thé v6i mao hiém riang bd qua mot cdi gi do.

Theo nhu diém 1 diéu 8 cha du luat, chli yéu t6 chitc thuong mai c6 thé 1a trung
tam ching thuc. Yéu cdu ndy ngay lap tiic 1am ton hai quyén cua cdc t6 chic
khong thuong mai, nhung ty 1é ctia ching trong tic dong tuong hé dién tir khong it.

Ngoai ra, khong hoan toan r6 rang yéu cau nay doi véi viéc st dung chit ky s6 boi
céc t6 chiic nha nudc, ching c6 thé thuc hién trao doi dién tir trong cac hé thong
dung chung.

Trong phuong dn dugc dua ra cua du luat dé nghi st dung chu yéu céc thiét bi chit
ky s6 duogc cip phép, diéu nay khong cho phép dé dp dung chit ky s6 trong mot s6
truong hop. DE thay 1a viéc st dung cdc gidy chiing nhan nudc ngoai, phuong tién
dé 1am viéc v6i chiing khé duge cap phép & nudc Nga.

Ciing can phai dat ddu cham trén chit “i” trong cac van dé cép phép. Theo luat phap
hién hanh, dich vu k¥ thuat ctia c4c thiét bi mat ma can phai dugc cap phép, nhung
diéu nay khong c6 nghia 1a mdi ngudi tham gia trao d6i thong tin cin phai nhan
duoc gidly phép - chi can ngudi t6 chiic ra hé théng c6 gidy phép la du.

Piém 1 diéu 6 yéu cau ring gidy chiing nhan khod cong khai ctia chit ky so nhat
thiét phai ¢6 ho, tén va tén dém cuia ngudi chi. Luan diém nguyén tic ny gay ra
ban khoan, vi 1am cho khong thé sir dung chit ky s6 dé tham gia vao cdc cuoc thi
duéi bi danh.

Yeéu cau vé kha nang ctia trung tam chdng thuc ¢6 trach nhiém dan su khong it hon
100 14n so véi gidi han trao d6i da duge chi ra trong chiing thuc ciing gy ra tranh
cdi. Co thé chi ra hang loat cudc trao doi, trong d6 viéc chi ra gia, va nhu vay, gidi
han clia trdch nhiém, 1a khong thé. Ngoai ra, yéu cdu nay trén thuc t€ xo4 bo dang
ky hop dong & dang dién tir cling véi viéc stt dung chit ky s6- céc cudc trao déi c6
gid tri 16n khong thé ky bing chit ky s6.

Luan diém vé viéc cung cép mién phi dich vu khang dinh chit ky (diéu 9 diém 4)
mot cach logic hon dugc thay bang mot gidi han cho miic phi t6i da. Tat nhién, néu
chu y dén viéc diéu chinh vé két luan tir thim quyén xét xtr luat 4p dung chit ky so
phi thuong mai, tu dong van dé tra phi trong cdc hé thong phi thuong mai duoc loai
bo.
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Du luat ngdm hiéu ring viéc st dung chit ky s6 nhu 1a mot céi twong tu véi chit ky
cua cd nhan, ngay ca khi khi anh ta dat chit ky khong phai nhu mot cd thé ma la
ngudi dai dién toan quyén cia t6 chic phdp ly. Dé tranh su hiéu nhim, trong
chiing nha khod cong khai cho nguoi c6 chitc quyén, can phai chi ra ring né duoc
cdp khong don thuan cho Xidorép, ma cho chu tich diéu hanh Xidorop Ivan
Pétrovic, nguoi thuc hién trong trach trén co so tin cay hay diéu 1é clia xi nghiép.
Dé thay rang, trong truong hop nay, Xidorop Ivan Pétrovic ¢é hai chiing nhan: nhu
mot ¢4 nhan va nhu mot dai dién cho mot t6 chiic nao dé.

Nhu vay, khong nghi ngo gi, du luét can thiét va dugc cho doi tir lau can phai duge
thao luan k¥ hon nira, vi & dang hién tai, phan 16n né méi chi mang tinh quang cao.
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Chuan chir ky s6 GOST P 34.10-94°

Chuén chit ky s6 ctia Nga dugc 1ap sau phuong 4n chuéin ctia nu6c My, cho nén céc
tham s6 cta thuét todn nay dugc chon vdéi trit tinh vé kha nang tiém tang cia ngudi
ma tham trong viéc thdm hé ma. No6i riéng, viéc tang do dai gid tri ham bam lam
giam xdc xuat dung cham, tuong tng véi né 1a bac clia phan tir sinh, diéu nay lam
cho viéc giai bai toan logarithm rdi rac s€ kh6 hon khi can tim khoa bi mat.

1. Chon tham so
Dé mo ta thuat toan sé& sit dung céc ky hiéu sau;
B* -tap tat ca cac tir hitu han trén bang chit cai B= {0,1};
IAl - o dai tir A;
V,(2)- tap tat ca cac tir nhi phan do dai k;
AlIB - n6i hai tir A va B (hay con ky hiéu l1a AB);
A¥ - n6i k tir A lién tiép;
<N>k - tir 6 d0 dai k 1a két qua phép tinh N (mod 2k) v6i N 1a s6 nguyén
khong am;
@ - phép cong tiing bit theo modulo 2;
[+] - phép cong theo quy tic A [+] B = <A+B>, (k=IAl=IBl);
m - thong bdo can ky;
m,;- thong bao nhan dugc;
h - ham bam, dnh xa day m vao tir h(m) € V256(2);
p - s6 nguyén t6, 2°% < p < 2°'?, hoac 2! < p < 219%;
q - s0 nguyén t6, 2% < q < 2*°° va q 1a udc cta (p-1);
a - sO nguyén, 1 <a < p-1, v6i a¥(mod p) =1;
k- s6 nguyén, 0 <k < q;
x - khoa bi mat ctia ngudi sur dung dé ky, 0 <x < q;
y - khod cong khai dé ki€m tra chit ky, y = a*(mod p).

Céc s0 p, q va a la cac tham s6 cta hé thong, dugc cong bo cong khai. Bo gia tri cu
thé ¢6 thé 1a chung cho tat ca moi ngudi trong hé thong. S6 k dugc sinh trong qua
trinh ky thong bdo can phai gilt bi matva duoc huy ngay sau khi ky. S6 k duogc 1ay
tlr bo tao ngiu nhién vat 1y hoac bdi day gia ngau nhién véi cac tham s6 bi mat.

2. Tao chir ky
Viéc tao chit ky s6 gom nhitng budc sau:
1) tinh h(m) - gia tri ham bam cta thong bao m. Néu h(m) (mod q)=0 thi
gan cho h(m) gi4 tri 0°1;
2) chon s6 nguyénk, 0 <k <q;
3) tinh hai gid tri r’=a"(mod p) va r=r’ (mod q). Néu r = 0, thi chuyén vé
budce 2 va chon gia tri k khac;

3 C.UMfhbxtd, D.D. Ujyxfhijd, HI.Cthjd, Jcyjds cjdhtvtyyjq rhbgnjuhfabb, Vjcrdf,
Ujhzxfz kbybz-Ntktrjv, 2002, cnh. 96-98.
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4) ngudi st dung ding khoa bi mat x d€ tinh gid tri s=(xr+kh(m)) (mod q).
Néu s=0 thi chuyén vé budc 2, trong trudng hop nguoc lai thi két thic
thuat toan.
Chd y rang thong bdo cho gid tri ham bam bang 0 khong duoc ky. Trong trudng
hop ngugc lai phuong trinh ky s€ dugc gian udc thanh s=xr (mod q) va nguai ac y
s€ tinh dugc khod bi mat.

3. Kiém tra chir ky

. 1
Phuong trinh kiém tra 1a » (as'h(’"l) 7 (mod p))(mod q) . Thuc vay;

( Shm)™! _y_r.h(m)—l (mod p)) (modq) = (as.h(m)_l o rxh(m)”! (mod p)j(mod e
:(ah(m)l(s—xr) (modp))(modq) _ )™ ot ki (m)=xr) (mod p)(modg) =
= "M RO (104 DY (mod q) = a* (mod p)(modg) = 7

Viéc tinh todn c6 thé dugc thuc hién nhu sau:

1) Kiém tra diéu kién: 0 < s < q va 0 < r < q. Néu mot trong nhitng diéu
kién d6 khong dugc thuc hién thi chit ky duoc coi 1a khong c6 hiéu luc.

2) Tinh h(m,)- gia tri cia ham bam do6i véi ban tin nhan dugc. Néu

h(m,)(mod q)=0 thi gin cho h(m,) gi4 tri 0*°1.

3) Tinh v=(h(m,))?* (mod q), d6 chinh l1a gid tri h(m,)" (mod q). N6i chung,
viec tinh  h(m,)" (mod q) bing thuat toan Eucolid m& rong sé nhanh
hon viéc nang 1én lu§ thura

4) Tinh z,=sv (mod q) va z,= (g-r)v (mod q)

5) Tinh u = (azlyz2 (mod p) (mod g)

6) Kiém tra diéu kién r = u. Néu dang thiic x4y ra thi cong nhan chit ky
ding va ban tin khong bi thay déi trong qua trinh truyén.
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Chuan chir ky s6 GOST P 34.10-2001*

So su tang nang suét ctia cdc phuong tién tinh todn va viéc hoan thién thuét toan
tinh logarithm roi rac trong truong hitu han nén xuat hién nhu cau tang do bén
viing cta thuat todn chit ky dién tir s6 doi v6i nhiéu dang tdn cong. Vi thé nén
chuéan GOST P 34.10-2001 da duoc nghién ctu trong du dn “Cong nghé thong tin.
Bao vé thong tin bing mat ma. Cic qud trinh tao va kiém tra chit ky dién tlr s6”. N6
s€ dugc 4p dung tir ngdy 1 thang 7 nam 2002 thay cho chudn GOST P 34.10-94
trudce do.

Chuan bi tham so

Trong chuin ndy céc phép todn ctia nhém céc diém thuoc dudng cong eliptic trén
truong hitu han duogc s dung. Puong cong elipic E trén truong nguyén t6 GF(p) ¢
dang Veistrass duoc st dung, né duoc cho bai cac hé s6 a va b hoac dai lugng J(E)

3
dugc goi 1a bat bién clia duong cong: J(E) = 1728%m0dp .Cac hé s6 ava
4a” +27b
b ctia dudng cong E duoc xéc dinh thong qua hing s6 bdi cong thiic:
a =3k mod p; b = 2k mod p, trong d6 k = L(E)modp , J(E) 20, 1728.
1728 — J(E)

Diém Q duoc goi 1a diém boi k, k € Z néu nhu v6i mot diém P nao dé cé6 dang
thitc Q=kP. Cac tham s6 ctia lugc do chit ky s6 bao gom:
e p-s6nguyén t6 1a modul ctia dudng cong eliptic, p > 22,
e duong cong eliptic duoc cho boi bat bién J(E) hay cac hé soavab
e s0 nguyén m - bac ctia nhém céc diém trén dudng cong E
e sdnguyéntd q - bac cia nhém vong con ctia nhém céc diém thudc
dudng cong eliptic E véi diéu kién
m=nqg,neZ,n>1
{ 2254 (g <256
e diém co s6 P = 0 trén dudng cong c6 bac q, titc 1a pQ=0. Toa do cha
di€ém nay duogc ky hiéu qua (x,, y,);
e ham bam anh xa thong bao c6 do dai bat ky vao tap cac vecto nhi phan
do dai 256. Ham bam duoc dinh nghia bdi chudn GOST P 34.11-94.

Moi nguoi str dung lugce do chit ky dién tir s6 can ¢6 cap khod cd nhan sau:
e khod bi mat cua nguoi su dung - s6 nguyén d, 0 <d <q;

4 C.UMfhbxtd, D.D. Ujyxfhijd, H.T.Cthjd, Jcyjds cjdhtvtyyjg rhbgnjuhfabb,
Vijcrdf, Ujhzxfz kbybz-Ntktrjv, 2002, cnh.98-101.

21



e khod cong khai clia ngudi st dung - diém Q véi toa do (x,, y,), thoa man
dang thic : dP=Q.

Céc tham s6 ctia chit ky dién tlr s6 can thod mén cac di€u kién sau:

e p'#l (mod q) v6i moi t=1,2,..,B v6i B> 31;

e m=p;

e J(E)#0hay 1728.

255
Ching ta dat tuong tng vecto nhi phan & = (@sss,.....g) Vi s6 a =Y a;2".
i=0

Sinh chit ky so
Chit ky s6 cho ban tin M dugc tinh nhu sau:

1. Tinh ham bam : & = k(M)

2. Tinh s6 nguyén o c6 dang biéu dién nhi phan 12 vecto /4 va x4c dinh

e=a (mod q) . Néue =0 thi lay e = 1.

Sinh ra s6 gia ngiu nhién k thod man bat dang thic 0 < k < g.
4. Tinh diém thudc dudng cong eliptic C = kP va dat r = x. (mod q) v6i x¢ 1a
toa do ctia diém C theo truc x. Néu r =0 thi quay vé buéc 3.
Tinh gid tri s = (rd+ke) (mod q). Néu s=0 thi quay ve budc 3.
6. Tinh vecto nhi phan ting v6i céc s6 ra va s. Chitky s6 ¢ = (7 || 5)1a phép néi

hai vecto nhi phan.

oY)

b

Kiém tra chir ky
Pé kiém tra chit ky ta 1am nhu sau:
1. Theo chit ky nhan dugc C can tinh ra hai s6 nguyén r va s. Néu cdc bt
déng thitc sau khong ding thi bac bé chitky: 0<r<q,0<s<q.
2. Tinh him bam ctia ban tin nhan duoc: A = h(M)
3. Tinh s6 nguyén o c6 dang biéu dién nhi phan I vecto 4 va xéc dinh
e=a (mod q) . Néue =0 thilaye=1.
4. Tinhv=e' (mod q)
Tinh z, = sv (mod q), z, =-rv (mod q)
6. Tinh diém trén dudng cong eliptic C = z,P + z,Q va xac dinh R = x,.
(mod q) v6i X 12 toa do cuia diém C theo truc x
7. Chit ky s6 dugc cong nhan khi va chi khiR =r.

b
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Ham bam GOST P 34.11-94°

Khi mo ta ham bam chiing t6i s€ sur dung cac ky hiéu da duoc sir dung khi mo ta
cac thuat toan chit ky s6 GOST P 34.10-94 va GOST P 34.10-2001, ngoai ra, goi M
la day nhi phan can bam; h- ham bam, anh xa day M vao tir h(M) € V,5,(2); Ex(A)
- k&t qua phép bam tir A v6i khod K bai thuat todn ma khoi GOST 28147-89 & ché
do thay thé don gian; H - vecto khdi diém dé bam.

Mo ta chung
Ching ta hi€u hAm bam 1a mot 4nh xa
h: B* — V,(2).

Dé dinh nghia ham bam cén c6:
e thuit todn tinh bam theo tung budc Kk
K: Vis56(2) X Vis6(2) = Vis56(2)
e mo ta qua trinh lap dé tinh gia tri hAm bam

Thuat toan tinh bam theo timg budc gém 3 phan:
e tao 4 khoa c6 256 bit
e bién d6i ma: mi céc tlr con 64 bit cua tir H bang céc khoé K; (i=1, 2, 3,
4) bang thuat todn GOST 28147-89 & ché do thay thé don gian
e anh xa xdo tron két qua ma

Tao khoa

Xeét X=(bysg, sss..., b1) € Vase(2).

Gia st X = x,lIx;lIx,11x; = my6llnsll.. I =E5,l1E5 11 IE,

VO  X; €Vg(2),i=1..4; m;€V4(2), j=1..16; &, € Vi(2), k=1..32.

Ky hiéu A(X)= (x,D x,)lIx,lIx;l1x,.

Bién doi P: V,54(2) = V,54(2) chuyén tir E,lIE;11IL..IE; thanh tir &y 1€ gyl NEg
v6i o(i+1+4(k-1))=8i+k, i=0..3, k=1..8.

Dé tao khod cén sir dung cédc dit liéu sau:

e ciactrH, M eV, 4(2);

e céc hing s6: cac tir C, (i=2, 3, 4) ¢6 cac gia tri C,=C,=0%° va
C,=130%1"°07*1"°0%(0®1%)*180%(0®1®)*(180®*)* con C,??

Thuat toan tinh khoa nhu sau:

1. Gén céac gid tri i=1, U=H, V=M

2. Thuc hién W=U @ V, K,=P(W)

5 c.UMfhbxtd, D.D. Ujyxfhijd, H.T.Cthjd, Jcyjds cjdhtvtyyjg rhbgnjuhfabb,
Vjcrdf, Ujhzxfz kbybz-Ntktrjv,2002, cnh. 121-124.
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Géan i=i+1

Kiém tra diéu kién i=5. Néu ding nhay dén budc 7, sai thi tiép budc 5.
Tinh U=A(U) ® C,, V=A(A(V)), W=U & V, K;=P(W).

Chuyén vé budc 3

Két thuc

N kAW

Bién d6i ma

Pay la giai doan ma 4 tlr con 64 bit ctia tir H bdi cac khoa K, (i=1, 2, 3, 4). Ching
ta can cac dit liéu sau: H=h,lIh;llh,llh, , h; € V,(2) va bo khoa K, (i=1, 2, 3, 4).
Sau khi mé ta c6 s; = Eg, (h;),i=1,2,3,4 va vecto ket qua 1a: S= s,lIs;lls,lls, .

Bién doi tron

Tron day thu duoc nho thanh dich. Cac dit liéu ban dau 1a cac tit H, M, S € V,(2).

Bi€n d6i ¢: V,s4(2) — V,56(2) chuyén tir 1y4lln sll...IIM;, m,€ V14(2), i=1..16 thanh tir
N, ONEN;ON,ON 130 4lIn 6 1.1,

Khi d6 gié tri bam tung budc la tir
k(M,H) = ¢%'(H®z(M®e'*(S))) v6i ¢'1a bién déi ¢ 1am i lan.

Tinh gia tri bam
Gid tri ban d4u dé tinh gid tri hAm bam 1a diy M e B*. Tham s¢ 1a vecto khdi diém
H- mot tir c6 dinh tuy ¥ tir V,54(2).

Thu tuc tinh ham h & mdi vong 1ap str dung cac dai luong sau:

M e B* - phan cua day M, chua di qua ham bam & nhitng vong lap trudc

H €V,5(2) - gia tri hién tai clia ham bam

Y €V,5(2) - gi4 tri hién tai clia tong kiém tra

L €V,5(2) - gia tri hién tai cia do dai phan cua diy M da duoc xu ly & cac
vong lap trudce.

Thuat todn tinh ham h dugc chia 1am 3 giai doan:
Giai doan 1. Gan cac gia tri ban dau cho cac dai lugng hién tai
M:=M; H:=H; ¥ :=0%°; L:=0%*

Giai doan 2. Kiém tra diéu kién IM| > 256. Néu ding thi chuyén sang buéc 3.
Nguoc lai thi thuc hién cac phép tinh sau:

L:=<L+MI>,ss; M’:=02M|IM; Z:=% [+] M’;

H:=x(M’,H); H:=x(L,H); H:=x(Z,H)
Két thiic thuat toan. H 1a gia tri ham bam.

Giai doan 3. Tinh tit con Mg € V,54(2) cta tt M (M=M,lIMy). Ti€p tuc thuc hién
day phép tinh:
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H:=x(M’,H); L:=<L+256>,5¢; X:= X [+]Mg; M:=M,.
Chuyén lén budc 2.
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Chuan ma dix lieu GOST 28147-89°

Tai Lién bang Nga c6 mot chuan mat ma duy nhét cho cac hé thong thong tin. N6
1a bat buodc cho cdc co quan nha nudc, t6 chiic, xi nghiép, ngan hang va céc cong
s& khdc ¢6 hoat dong gan lién vé6i viéc dam bao an toan thong tin quoc gia. Do6i voi
céc t6 chic khac hay ca nhan thi GOST 28147-89 mang tinh khuyén céo.

32 1 32... 1
« v v
G
+
Xo(Ko)
X,(K,) N
...... s, | s, s Is | s
v R
Xa(Ke)
X7(K) 32... 1
v v C,
S
< v >

Chuén nay dugc thiét 1ap c6 tinh dén kinh nghiém trén thé gidi, néi rieng, da chid y
dén nhitng diém yéu va kha nang khong thuc hién duoc ctia DES, vi vay viéc ap
dung chudn ¢6 tién hon. Thuat todn ma hod dugc xay dung theo céu tric Feistel.

Doi v6i phép noi tir chiing ta dung ky hiéu nhu 1a phép nhan. Ngoai ra, sé st dung
cac phép cong sau:

A @ B - phép cong tung bit theo modulo 2;

A [+] B - cong theo modulo 2%;

¢ Cc.uMfhbxtd, D.D. Ujyxfhjd, H.T.Cthid, Jcyjds cjdhtvtyyjq rhbgnjuhfabb,
Vijcrdf, Ujhzxfz kbybz-Ntktrjv,2002, cnh.37-39.

26



A {+} B - cong theo modulo 2*-1;

Thuat toan ¢6 mot s6 ché€ do lam viéc. Trong moi ché do déu st dung khod W c6
256 bit, d6 1a 8 s6 c6 32 bit: W=X(7)X(6)X(5)X(4)X(3)X(2)X(1)X(0).
Khi giai ma chiing ta ciing dung khoa do6.

Ché do lam viéc co s& cua thuat toan la ché do thay thé€ don gian. Bay gio ching ta
s€ mo ta ché do do.

Céac ky hiéu trén hinh vé:
N, N,- cac thanh ghi luu 32 bit;
S,- tong theo modulo 2*%;
S,- téng theo modulo 2;
R- thanh ghi dich vong 32-bit;
K - thiét bi nhé khoda gom 256 bit dugc chia thanh 8 tir 32-bit;
S - khoi thay th€ gom 8 hop thé' S,...., S;.

Gia st ban r6 duoc chia thanh cac khoi c6 64 bit, ching dugc ky hiéu 1a T,. Tha
tuc ma gom 32 vong. Pau tién, khoa k c6 256 bit dugc dua vao thiét bi nhé khoa,
tao thanh 8 kho4 con k;: k=k-k,...k;.

Day cac bit ctia T, dugc phan thanh hai nira ¢6 32-bit (trdi va phai):

To =(a1(0~),--~, a3(0), by(0),...,bs,(0)) ,
C4c bit trong moi ntra dugc 14y ra theo thit tw ngugc lai dé tao nén hai tr c6 32 bit
la a(0) va b(0):

a(0) = (a3(0), a3,(0), ....,a,;(0)),

b(0) = (b3,(0), b3,(0), .....b,(0)).

Hai vecto 32 bit a(0) va b(0) dugc dua vao céac thanh ghi luu N, va N, trudc vong
ma thit nhat. a(0) trong N, va b(0) trong N,.

Glé Sﬁ a(]) = (3320), 3.310), ....,al(j)), b(]) = (b32(j), b31(i), ""’bl(i)) lé 1’1@1 dlll’lg Cﬁa
cac thanh ghi luu N, va N, sau vong ma thit j. Chuing ta ky hiéu f 1a ham ma. Thé
thi:

vGi j=1.24
a(j) = fa(j =D +k;_1(mods)) ®b(j —1)
b(j)=a(j-1)

v6i j=25..31
a(j) = fa(j =D +k3_ jmods)) ®b(j —1)
b(j)=a(j-1)

v6i j=32

a(32)=a(31)
b(32) = f(a(B1) +ky) @ b(31)
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Viéc tinh ham f trai qua 2 giai doan:
o O giai doan thi nhét, tham s6 x ¢6 32 bit dugc chia thanh 8 vecto c6 4
bit. Bo 4 bit thit i dugc anh xa thanh 4 bit nho cac phép the S, (i=1..8). S;
la cac phép hoan vi cua tap cac s6 nguyén tir 0 dén 15. Nhu vay S(x) 1a
mot vecto c6 32 bit.
o Giai doan thi hai: nho thanh ghi R, S(x) duoc dich vong vé bén trai 11 vi
tri.

K&t qua cua phép ma T, 1a T duoc 14y ra tir cac thanh ghi lvu N, va N, sau 32
vong ma theo thi tu tir trdi qua phai.
TC=(a,(32), a,(32),..., 43,(32), b,(32), b,(32),...,b:,(32)).

Chii y: cac S-box c6 thé dugc sir dung lam khod thoi gian dai.
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Bo luat Lién bang Nga vé chir ky dién tu so

Chuong I. Cac diéu khoan chung

Diéu 1. Muc dich va pham vi ap dung bo luat Lién bang nay

1. Bam bao di€u kién luat phap cho viéc st dung chit ky dién tlr s6 1a muc dich
ctia bo luat lién bang nay, theo né thi chit ky dién tir s6 trong cdc van ban dién
tir duwoc cong nhan ¢6 gia tri nhu chit ky bang tay trén cac van ban gidy to.

2. Hiéu luc ctia bo luat lién bang nay dugc dp dung cho cac quan hé dugc xuét
hién khi ti€n hanh cac hop dong phép ly-dan su va trong cac truong hop khac
dugc xem xét trude bang luat phap cua Lién bang Nga.

Hiéu luc ctia bo luat Lién bang nay khong ap dung cho cac quan hé dugc xuat
hién khi sir dung cac tuong tu khac cua chit ky tay.

Diéu 2. Piéu chinh phap quyén cic quan hé trong linh vuc sit dung chir

ky dién tir so.

Diéu chinh phép quyén cdc quan hé trong Iinh vuc stt dung chit ky dién tir
s0 dugc thuc hién theo bo luat Lién bang nay, bo luat dan su clia Lién bang Nga,
luat Lién bang “Vé thong tin, thong tin hod va bao vé thong tin”, luat Lién bang
“VE thong tin”, va cdc luat lién bang khdc va cdc vin ban luat phap chuén ctia Lién
bang Nga da dugc dp dung theo cic bo luat da néu, va cling dugc thuc hién theo
thoa thuan cua cac bén.

Piéu 3. Cac khai niém co ban duoc sit dung trong bo luat Lién bang
nay

Vi cac muc dich cua bo luat Lién bang nay, cac khai niém co ban sau dugc
str dung:

vin ban dién tir - d6 12 van ban, trong d6 thong tin dugc biéu dién & dang
dién tu-so;

chit ky dién tir s6- phu luc cia mot van ban dién tlt, dung dé bao vé van ban
dién d6 khoi gia mao, nhan dugc nhu két qua ciia phép bién déi mat ma doéi voi
thong tin v6i viéc sit dung khoa bi mat ctia chit ky dién tir s6 va cho phép nhan
dang ngudi chli cha chitng nhan khod chit ky, déng thoi ciing khang dinh viéc
thong tin trong van ban dién tu khong bi xuyén tac;

nguoi chu cta (gidy) ching nhan khoa chit ky- nguoi dugc trung tam ching
thuc cép cho gidy ching nhan kho4 ky va nam gitt khoa bi mat tuong ting cua chit
ky dién tu so0, khod bi mat nay cho phép véi su gitp d& cua cac phuong tién chit ky
dién tu so6 tao ra chit ky dién tu s6 cua ngudi dé trong cac van ban dién tir (ky céac
van ban dién tir);

cdc phuong tién chit ky dién tlr s0- cdc cong cu mdy méc hay phan mém,
dam bao viéc thuc hién mot trong cac chiic nang sau: tao ra chit ky dién tir s6 trong
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cdc van ban dién tir v6i viéc sir dung kho4 bi mat clia chit ky dién tir s, khiang dinh
tinh chan thuc cta chit ky dién tir s6 trong cic van ban dién tir bang viéc sir dung
khod bi mat ctia chit ky dién tr s6, tao ra cac khoad bi mat va cong khai cua chir ky
dién tu so;

gidy chiing nhan cua cac phuong tién chit ky dién tlr s6- van ban trén gidy,
duoc cap theo cdc quy dinh ctia hé théng chitng thuc dé khing dinh tinh tuan thi
cac yéu cau da duoc thiét 1ap ctia cac phuong tién chit ky dién tir so;

khod bi mat cua chit ky dién tlr s6- day duy nhat cac ky hiéu, duoc biét bsi
ngudi cht cta chitng nhan kho4 chit ky va ding dé tao ra chit ky dién tir s6 trong
céc vin ban dién tir bang viéc dung cac phuong tién chit ky dién tir so;

khod cong khai chit ky dién tir s6- day duy nhét cac ky hiéu, tuong ting véi
khoa bi mat chit ky dién tu s6, dugc bi€t boi mot nguoi sit dung bat ky ctua hé
thong thong tin va dugc ding dé khang dinh tinh chan thuc ciia chit ky dién tir s6
trong van ban dién tlr bang cach stt dung cdc phuong tién chit ky dién tir so;

gidy ching nhan khoa chit ky- van ban trén gidy hoac van ban dién tlr cuing
vGi chit ky dién tlr s6 cia nguoi ¢6 trach nhiém thudc trung tam ching thuc, trong
d6 c6 khoa cong khai ctia chit ky dién tir s6, va dugc trung tdm ching thuc cip cho
ngudi tham gia hé thong thong tin dé khang dinh tinh chan thuc clia chit ky dién t
sO va nhan dang ngudi chu cua chiing nhan khoa chit ky;

khang dinh tinh chan thuc ctia chit ky dién tir s6 trong vin ban dién ti- két
qua tdn thanh cla viéc kiém tra béing cic phuong tién ching thuc tuong tng chit
ky dién tlr sO cung véi viéc sit dung chiing nhan khoa chit ky tinh phu thuoc cua
chit ky dién tir s6 vao ngudi chi cuia chiing nhan khoa chit ky va tinh thi€u ving su
thay déi trong vin ban dién tir da dugc ky bdi chit ky dién tir s6 da cho;

nguoi s dung chiing nhan khoa chit ky- ngudi st dung cac thong tin nhan
duoc tai trung tam chitng thuc vé gidy ching nhan khoé chit ky dé kiém tra tinh
phu thudc cua chit ky dién tir s6 v6i nguoi chi clia ching nhan khoa chit ky;

hé thoéng thong tin st dung chung- hé théng thong tin m& dé st dung cho
bat ky nguoi hay co quan phap luat nao, nhitng nguoi nay khong bi tir chéi trong
cac dich vu cuta no;

hé théng thong tin doanh nghiép- hé thong thong tin ma nhitng ngudi tham
gia 1a mot nhém nguoi gidi han, duge xac dinh bdi nguoi chi ctia hé thong hoac
bing thoa thuan cta nhitng ngudi tham gia hé thong thong tin nay.

Chuong II. Cac diéu kién sir dung chit ky dién tir so

Piéu 4. Cac diéu kién dé cong nhan gia tri nhu nhau cua chir ky dién tir
s0 va chir ky viét tay.
1. Chir ky dién ti sO trong van ban dién ti cé gia tri nhu chit ky viét tay trong van
ban trén gidy né€u nhu dong thoi tuan thi cac di€u kién sau:
chiing nhan khod chit ky thudc vé chit ky dién tir s6 nay khong mat hiéu luc
(con tac dung) tai thoi diém kiém tra hoic tai thoi diém ky van ban dién tir néu nhu
c6 bang chiing x4c dinh thoi diém ky;
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tinh chan thuc cia chit ky s6 trong van ban dién tir duogc khang dinh;
chit ky dién tir s6 dugc st dung theo nhu nhitng qui dinh duoc chi ra trong
gidy chuing nhan khoa chit ky.

2. Nguoi tham gia hé thong thong tin ¢ thé déng thoi 1a chi cia mot s6 lugng bat
ky gidy chiing nhan khoa chit ky. Khi d6 van ban dién tlr cing véi chit ky dién
tir 8O ¢6 gia tri phap 1y khi thuc hién cac quan hé duoc chi ra trong gidy ching
nhan khoa chit ky.

Diéu 5. Str dung cac phuong tién chir ky dién tir s6
1. Viéc sinh c4c khod chit ky dién tlr s6 dugc thuc hién dé sir dung trong:

hé thong thong tin st dung chung bdi nguoi tham gia hé thong hay bai trung
tam chung thuc theo yéu cau ctia nguoi tham gia;

hé thong thong tin doanh nghiép theo quy cach duogc thiét 1ap trong hé
thong do.

2. Khi sinh khod chit ky dién tir s6 dé sir dung trong hé thong thong tin st dung
chung can phai chi 4p dung cac phuong tién da duogc cap phép chit ky dién thr
s0. Viéc dén bu thiét hai gay ra do sinh khoa chit ky dién t& s6 bdi cac phuong
tién chit ky dién tir s6 khong dugc cidp phép co thé dugc quy trach nhiém cho
nhitng nguoi tao ra va nhitng nguoi phan phoi cac phuong tién nay theo nhu
phép luat Lién bang Nga.

3. Viéc st dung cac phuong tién chit ky dién tir s6 khong duoc cip phép va cac
chit ky dién ti so6 dugc sinh ra bagi chiing trong cac hé thong thong tin doanh
nghiép clia cdc co quan lién bang thudc chinh quyén quoc gia, cdc co quan
chinh quyén quéc gia ctia cdc cha thé Lién bang Nga va céc co quan diéu hanh
dia phuong 1a khong duogc phép.

4. Viéc cap phép cac phuong tién chit ky dién tir s6 dugc thuc hién theo luat phap
Lién bang Nga vé cdp phép san pham va dich vu.

Diéu 6. Chiing nhan khoa chir ky
1. Chtng nhan khoa chit ky can chita cic thong tin sau:

s6 dang ky duy nhit clia chiing nhan khoa chit ky, ngay bat diu va két thic
thoi han hiéu luc ctia ching nhan chit ky s6 nim & danh sich cua trung tam chiing
thuc;

ho, tén va tén dém ctia ngudi chu ching nhan khoa chit ky hay bi danh cua
ngudi chu. Trong trudong hop st dung bi danh, trung tam chdng thuc cén ghi diéu
do6 vao chiing nhan khoa chit ky;

khod cong khai cua chit ky dién tir so;

tén ctia cac phuong tién chit ky dién tir s6, ma khoa cong khai cua chit ky
dién tlr s6 nay dugc st dung vdi;

tén va dia diém cla trung tAm ching thuc cap ra chitng nhan khoa chit ky;

cdc chi dan ve cdac quan hé ma khi thuc hién né thi van ban dién ti v6i chit
ky dién tir s6 s€ c6 gid tri phap ly.
2. Trong truong hop can thiét, trong chiing nhan khoa chit ky, trén co s& cac van

ban di dugc xdc nhan con chi ra chitc vu (ciing véi tén va dia diém clia co quan
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da lap ra chiic danh d6) va nghé nghiép cua ngudi chu ching nhan khoa chit ky,
con theo su xudt trinh & dang viét - nhiing tu liéu khac da dugc xac nhan baoi
cac giay to khac.

. Chitng nhan khoa chit ky can phai dugc trung tam chiing thuc dua vao danh
sdch cta cdc ching nhan khoa chit ky khong muon hon ngay bat ddu ¢ hiéu
luc cuia chiing nhan khoa chit ky.

. D€ kiém tra tinh s& hitu chit ky dién tlr s6 v6i nguoi chli cia ching nhan kho4
chit ky, nhitng ngudi sit dung dugc trao thong tin vé ngay va thoi gian cép
chitng nhan, tu liéu vé hiéu luc cua ching nhan khod chit ky (c6 hiéu luc, dimng
c6 hiéu luc, thoi han dimg cé hiéu luc, da bi huy bd, ngay va thoi gian huy bo
ching nhan khoa chit ky) va tu liéu vé danh sach cua cac ching nhan khoa chit
ky. Trong truong hgp cip chiing nhan khoa chit ky & dang van ban trén giay,
ching nhan nay dugc thé hién theo khuén mau cla trung tam chitng thuc va
dugc lam tin boi chit ky tay cia ngudi c¢6 chic traich va dau cua trung tam
chiing thuc. Trong trudng hop cap ching nhan khod chit ky va céc dit liéu bo
sung da néu & dang van ban dién tir, ching nhan d6 can phai duoc ky boi chit
ky dién tlr s6 cia ngudi ¢6 trach nhiém thudc trung tdm chiing thuc.

Diéu 7. Thoi han va cach thic luu giir chitng nhan khoa chir ky tai
trung tam ching thuc

. Thoi han luu git ching nhan khod chit ky & dang van ban dién tir tai trung tam

chiing thuc dugc xdc dinh bang thoa thuan giita trung tAm chiing thuc va nguoi

chu cta ching nhan khoa chit ky. Khi d6 dam bao quyén truy nhap cta nhiing

ngudi tham gia hé thong thong tin vao trung tAm ching thuc dé nhan duogc

chitng nhan khoa chir ky.

. Thoi han luu gitt chitng nhan khoa chit ky & dang van ban dién tr tai trung tam

chiing thuc sau khi huy bo ching nhan khoa chit ky can khong dugce it hon thoi

han dugc thiét 1ap bai luat lién bang vé thoi han kién tung do6i véi cdc quan hé

duogc chi ra trong chiing nhan khod chit ky.

Khi hét thoi han luu gilt da chi ra, chiing nhan khod chit ky duoc loai bo khoi

danh sich cuta céc chitng nhan khod chit ky va dugc dua vao ché do luu tri.

Thoi han luu trit khong it hon 5 nam. Quy tic dua ban sao ctia chitng nhan khoa

chit ky trong giai doan nay dugc thiét 1ap theo nhu luat phap Lién bang Nga.

. Chiing nhan khoa chit ky & dang van ban trén gidy duoc luu trit theo quy dinh

duoc thiét 1ap theo luat phap Lién bang Nga vé van kho va luu trit.

Chuong III. Cac trung tam ching thuc

Diéu 8. Vi tri cia trung tam ching thuc

. Co quan luat phap thuc hién cac chic nang duge xem xét boi luat Lién bang
nay 1a trung tam chiing thuc cép cdc ching nhan khoa chit ky dé st dung trong
cac hé thong thong tin dung chung. Khi d6, trung tam ching thuc can phai cé
cac kha nang tai chinh va vat chat cn thiét, cho phép né thi hanh trach nhiém
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dan su truée nhitng nguoi st dung chitng nhan khoa chit ky doi v6i nhiing thiét
hai ma ¢6 thé gay ra do tinh khong tin cay cta nhitng tu liéu chita & trong cdc
chiing nhan khoa chir ky.
Céc yéu cau doi vé6i cac dieu kién vat chat va tai chinh cta trung tam ching
thuc dugc xac dinh boi chinh phu lién bang theo trinh bay clia co quan toan
quyén lién bang ctia chinh quyén hanh phap.
Vi tri ctia trung tam chiing thuc, dam bao su hoat dong ctia hé thong thong tin
doanh nghiép, duoc xdc dinh bdi ngudi chu ctia nd hodc bang thoa thuan cua
nhiing ngudi tham gia hé thong nay.

2. Hoat dong cua trung tam ching thuc thuoc vé Iinh vuc cap phép theo nhu luat
phép Lién bang Nga vé cap phép hoat dong cta cdc dang khac nhau.

Diéu 9. Hoat dong cia trung tam chiing thuc
1. Trung tdm ching thuc:

chuén bi ching nhan kho4 chit ky;

sinh ra cac khod cua chit ky dién t&r s6 theo yéu ciu cua nhitng ngudi tham
gia hé thong thong tin v6i dam bao giit kin khoa bi mat chit ky dién tu so;

dung va cho khoi phuc hiéu luc cua ciac chiing nhan khod chit ky, ciing nhu
viéc huy bo né;

ghi danh sach cdc chiing nhan khoa chit ky, dam bao tinh thoi su va kha
nang truy nhap tu do dén n6 cua moi thanh vién tham gia hé thong thong tin;

kiém tra tinh duy nhat ctia khoa cong khai chit ky dién tir s6 trong danh
sach cac chiing nhan khod chit ky va trong luu trit ctia trung tam chiing thuc.

dua ra cac ching nhan khoa chit ky trong dang van ban trén gidy va (hoac)
trong dang van ban dién tir cung véi thong tin hiéu luc cua no;

thuc hién theo yéu cdu clia ngudi st dung ching nhan khoa chit ky viéc
khang dinh tinh chan thuc cta chit ky dién tir s6 trong van ban dién tit trong quan
hé cua cac ching nhan khod chtt ky da dugc trung tadm dua ra;

c6 thé cung cip cho nhitng ngudi tham gia hé thong thong tin nhitng dich vu

khéac c¢6 lién quan t6i viéc sit dung chit ky dién tir 0.

2. Viéc chudn bi céc ching nhan khoa chit ky dugc thuc hién trén co s& don xin
clia nguoi tham gia hé théng thong tin ¢ chia cdc thong tin dugc chi ra & di€u
6 bo luat Lién bang nay va cdc tu liéu can thiét dé nhan dang nguoi chi khod
chit ky. Don duoc ky bang tay boi ngudi chii cia chiing nhan khod chit ky. Cac
thong tin chifa trong don cin phai dugc khang dinh bing c4ch trinh ra cc gidy
to tuong Ung.

3. Khi chuén bi cdc ching nhan khod chit ky bdi trung tam ching thuc, hai ban
ching nhan kho4 chit ky dugc thé hién & dang van ban trén gidy, né phai duoc
ky bang tay boi ngudi chl clia ching nhan khod chit ky va ngudi dai dién cua
trung tam ching thuc, va ca dau cua trung tam chitng thuc. Mot ban chiing
nhan khoa chit ky dugc trao cho nguoi chu chiing nhan khoa chit ky, ban tht
hai con lai ¢ trung tam chiing thuc.
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4. C4c dich vu dé cap cho nhiing ngudi tham gia hé thong thong tin nhitng ching
nhan khod chit ky, dugc dang ky boi trung tam chiing thuc, dong thoi cung véi
thong tin vé hiéu lyc cua n6 & dang van ban dién tlr 1a khong phai tra tién.

DPiéu 10. Quan hé giita cac trung tam chirng thuc va cac co quan toan
quyén lién bang ctia chinh quyén hanh phap

1. Trung tam chiing thuc cho dén khi bat dau sir dung chit ky dién tir s6 clia nguoi
dai dién trung tam chiing thuc dé cam doan thay mat trung tam ching thuc céc
chiing nhan khoa chit ky nhat dinh phai trinh tai co quan dai dién lién bang cua
chinh quyén hanh phdp chiing thuc ctia nguoi dai dién trung tam chdng thuc &
dang van ban dién tr cling nhu ching nhan nay & dang van ban trén gidy
cungvéi chit ky tay cua nguoi dai dién da néu, dugc cam doan boi chit ky cua
nguoi lanh dao va dau cta trung tam ching thuc.

2. Co quan dai dién lién bang cua chinh quyén hanh phap thuc hién mot danh sach
quoc gia duy nhét cac ching nhan khoa chit ky dugc dua ra boi cac trung tam
ching thyc 1am viéc v6i nhitng ngudi tham gia cac hé thong thong tin dung
chung (cdc trung tam nay cam doan vé nhiing chiing nhan khoa chit ky do minh
dua ra), dam bao kha nang truy nhap tu do t6i danh sach nay va cép cac ching
nhan khoa chit ky cho nhitng dai dién tuong ting cua céc trung tam ching thuec.

3. Cac chit ky dién tir s6 cua nhitng nguoi dai dién cac trung tam ching thuc cé
thé dugc st dung chi sau khi dua né vao mot danh sach hop nhat toan quéc gia
gom cdc chiing nhan khod chit ky. Viéc st dung céc chit ky dién tlr nay vao cac
muc dich khong lién quan dén viéc cam doan cac ching nhan khoa chir ky va
cac tu liéu vé hiéu luc cta né 1a khong cho phép.

4. Co quan dai dién lién bang ctia chinh quyén hanh phép:

thuc hién theo yéu cdu ctia moi ngudi, té chic, co quan lién bang clia chinh
quyén hanh phép, cdc co quan chinh quyén quéc gia cua cac cht thé thudc Lién
bang Nga va cdc co quan tu diéu hanh dia phuong viéc khing dinh tinh ding dan
ctia chit ky dién tir s6 clia cac dai dién trung tam chiing thuc trong cac chiing nhan
khoa chit ky do ho cép phat;

thuc hién theo céc diéu khoan vé co quan dai dién lién bang cua chinh
quyén lap phap céc uy quyén khac dé dam bdo hiéu luc ctia bo luat Lién bang nay.

Diéu 11. Cac trach nhiém cua trung tam chiing thuc trong quan hé véi
nguoi chu chitng nhan khoa chir ky

Trung tam ching thuc khi chuén bi chitng nhan khoa chit ky nhan vé minh
cac trach nhiém sau theo quan hé v6i ngudi chu cua chiing nhan khoa chit ky:

dua chitng nhan khod chit ky vao danh siach chitng nhan khod chit ky;

dam bao viéc cung cdp chiing nhan khoa chit ky cho nhiing nguoi tham gia
hé thong thong tin yéu ciu;

dung hiéu luc ctia chiing nhan khoa chit ky theo yéu cau nguoi cht clia no;

thong bdo cho ngudi chu chiing nhan khod chit ky vé cac su kién duoc biét
bdi trung tam ching thuc va bing mot cdch ndo d6 cé thé anh hudng dén kha ning
str dung ti€p theo ctia chiing nhan khoa chit ky;
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céc trdnh nhiém khac duoc thiét lap bing cdc diéu khoan luat chuan muc
hoac thoa thuén ctia cac bén.

Diéu 12. Cac trach nhiém ctaa nguoi chi ching nhan khoa chir ky
1. Nguoi chu cua chiing nhan khoa chit ky phai:
khong st dung cho chit ky dién tir s6 cac khoa cong khai va bi mat cua chit
ky dién tir s6 néu nhu biét ring cdc khod d6 dang dugc st dung hodc da dugc sur
dung;
gilt bi mat khoa mat ctia chit ky dién tur so;
ngay lap tic yéu cau dung hiéu luc cta chiing nhan khoa chit ky khi cé co
s& cho rang bi mat doi véi khod mat chit ky dién tir s6 bi vi pham.
2. Khi khong tuan thu nhitng yéu cidu duoc néu ra trong di€u nay, viéc dén bu
nhiing thiét hai gay ra do né dugc gan cho trach nhiém cua ngudi chu ching
nhan khod chit ky.

Diéu 13. Cham diit hiéu luc cua chitng nhan khoa chir ky

1. Hiéu luc cua ching nhan kho4 chit ky c6 thé bi dimg boi trung tam ching thuc
trén co s& chi ra nguoi hay co quan cé quyén nhu vay theo nhu luat hay thoa
uGc, con trong hé thong thong tin doanh nghiép con theo nhu céc quy tic da
duoc thiét 1ap dé st dung né.

2. Thoi gian tir lic nhan dugc tai trung tam ching thuc 1énh vé viéc ding hiéu luc
ctia chiing nhan khod chit ky cho dén khi dua thong tin tuong tng vao danh
sdch chitng nhan kho chit ky can duoc thiét 1ap theo nhu quy tac chung déi véi
tat ca nhitng nguoi chu chitng nhan khoa chit ky.

3. Hiéu luc ctia ching nhan khoa chit ky theo 1énh ctia nguoi (co quan) dai dién
toan quyén duoc dimg lai trong mot thoi han dugc tinh theo ngay néu hiéu luc
do6 khong duoc thiét 1ap boi cac quy dinh luat chuan tic hodc thoa udc. Trung
tam ching thuc khoi phuc hiéu luc cta chiing nhan khoa chit ky theo 1énh cua
ngudi (co quan) dai dién toan quyén. Trong trudong hop, néu da hét han chi ra
ma khong ¢6 1énh vé viéc khoi phuc hiéu luc ctia chiing nhan khoa chit ky thi
chitng nhan dé6 bi huy bo.

4. Theo lénh clia nguoi (co quan) dai dién vé dimg hiéu luc ctia chiing nhan khoa
chit ky, trung tam chiing thuc loan b4o diéu nay cho moi ngudi sit dung ching
nhan khod chit ky bang cdch dua vao danh sach chiing nhan khod chit ky thong
tin tuong tng chi ra ngay, thoi gian va thoi han ding hiéu luc ciia chiing nhan
khoa chit ky, dong thoi thong bdo cho nguoi chl cua chiing nhan khoa chit ky
va nguoi (co quan) dai dién da ra 1énh dung hiéu luc cua ching nhan khoa chit
ky.

Diéu 14. Huy bo chiing nhan khoa chir ky
1. Trung tam ching thuc, noi da c4p ching nhan khod chit ky, bat budc phai huy
bo no:
khi hét thoi han c¢6 hiéu luc;
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khi bi mat sic manh phdp 1y vé chiing nhan ctia cdc phuong tién tuong ting

cta chit ky dién tu s6 dugc st dung trong cac hé thong dung chung;

trong trudong hop néu trung tam ching thuc biét chac chan viéc ding hiéu
g g hop g g thu : g hic

luc cua van ban trén co s& d6 1ap ra chiing nhan khoa chir ky;

trong céc trudng hop khdc duoc thiét 1ap boi céc diéu luat chuin hoac thoa

thuan gitta cac bén.

2.

Trong truong hop huy bo ching nhan khoa chit ky, trung tam ching thuc thong
bao vé viec d6 dén moi nguoi sir dung ching nhan khod chit ky bang cach dua
vao danh sdch cdc chitng nhan kho4 chit ky thong tin twong ting ciing véi viéc
chi ra ngay, gid huy bo ching nhan khod chit ky, trir truong hop huy bo ching
nhan khoda chi ky khi hét thoi han hiéu luc cta né, dong thoi cling thong bao
diéu nay cho nguoi chl chiing nhan khod chit ky va ngudi (co quan) dai dién da
ra Iénh huy bo ching nhan khoa chit ky.

Diéu 15. Cham dit hoat dong cua trung tam chitng thuc

. Hoat dong cta trung tim ching thuc noi cdp chiing nhan khod chit ky dé st

dung trong céc hé thong thong tin diing chung, c6 thé duoc dimng lai theo quy
tac duoc thiét 1ap boi luat dan su.

Trong truong hop dimg hoat dong cua trung tam ching thuc da dugc chi ra &
diém 1 cta diéu ndy, cic ching nhan khoa chit ky dugc cdp bdi trung tam
ching thuc d6, c6 thé dugc chuyén giao cho mot trung tAm ching thuc khac
theo thoa thuan véi nhitng nguoi chu chitng nhan khoa chit ky.

Cic chitng nhan khod chit ky khong dugc chuyén cho mot trung tAm chiing thuc
khéc, dugc huy bo va chuyén co quan toan quyén lién bang dé dua vao luu trit
theo di€u 7 ctia luat Lién bang nay.

. Hoat dong cua trung tam ching thuc dam bao hoat dong cua hé théng thong tin

doanh nghiép dugc dimg theo quyét dinh cua ngudi chi hé thong d6, dong thoi
ciing theo thoa thuan clia nhitng ngudi tham gia hé théng néu c6 su chuyén giao
trach nhiém cua trung tam nay cho mot trung tam khac hoac khi xod bo hé
thong thong tin doanh nghiép.

Chuong IV. Cac dac diém st dung chir ky dién tir so

Diéu 16. Su dung chir ky dién tir so trong linh vuc diéu hanh nha nudc

. Céc co quan lién bang cua chinh quyén hanh phép, cdc co quan chinh quyén

nha quoc gia cta céac chi thé trong Lién bang Nga, céc co quan tu diéu hanh
dia phuong va cdc t6 chiic tham gia vao viéc trao doi van ban véi cic co quan
da néu trén st dung cac chit ky dién tlr s6 cia nhitng nguoi lanh dao cac co
quan, t6 chiic d6 dé ky céc véan béan dién tir cia minh.

Céc chiing thuc khod chit ky ctia nhiing ngudi dai dién toan quyén cac co quan
lién bang ctia chinh quyén qudc gia dugc dua vao danh sich céc chiing nhan
khod chit ky dugc quan 1y bdi co quan dai dién lién bang ctia chinh quyén hanh
phap, va duogc cp phat cho nhitng nguoi st dung ching nhan khoa chit ky tir
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danh sich nay theo quy dinh dugc thiét 1ap bdi bo luat Lién bang nay cho céac
trung tam chung thuc.

3. Quy tic cdp ching nhan khoa chit ky cta nhitng nguoi dai dién céc co quan
chinh quyén quéc gia ciia cac chi thé trong Lién bang Nga va nhiing ngudi dai
dién cdc co quan tu diéu hanh dia phuong duoc thiét 1ap badi cdc diéu luat chuin
tic clia cdc co quan tuong Ung.

Diéu 17. S dung chir ky dién tir so trong hé thong thong tin doanh
nghiép

1. Heé thong thong tin doanh nghiép cung cép cho nhiing nguoi tham gia hé thong
thong tin st dung chung cédc dich vu clia trung tdm chiing thuc cta hé thong
thong tin doanh nghiép can phai dap tng dugc cac yéu cau dugc quy dinh boi
bo luat Lién bang nay cho cac hé thong thong tin dung chung.

2. Quy téc str dung chit ky dién tir s6 trong hé thong thong tin doanh nghiép duoc
thié€t 1ap bdi quyét dinh ctia nguoi chi hé thong dé hay baéi thoa thuan cla
nhiing nguoi tham gia hé thong.

3. Noi dung thong tin trong cdc ching nhan khoa chit ky, quy tic dua vao danh
sédch cac ching nhan khod chit ky, quy dinh luu gilt cdc ching nhan khod chix
ky da dugc huy bo, cac truong hop mat hiéu luc phap 1y cua cac chiing nhan da
néu ra trong hé thong thong tin doanh nghiép duoc thé ché hod bang quyét dinh
ctia nguoi chu hé thong hay boi thoa thuan gitra nhitng ngudi tham gia hé thong
thong tin doanh nghiép.

Diéu 18. Cong nhan chitng nhan khéa chit ky cia nuée ngoai
Ching nhan khoa chit ky ctia nuée ngoai, dugc ching thuc theo nhu luat phap cta
nuéc ma ching nhan khod chit ky 4y da dang ky, duoc cong nhan trén 1anh thé
Lién bang Nga trong truong hop thuc hién cac qui trinh duoc thiét 1ap bdi luat phap
Lién bang Nga vé viéc cong nhan gia tri phdp 1y ctia cdc van ban nudc ngoai.

Diéu 19. Cac truong hop thay thé con dau

1. Noi dung van ban trén gidy, dugc dam bao bdi con dau va duoc chuyén thanh
van ban dién ti, theo nhu céc diéu luat chudn hodc thoa thuan gifta cdc bén c6
thé dugc dam bao bing chit ky dién tlr s6 clia ngudi dai dién co quan co con
dau.

2. Trong cdc trudng hop dugc quy dinh bdi luat hodc cac diéu luat chuin khdc cla
Lién bang Nga hoac thoa thuan cac bén, chit ky dién tir s6 trong van ban dién
tlt, chitng nhan ctia né chita céc tu liéu cin thiét dé thuc hién cdc quan hé dang
xét dén vé quyén luc clia nguoi chi, duge cong nhan ¢ gia tri nhu chit ky tay
clia ngudi trén van ban bang gidy duoc dam bao bang con dau.
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Chuong V. Cac diéu khoan thi hanh va chuyén giao

Piéu 20. Thi hanh cac van ban phap ly chuan muc theo nhu luat Lién
bang nay.

1. Céc diéu luat chuin cua Lién bang Nga dugc dua vao hoat dong theo nhu luat
Lién bang nay trong vong 3 thdng ké tir ngay luat Lién bang nay c6 hiéu luc.

2. Cac van ban hanh chinh ctia cac trung tdm ching thuc, noi cip cac ching nhan
khoé chit ky dé str dung trong cdc hé thong thong tin dung chung, dugc dua vao
hoat dong theo luat Lién bang ndy trong vong 6 thdng ké tir ngdy né c6 hiéu
luc.

Diéu 21. Cac diéu khoan chuyén giao

Cac trung tam chuing thuc dugce thanh 1ap sau ngay luat Lién bang nay c6 hiéu luc,
trude khi dugc co quan dai dién lién bang ctia chinh quyén hanh phap dua vao
danh sach cac chiing nhan khoa chit ky can phai dap Gng cac yéu cau cua luat Lién
bang nay, ngoai trir yéu cau xudt trinh truéc d6 cac ching nhan khoa chit ky cua
cac nguoi dai dién ctia minh truGc co quan dai dién lién bang cua chinh quyén
hanh phéap. Cac ching nhan tuong tng can phai trinh cho cac co quan tuong tng
khong cham hon 3 thang sau ké tir ngay c6 hiéu luc cta luat Lién bang nay.

Tong thong Lién bang Nga V. Putin
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Phu luc 1. Mo ta DSS- chuan chir ky s6 caa My’

Ngay 7 thdng 1 nam 2000, nu6c M§ di ra chuédn chit ky s6 méi, d6 1a chuan DSS
(Digital Signature Standard) (FIPS PUB 186-2). Theo chudn nay, chit ky dién tir s6
c6 thé duoc tao ra theo mot trong 3 thuat todn sau:

e DSA (Digital Signature Algorithm) dua vao bai todn logarithm roi rac

e RSA DSA (ANSI X9.31)

e EC DSA (ANSI X9.63) dua vao bai todn logarithm trong nhém céc diém

ctia duong cong eliptic trén truong hitu han.

Bay gio chiing ta s€ 1an luot mo ta 3 thuat todn trén.

Thuat toan DSA dua vao bai toan logarithm roi rac

1. Giai doan chudn bi, chon cdc tham sé

Chon cdc s6 p, q va g sao cho p 1a s6 nguyén t6, 2! < p < 2'véi 1 1a boi ctia 64 va
512 <1< 1024; q 1a u6c nguyén t6 ctia p-1 dai 160 bit ( 2! < q < 2'%°); g 1a phan
tlr bac q trong Z,. g dugc chon ¢ dang g=h®"v6i 1 <h <p-1vag=h®"" >1.Ba
s0 nay dugc cong bo cong khai va chung cho tit ca moi ngudi trong hé thong.

2. Tao chu ky

Tinh gid tri ham bam cta m la h(m). Ham bam duogc dung 1a SHA-1 dugc cong
nhan 12 chuin ctia My tir nam 1992 (FIPS PUB 180-1). Gi4 tri cia ham bam h(m)
c6 do dai 160 bit.

Tiép theo, ngudi ky chon ngiu nhién gia tri k, 0 < k < g, tinh k™' (mod q) va tinh
cap sO

r = gk (mod p) (mod q)

s =k (h(m)+xr) (mod q)
Cap gia tri (1,s) 1a chit ky dién tlr cia thong bao m. Sau khi sinh chit ky s6, gia tri k
duogc huy bo.

3. Kiém tra chit ky
Gia su¢ nhan dugc thong bio m. Phuong trinh kiém tra Ia

-1 -1
r=g"ms 37" (mod p)(mod ¢). Thuc vay:
h(m).fl xr.s”

—1 1
ghtm-s = yrs 2" (mod p)(modq) =

-1
¥ (mod p)(modg) = g
=g 00 mod p)modg) = g * 7 HON IR (mod p)nodq) =

= g* (mod p)(modq) = r

7 C.UMfhbxtd, D.D. Ujyxfhijd, H.T.Cthjd, Jcyjds cjdhtvtyyjg rhbgnjuhfabb,
Vijcrdf, Ujhzxfz kbybz-Ntktrjv, 2002, cnh. 92-96.
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Thuat toan RSA DSA
Thuat toan RSA da kha quen thudc nén khong duge mo ta. Cai ma ching ta quan
tam dén 1a do dai s6 ciing khong duoc dé cap dén.

Thuat toan dua trén duong cong eliptic

1. Chon tham sé

St dung céc truong hitu han nguyén t6 Galois va truong Galois c6 dac so 2. Trén
céc trudong ndy lai xét cdc dudong cong eliptic. Viéc chon céc trudng s6 trong chuin
dugc lam dé tang hiéu qua tinh todn cuia cdc phép nhan trong trudng. Vi muc dich
do, cdc modulo nguyén t6 duoc chon 1a cac s6 Mercen téng quat (O bang 1).

Chuén chon ¢6 dinh cdc dudng cong dugc su dung trong cdc thuat todn va céc
diém co s6 vi du trén cdc dudng cong d6. Nguoi sir dung c6 thé st dung cac diém
co s& di dugc néu trong chuin, hodc c6 thé tu sinh ra (néu nhu muén dam bao
phan biét mat ma cac mang mdy tinh). Noi riéng, cac duong cong P-192, P-224,
P-256, P-384, P-521 la cdc dudng cong eliptic ¢6 bac nguyén t6 dang y* = x* - 3x
+b trén truong GF(p).
Bang 1

Puong cong p

P-192 2192064

P-224 222409 41

P-256 | 27 - 27 4214 2% ]

P-384 | 2% -2 %427 ]

P-521 2211

Dé xay dung cac dudong cong trén trudng dic trung 2 chon cic da thitc sinh nhu &
bang 2. C6 thé sir dung biéu dién trudng nhu mot da thic hodc trong mot co sO
chuén.

Bang 2
Puong cong Da thic sinh p(t) Dang cua co s&
chuén
K-163,B-163 | t'® + t'+t® +£ +1 4
K-233, B-233 23 + 4+ 1 2
K-283,B-283 | ™+t + 1+ +1 6
K-409, B-409 | t*® +¢* +1 4
K-571,B-571 | "+t %+ 0+ 2 +1 10

Céc hiang s6 b duoc chon theo kich thudc cla timg trudng. Vi du, dudong cong
P-521 dugc cho boi hé s6 & dang co s6 16:

b =051953eb961 8elc9alf 929a21a0 b68540ee a2da725b 99b315f3
b8b48991 8ef109e1 56193951 ec7e937b 1652cObd 3bb1bf07
3573d£88 3d2c34f1 ef451fd4 6b503f00

va nd ¢ bac 1a (theo hé co s6 10):
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r =6864797660130609714981900799081393217269435300143054
0939446345918554318339765539424505774633321719753296
3996371363321113864768612440380340372808892707005449

Vi cac dudng cong dinh nghia trong chuin c6 bac nguyén t6, cdc nhém diém trong
chiing 1a nhém vong (phan phu dai s6 (cofactor) ctuia cac dudng cong bang 1) va
bac ctia diém co s& n diing bing r.

V6i mbi trudng GF(2™) trong chudn chi ra 2 dudng cong: dudng cong gia ngiu
nhién dang y*+xy = x’+x*+b ¢4 phan phu dai s6 bang 2 va dudng cong dic biét
Kobliz, hay dudng nhi phan di thudng dang y*+xy=x’+ax*+1 v6i a=0 hay 1. Phan
phu dai s6 cta dudng Kobliz bing 2 néu a=1 va bang 4 néu a=0. Vi du, doi véi
trudng GF(2'%) thi dudng cong gia ngiu nhién duoc cho boi hing s6

b= 2 0a601907 b8c953ca 1481eb10 512f7874 4a3205fd, con duong Kobliz duogc
cho boi hé so a=1.

2. Sinh cdp chia khoa
Ngudi sir dung chon kho4 bi mat 1a s6 nguyén d, 0 < d < n, v6i n 1a bac ctia diém
co s6 G trén duong cong eliptic. Tinh Q = dG va cong b6 Q nhu 1a khoa cong khai

3. Sinh chit ky so
Dé ky thong bdo m, ngudi sit dung 1am nhu sau;
1) chon s6 ngau nhién k, 0 <k < n-1;
2) tinh kG=(x,, y,), 1=x, mod n. Néu r=0 thi quay trd vé budc 1;
3) Tinh k' mod n;
4) Tinh e=SHA(m). Chon phién ban ctia ham bam phu thudc vao truong so
dugc dung.
5) tinh s=k'(e+dr) mod n. Néu s=0 thi quay lai buéc 1.
Chit ky ctia m 1a cap (r,s).

4. Kiém tra chir ky
Dé kiém tra chit ky ngudi nhan thuc hién céc thao tac sau:
1) kiém tra ring r va s ndm trong khoéang (0, n);
2) tinh e = SHA(m);
3) xdc dinh w=s" mod n;
4) tim u,=ew mod n va u, = rw mod n;
5) tinh X=u,G +u,Q. Néu X= o thi chit ky bi loai bo, ngugc lai, tinh v=x,
mod n, v61 X = (X}, y));

Chit ky chi dugc chip nhan néu nhu v=r.
Tinh ding dan cua lugc do trén chiing minh khong khé. Néu m thuc su do ngudi

glri chuyén dén thi s = k™'(e+dr) mod n. Tir d6
k =s'(e+dr) = s'e+s'rd = we +wrd = u, +u,d (mod n).
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Nhu vay, u,G+u,Q = (u,4+u,d)G = kG, vi vay v=r.

Chu y: trong tai liéu cling khong dé cap dén ham bam di cting vé6i cac thuat toan
RSA DSA va EC DSA, nhung c6 1& 1a SHA-1 (c6 gia tri bam gom 160-bit).
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Phu luc 2. Ho cac haAm bam SHA®

SHA-1

Ham bam SHA-1 (Secure Hash Algorithm) duoc chdp nhan nhu chuén & My nam
1992 va dugc dung cung véi thuat toan chit ky s6 DSS lic bay gio (chinh 1a phuong
4n thd nhat trong chudn DSS nim 2000). V6i ban tin M, thuat to4n sinh ra mot
thong bdo c6 160-bit dugc goi l1a Message Digest va cdi d6 duoc dung khi sinh ra
chit ky s6. Bay gio ta s€ xem xét thuat toan chi tiét hon.

Trudc hét, thong bao ban dau dugc thém vao sao cho do dai clia né 1a boi ctia 512
bit. Ngay ca khi do dai cua thong bao da 1a boi ctia 512 bit thi viéc thém vao van
dugc thuc hién. Viéc thém vao dugc thuc hién nhu sau: thém s6 1, sau d6 la cac so
0 sao cho do dai c6 dugc 12 64 nhd hon boi clia 512 bit, sau dé 1a 64 bit biéu dién
do dai cha thong bio ban dau.

Sau d6 dat gid tri ban diu cho 5 bién c¢6 32 bit bang cac hing sd co so 16:
A=67452301
B=EFCDABS89
C=98BADCFE
D=10325476
E=C3D2E1F0
Tiép theo, 5 bi€n nay dugc copy vao cac bién méi a, b, ¢, d, e.

Chu trinh chinh c6 thé mo t& don gian bang ma lénh nhu sau:
for (t=0; t<80;t++) {
temp = (a<<<5) + f(b,c,d)+ e + W, + K;;
e=d;d=c;c=b<<<30; b=a;a=temp;

}
vGi <<< 1a phép toan dich vong vé bén tréi; K, 1a cdc hang s6 co s6 16 dugc xac
dinh theo cong thuc sau:

5A4827999,t =0..19
6ED9EBALt =20..39
8F1BBCDC,t =40..59
CA62C1D6,t = 60..79
cac ham f(x,y,z) dugc chi nhu sau;

=

8 C.UMfhbxtd, D.D. Ujyxfhijd, H.T.Cthid, Jcyjds cjdhtvtyyjg rhbgnjuhfabb,
Vjcrdf, Ujhzxfz kbybz-Ntktrjv,2002, cnh. 114-121.
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XAYV—xAzt=0.19
f(x,y,z2)=9 x®yDzt=20.39,60.79
XAYVXAZVYAzt=40.59

cac gia tri W, nhan duoc tr cac khoi 32-bit cua khéi 512 bit dang dugc xtr 1y cua
thong bdo da dugc md rong theo quy tac sau:

B M,;,t=0.19
L W, @W, g ®W,_14 ®W,_16) <<< 1,1 =20..79
Sau khi két thic chu trinh chinh cac gid tri a, b, ¢, d va e dugc cong tuong ting véi
A, B, C, D va E; sau d6 chuyén sang xir Iy khoi 512 bit ti€p theo ctia thong bdo mo
rong. Gia tri dau ra cua ham bam la cac gid tri A, B, C, D va E dugc ghép lai.

Cac ham bam SHA-256, SHA-512 va SHA-384

Tinh bén viing cua ham bam trong viéc tim mot dau vao ¢ cung gid tri bam gan
bing 2™ vdi n 1a do dai cta gid tri dau ra. Do & My da nghién cttu ra chuin ma dit
liéu mdi vé6i do dai khoa bang 128, 192 va 256 bit nén ¢6 nhu cdu 1ap ra cac thuat
todn bam dong hanh ciing c¢6 do bén viing nhu vay. Bay gid chiing toi s& mo ta cac
thuét todn tinh ham bam c6 do dai dau ra la 256, 512 va 384 bit, ching duoc dé
nghi cong nhan I1a chuén méi & My.

Trudc hét xem xét thuat toan SHA-256. Viéc mo ta né c6 thé chia lam 2 phan: ham
nén va thuat todn xur ly thong bdo. Ham nén vé thuc chat chinh 1a thuat todn ma
khoi ¢6 kich thude khoi bang 256 cta gia tri ham bam trung gian vdi khod 1a khoi
hién hanh cua thong b4o’ . Bén canh nhitng ky hiéu thong thudng con str dung cac
ky hiéu sau: R" - phép dich tir vé bén phai n vi tri; S" -phép dich vong tir vé bén
phai n vi tri. Kich thudc tir 1a 32 bit. Phép cong duoc tién hanh theo modulo 2%,
Vecto khéi diém cta phép bam H? 1a mot bo gébm 8 tir 32 bit, d6 chinh 12 phan
thap phan ctia can bac 2 tinh tir 8 s6 nguyén t6 dau tién:
H(0)= {6a09e667, bb67ae85, 3c6ef372, a54ff53a, 510e527f, 9b05688c,
1f83d9ab, 5beOcd19}.

Cac tinh toan tiép theo nhu sau:

1. Tién x{t Iy. Thong bao dem bam duoc kéo dai sao cho do dai 1a boi ctia 512 bit.
Cach thém vao giong nhu doi véi SHA-1.

2. Phan chia. Thong béo da duoc kéo dai duoc chia thanh céac khoi 512 bit M©,...,
M®,

3. Chu trinh chinh:

fori=1to N {

// khoi dau cac thanh ghi a, b, ¢, d, e, f, g, h cua gid tri trung gian thi (i-1)

’ Duing ma khéi dé kién thiét ham bam, diéu nay giong v6i GOST P 34.11-94.
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_gG-D.p _ (=D, _ (=D, 5 _ @G-,
a=H, ,b—H2 ;¢ =Hjy ,d—H4 ;

e:Hgi—l);f:Héi—l);g :Hgi—l);h :Hg—l);
// 4p dung ham nén SHA-256 cho cac thanh ghi a, b...., h
for j=0 to 63 {
Tinh Ch(e,f,g), Maj(a,b,c), Zy(a), Z,(e), va W, // cong thiic ¢ sau
T=h+ X,(e) +Ch(e,f,g) +K; +W;;
T,=%,(a) +Maj(a,b,c) ;
h=g; g=f; f=e; e=d+T};
d=c; c=b; b=a; a=T,+T,;

// tinh HY 12 gia tri trung gian thit i
HO =avH V1Y =p e g8V om0 = e HETD,
}

Gid tri cudi ciing ctia ham bam la H™N) =™ 7™ gM).

Trong SHA-256 st dung 6 ham logic, cac tham s6 ctia chiing la cac tlr 32-bit.
Ch(x,y,z) = (XAY)D (—XAZ)
Maj(x,y,z) = (XAY)® (XAz) D(yAz)
Z,(x)=S*(x)® SP(x)® S*(x)
2, x)=S'x)® S"x)® S¥(x)
6,(X)=S'(x)® S"*(x)® R3*(x)
c,(x)=S"x)® S’x)® R'"(x)

Cac khoi thong bao dugc moé rong W,,..., Wy, dugc tinh nhu sau:
@D :
w;=MP,j=0,.15;
for j=161to 63 {
Wi=o\W; 2)+W; 7+00W;_15)+W;_156
H

Céc hang so tir K,,..., K¢; duoc 14y 1a 32 bit ddu cla cdn bac 3 tir 64 s6 nguyén to
dau, & dang hex 1a

428a2198 71374491 b5c0fbcf e9b5dbas 3956¢25b
59f111f1 923f82a4 ablc5ed5 d807aa98 12835b01
243185be 550c7dc3 72be5d74 80deblfe 9ddc06a7
c19bf174 e49b69c1 efbe4786 0fc19dc6 240calcc
2de92c6f 4a7484aa 5¢b0a9dc 76f988da 983e5152
a831c66d b00327¢c8 bf597fc7 c6e00bf3 d5a79147
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06ca6351 14292967 27b70a85 2e1b2138 4d2c6dfc

53380d13 650a7354 766a0bb 81c2c92e 92722c85
a2bfe8al a81a664b c24b8b70 c76c51a3 d192e819
d6990624 f40e3585 106aa070 19a4c116 1e376¢08
2748774c¢ 34b0bcb5 391c0cb3 4ed8aada 5b9ccadf

682e6ff3 748£82ee 78a5636f 84c87814 8cc70208
90befffa a4506ceb bef9a3f7 c6717812

Ham SHA-512 ¢6 céu tric giong nhu SHA-256, nhung lam viéc véi cac tir 64 bit.
Thoat dau van ban duoc thém vao sao cho c6 do dai l1a boi ctia 1024. Cach thém
vao nhu sau: dau tién 1a 1, sau d6 1a mot s6 s6 0 sao cho do dai van ban 1a 128 nho
hon boi cua 1024, sau d6 1a 128 bit chi do dai ctia van ban.

Vecto khoi diém ctia ham bam ciing tuong tu: 18y 64 bit ddu tién 12 phan phan s6
ctia can bac 2 tir 8 s6 nguyén t6 dau tién:

Sau d6 van ban dem bam duoc chia ra lam céc khoi 1024 bit 1a MY,..., M™. Sau
do6 xur 1y tng khoi mot. Vong 1ap chinh cia SHA-512 ciing giong nhu cia SHA-
256, nhung moi cai dugc ti€én hanh véi tir 64 bit thay cho tir 32 bit (ndi riéng, phép
cong theo modulo 2%). Ham nén chi kh4c s6 vong lap:

for j=0to 79 {
Tinh Ch(e,f,g), Maj(a,b,c), Zy(a), Z,(e), va W, // cong thiic ¢ sau
T=h+ X,(e) +Ch(e,f,g) +K; +W;;
T,=%,(a) +Maj(a,b,c) ;
h=g; g=f; f=e; e=d+T};
d=c; c=b; b=a; a=T,+T),;
}
Gi tri ctia ham bam ciing nhu vay: H™) = @™, 7™ 5. Cdi khdc & day
la dinh nghia cua cac ham logic:
2 (xX)=S*x)® S*x)® S$*(x)
T, (x)=S"x)® S¥x)® S*(x)
c,(x)=S'x)® S}(x)® R’(x)
c,(x)=S"x)® S'x)® R(x)

Céc khoi cua thong bdo mo rong W,..., W, cling dugce tinh tuong tu nhu ctia SHA-
256:

@ . .
wy=m),j=0,.15
for j=161t0 791
Wi=o\W; 2)+W; 7+00W;_15)+W;_16
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Céc hang so6 tir K,,..., K5y duogc 14y 12 64 bit ddu cta can bac 3 tir 80 s6 nguyén to
dau, & dang hex la

Ham SHA-384 dugc dinh nghia giong nhu SHA-512 nhung vecto khoi diém 14y tir
64 bit thap phan dau tién clia can bac 2 ctia cac s6 nguyén t6 tir thit 9 dén thu 16.

Sau d6 1ay 384 bit bén trai ¢ dau ra, d6 la gia tri cia ham bam SHA-384.
Phu luc 3. Chuan AES cua My"

Va0 cudi nam 1996, Vién chudn quoc gia My (NIST) di cong bo cudc thi dé tao ra
chuin ma dit liéu méi ctia nuéc My dé thay cho DES. Chuén nay duoc gan mot cai
tén 1a AES - Advanced Encryption Standard. Qud trinh lua chon trai qua 2 giai
doan, sau giai doan 1 con lai 15 tng ctr vién, sau giai doan 2 con lai 5 tng ctr vién.

Ngay 2 thang 10 nam 2000, quyét dinh cu6i cung da dugc dua ra. Thuat toan
Rijndael duoc chon 1am chudn méi. Thuat toan nay dugc nghién citu bdi Vincent
Rijmen va Joan Daemen (hai nguoi Bi), d6 1a mot thuat toan khong dung céu tric
Feistel.

Pé mo ta thuat todn can st dung trudng Galois GF(2®) duoc xay dung bing céch
mé rong truong GF(2) theo cdc nghiém clha da thic bat kha qui
m(x)=x*+x*+x>+x+1. Pa thic nay dugc chon v6i muc dich vi tinh hiéu qua cua
viéc bi€u dién cac phan tlr trong trudng. Cic phép todn co ban dung trong thuat
todn dugc thuc hién trong truong nay.

Thuat todn Rijndael 12 mot ma khoi ¢6 do dai khoi thay doi va do dai khod thay
doi. Do dai khoi va do dai khod c6 thé chon khong phu thudc vao nhau va bang
128, 192 hay 256 bit. Ma phap la mot day cidc phép lap dugc thuyc hién trén mot
cau tric trung gian dugc goi la trang thai (thuat nglt nay dugc 1dy tr 1y thuyét
otomat hitu han). Trang thdi c6 thé biéu dién & dang mot hinh chit nhat cic byte.
Hinh chit nhat c6 4 dong, con s6 cot (duge ky hiéu 1a Nb) bang do dai khai chia
cho 32. Kho4 cuia phép mi ciing dugc biéu dién bing mot khoi hinh chit nhat tuong
tu gdm cdc byte (c6 4 dong) con s6 cdc cot (duge ky hiéu 1a Nk) bang do dai khoa
chia cho 32. Dau vao va ddu ra cua thuat todn duoc bi€u dién & dang day cdc byte
c6 do dai tuong ung. Bang trang thai va bang khod dugc dién diu tién theo cot, sau
do6 theo dong. SO cac vong lap dugc ky hiéu qua Nr va phu thuéc vao Nb va Nk
theo nhu bang sau:

| | Nb=4 | Nb=6 | Nb=§ |

1 cuyMfhbxtd, D.D. Ujyxfhjd, H.T.Cthjd, Jcyjds cjdhtvtyyjqg rhbgnjuhfabb,
Vjcrdf, Ujhzxfz kbybz-Ntktrjv,2002, cnh. 28-34.
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Nk=4 10 12 14
Nk=6 12 12 14
Nk=8 14 14 14

Bién d6i ctia vong lap dugc cau thanh tir 4 bién doi khdc nhau. Viét theo ki€u ngon
ngtt C nhu sau:
Round (State, RoundKey) {
ByteSub(State);
ShiftRow(State);
MixColumn(State);
AddRoundKey(State,RoundKey);

}

Vong lap cudi cung c6 khac chit it so véi cac vong khac:
FinalRound(State, RounKey) {
ByteSub(State);
ShiftRow(State);
AddRoundKey(State,RoundKey);

}
Sau day chung toi s&€ mo ta tig bién déi mot.

ByteSub
Day 1a khoi thay thé€ byte phi tuyén c¢6 nguoc (S-box), gom 2 phép todn:
1. Mbi byte dugc thay bang mot phan tir ngugc cuia né trong truong GF(2%).
Byte 0 duoc thay bang chinh né.
2. V6i méi bayte thuc hién 4nh xa affine trong truong GF(2) nhu sau:

yol [1 0 0 0 1 1 1 1xo] [1]
yil 110001 1 1{x]| |1
yo [T 1100 0 1 1fxp] |0
y3_IIIIOOOIX3+O
yal [1 11 1 1 0 0 Ofxq4]| |0
ys| [0 1 1 1 1 1 0 Ofxs| [1
ye| 10 0 1 1 1 1 1 Ofxg] |1
y7] 1000 1 1 1 1 1]xs]| (O]

Bién déi affine nay c6 thé viét & dang da thitc nhu sau:
b(x)=(x"+x%+x*+x)+ a(x)(x"+x%+x’+x*+1) mod(x>+1).

Da thitic dugc nhan vé6i duge chon nguyén t6 cuing nhau véi da thiic 1dy modulo,
cho nén phép nhéan c6 ngugc.
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Phép bién doi ngugc v6i ByteSub s& gém: bién doi affine ngugc véi dnh xa trén va
phép lay phén tlr ngugc trong GF(2%).

ShiftRow

Pay 1a phép dich vong vé phia trai cdc dong ciia ma tran trang thai véi cac bude
khac nhau. Dong thit nhat khong dich, dong 1 dich di C1 vi tri, dong 2- C2 vi tri va
dong 3 - C3 vi tri. S6 vi tri dich di dugc cho trong bang sau:

Nb Cl C2 C3
4 1 2 3
6 1 2 3
8 1 3 4

Phép bién d6i nguoc 1a phép dich vong cac dong vé phia phai ciing v6i so vi tri nhu
trén.

MixColumn
Trong bién déi nay, cac cot clia ma tran trang thai dugc xem nhu cdc da thifc trén
truong GF(2%). Phép bién déi bao gom viéc nhan timg cot theo modulo(x*+1) véi
mot da thic co dinh 1a
c(x) = ‘03h’x* + ‘01h’x? + ‘01h’x +°02h’.

Day 12 da thitc nguyén t6 cing nhau v6i x*+1 vi vay phép nhan c6 nguoc. & dang
ma tran bién déi ndy c6 dang

by [02 03 01 017 ag

by| |01 02 03 01| q

by| |01 01 02 03|ay
by| |03 01 01 02 a;

Bién d6i nguoc 12 phép nhan vdéi da thie 1a phan tir ngugc cta c(x) theo
modulo(x*+1). b6 1a
d(x)= ‘0Bh’x* + ‘ODh’x? + ‘09h’x +’0Eh’.

AddRoundKey

Day chinh 1a phép cong tung bit theo modulo 2 tling byte cua ma tran trang thai
v6i tiing byte tuong ing clia ma tran khod. Phép bién déi nay trung véi bién doi
nguoc.

Thuat toan tao khoa

Céc khoa cho cédc vong lap duogc tao tir khod ma bang thuat toan tao khod gébm c6
hai thanh phan: m& rong khoa va chon khéa cho vong lap. Cac nguyén tic chinh dé
xay dung no la:
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o Téng s6 cac bit khoa cho céc vong lap biang do dai khi ma nhan vdi so
vong lap cong 1 (vi du, cho khai 128 bit va 10 vong lap can 1408 bit
khod)

o Khoa ma dugc mo rong dén khod mo rong.

o Khod ctia vong lap duoc 1ay tir khod mé rong bang cich sau: khod dau
tién gom Nb tlr thit hai, khod thd hai- Nb tir tiép theo,...

Thuat toan moé rong khoa

Khod mé rong 1a mot mang tuyén tinh cédc tir gdbm 4-byte va dugc ky hiéu la
W([Nb*(Nr+1)]. Him m& rong khoa phu thuoc vao Nk. Ton tai hai phuong an: mot
cho Nk < 6 va mot cho Nk > 6.

Vé6i Nk < 6 thuat toan nhu sau:
KeyExpansion(byte Key[4*Nk], word W[Nb*(Nr+1)] {
for (i=0; i<NKk;i++)
Wlil=(Key[4*1], Key[4*1+1], Key[4*1+2], Key[4*1+3]);
for (1i=Nk; i<Nb*(Nr+1); i++) {
tem=W|[i-1];
if (1% Nk==0)
temp=SubByte(RotByte(temp)) A Rcon[i/Nk];
WIi]=W[i-Nk] A temp;

J

Ham SubByte(W) & day tra vé tir ma moi byte ctia né 1a két qua ctia viéc 4p dung
ma thay khéi dén byte ndm & vi tri tuong Gng cua tir dau vao. Ham RotBye(W)-
phép dich vong cac byte trong tir, tic 1a tir (a,b,c,d) dugc bién thanh (b,c,d,a).

Véi Nk>6 thuat toan nhu sau:
KeyExpansion(byte Key[4*Nk], word W[Nb*(Nr+1)] {
for (i=0; i<Nk;i++)
Wlil=(Key[4*1], Key[4*i+1], Key[4*i+2], Key[4*i+3]);
for (i=Nk; i<Nb*(Nr+1); i++) {
tem=W|[i-1];
if (1% Nk==0)
temp=SubByte(RotByte(temp)) A Rcon[i/Nk];
else if (1%Nk==4)
temp=SubByte(temp);
WI1]=W/[i-Nk] A temp;

}

Céc hang s6 Rcon khong phu thudc vao Nk va bang
Rconl[i]=(R(]i], ‘00’, ‘00°, ‘00°),
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v6i RC[i] 12 biéu dién ctia cdc phan tir x™' clia trudng GF(2%), titc 1a RC[1]=1 (tic
‘01’) va RC[1]=x.RcJi-1], con x =’02").

Chon khoa cho vong lap
Khod cho vong lap thit i dugc 14y tir bo dém ctia khod md rong, bat dau tir W[Nb*i]
dén W[Nb*(i+1)].

Nhu vay, qua trinh ma géom 3 giai doan:
1. Cong khoa lan dau
2. Nr-1 vong lap
3. vong lap cuo6i

Vé miit lap trinh ¢6 thé hinh dung nhu sau:

Rijndael (State, CipherKey) {
KeyExpansion(CipherKey, ExpandedKey);
AddRoundKey(State, ExpandedKey);
For (i=1; 1 <Nr;i++) Round(State, ExpandedKey+NB*1);
FinalRound(State, ExpandedKey+Nb*Nr);

}

Chu y: Gia tri ban dau cho State?
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Phu luc 4
So sanh thuat toan chuan ma GOST 28147-89 cua Nga
va thuat toan Rijndael duoc chon 1a chuian ma hoa méi cia My

E. A. Primenko va A. A. Vinokurov

Ngay 2 thang 10 nam 2000, bo thuong mai My da téng két cuoc thi tuyén
chon thuat todn ma hoa méi cia nuéc M§. Ngudi chién thing 1a thuat toan
Rijndael (thuat toan nay do 2 nguoi Bi 1a Joan Daemen va Vincent Rijmen
d trinh lén NIST, mo6 ti néd c6 thé xem & dia chi
http://csrc.nist.gov/encryption/aes/round1/docs.htm). Cudc thi da duoc cong
b6 2 nam trude d6 boi Vién tiéu chuin va cong nghé quoc gia My véi su uy
quyén cta bo thuong mai. Dau tién, 15 thuat todn da dugc dé trinh 1én, sau
mot cudc danh gid trung gian con lai 5 thuat toan, tu d6 nguodi ta chon ra
ting ctr vién d€ phé duyét lam chuin. Thuat todn ma hod méi dugc thay cho
DES, d6 Ia chuén ma hod cia My tir nam 1977.

Pay 1a bai bao cua hai tac gia ngudi Nga, E. A. Primenko (B mon an toan
thong tin, trudng Pai hoc Tong hop Matxcova) va A. A. Vinokurov (Bo
mon todn va lap trinh bao vé thong tin, truong HUUE) , dugc dang trong
tap chi “CBCNTVS MTPJGFCYJCNB”, s6 37 (thang 2-3, 2001) va s6
39 (thang 6-7, 2001).

DES duoc thiét k€ tai phong nghién ctu clia hang IBM vao nira dau nhitng nam 70
cta thé€ ky 20 va thudc vé ho cdc ma phap khdi nguon tir thuét toan Lucifer cling
duogc nghién cttu tai noi d6 mdt s6 nam trudce. Kién tric nay, c6 tén goi la mang
Feistel ¢ vi tri quan trong trong mat ma hoc cho dén ngay hom nay: phan 16n cac
ma phap hién dai déu c6 dang nay, trong d6 c¢6 ca chudn mi cia Nga GOST
28147-89. Trong bai viét nay s€ phan tich so sinh GOST 28147-89 va Rijndael,
trén co sO do tién hanh viéc so sdnh phuong phdp c6 dién va hién dai trong viéc
xay dung ma khai [1].

Trudc khi so sanh truc ti€p cac ma phap, can phai chd y dén giai phap kién tric dac
trung cho cdc ma phdp clia nhitng nam 70 da nhac t6i & trén. Vao thoi gian do,
cong nghé vi xtr Iy méi ¢6 nhitng budc di ban dau trén con dudng phét trién nhu
hién nay, khi d6 méi c6 san xuit cong nghiép nhitng vi mach c6 do tich hgp nho va
vira, vi vay tiéu chudn chi yéu trong thiét k& 12 ddm bao do bén viing chap nhan
duoc v6i céc yéu cau khic nghiét vé do phiic tap khi thé hién. Vao thoi diém nay,
kha ning k¥ thuat co s& dé thé hién thuat todn da duoc tang 1én nhiéu lan, va kha
niang ma tham chidng ciing tang 1én vdéi ty 1& d6. Cho nén, cac yéu cau ban dau vé
tinh ti€t kiém khi thé hién thuat todn khong con quan trong nita, trong khi d6 yéu
cau vé tinh bén vitng lai tang lén. Chinh trong ngit canh do6 xdy ra céc thay déi hién
dai trong cac phuong cach xay dung ma khai cé chia khoa mat.
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Bang 1. Cac dac tinh so sanh duogc cua cac thuat toan GOST 28147-89 va Rijndael

Chi tiéu GOST 28147-89 Rijndael

Kich thudc khoi, bit | 64 128, 192, 256

Kich thuéc khod, bit | 256 128, 192, 256

Kién tric Mang can béang Hinh vuong

Feistel

S6 vong 32 10, 12, 14 (s6 vong phu thudc vao
kich thudc cua khoa va khoi ma, 1ay
s 16n nhat trong chiing, néu bang
128 thi c6 10 vong, néu bang 192 thi
c6 12 vong, néu bang 256 thi ¢6 14
vong)

Phan cua khoi o nura khoi (32 bit) ca khai (128, 192 hay 256)

duoc ma sau moi

vong

Kich thudc cia khod | ntra do dai khoi (32 | bang do dai khoi (128, 192 hay 256)

vong, bit bit)

Cau tric vong Pon gian Tuong doi phiic tap

Céc phép toan duoc Chi c6 phép cong, | Str dung rong rai cac phép toan trén

str dung thay th&€ va phép truong hitu han

dich

Tinh twong duong cta
bién doi thuan va
nghich

Chinh xac dén tha
tu cua cac khoa
vong

Chinh x4c dén vecto clia cac phan tir
khod, bang céc thay thé va hang s6
cua thuat toan

So sanh cac dac tinh chung cua 2 thuat toan

Cac dac tinh so sanh dugc cta thuat toain GOST 28147-89 va Rijndael da dugc dan
ra ¢ bang 1. Khéc véi thuat todn ciia Nga, kich thudc khoi ma va kich thude khod
trong thuat todn Rijndael c6 thé thay déi, diéu nay 1a do trong né c6 sut dung cau
tric “hinh vuong”. Tinh chat ndy cho phép thay déi do bén viing ciing nhu t6c do
thuc hién thuat toan theo su phu thudc vao cac yéu té bén ngoai khi cai dat trong
mot giéi han nhét dinh, tuy nhién khong rong 1lam, d6 1a s6 cac vong, va cling véi
no la toc do trong cac trudong hop khac biét nhau nhat vao khoang 1,4 1an.

So sanh cac nguyén tic kién tric chung

Viéc phan tich thuat toan GOST 28147-89 ciing nhu phan 16n cdc ma phéap thudc
thé hé dau tién duogc thiét k&€ vao nhiing nam 70 va ntra dau nhiing nam 80, dugc
dua trén kién tric mang Feistel can bang [2]. Nguyén tac chinh cua kién tric nay
12 ca qud trinh ma gom mot loat cdc vong c6 kiéu giong nhau. Tai mdi vong, khoi
duoc ma T duoc chia thanh hai nira (T,, T,), mot trong ching duogc thay doi bang
phép cong modulo 2 theo tiing bit véi gid tri duge lam ra tir phan con lai va bo
phan khod vong véi su gitip d& cia ham ma. Giita cac vong, hai phan ctia kh6i doi
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chd cho nhau, nhu vay, tai vong sau, phan ctia khdi thay d6i ¢ vong trude s& khong
thay d6i va nguoc lai. Lugc do thuat toan GOST 28147-89 & hinh 1(a). Kién triic
nhu vay cho phép dé dang nhan dugc phép giai ma tir mot ham ma phiic tap, va c6
thé 1a khong c¢6 ngugc. Dic tinh quan trong ctia phuong phép nay la tai mdi vong
chi ma ding mot nira khoi.

T
) 4 k
)\ T k1 Ev |
3 [ NLT
% i
X ) 4 k2
k2 Ev
NLT
X
: ]
) 4 kR
P
k32 )
| I NLT
(N <
N f(qu,kq')) X3 Xgp X kR 1
EE +
a) Y T b) v T

T, T” - khoi ro va khoi ma

k; - thanh phan khod vong

Xi - trang thai cia qua trinh ma sau vong thit i

f(X,k)- ham ma cta thuat toan GOST

NLT, NLT’- bién d6i phi tuyén thong thudng va bién déi phi tuyén cho
vong cudi cung cua thuét toan Rijndael

R - s6 vong cua Rijndael (10, 12 hay 14)

Hinh 1. Luogc d6 bién déi dit liéu khi ma
theo thuat todin GOST (a) va Rijndael (b)

M3 Rijndael c6 mot kién tric khac vé mat nguyén tac, né duge goi 1a “hinh vuong”
theo tén ctia ma phdp ddu tién c6 cau tric kiéu nay ciing do chinh céc tdc gia cla
Rijndael thiét k& ra mot s6 nam truée day. Kién tric nay dua trén cdc bién déi truc
ti€p khoi duge ma khi duoc bi€u dién & dang ma tran cua cdc byte. Viéc ma ciing
gdém mot loat cdc budc c6 kiéu giong nhau, dé 1a cdc vong, nhung tai mdi vong ca
khoi déu dugc bién déi chi khong c¢6 phan nao cta khéi duoc gitt nguyén. Nhu
vay, sau mot vong ca khoi dugc ma, cho nén, dé dam bao do phiic tap tuong tGng va
tinh phi tuyén ctia bién déi, s6 céc budc yéu ciu nhu vay sé it hon 2 Ian so véi cau
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tric Feistel. M6i vong bao gom ting bit theo modulo 2 gitta trang thdi hién tai ctia
khoi dugc ma va thanh phan khod vong, sau d6 1a mot phép bién doi phi tuyén
phtc tap cua ca khoi, bién déi phi tuyén nay dugc kién thiét tir 3 bién déi don gian
hon sé& dugc xem xét chi tiét & phan sau. Lugc d6 cia ma Rijndael dugc dua ra &
hinh 1(b).

So sanh cac vong ma

Trong thuat todin GOST str dung ham ma tuong doi khong phic tap, gom c6 phép
cong nira khoi vao véi thanh phan khoa vong tuong ting theo modulo 2%, tdm phép
thay thé thuc hién mot cach doc 1ap trong cac nhom 4-bit va phép hoan vi bit
(quay 11 bit vé€ phia hang cao). Lugc d6 phép ma nay & hinh 2(a).

Trong thuat toan Rijndael, khoi duge ma va cac trang thai trung gian ctia né trong
qua trinh bién déi dugc biéu dién ¢ dang ma tran kich thuGc 4 x n byte, v6i n = 4,
6, 8 tuy thuoc vao kich thuéc khoi. Ham bién doi phi tuyén trong thuat todn
Rijndael bao géom 3 phép bién ddi don gian sau thuc hién 1an luot:
e thay thé byte- mdi byte ciia khoi duoc bién déi duoc thay bang gia tri
m&i, 1ay tir mot vecto thay th€ chung cho tit ca cac byte cua ma tran
e phép dich vong theo byte trong cac dong cua ma tran: dong dau tién
khong déi, dong thit hai dich vong vé phia trdi mot byte, dong thit ba va
thit tu dich vong vé bén trdi tuong tng 2 hay 3 byte ting v6i n=4 hay 6;
con v6i n=8 la 3 hay 4 byte.
e nhin ma tran- ma tran nhan dugc & budc trén nhan trai véi ma tran hoi

chuyén kich c64 x 4 :
02 03 01 Ol
01 02 03 Ol
M =
01 01 02 03
03 01 01 02

Céc phan tr ciia ca hai ma tran dugc xem nhu la cac phan tlr cua truong hitu han
GF(2%), tic 1a céc da thiic c6 bac khong qua 7, hé s6 cta chiing 1a cdc bit, cdc phép
cong va nhan theo modulo 2. Trong truong hitu han nay, phép cong cac byte nhu la
phép cong timg bit theo modulo 2, con phép nhan duoc 1ay theo modulo clia da
thitc bat kha qui x*+x*+x*+x+1 v6i cdc hé so tir GF(2). Lugc do vong cta thuat
todn Rijndael biéu dién & hinh 2(b).

Néu trong thuét toan GOST phép hoan vi 2 nlra khoi dugc dua vao cac vong ma
nhu chi ra & hinh 2(a), thi c6 thé nhan thdy ring trong ca hai thuat todn, cac vong
ma ludn giong nhau, trir vong cudi cung, tai d6 thi€u mot phan phép toan. Cach
nhu vay cho phép nhan dugc mot cdch thé hién gon gh& hon, ca trong thiét bi 1in
lap trinh. Tai vong cu6i cung cua GOST khong c6 phép hoédn vi 2 nira khoi da duge
ma, con doi v6i Rijndael 1a phép nhan bén trai v6i ma tran M. Trong ca hai thuat
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todn dugc ban dén, diéu ndy dam bdo tinh twong duong cau tric clia bién doi ma va
giai ma.

M
<_

H’ L’

a) b)

X, X’ - khoi duoc bién déi & dau vao va ra clia vong

(H, L), (H’, L) - phan cao va phan thap & dau vao va ra clia vong

k - khoa vong

S[], ham thay thé, dugc nhém theo 4 bit cho GOST va ctia cac byte cho

Rijdael

Rot,. 11 — phép quay tir 32-bit vé phia bit cao 11 lan

RRot- phép todn quay ma tran theo dong cua thuat toan Rijndael

Mx - nhan ma trin M trong thuat toan Rijndael v6i ma tran dit liéu &
bén trai

Tinh tuong duong cua bién déi xuéi va nguoc.

Trong thuat toan GOST tinh tuong duong cau tric cua bién déi xuodi va ngugc
khong dugc dam bao mot cach dac biét ma la hé qua don gian cta viéc ap dung
giai phap kién tric. Trong mot mang can bang Feistel bat ky, hai bién déi nay
tuong duong va chi khac nhau thit tu sit dung cta cac khod thanh phan: khi giai
ma, cac khoda thanh phan dugc st dung véi thit tu ngugc lai so véi tha tu duge st
dung lic ma.

Thuat toén Rijndael duoc xay dung trén co s& cdc bién doi truc ti€p. Cling nhu doi
VvGi tat ca céc thuat todn tuong tu, bién déi nguoc dugc xay dung tir viec dao nguoc
céc buéc clia bién d6i xuoi theo thit tu nguoc lai. Do d6, viéc dam bdo tinh déng
nhat clia bién doi xuoi va nguge nhu trong céu tric Feistel 12 khong thé dat duoc.
Tuy vay, bang mot giai phdp kién tric dic biét ciing dat dugc mot mitc do gan
twong tng: bién déi xuoi va ngugc 1a déng nhat vé6i su chinh xac dén cac hing so
duoc st dung trong chung. Trong bang 2 dan ra 2 vong cudi cua thuat toan
Rijndael va phép dao ngugc hinh thic cua nd.
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Bang 2. Hai vong cua thuat toan Rijndael

va phép dao nguoc hinh thitc cua né

Bién d6i xuoi Bién d6i nguoc

X = X®ky X = X®Ky,

X =S8(X) X = RRot_,(X)
X = RRot, (X) X=5'(X)
X=MxX X = X ®kg

X = X ®kg X=M!'xX
X=S8(X) X = RRot_(X)
X = RRot, (X) X=5'X)

X = X®kg,, X = X®ky

Trudc hét can chi y rang phép todn thay thé theo timg byte (S) ¢6 tinh giao hodn
vGi phép dich theo byte cac dong clia ma tran:
S'(RRot_,(X)) = RRot_,(S'(X)).

Ngoai ra, theo cic quy tic cia dai s6 ma tran theo dinh luat két hop ciing c6 thé
thay doi thit tu cong timg bit theo moduko 2 ctia khoa va phép nhan ma tran:
M x (X®kg)=M"' x X) ® M x ky)

Ap dung céc thay d6i da chi ra vao cot hai ctia bang 2, chiing ta nhan dugc diy
phép toan sau trong hai vong cuia bién déi ngugc (bang 3).

Bang 3. Hai vong cua thuat toan
Rijndael va nguoc clia nd

Bién d6i xuoi Bién d6i nguoc
X = XPkg | X = X®ke,,
X = S(X) X =S(X)
X=RRot_(X) | X=RRot(X)
X=MxX X=M!'xX
X = X @k, X = X(M @ky)
X = S(X) X = S'(X)
X = RRote(X) | X = RRot(X)
X = X@ky,, X = XPky |

Tir viéc so sédnh cdc cot clia bang 3 ta dé thay ring, cdu tric hoat dong cta bién doi
Xudi va ngugc giong nhau. Két qua dé dang tong quét hoa cho mot s6 vong bat ky.
Nhu vay, trong thuat toan Rijndael thu tuc ma va giai ma hoat dong nhu nhau va
chi khac nhau & céc chi tiét sau:
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o Trong bién doéi nguoc st dung phép thé vecto, ngugc vé hoat dong véi
vecto thay thé€ ¢ bién d6i xuoi.

o Trong bién d6i nguoc, s6 byte ma theo né moéi dong clia ma tran dit liéu
dich di trong phép todn dich tiing dong theo byte khéc di so véi bién doi
Xuoi.

o Trong bién déi nguoc, tai budc nhan ma tran khéi dit lieu duoc nhan vé
bén trdi v6i ma tran 12 nguoc véi céi dugc stt dung trong bién déi xudi,
do 1a

0E 0B 0D 09
09 O0F 0B 0D
0D 09 O0F OB
0B 0D 09 OF

o Trong bién ddi nguoc, cdc phan tir khod duoc str dung theo thit tw ngugc
lai, ngoai ra, tit ca cac phan tu trir phan tr dau tién va cudi cung can phai
nhan phia bén trdi v6i ma tran M.

M =

Nhu vay, tuong tu nhu GOST, trong thuat todn Rijndael ¢6 thé truing hop viéc thuc
hién tha tuc ma va giai ma khi thé hién bing chuong trinh cling nhu bang thiét bi.

Chuan bi khoa
Trong chudn ma cta nudc Nga, dé tao ra cic phan tir khod 32-bit tir khoa 256-bit
mot phuong phdp don gian duoc dp dung. Khoa duoc hiéu nhu mot mang gém 8
phan tir khoa :

K = (ky, ky, ks, Ky, ks, K, ko, k) -

Céc phan tu nay dugc sir dung trong cac vong ma - méi khoa duge “xem dén” 3 1an
theo thit tu xu6i va mot 1an theo chiéu nguoc lai, cudi cing 1a mdi phan tir khod
dugc st dung ding 4 lan. Trong bang 4 chi ra thit tu ciia vong va phan tir khoa
dugc str dung cho vong do.

Vong 1 2 3 4 5 6 7 8 9 10 |11 |12 |13 |14 | 15 | 16
Phin tirkhod | k| | K, | Ky | ks | Ks | Ke | Ky | Ks | Ky | Ko | ks | Ky | Ks | Ko | Ko | K
Vong 17 |18 |19 |20 |21 |22 |23 |24 |25 |26 (27 |28 |29 |30 |31 |32
Phin tirkhod | k, | K, | Ky | ks | Ks | K | Ky | Ks | Ks | Ky | Ko | Ks | ki | ks | Ko | K,

Bang 4- Tha tu st dung céac phan tir khoa trong vong ma cia GOST 28147-89

Trong thuat toan Rijndael str dung lugc do phic tap hon mot chiit, cé tinh dén kha
nang khdc nhau vé kich thu6c ctia kh6i ma va khod. Tén tai hai thuat todn dé sinh
ra ddy cac phan tir khod - cho khoa kich thudc 128/192 bit va cho khoa kich thuée
256 bit, ching tuong do6i giong nhau va chi khac nhau chat it. Khod va day khoa
duogc biéu dién & dang vecto clia céc tir gobm 4 byte, doan ddu tién ctua day duogc
dién chinh bang cdc tir cha khod- cting nhu trong GOST. Céc tir sau cta day khod
duoc chon theo quan hé dong du ting nhém mot, 1a boi cua kich ¢ khoa. Tu 4-
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byte ddu tién clia nhém nhu vay duoc tao boi viéc sit dung mot bién doi phi tuyén
du phuc tap, nhitng tir con lai theo mot quan hé tuyén tinh don gian:
;_ni ®Glw;_1), imod N =0
; =
: ®i_np Pw;_1,imod Ny #0

O day N, 1a s6 cdc tir c¢6 4 byte trong khod ( bing 4 hay 6, néu bing 8 thi diing
cong thiic khdc); G() — 1a bién déi phi tuyén phic tap céc phan tlr c6 4 byte, gom
c6 phép dich theo byte, thay thé byte theo vecto thay thé va cong theo bit modulo 2
v6i vecto phu thudc vao thit tu clia nhom céc phan tlir dang dugc tao ra:
G(x0 = S(R8(x)) ® P(i/Ny),

trong d6 S -1a ham thay th€ byte duoc mo ta trén day; R.8 - phép toan dich ving
tr 4 byte di 8 bit vé bén trai; con P(i/N,)- 1a tir 4 byte, dugc kién thiét mot cdch dac
biét va khong phu thudc vao khoa. Viéc st dung bién déi G(c) mang tinh phiic tap
va tinh phi tuyén vao lugc d6 chudn bi cdc phan tir khod, 1am cho viéc phan tich ma
tr& nén kho khan.

Céc tir 4 byte nhan dugc trong dong dugc mo ta trén day dugc nhém thanh céac
phan tir khoa c¢6 kich thudc cén thiét, bang véi kich thude cta khoi ma va duge sur
dung trong cac vong ma nhu da mo ta & cac muc trude.

Nhu da trinh bay trén day, thuat todn tao day khod trong ma Rijndael 1a phic tap
hon so vé6i trong GOST. Tuy vay, n6 ciing di don gian va hiéu qua va khong dong
gop dang ké vao khoi luong tiéu ton tinh todn chung khi ma- t6c do ma cung vdi
viéc tinh cdc phan tir khoa chut it nho hon t6¢c do ma cung vé6i khoa da duoc chudn
bi tur trudce.

Chon cac nit thay thé va cac hang s6 khac
Céc phan tir khod dung trong thoi gian dai (céc niit thay thé€) 1a nhitng hang s6
quan trong nhat cuia GOST 28147-89. Chiing khong duogc chi ra trong chudn ma
duoc cung cap boi céc t6 chiic chuyén nganh dic biét, chuyén cho ngudi sir dung
khod ma ndy. Vi thé khong dua ra mot tieu chuén thiét k&€ nao cho céc niit thay thé
ndy. T nhitng suy luan chung c6 thé nhan thdy ring, tru6c hét, cac nit thay thé
duoc chon bang viéc st dung mot trong nhitng phuong phép thiét k€ cac nit, vi du
nhu viéc sir dung ham bent (A. Varpholomev va céc tac gia khac “Cac hé ma khoi.
Céc tinh chat co ban va phuong phdp phan tich do bén vitng” , Matxcova, MIFI,
1998), sau d6 dugc ddnh gid theo mot so tiéu chudn, khi d6 nhitng nit khong du
tieu chudn s€ bi bo di. Trong s6 cdc tiéu chuin danh gia, co 1€, c6 mit cdc tiéu
chuén sau:

o do6 phuc tap va tinh phi tuyén cua ham bool mo ta cac niit

o dac tinh vi phan cta cac nut thay thé

o dac tinh tuyén tinh cua cac nut thay thé

Khac véi nhiing nguoi tao ra GOST 28147-89, cic tac gia cia ma phap Rijndael
khong gidu céc tiéu chudn thiét ké vecto thay thé. Khi thiét k& chiing, bén canh cic
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yéu cau don gian nhu tinh c6 nguoc va tinh don gian khi mo ta con c¢6 nhiing suy
tinh sau dugc dé y dén:

o cuc tiéu hoé dic tinh twong quan 16n nhat theo gia tri giita cdc t6 hop
tuyén tinh clia cdc bit vao va céc bit ra (xac dinh tinh bén viing doi véi
tan cong tuyén tinh)

o cuc tiéu hod gid tri khong tim thudng 16n nhat trong bang EXOR (xdc
dinh tinh bén viing doi vdi tdn cong vi sai)

o do phiic tap ctia biéu thic dai s6 mo ta niit trong GF(2).

Phép toan thay thé€ byte trong thuat toan Rijndael dugc cho bgi phuong trinh:
S(X)= (x"+ x® + x* +x) + X' (x” + x® +x° +x* +1) mod (x®+1)

Bién d6i nay bat dau bdi phép todn 1y nguoc trong trudng GF(2%) cha byte duoc
thay thé — gia tri 00 khi dé dugc giita nguyén- sau d6 gid tri thu dugc di qua mot
phép bién déi affine. Cdc da thic ctia phép bién ddi dugc chon sao cho trong dnh
xa két qua khong c6 diém bat dong ( S(X) = X) hay nhiing diém phéan bat dong
(S(X) =~ X).

Céc tac gia cla thuat todn Rijndael da nhan thdy rang néu nit thay thé nao dé gay
ra moi nghi ngo vao chét luong cia nd va vao viéc khong c6 “con dudng ngam” thi
c6 thé thay né bang mot nut khdc. Hon nita, ciu triic ciia ma phap va s6 cic vong
dugc chon sao cho ngay ca trong trudng hop vecto thay thé duoc chon ngau nhién
thi ma phap van bén viing doi véi tan cong vi sai va tdn cong tuyén tinh.

Trong sO cédc hing s6 quan trong khac clia thuat todn Rijndael can phai chi y dén
ma tran M, trong phép bién déi cua ting vong ta cé st dung né vao phép nhan.
Muc dich cuia buéc nay 1a dé khuyéch tédn nhitng thay déi trong mot byte ra tat ca
cot cia ma tran. Khi chon ma tran M cling véi cdc yéu cdu truyén thong nhu tinh
c6 ngugc va tinh don gian can chd y dén cac dac trung mong mudn sau cta bién
doi:

o tinh tuyén tinh trong truong GF(2);

o du do khuyéch tan;

o toc do thuc hién trong cac bo vi xtr 1y 8 bit.

BuGc nay cua phép bién doi ciing c6 thé biéu dién nhu 1a phép nhan cic cot cua
ma tran cai bién dit liéu (con dit liéu dugc xem nhu nhitng da thic bac 3 c6 hé s tir
truong GF(2%)) v6i mot ma tran c6 cdc hé so ciing tir trudng GF(2%) theo modulo
cua da thitc (x*+1). Theo nhu yéu cau thit 3 duoc liét ké & trén, cdc hé so cua thira
s6 nhan can nho nhat trong cdc kha niang c6 thé . Céc tac gia cia ma phap da chon
da thuc sau:

c(x) =03.x> + 01.x>+ 01.x + 02.

Ciing thu tuc nay, khi vi€t & dang ma tran tuong duong véi phép nhan bén trai véi
ma tran luan lvu M.
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Nhu vay, khac véi GOST 28147-89, cac vong cua nd dugc 1ap tir cac phép toan
truyén thong cho cdc thuat todn mat ma thudc “lan séng thi nhat” - phép hodn vi
trong cdc nhém bit nhot, phép hodn vi (dich) theo bit va phép cong t6 hop céc
thanh phan dit liéu- khi kié€n thi€t ma phap Rijndael da sir dung rong rii phuong
phap dai s6. Diéu d6 lién quan chu yéu dén hai bién déi chinh ciia ma phap- phép
thay thé€ theo byte va phép todn xdo tron cac cOt cua ma tran dit liéu bang céch
nhan bén trai v6i ma tran M.

Tinh nang suat va d¢ tién loi khi thé hién

Khi danh gia tinh hiéu qua dat duoc do6i véi cai dat thiét bi cuia ma phap thi tiéu
chuin chi yéu 1a s6 luong va do phic tap ctia cac phép tinh co s& cin phai thuc
hién trong mot vong lap, va ca kha nang song song hod thuat toan. Khi danh gia
tinh hiéu qua ctia cac cai dat chuong trinh ¢6 thé thi m6i quan tam chinh 1a viéc cai
dat trén nhitng nén tang 32 bit, vi cdc mdy 32 bit tai thoi di€ém hién tai chi€ém chu
yé&u cong dong may tinh cua loai ngudi. Viéc cai dat trén cac bo vi xt 1y 8 bit cling
can chd y, vi d6 la cong nghé chu yéu cua thé thong minh. Cac thiét bi tuong tu c6
thé duoc slr dung trong céc hé thong khic nhau thanh toan chuyén khoan, ching
ngay mot tré nén phd bién trén thé giGi — s6 ngudi sit dung cdc hé théng nhu vay
trong thoi gian cudi tang véi toc do 16n.

Chuin ma GOST 28147-89 cua nuGc Nga thuan tién thé hién trong thiét bi ciing
nhu phan mém. Véi kich thude khoi dit liu bang 64, cong viéc chi yéu duoc tién
hanh véi mot nira ctia khoi nay, do 1a céc tir 32 bit, diéu nay cho phép thé hién hiéu
qua chuin ma cua nuGc Nga trén phan I6n cdc may tinh hién dai.

Khi thé hién trén cdc mdy 32 bit thi phép todn kho khan nhat 12 phép thé. Cac phép
thay thé dugc xem xét boi GOST trong cac nhém 4 bit khi 1ap trinh cho kha nang
hop nhat tiing cap va thuc hién phép th€ trong cac nhém 8 bit, nhu vay hiéu qua
hon déng ké. T6 chiic thich ddng cuia phép thé ciing cho phép tranh khdi viéc thuc
hién phép quay tir & dau ra cia ham ma - néu luu giit cac nit thay thé nhu 1a cac
mang tir c6 4 byte ma phép quay da duoc thuc hién trong né. Bang thay thé mo
rong nhu vay yéu cau cho viéc luu trit né 4 x 28 x 4 = 212 byte hay 4 K b6 nhé van
hanh. Cac budc t6i uu hod dugc chi ra thé hién vong ma theo GOST trong 10 Iénh
mady, gom ca viéc phan chia va tai vao cac thanh ghi tiing byte riéng biét ctia cac tr
c6 4 byte. Tinh dé€n kha nang song song hoa ctia bo xur ly Pentium doi véi viéc thuc
hién song song hod cac 1énh, mot vong ctia GOST c¢6 thé dugc thuc hién trong 6
nhip hoat dong cta bo vi xur ly, toan bo qud trinh ma trong 32 x 6 = 192 nhip.
Thém vao d6 1a 8 nhip cho ciac phép luu git khac nhau trong bo xu ly, ching ta
nhan dugc danh gia chi phi thoi gian cia bo x{r 1y 1a 200 nhip khi thuc hién chu
trinh ma theo thuat toan GOST 28147-89. Trén bo xur 1y Pentium Pro-200 diéu d6
cho phép dat dugc giGi han toc do0 mot triéu khoi ma trong mot giay hay 8 M
Byte/s (trong thuc t&€ dai lugng d6 sé nho hon).
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GOST ciing ¢6 kha nang thuc hién hiéu qua trén cac bo vi xtr 1y 8 bit, bdi vi cac
phép tinh co s& tao nén né co trong bo 1énh cha phan 16n céc bo diéu khién pho
dung nhat. Khi d6 phép cong theo modulo 232 budc phai chia ra mot phép cong
khong nhé va 3 phép cong c6 nhé, duge thuc hién tuan tu. Tat ca cac phép todn con
lai ciing c6 thé biéu dién trong thuat ngit clia c4c toan hang § bit.

Khi thuc hiéen GOST béng thiét bi, mot vong chinh 1a viéc thuc hién lién ti€p 3
phép toan ctia cac tham s6 32 bit: cong, phép thé (dugc thuc hién dong thoi tai ca 8
nhém c¢6 4 bit) va phép cong tirng bit theo modulo 2. Phép dich vong khong 1a mot
phép toéan riéng biét, vi duoc dam bao bang chuyén mach don gian ctua cac day
dan. Nhu vay, vdi thuc hién bang thiét bi, mot vong ma yéu cAu thuc hién 106 phép
todn co s&, va cong viéc ndy khong thé song song hoa dugc.

Pac diém thé hién cua thuat toan Rijndael

Bay gio chiing ta xét dén cdc dac diém cua viéc thuc hanh thuat todn Rijndael. Day
1a mot thuat todn dinh huéng theo byte, c6 nghia 13 hoan toan c6 thé phat biéu theo
thuat ngilt cua cdc phép tinh theo byte. Trong thuat todn st dung rong rai cic phép
todn dai so trén truong hitu han, trong d6 phép nhan trong GF(2*) 1a khé thé hién
nhat. Viéc thuc hién truc ti€p céc phép tinh d6 din dén mot thé hién rit khong hiéu
qua cua thuat toan. Tuy vay, cdu tric byte cia ma phdp md ra cac kha nang rong
16n cho viéc lap trinh. Phép thé€ byte theo bang cung v6i phép nhan sau d6 vé6i hang
s0 trong truong GF(2%) ¢6 thé biéu dién nhu 12 mot phép thé theo bang. Trong bién
déi xuoi ¢6 3 hang s6 duoc stt dung (01, 02, 03) va vi thé cin ¢6 3 bang nhu vay,
con trong bién déi ngugc —c6 4 hang s6 (OE, 0D, 0B, 09). Khi t6 chitc khéo qua
trinh ma thi phép dich byte theo timg dong ctia ma tran dit liéu ¢6 thé khong can
thuc hién. Khi viét cho cdc may 32 bit c6 thé cai dat phép thé theo byte va phép
nhan phan tir cia ma tran dit liéu v6i cOt clia ma tran M nhu 1a mot phép thay 8 bit
bang 32 bit. Nhu vay, tit ca chuong trinh cho mot vong mé ctia phuong an khéi dit
licu 128 bit s& dan dén: 4 1énh tai cac phan tlir khoa vao thanh ghi, 16 1énh tai byte
vao thanh ghi va 1ay tir bd nhé ra gia tri da dugc danh chi s6. Gia tri nay duoc st
dung trong phép tinh theo byte. P6i véi cac bo xir 1y Intel Pentium khong c6 du so
thanh ghi con cin thém 4 1énh tai ndi dung cac thanh ghi vao bo nhg, nhu vay trén
nhitng bo xtr Iy da chi ra mot vong ma theo thuat toan Rijndael c6 thé thuc hién sau
40 1énh hoac sau 20 nhip cta bo xtr 1y c6 tinh dé€n kha nang thuc hién song song
cac lénh bdi bo xtt y. Cho 14 vong ma ctia mot chu trinh ma sé€ can 280 nhip, cOng
thém mot s6 nhip thém vao dé cong thém khod. Thém vao mot s6 nhip cho phép
gitt cham bén trong bo vi xtr ly, ching ta nhan dugc danh gid 300 nhip cho mot chu
trinh ma. Trén bo xt 1y Pentium Pro-200 vé mat 1y thuyét cho phép dat dén toc do
khoang 0,67 triéu khoi trong mot giay hay khoang 8,5 MByte/s (mdi khoi c6 128
bit). Doi v6i cac phuong an c6 s vong it hon thi toc do tang 1én theo ty 1€.

Phép t6i uu chi ra trén day, tuy vay, yéu cau tiéu ton mot luong xac dinh bo nhd.
Cho mébi cot ciia ma tran M xay dung vecto thay thé clia minh tir 1 byte sang tir ¢6
4 byte. Hon nitta, cho vong cu6i cung, trong dé khong ¢6 phép nhan v6i ma tran M,
can c6 mot vecto thay thé riéng cling kich ¢&. Diéu nay yéu ciu s dung 5 x 2° x 4
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= 5 KB b0 nhé dé luu trit cdc niit thay thé khi ma va cling mot luong nhu thé cho
khi dich, tat ca 1a 10 KB. Dai v6i cac may tinh hién dai trén co sé Intel Pentium
dudi su diéu khién cua hé diéu hanh Windows 9x/NT/2000 thi khong 1a mot yéu
cau gi 16n ca.

Kién tric dinh huéng theo byte cta thuat todn Rijndael hoan toan cho phép thé
hién hiéu qua né trén cac bo vi xtr 1y 8 bit, chi st dung cac phép tai vao/ra thanh
ghi, 18y cac byte da duoc danh chi s6 trong bd nhd va phép cong bit theo modulo 2.
Dic diém da chi ra cling cho phép thuc hanh 1ap trinh hiéu qua thuat todn. Mot
vong ma can thuc hién 16 phép thé theo byte cong thém “loai trir hodc” theo bit
trén céc khoi 128 bit, ching c¢6 thé thuc hién trong 3 giai doan. Tong lai 1a 4 thao
tdc cho mot vong hoac 57 thao tic cho mot chu trinh ma 14 vong c6 tinh dén mot
s0 thao tac thém cho phép cong khoa theo modulo 2 — tic 1a vao khoang 2 lan it
hon GOST. Vi thuat todn Rijndael c¢6 do dai khoi 2 14n 16n hon, nén di€u nay dan
dén uu thé gap 4 1an vé toc do voi di€u kién thuc hién mdy trén co s& cing mot
cong nghé. Chd y rang dénh gid trén chi 1a tho.

Khi ddnh gi4 cdc dic trung thuc t€ toc do bang chuong trinh clia hai thuat todn trén
nén Intel Pentium, véi thuat todn Rijndael chiing ta xem xét phuong dn ¢6 14 vong.
Cho méi thuat to4n, bang ngon ngit C da viét mot ham twong duong dé ma mot
khdi, trong d6 ddy cédc vong dugc trai ra 6 dang ma tuyén tinh - di€u nay cho phép
dat dugc toc do toi da. Trong nhitng ham tuong duong d6 st dung cac thong tin
khéa ngiu nhién va cdc ndt thay th€ ngiu nhién, nhung di€éu dé khong anh hudng
gi dén toc do thi hanh bai vi toc do thuc hién cua cac 1énh duoc st dung khong phu
thudc vao cac toan hang cta n6. Cac ham thuc hién viéc ma duoc goi hang chuc
triéu 1an va do thoi gian né chay, con s6 nay dugc dung 1am chi s6 vé t6c do. Dé
bién dich va xay dung module thuc thi da st dung trinh dich Intel C++ v 4.5, vi n6
cho phép nhan dugc ma 1énh véi toc do cao nhat. Cling da thir nghiém véi cac trinh
bién dich MS Visual C++ v 6.0, Borland C ++ v 5.5 va gnu C++ v 2.95.2, nhung
ma nhan duogc khi st dung ching cho téc do kém hon. Ma dugc t6i wu hoa doi véi
cac bo xur 1y Intel Pentium va Intel Pentium Pro/II/III. Véi su trg gitp ctua cac bai
toan thlr nghiém, toc do thuc hién cdc ma phap da dugc do trén cac bo xur 1y Intel
Pentium 166 MHz va Intel Pentium III 433 MHz. Két qua do & trong bang sau:

Céc chi s6 vé toc do thuc hién clia cdc thuat todn dugc so sinh

Bo xur ly GOST 28147-89 Rijndael 14 vong
Pentium 166 2,04 Mbyte/s 2,46 MByte/s
Pentium III 433 8,30 MByte/s 9,36 MByte/s

Nhu vay, cac thuat toan dugc xem xét cé toc do so sanh duoc v6i nhau khi thuc
hién trén nén 32 bit. Trén cdc nén 8 bit, biic tranh c6 1€ cling nhu vay. Con doi véi
viéc cai dat trén phan cing, khac véi thuat toan ma GOST, Rijndael cho phép dat
dugc mot mic do song song hod cao khi thuc hién thuat todnvi thao tic véi cac
khdi c6 kich thuéc nho hon va s6 vong it hon, nén vé mat 1y thuyét viéc cai dat
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cling né s€ dat dugc toc do nhanh hon so v6i GOST trén cing mot nén cong nghé-
theo cac danh gia tho 1a vao 4 lan.

Viéc so sanh dugc tién hanh trén day cho cac tham s6 cta 2 thuat todn ma hoa
GOST 28147-89 va Rijndael da chi ra ring, mac du ¢6 su khéc biét ddng ké trong
nguyén tac kié€n thi€t ma cac ma phdp dua vao, cac thong s6 1am viéc chinh 1a gan
nhu nhau. Diém ngoai trir 1, gdn nhu chic chan, Rijndael ¢ vu thé hon vé toc do
so v6i GOST khi cai dat may trén cung mot cong nghé. Theo cac tham s6 quan
trong vé do bén viing cho nhing thuat todn dang d6, khong thuat toian nao c6 dugc
wu thé ddng ké, ngay ca toc do ctia mot chuong trinh t6i wu trén bo xur 1y Intel
Pentium 12 cling nhu nhau, diéu nay c6 thé ngoai suy ra moi bo xt 1y 32 bit hién
dai khéc.

Nhu vay, c6 thé rit ra két luan 1a chudn ma dit liéu cha nude Nga dép tng dugc céc
yéu cdu clia cdc ma phdp hién dai va c6 thé 1a chudn trong mot thoi gian dai nita.
BuGc dé thdy tiép theo trong viéc t6i wu hod nd cé thé 1a viéc chuyén phép thé
trong cdc nhém 4 bit sang phép thé€ theo byte, di€u nay s& 1am ting hon nita tinh
bén vitng cua thuat todn doi vdi cac dang phan tich ma da biét.
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Phu luc 5
Nhan xét vé thuét toan ma hoéa GOST"
C. Charnes, L. O’Connor, J. Pieprzyk,
R. Safavi-Naini, Y. Zheng

1. Mé diu

M0 ta chi tiét ciia thuat toan ma hoa Lién x6 da dugc cong bd trong GOST
28147-89 [2]. Muc dich cta nhimg ngudi thiét ké 1a cung cip mot thuat toan ma
hoa c6 d6 mat mém déo. Thuat toan 13 mot vi du ctia hé mat kiéu DES cung voi
lich trinh khoa dugc don gian hoa t6i da. N6 ma thong bao 64-bit thanh ban ma co
64-bit bang khoa 256-bit. Tai lidu vé GOST [2] di khuyén céo 4 dang str dung sau:
thay thé don gian (electronic code-book mode), kiéu dong (stream mode, trong [2]
duoc goi 1a I'-mode), kiéu dong c6 phan hdi (stream mode with feedback) va kiéu
xac thuc (authentication mode).

2. Mo ta thuat toan GOST

Thuat toan GOST gdm 32 vong lap (hai 1an nhiéu hon DES). Mdi vong lap
dugc chi ra ¢ hinh 1. C6 hai phan tir 1a bi mat trong thuét toan nay: khoa ma K
256-bit va dinh nghia cac S-box Sy, ..., Ss.

R v

Hinh 1. Buong di cta dir liéu trong mot vong ma/dich cua GOST

' Advances in Cryptology- EUROCRYPT-94, p.434-438
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Khoa mat ma K = (K,,..., K7) duoc luu trit trong thiét bi luu trir khoa (key
storage unit-KSU) nhu mot day cua 8 tir 32-bit (K,..., K7). Mdi tir khoa 32-bit K;
duoc goi 1a khoa thanh phan (i=0....,7). Dé mi mdt vin ban 64-bit, trudc hét nd
duogc chia thanh 2 ntra 32-bit va dugc dat vao thanh ghi 32-bit R; va R,. N§i dung
cta thanh ghi R, duoc cong theo modulo 2** vao khoa thanh phan K, (bd cong
CM,), tic 1a

R, + K,(mod2%)

Day thu duoc 32-bit duoc chia thanh 8 khdi 4-bit. 8 khdi 4-bit ny 1a dau vao cia
8 S-box tuong ung Sy,..., Sg. Mbi S;, i=1,....8 13 mot phép hoan vi. 8 dau ra 4-bit
cua cac S-box duogc luu vao thanh ghi dich R, nd1 dung cua thanh nay duoc dich
trai 11 bit (vé phia bit bac cao). Noi dung ctia thanh R bay gio duoc cong modulo
2 (Exclusive-Or hoic XOR) v&i ndi dung ctia thanh ghi R, bang bo cong CM,. Noi
dung tur s€ dugc luu trong R, va gia tri cii cua R, dugc luu trong R,. Pén day két
thuc vong lap thtr nhat.

Céc vong lap khac twong tu nhu vong lip thir nhéat. Trong vong lap thir hai,
chung ta stir dung khoéa K, tir KSU. Céc vong lap thu 3, 4, 5, 6, 7, 8 st dung tuong
ung cac khoa thanh phﬁn K, Kj,..., K;. Cac vong 1ap tir 9 dén 16 va tir 17 dén 24
cling st dung cac khoa thanh phan nay. Cac vong lip tir 25 dén 32 sir dung cac
khoa thanh phan theo tht tu nguoc lai, tuc la vong lap thu 25 su dung khoa Ky,
vong lap thr 26 str dung khoa K va ctr tiép tuc nhu vay. Vong lip cubi cung ding
khoa K. Cho nén thtr ty ctia céc khéa thanh phan trong 32 vong lap la:

Ko,...., K7, K,...., K7, K,...., K7, K7,...., K.

Sau 32 vong ldp, dau ra tir bd cong CM, dugc dat trong Ry, con Ry gilr
nguyén gia tri cti. NOi dung cua cac thanh ghi R; va R, 1a ban ma 64-bit cho ban rd
c6 64-bit.

3. Céc tinh chit tong quat cia GOST
Thuat toan GOST lap lai cAu tric téng thé cia DES. RS rang la nhiing
nguoi thiét ké no da cb ging dé dat duoc su can bang gitra tinh hiéu qua cta thuat
toan va do mat ctia no. N6 sir dung cac khéi duoc xay dung thuong 1é va don gian.
Pic biét, GOST khac DES & nhiing diém sau:
1. Lich trinh khoa phtic tap duoc bo qua va thay bang diy c6 qui tic clia cac
khoa thanh phan.
2. Khoa mat mé c6 d¢ dai dén 256 bit so voi 56 bit cua DES. Hon nira, luong
thue té cta thong tin mat trong hé théng, bao gdm ca cac S-box, gop lai xap
xi 610 bit thong tin.
3. 8 hop S-box Sy, ..., Sg 1a cac hoan vi S;: GE(2*) — GF(2%), vé téng thé chi
doi hoi khong gian luu trir tuong duong véi 2 S-box cua DES.
4. Khoéa con cho mdi vong lap 1a 32-bit cho mot phép cong c6 nhé chir khong
phai 1a phép XOR 48-bit nhu trong DES.

66



5. Phép hoan vi khoi bat qui tac P trong DES duoc thay boi thanh ghi dich
don gian R, né quay ndi dung di 11 bit v€ bén trai sau moi vong.
6. SO vong duogc tang tur 16 1én 32.

Do d6 mat cua thuat toan phy thudc ca vao khoa mat ma va 8 phép thé Si,
i=1,..,8, nén nguoi su dung can phai biét nén chon 2 thanh phan bi mat nay nhu thé
nao? Khoa mat ma co thé chon ngau nhién, nhung viéc chon céc hoan vi S; dugc
danh cho ngudi cé chirc trach, ngudi biét chon nhitng hoan vi tot. Tir quan diém
cua nguoi si dung, d§ mat duoc lién quan td1 tinh bao mat ctia khoa K. Chu y ré“lng
nguoi co trach nhiém co thé chon cac S-box sao cho ho c6 thé pha duoc h¢ mat (vi
du, béng cach chon cac hoan vi tuyén tinh hay affine).

Chiing ta hiy xem xét cdu triic cua thuat toan GOST, ban c6 thé hoi xem
phai chang viéc st dung céc hoan vi thay cho mot 16p 16n hon nhiéu tat ca cac
ham s6 c6 thé 1am giam do an toan? Even va Goldreich [1] dd ching minh ring
mot phép ma kiéu DES bét ky véi mot phép lap

L’=R

R’=L&®f(R)
sinh ra mot nhém luan phién (alternating group) véi f:GF(2*%) — GF(2*) 1a ham
Boolean, ddu vao 1a (L, R), con dau ra 1a (L’, R’). Sau dé Pieprzyk va Zhang [3]
da chi ra rang néu f 12 hoan vi thi ham ma kiéu DES vén sinh ra nhom luan phién.
Nhu vay, viéc st dung cac hoan vi thay cho cac ham khong lam suy giam d§ mat
ctia thuét toan khi xem xét v&i mot sb vong lon.

Viéc két ndi cia CM,, cac S-box va phép dich vong R cé thé xem nhu ham
vong F. Ham F anh xa chudi dau vao 32-bit vao chudi dau ra c6 cung do dai, d6i
tugng bi kiém soat bai khoa 32-bit. Phan trung tim cua ham F 13 8 S-box kich
thudc 4*4. Trude hét, ham F thuc hién viéc chia chudi dau vao 32-bit thanh 8
khéi, mdi khdi 4 bit, va sau d6 thay mdi khéi bang 4 bit duwoc dinh ra boéi S-box
tuong trng.

Ban c6 thé thay cac bit ra ctia ham F bi anh hudng béi cac to hop khac nhau
ctia dau vao phu thudc vao vi tri ciia nd. Piu nay duogc giai thich boi tinh chét cua
viée két ndi phép cong modulo 2% va cac S-box. Phép cong modulo 2°? tao dau ra
1a phi tuyén tit ca ( trir mot trudng hop- bit ra c¢6 nghia nhé nhat). Piéu nay dan
chung ta t6i bo dé.

B6 dé 1. Cac dau ra ciia S; bi dnh huéng boi 4i bit cua ban rd tir thanh ghi Ry va 4i
bit ciia khda thanh phan (i=1,...,8).

Vi tri cia S; lam cho n6 dic biét dé bi ton thuong d6i voi tan cong tuyén
tinh. Hodn vi S| dugc chon can than nhat sao cho dau ra ctia S; c6 d¢ phi tuyén toi
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da. Néu quan tam dén ham F thi GOST hoan toan sanh dugc v6i DES vi n6 co6
quan h¢ gitra dau vao/dau ra phuc tap hon.

Mot van dé hét st thu vi 1a viéc chon céac S-box sao cho nd co tinh phi
tuyén cao. No6i chung, phép cong lam tang tinh tuyen tinh, nhung cing co6 truong
hop né 1am suy giam d6 phi tuyén cua ham F dén mirc kém hon d6 phi tuyén cta
chinh cac S-box.

4. Cac phép dich vong R trong GOST
Anh hudng chinh cia ham vong 13 cung cép tinh khuyéch tan. Dé nghién
ctru diéu nay, chung ta gia thiét raing KSU=0 va bat chap diéu nay. Trudc hét
ching ta chi tap trung vao hi¢u ung tron cua phép dich vong trong mot nhanh cua
thuat toan. Chiing ta xem xét hai truong hop cua thudt toan trong ché do thay thé
don gian:
1. Céac S-box la 4nh xa dong nhat
2. Cac S-box la cac ham cang hoan toan (complete spread function), c6 nghia
la m01 bit vao anh huéng dén moi dau ra cua S-box, hay tuwong duong 1a
mdi bit ra phu thudc vao moi bit vao.

Ky hiéu R/ 1a dau vao cia nira bén phai cua thudt toan tai vong thtr i va
ay,.....,ay la tung bit dau vao tai vong nay.

4.1 Trwong hop 1: Cac S-box 1a 4nh xa dong nhat
Chung ta xem xét cac bit bi anh huong bdi a., bit dau vao thir nhat cia

vong 1. Ching ta c6

a, = a, —ay —a, —a, —>ay —>a, =

) za) 2ad’ za a4’ =>a) 2a =a,
Ky hiéu = ¢0 nghia la sau 3 vong 13p. Nhu vay, sau 32 vong lap thi @, anh huong
t61 tat ca cac bit khac cia mot nira R, dung mot 1an. D& dang théy rang moi phép
dich vong rot(i) khac (dich R; di 1 vi tri) cling c6 tinh chat ndy néu nhu
gcd(i,32)=1, hay c6 nghia la i l&.

4.2 Truwong hop 2: Cac S-box 1a ham cang hoan toan
Bay gio chiing ta xem xét anh hudng cta bit ¢! trong trudng hop dau vao
clia S-box anh hudng t&i moi bit ra. Anh hudng cua bit ndy dugc lan truyén téi tat
ca 32 bit ctia R; chi sau 8 vong. Chiing ta ciing chu ¥ ring
ay = a; —>a, =a] > a;

trong d6 — chi 1 vong 1ap con = chi nhiéu vong lap.
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Muirc d6 lan truyén ctia mdi vong xac dinh cidc mébi phu thudc ham, c6 nghia
la néu tai vong 1, 16 bit dugc anh hudng thi mdt bit bi anh hudng tai vong 4 phu
thudc vao 16 bit dau vao.(??)

Chung ta chi y rang néu phep dich vong 1a khong phai boi cua 4 thi su lan
truyén xdy ra va 8 vong la con s6 can thiét dé anh huong t6i tat cd moi bit cua R;.
Tuy nhién, viéc lan truyén phu thudc vao phép dich. Vi du, néu phép dich 1a rot(1)
thi anh huong cua ) khong dén dugc ! véi i<8. Chiing ta ¢ thé so sanh céc
phép quay vong bang cach dua ra d6 do p(i)- d6 la s6 vong nhé nhdt can thiét dé
cdc bit bi dnh hidng chiém tat cd cdc vi tri trong R;. Chung ta d3 thdy rang p(1)=8
vap(ll)=4.

Vi ged(i,32)=1 nén hodc i =1 (mod 4) hodc i = 3 (mod 4). Bay gio, thay doi
1 hodc 3 bit dau vao anh hudng téi ca 4 bit dau ra ctia S-box. Cho nén dé so sanh
anh hudng cta cac phép quay chung ta chi cin xem xét cac phép quay rot(i) véi
hoac i=1, 5, ..., 29 hoac =3, 7,..., 31. p(i) hoan toan dugc xac dinh b.':?mg thuong
ctia i chia cho 4. Tir cht y nay chiing ta két luan rang s6 vong nho nhat sao cho cac
bit bi anh huéng boi a) bao phu tit ca cac vi tri trong R, it nhat mot 1an duoc chi
ra nhu trong Bang 1. Ching ta chl ¥ rang gia tri nho nhét cia p(i) bang 4; dleu nay
xdy ra voi cac phep quay rot(9), rot(11), rot(21) va rot(23). Co thé thiy rang sO
vong nho nhat can thiét cho khuyéch tan hoan toan it nhat bang 4 ddi vai tat ca cac
phép quay. V&i bat ky phép quay nao, khdi 4-bit khuyéch tan thanh khéi 8-bit sau
2 vong. Sau 3 vong, khéi 8 bit khuyéch tan thanh khéi 12-bit. Mic cho cac khdi
nay dugc sip xép nhu thé nao chung van khong pha hét 32 bit (Nhiéu nhat néu
chung khong c6 vung chung, chiing s& phii 4 +8+12=24 bit). Cho nén it nhat can 4
vong dé co khuyéch tan hoan toan.

Bang 1. Su lan truyén gay ra bai phép quay

rot(1) 1/3 5/7 9/11 13/15 | 17/19 | 21/23 | 25/27 | 29/31

pi) 8 5 4 5 5 4 5 8

Ciing chu y rang 11 va 23 khong 1a wéc cua 2*’-1, d6 1a modulus cia bo
cong CM, (b cong CM, duoc sur dung trong ché do dong —xem [2]).Diéu nay c6
anh huong t61 quyéet dinh chon phép quay 11 bit cho thanh ghi dich vong.

Trong phan tich trén ching ta con chua tinh dén viéc ddi 2 nira. Dé nghién
clru viéc ndy chung ta c6 thé bat dau thuat toan vdi R,=0. Gia sir R ky hi¢u dau
vao bén tay trai cua thudt toan tai vong thir 1, chung ta cting ky hi¢u rot(i) béi r; va
S 1a 4nh xa sinh bai S-box. (S: GF(2**) — GF(2*%)). Cung v6i cac qui udc ndy, cic
phuong trinh tugng trung cho 2 vong cta thuat toan la:

R} =R, ®r,Sr.SR,
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R22 =1,5R,
va sau 3 vong la
R} =rSR, ®r.S(R, ®r,Sr.SR,),
R} =R, ®r.5r,SR,
Néu chung ta gia thiét rang
r.S(R, @ r,85r,SR,) = 1,SR, ® r,5r,5r,SR,
chung ta c6 thé néi mot dicu gi d6 vé tinh khuyéch tan ciia R boi hai nira.Str dung
quan hé nay, chung at thay rang sau 5 vong ca R’ va R} déu chura thanh phan
r,Sr-Sr.Sr-SR, . Nhung cai nay c6 thé viét lai néu s dung dir kién 13 .S = 8" voi S
nao do (cac r; va cac S-box tao thanh nhém). Cho nén
1Sr.Sr.Sr.SR, = SWr'R,
(S™ ky hiéu to hop cua n S-box, tuc la tich cua cac hoan vi duge sinh ta). Theo
Béang 1, ching ta thay rang 5 vong 1a yéu cau cho tinh khuyéch tan theo ca hai bén
cho thuat todn vi cac phép quay rot(9), rot(11), rot(21), rot(23).

5.Lwa chon cac S-box

Chung ta cht y rang GOST ¢6 d6 dai khoa hiru ich x4p xi 610 bit, trong do
256 bit dugc str dung dé biéu dién khoa con céc bit con lai dé biéu dién cac S-box.
M&i mot trong 8 S-box 1a mét phép hoan vi ctia cac sb nguyén [0, 1, 2, .., 15] va
c6 ca thay 16! =2*2 anh xa nhu vay. Tir d6 suy ra rang can 354= 8* 44.2 bit dé
chi ra 8 S-box ngiu nhién tir tip tat ca cac hoan vi 4-bit, tyu trung lai 1a
610=256+354 bit khoa. Dé giam d6 dai khoa, nhitng nguoi thiét ké cé thé lam
bang cach sinh ta mot tap cac S-box co kich thudc tuong 601 nho, vi du nhu
10,000 va sir dung khoa dé chi ra S-box trong tap dugc chon cb dinh ay.

Nhu d3 néi & trén, tap tit ca cac S-box 1a rat 16n, va khong cho phép vét can
dé tim ra S- box nham t6i wu héa cac tiéu chuan. Céc thi nghiém da duoc lam bang
cach chon ngau nhién cac S-box, sau d6 cac S-box da chon duoc kiém tra tinh
thich hop bang tin cong vi sai va tn cong tuyén tinh.
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