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NGHIEN CU'U VE THAM MA MD4
Tran Hong Thai

I. MO TA THUAT TOAN MD4

Thuat toan MD4 léy mot dau vao 1a mot message co do dai bat ky va dau ra 1a mot
“tom lugc thong bao” (message digest), con dugc goi 1a “fingerprint”. N6 dugc
thiét ké kha gon va nhanh trén may 32-bit.

1. Mo ta thudt todan

Gia sir chung ta c6 mot message véi do dai 13 b-bit 12 dau vao va ching ta mubn
tim tom lugc thong bao (message digest) ctia nd. O ddy b 1a mot sé nguyén duong
bat ky, co thé bang 0, hodc 16n bat ky.

O day chung ta st dung cac thudt ngit sau: ‘word’ 1a bién 32 bit, byte 1a 8 bit. Qua
trinh tinh tom lugc thong bao nay dugc thuc hién qua 5 budce sau:

Budc 1: Thém vao cac bit dém (Padding bits)

Thong diép duoc md rong bang viée thém cac “bit dém” sao cho do dai (theo bit)
ctia n6 dong du véi 448 (modulo 512). Viée nay sé& dam bao khi thém 64 bit (do
dai - dugc trinh bay sau) nira, thi d§ dai thong diép 1a bdi cua 512.

Viéc dém duoc thuc hién nhu sau: mot bit “ 1’ duoc ndi voi thong di¢p va sau do 1a
cac bit ‘0’ cho dén khi do dai thong di€p dong du voi 448.

Budc 2: Thém do dai thong di¢p (Length)

Do dai thong diép trude khi mo rong b duge biéu dién boi mot sb 64 bit (gom 2
word) s& duoc thém vao thong diép sau bude 1 (theo thir ty word thap trudc). Luc
nay do dai thong diép 1a boi cua 512 bit (16 word 32 bit). Ky hiéu message két qua
la M[O0 ... N-1], N la boi cua 512.

Bq&c 3’: Khoi tao b dém MD q

Bon bién A, B, C, D (la cac thanh ghi 32 bit) duoc dung d€ tinh “message digest”.
Ching dugc khoi tao bang cac gia tri sau & dang Hexa, theo thir tu cac byte thap
trudec:

word A: 01 23 45 67
word B: 89 ab cd ef
word C: fe dc ba 98
word D: 76 54 32 10

Buéc 4: Xu ly thong diép (message) theo ting khoi 16-words



Trudc tién ta dinh nghia 3 ham, mdi ham 13y 3 word (32 bit) lam dau vao va dua
ra mot tur 32 bit:

F(X,Y.Z) = XY v not(X)Z

G(X,Y,Z)= XYVXZvYZ

H(X,Y,Z)=Xxor Y xor Z

Trong d6: XY 1a phép ‘and’ bit ciia X va Y, not(X) 1a phép 1dy bu bit ctia X, X xor
Y 1a phép cong modulo 2 theo bit cia X va Y, X v Y 1a phép toan OR (hoac) bit
ctaXvay.

Thong diép duoc xtr 1y theo tirng khoi 16 word nhu sau:
for 1 = 0 to N/16-1 do
/* Copy block i into X. */
for j = 0 to 15 do
set X[j] to M[i*1l6 +7]

end

/* Save A as AA, B as BB, C as CC, D as DD */

AA = A;
BB = B;
cCc = C;
DD = D;

’

/* Round 1 */

/* Ky hiéu [abcd k s] 1la phép toan sau:
a= (a + F(b,c,d) + X[k]) << s

Thuc hién 16 14n nhu sau. */

[ABCD 0 3]; [DABC 1 7]; [CDAB 2 11]; [BCDA 3 191];
[ABCD 4 3]; [DABC 5 7]; [CDAB 6 11]1; [BCDA 7 191;
[ABCD 8 3]; [DABC 9 7]; [CDAB 10 11]1; [BCDA 11 191;
[ABCD 12 3]; [DABC 13 7]; I[CDAB 14 11]; [BCDA 15 19];

/* Round 2 */
/* Ky hiéu [abcd k s] 1la phép toan sau:

a = (a + G(b,c,d) + X[k] + BA82799) << s */
[ABCD 0 3]; [DABC 4 5]; [CDAB 8 9]; [BCDA 12 13];
[ABCD 1 3]; [DABC 5 5]; [¢cDAB 9 9], [BCDA 13 13];
[ABCD 2 3]; [DABC 6 5]; [CcDAB 10 9], [BCDA 14 13];
[ABCD 3 3]; [DABC 7 5]; [CcDAB 11 9]; [BCDA 15 13];

/* Round 3 */
/* Ky hiéu [abcd k s] la phép todn sau:

a = (a + H(b,c,d) + X[k] + 6ed9%ebal) <<< s */
[ABCD O 3]; [DABC 8 9]; [cDAB 4 11],; [BCDA 12 13];
[ABCD 2 3]1; [DABC 10 9]; [CDAB 9 11]; [BCDA 14 13];
[ABCD 1 3]; [DABC 9 9], [CDAB 5 11]; [BCDA 13 13];
[ABCD 3 3]; [DABC 11 9], [CcDAB 7 11]1; [BCDA 15 137];



A=A + AA;
B = B + BB;
C=C + CC;
D =D + DD;

end; /* of loop on i */

Buwéc 5: Két qua dau ra (output)
Ban tom luge thong diép (message digest) la ndi dung cac thanh ghi A, B, C, D
theo thir tur tir byte thap ctia A dén byte cao ctia D.

2. M nguén ciia MD4

Chung t6i da download md ngudn cua thuat toan ma hod MD4 trén Internet.
Chuong trinh kha nho gon, gom 3 file 1a global.h, md4.h (2 file header khai bo
cac PROTOTYPE, hing) va md4c.c - mi ngudn cia MD4. Chung t6i da doc hiéu
ma nguén cua MD4 va thtr nghi€ém nho nhu sau: thuc hién bam mdgt xau c6 do dai
nho hon 448 bit 1000000 lan trén may Dell 350MHz. Thoi gian tinh toan nay 14

Il. THUAT TOAN THAM MD4

Tac gia cua thuat toan tham MD4 1a Hans Dobbertin vdi bai “Cryptanalysis of
MD4” - nam 1997. Thuét toan MD4 dugc Rivest dé nghi nam 1990 va 2 nam sau
1a RIPEMD duogc thiét ké manh hon MD4. Nam 1995, tac gia da tim ra mot tan
cong chong lai 2 vong cua RIPEMD. Phuong phéap ndy duoc bd sung va c6 thé sir
dung cho tan cong du 3 vong ciia MD4.

Theo tac gia thi thuat toan nay c6 thé tim ra “va cham” (collision) cho MD4 chi
trong mot vai giay trén mot may PC. Dac biét tac gid da dua ra mot vi du rat cu thé
c6 tinh thyc hanh va thuyét phuc cao bang viéc tim ra va cham cua thong diép co ¥
nghia. Két qua chinh cua bai bao nay 1a khang dinh “MD4 14 khong phai ham hash
khong va cham”.

Thuat toan nay la kiéu tan cong tim collision: tic la biét gia tri khoi dau IV,, tim
cac thong diép X va X’ sao cho hash(IV,, X) = hash(IV,, X’).

1. Tém tit thuit toan do Dobbertin trinh bay.
1.1 Ky hiéu va qui woc sw dung cho thudt toan

T4t ca céc bién va héng s6 duoc sur dung déu 1a cac sb 32 bit. Cac sd hang dugc
biéu dién theo modulo 2*. Cac ky hi¢u *, v, @ va — lan luot 1a cac phép toan
AND, OR, XOR va lay phan bu theo bit. Véi mot tir W - 32 bit, W= ky hiéu cia
phép dich vong trai W di s vi tri (v6i 0 < 's < 32). Va -W="viét tit cho -(W=™).

Ky hi¢u X=(X;), i<16 la toan b 16 words (512 bits) va X = ()E 1216 duoc thiét 1ap
nhu sau:



X=X, véii=l2.
)}12 = X, +1

Viéc chon X , = X, +1 1a vi Xy, xuat hién & vong 1 va vong 2 voi khoang cach
ngdan nhat so véi cac X; khac.

Bai todn dit ra la: 1am thé nao dé tim X sao cho gia tri bdm MD4 cta X, X tring
nhau, nghia la compress(IV,; X) = compress(IV,; X ).

Tan cong dugc chia thanh 3 phan, moi phan ta chi xét mot doan ciia ham nén. Véi
n <m <48, c6 cong thirc sau:

compress, ((4,B,C,D); Xy, X ym) = (4, B,C",D")

la doan ciia ham nén tir budc thr n té1 budc m, ma (i) la anh xa sao cho gia tri
cua X, dugc str dung ¢ bude thir i ciia ham nén. Nghia la tinh compress’, véi gia
tri ban dau (A, B, C, D) va tir budc thir n dén m, twong Gmg sir dung cac tir dau vao
Xy -+ Xy va két qua ra la (A’, B>, C*, D) 1a ngi dung cua 4 thanh ghi sau
budc m. Doi khi dé don gian chung ta viét X thay cho Xy ... Xym). MOt dang
cong thure khéc cling dugc stir dung:

(A4, B, C;, D)) 1a ndi dung cuia cac thanh ghi sau budc thi i.

Thiét lap:

A, =(4,— A:,B, - B:,C,—C:,D, — D)
Chu ¥ rang mdi bude chi c6 ndi dung mét thanh ghi bi thay doi.
1.2 Tim Inner Almost-Collision (cdc buwéc tiv 12 - 19 ciia MD4) (tam dich 13 “hau
va cham bén trong”)
Chu y rang X, xuat hién 1 lan trong mdi vong 1 trong cac budce 12, 19, 35. X va
X co va cham néu va chi néu Ass = 0, bai X, xuét hién trong budc 35 lan cudi
cung. Dé di€u nay xay ra chiing ta can chon cac gia tri sao cho

Aig=(0, 17,177, 0) (*)
Diéu nay c6 nghia 14 dau ra cia compress 2 cho X va X la gan bang nhau. Ly do

dé chon gia tri nay s& duoc trinh bay rd rang hon trong phan tiép theo. Goi (A, B,
C, D) 1a gia tri khoi dau ctia compress ;.



bPé don gian, ta st dung cac ky hi¢u sau: A« = A9, B+ = Byo, ..., U= Ay, V=Dy3,

W= C14, /= B15, U A12, V D13, W C14, Z Bls K1=0x5a82799 la hang SO
st dung trong vong 2 cia MD4.

<<5

O day ching ta cAn B-+1<% = B., C« + 1°° = (.. Liic ndy viéc tim inner

almost collision tuong duong véi viée giai hé cac phuong trinh sau:

<<29

1=U -U (1)
F(U,B,C)-F(U,B,C) = )y )
FWV,U,B)~F(V,U,B)= W<<21— w2 (3)
FOV,V,U)—FW,V,U) = z gz (4)
GZW,V)-G(ZW,V)=U-U (5)
G(A, Z W)~ G(Au, ZW) =V —V (6)
G(D., A.,Z)— G(D., A, Z) =W — W+ o e (7)
G(C+,D.,4.)~G(C.,D., A.) = Z — 7o B B (8)

Céc biéu thirc trén thu duoc tir viée khir cac Xy v011=12, 13, ... 19 cua ham nén
compress ;. Vi du: tir dinh nghia trong buédc 15, ¢6
Z=(B + F(W,V,U) + X;5)~*"

Z (B+F(W,V,U)+ X,;)"
ta thu duogc biéu thic (4). Va ciing tir mdi bude trong ham nén nay, ta thu duogc
cac biéu thuc sau:

Xp=tuyy ©)

Xiu=W2'_.C-F(V,UB) (10)
X5 =2"""-B-F(W,V,U) (11)
Xo =A-"F-U-G(@Z,W,V)-KI (12)
Xy =D" -V -G(A+, Z, W) - K1 (13)
Xs =C«" - W - G(Dx, A+, Z) - K1 (14)
X12 - B*<<19 - Z - G(C*, D*, A*) - X13 (15)
D =V~ -FU,B,C)- X (16)
A =U"?-F®B,C,D)- X (17)

Thay rang hé (1) dén (8) gom c6 14 bién, do d6 ¥ tudng 1a thiét 1ap mot sd bién
sao cho ¢ thé tim dugc cac bién con lai. Do vay, chon:

U = -1 = Ox{1ftfitt, U=0, B=0



Khi d6 (1) da thoa man. Céc bicu thic (2), (3), (6), (7) va (8) dugc chuyén doi va
sap x€p lai nhu sau:

A :Z—G(E?*,D*,A*)+G(C*,D*,A*)+E?:dg—Bf” -1 (18)
\?v=W-G(D*,A*,2)+G(D*,A*,Z)+EJTB—Cf” (19)
yow we (20)
V=V —G(A,Z,W)+G(A,Z,W) 1)
C=v<_y 22)

Trong hé phuongwtrinh nay Ax, B«, Cs, D+, Z va W la cac tham s6 tu do dé tim cac
bién khac. Hai biéu thirc (4) va (5) con lai s€ la:

GZW, V) ~GZW,V)=1 (23)

<<13

FW V0 —FW,V~1)—Z +Z°5=0 (24)

Viéc tim hau va cham bén trong 1a tim céac gia tri A, B, C, D va X2, Xi3, Xi4, Xis,
XO) X4a XS'
Bay gid ta thu dugc 16 phuong trinh (#ir (9) dén (24)) voi 20 bién. Cuy thé 1a X,

X13, X1, Xi5, Xo, Xu, Xg va A, C, D, W, Z, V, Z,W,V, Ax, Bs, Cs, Ds+. Nhan thiy
rang trong cac biéu thirc tir (18) dén (21) néu ta coi A+, B+, Cs, Dv, Z va W 1a céc
tham s0 tu do thi ta c6 thé tim cac bién khac thong qua ching.

Thuat toan tim Inner Almost Collision thuc hién nhw sau:

Bwoc 1:Chon Ax, B, Cx, D+, Z, W mot cach ngﬁu nhién, tinh 2, VNV, v, V theo céc
biéu thuc (18) dén (21) va kiém tra (test) biéu thirc (23). Néu test qua thi nhay
sang budc 2.

Buwoc 2: Léy A+, B«, Cs, D+, Z, W tim duogc tor budc 1 lam cac “gid tri co so”
(basic value). Thay doi 1 bit ngau nhién nao d6 trong cac bién trén, tinh

Z, W,V .,V va test biéu thirc (23). Néu nd van thoa mén va 4 bit phai cia biéu thic:
- o~ _ <13
FWV0-FWV-1)-Z +27Z=" (25)
béng 0 thi léy cac gia tr1 A«, B+, C+«, D+, Z, W tuong ung lam “gia tri co s¢”” moi.
Thuc hién giéng nhu trén va test 8 bit phai cta (25). “Gia tri co s¢” méi dugce lay
chi khi 8 bit phai cta (25) bang 0. Thuc hién tiép nhu vay voi 12, 16, ... 32 bit
phai ctia (25) bang 0 (tirc biéu thirc (24) thoa man).



Buwoc 3: Be}y gio (23), (24) da thod man, ta da thu dugc mot “inner almost-
collision” bang Viéqc chon B=0 va tinh céc gia tr1 A, C, D va X, (i=0, 4, 8, 12, 13,
14, 15) theo cac biéu thic (9)-(17) va (22).

bé s dung “inner almost-collision” vao tan cong vi sai trong phan téi, thi can
phai thod man thém di€u kién nira la:

G(B.,C.,D.) = G(B.,C.,D.) (26)

Khi B« va B+ (C»va C- tuong Gng) gan nhau, c6 mot xac sut cao dé va cham nay
la ding. Chiing ta goi mot inner almost-collision 14 chap nhan dugc néu (26) thoa
man. Tac gia da khang dinh rang thut toan ndy tim ra mot inner almost-collision
dudi 1 gidy trén may tinh PC.

Bé dé 1: C6 mét thudt toan thwe hanh cho phép ta tinh mot “inner almost-
collision” chap nhdn dvwoc, vi du: gia tri ban dau A, B, C, D va cac dau vao X,
X135, X1 Xi5, Xo, Xy Xg cho compress |, thoa man:

Ao = (0,177,177, 0)

G(B.,C.,D.) = G(B.,C.,D.)

Ta c6 thé tom tit ¥ tudng ciia bude ndy theo quan diém giai mot hé phuong trinh
nhu sau:

Hé phuong trinh ban dau gém 17 phuong trinh: (1)-> (17);

S6 bién: 23, cu thé 1a X5, X3, Xu4, Xis, Xo, Xa, Xg VA A, B, C, D, W, U, Z, V,

U,ZW.V . As, Bs, Cs, D.

Sau d6 h¢ phuong trinh nay dugc bién d6i (mét cach twong duong) vé hé phuong
trinh gom c6 16 phuong trinh: (9)-> (17); (18)->(22) ; (23) ; (25)

S6 bién: 20, cu thé 13 X0, X3, X14, Xis, Xo, Xa, Xs va A, C, D, W, Z, V, ZW.V,
Ax, Bs, Cx, e

Pay 1a mot hé phuong trinh khong tuyén tinh, nén mic du sé an nhiéu hon sd
phuong trinh, nhung viéc giai khong dé. O day c6 1& can nhiing kién thic va sy
nhay cam cua mét nguoi lam diéu khién, tinh xép Xi,....Chic 1a c¢6 nhiéu thuét
toan dé giai hé phuong trinh nay, ching t6i di phai sir dung ding thuét toan do
Dobbertin néu ra (thuat toan tim Inner Almost Collision); day la thuat toadn thuc
hanh duoc nhéc toi trong bd dé 1. Chién luoc giai ctia Dobbertin dugc chia lam 3
giai doan :



Budc 1: Xet cac phuong trinh (18)-> (21) va (23)
Budc 2: Xet dén cac phuong trinh (18)-> (21); (23) va (24) (¢ dang (25)).
Budc 3: Xét dén cac phuong trinh con lai (9)-> (17) va (22)

1.3 Differential Attack Modulo 2%? (cdc bude 20-35 ciia MD4)
Bé dé 2: Gid s rang mét ‘inner almost collision’, cu thé: gid tri khéi dau
(ABCD) cho buoc 12 va cac blen X]g X]3 X14 X15 XO X4 Xg theo bO de 1.
Chon cac X; con lai mot cach ngd~u nhién twong ung voi gia tri khoi dau bcing viéc
tinh compress;, sao cho:

(411, Bi1, C11, D1y) = (4, B, C, D)

Thi xdc sudt dé X va j(xdy ra va cham (A;s = 0) trong ham nén cua MD4 la
khodng 2°%°.

Bang 3
Budce A Ham Dich p™'  Vao constant
19 0 [ 1™ -1 o * * * * *
20 0 1 155 0 G 3 1 X; K,
21 0 1= 1] 0 G 5 1/9 X K,
22 0 152 .17 o G 9 1/3 Xo K,
23 0 1= -1 o G 13 1/3 X3 K,
24 0 1= =% 0 G 3 1/9 X, K,
25 0 15°¢ 150 G 5 1/9 X K,
26 0 ¢ .12 o0 G 9 1/3 X0 K,
27 0 =Y -1 0 G 13 1/3 X4 K,
28 0 TS e ) G 3 1/9 X;3 K,
29 0 =Y 12| 0 G 5 1/9 X K,
30 0 =Y - 0 G 9 1/3 X1 K,
31 0 1 -1 0 G 13 1/3 X,s K,
32 0 1 -1 0 H 3 1/3 Xo K,
33 0 1 -1 0 H 9 1/3 X K,
34 0 1 0 0 H 11 1/3 X, K,
35 0 | o 0 0 H 15 1 XpH) K

Gia sir p 1a xac suat dé Ass = 0 v6i didu kién cho trude. Chiing ta phai chimg minh
rang p = 22, Phan ching minh cu thé cua phan nay duogc ching t6i thyc hién lai
va trinh bay twong minh & phan III.

1.4 Right Initial Value (cdac budéc 0 - 11 ciia MD4)



Véan dé con lai 1a tinh va cham véi gia tri ban dau IV, cua MD4. Gia sir c6 mot
‘inner almost-collision” v&i gia tri khoi dau (A, B, C, D). Lay ngiu nhién cac gia
tri X, X, Xz, X5 (Xo, X4 va Xg dd dugc cb dinh). Tinh compressg(IVo, Xoy oves
Xs). Luc nay As = A4, Bs =B, =B;, C5 =C4=C3=0C,, D5 la ch dinh. Tlep theo ta
tim X, X5, Xo, X;0 va X;; sao cho dau ra cia compress|, trung voi (A, B, C, D).
Noi cach khac:

Compress 161 ((A4’ B3a C21 DS);X61 L) Xll) = (Aa Ba Ca D)

Tu bude 8 cua MD4, ta co6:

= (A4 + F(By, Cg, Ds) + Xg)
Tir cong thu:c nay, ta thiy rang Ag = A neu B; = -1 = Oxffffffff va Cs = AP - A,
- Xg. Y tudng nay dan t6i cac biéu thirc sau:

X6=-C5-F(Ds, Ay, B3) + (AT - Ay - X)),
Co=(Cy+ F(Ds, Ay, B3)+Xe) ™' = A" - A, - X
X7 = -B3 - F(C6, D5, A4) -1

B;=(B; + F(Cg, Ds, Ag) + X7) ™ = -1
Ag=(As+F(-1,Cq, Ds) + Xg) = A
Xo=D"% -Ds-F(A, -1, Cy)

Dy = (Ds+F(A, -1, C¢) + Xo) =D
Xi0=C"*-Cq-F(D, A, -1)

Cio=(Cs + F(D, A, -1) + X, ' =C

X1 =B +1-F(C,D,A)

B, =(-1+F(C,D,A)+X;)"=B

C6 nghia la chung ta co:
compress ), (A4, B3, Cy, Ds);Xo, ..., X11) = (A1, Bi1, Ci1, Dyy)
= (A89 Blla CIO’ D‘)) = (A) Ba Cs D)

1.5 Thudt todn tim kiém va cham
Chung ta di mo ta ca 3 phan tin cong ctia MD4, dén day ta c6 mot thuat toan tong
quan cho tim kiém va cham d6i v6i MD4:
1. Tinh A, B, C, D va X5, X153, Xq4, Xis, Xo, X4, X5 dé tim ‘inner almost-
collision’ (tr budc 12 dén 19). Thuat toan chi tiét dugc mo ta trong phan
1.2.
2. Theo phﬁn 1.3 va 1.4 & trén, chon X, X,, X3, X4 ngau nhién va tinh:

(As, Bs, Cs, Ds) = compress? (IV,; X, ..., Xs), 27)
t=A""-As- X, (28)
Xe=t"-Cs - F(Ds, As, Bs), (29)
X7 = -B5 - F(t, Ds, A5) -1 (30)



Xo=D"* -Ds - F(A, -1, 1),
Xio=C"-t-F(D, A, -1)
X1 =B<"?+1-F(C,D,A)

(Ass, Bss, Css, D3s) = compress 3, (A9, Big, Ci9, D19);X),

(;435 , 1}35 , 635 ,1335) = compress gg ( (12119 ,2319 , 619 ,1319) :X),

€2y
(32)
(33)
(34)

(35)

3. Néu A5 = 0, thi chung ta di tim dugc collision. Néu khéng thi nhay vé

budc 2.

2. So' d6 thuit toan
a. Thuat toan tim kiém va cham

Tim inner almost-collision
(Tinh A, B, C, Dva X(), X4, Xg, X12,
X13, X14, Xi5)

l

T4n cong vi sai modulo 2*? - tim va cham
Tim cac X, X3, X3, X5 (sao cho Azs=0)
Neéu A;zs = 0 thi tim dugc va cham

b. Thuat toan tim Inner almost-collision

10



-

As, B+, Cs, D+, Z, W = random();
Tinh Z,W,V,V

v

Test 23();

> F
n=n-+4;
gettimeofday(tl);
Aa_save=Ax; Ba_save=Bs;
Ca save=Cs; Da_save=Dx;
W save=W. 7 save=7:

v

A« = Aa save + ROTATE LEFT(1, random());
B+ =Ba save + ROTATE LEFT(1, random());
C«=Ca save + ROTATE LEFT(1, random());
D* Da save + ROTATE LEFT(1, random());

=W save + ROTATE LEFT(1, random());
=7 eave +ROTATE TFEFT(1 randoamN)-

‘

@

@

Ghi 1'1 A«, B+, C+, D+, Z vu W vpo Aa save,

Ba save, ... W_save.
TYnh X[i1.i=0.4.8.12.13. 14. 15

S

Output: Aa save, Ba save, ... Da_save,
Z save, W_save, X[i],1=0, 4, 8, 12,
13.14. 15
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3. Céc nhén xét trong qua trinh lip trinh tin cong MD4
Dya trén thuat toan dugc Dobbertin mo ta, ching t61 da 1ap trinh cho thuat toan
tham, chuong trinh dugc viét bang ngdn ngr C va chay trén may Dell - 350MHz.

- Hi€u chinh mdt s6 cong thurc: do soan thdo, bai bao da dugc in vd1 mdt vai cho
khong chinh xac. Ching t61 da stra lai cho dung logic, d6 1a cac cho sau:

1. O dong 20, trang 6. Nguyén ban la thiét lap U = -1 = Oxffffffff, U = 0.
Dung phai 1a U = -1 = Oxffffffff, U =0.

<25
2. Biéu thirc (22) - trang 6. Nguyén banla: C=V -V~ duoc sira lai dung
<25

la:C=y=* -y
3. Biéu thuc (24) va (25) trang 6, 7. Nguyén ban la:

<<13

F(W, V,_l) - F(W,V,O) -7 L 7B
va

_<<13

FW,V 1)~ FW,V,0)~Z +2°
dugc sua lai cho ding nhu sau:

<<13

FW,V0)—FW,V,~1)~Z +2Z<% =0
va

<<13

FW,V0)—FW,V,~1)~Z +27°.

- Thuat toan tim ‘inner almost-collision’ dugc trinh bay ¢ phan 1.2 dugc tac gia
mo ta chay dudi 1 gidy. Song trong lap trinh thur nghiém, thi chuong trinh chay
kha 1au (vai ngay) van khong ra két qua. Thong thuong co thé test biéu thirc (25)
v6i 16, 20 va 24 véi khoang thoi gian ngin (vai gidy).

- Phét hién va cai tién thuat toén:

e Qua seminar nhom, phan tich va chay chuong trinh rat nhiéu lan, trén nhiéu
may tinh khac nhau, két qua nhu sau: & mdi thoi diém chuo’ng trinh c6 thé
tim ngay ra dugc ‘inner almost-collision” du6i mét gidy (nhu tac gia da
trinh bay). Nhu vy c6 thé “phong doan” thuat toan * xap xi tiép tuc” duoc
sir dung c6 y nghia nhu sau: vdi mdi bo “gia tri co so” (basic value) c6 thé
tim dugc bd “gid tri co s¢” mdi & mot 1an can nho nao do6 cia co s cli. Va
néu sau mot khoang nao d6 ma khong thiy thi xac suat thanh coéng cua
thuat toan s& rat nho. Do d6, thuét toan dugc cai tién nhu sau: véi moi b
gia tri co s& Asx, Bs, Cs, D+, Z, W ta chi test va tim “co s&” mai sau mdt
khoang thoi gian nhé 2 gidy. Cai tién nay rat c6 hiéu qua trong viéc tim ra
“inner almost-collision™.
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1.
A" = 0xde9958¢, B” = 0x4a65d27d, C* = 0x63e55380,

Ngoai ra, con nhan thiy rang ham tao s6 ngau nhién ramdom() thuong la
thanh ghi dich c6 phan hoi, néu duoc khéi tao voi ciing mot “mam khoa”
thi tinh ngiu nhién 1a khong c6. N6i khéac di thi cac gid tri “co s6” 1an sau
van gidng cac két qua cua lan trudc. Do d6 dé dam bao tinh ngau nhién,
chuong trinh s& lién tyc thay d6i “mam khod” bang cach ldy thoi gian tinh
theo nanogidy va gidy ctia dong hd hé thong. Nhu vay dam bao viéc tao cac
co s& 1a hoan toan ngau nhién.

Véi cai tién méi nay, chung t6i dd tim dugc rat nhiéu cac va cham khéc
nhau (trung binh khoang 1"15 phut ching toi co thé tim dugc 1 hau va
cham bén trong). Chi y rang v6i moi mot hau va cham bén trong tim dugc,
ching ta co thé tim duoc rat nhidu cac va cham (ma theo tac gia la khoang
2'% va cham). C4c va cham nay duoc kiém tra lai v6i MD4, tit ca déu dung
(2 thong di€p co6 cung hash value). Mot vai va cham cu thé ma chung toi
tim thdy duoc trich ¢ phan dudi.

- Thir nghiém véi va cham c6 nghia ma tic gia dua ra (ban hop déng mua ban
duoc stra di phan gid cd - khac mdt con s6). Diéu nay ding nhu tac gida da mo ta,
ca 2 thong di¢p nay déu cho ra mot gié tri hash.

- Mot vai két qua thue thi ciia chwong trinh tham MD4:

V61 hau va cham tim duoc sau:

D" = 0x0b73a3e5, Z = 0x5d15702b, W = Oxedfbcfdd

Ta c6 cap va cham thu 1:

Xy = 0xa3537919, Xg = 0x189%pf784,
X, = 0x47baaf9a, X9 = 0x3c58eacc,
X, = 0x1703078c¢, Xip = 0x2bac777bd,
X3 = 0x18b21760, X1 = 0x58807999,
X, = 0xf03b4df9, X1, = 0x905adb5e0,
X5 = 0xbal2ef2b7, X153 = 0x57¢508d9,
X = Oxfffbdd44, X4 = Oxfffdbf79,
X, = 0x1c014184, Xi5 = 0xc00b9bco.

va X=X, v6ii#12va Xn =X, +1=0x905ad5e7.

2. Vi hau va cham tim duoc sau:
A" = 0x6eb77687, B" = 0x93¢2936¢, C = 0xa932145e,
D’ =0x2d224171, Z = Oxaflcd175, W = Oxffffefdf
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Ta c6 cdp va cham thu 2:

Xy = 0x93547538, Xg = 0x76lbdeld,
X; = 0x6935d3a3, X9 = 0x064bd926,
X, = 0x5b7379ad, Xi1p = 0Oxbaald0O1ld,
X3 = 0x4bbbidf7c, X117 = 0x5a827999,
X, = 0x3f26a09d , X1, = 0xc92afeaf,
Xs = 0x30b664f5, X135 = 0x3fc28c94,
Xs = 0Ox6bc0a73, X1, = Oxfffffffd,
X, = 0x2819%a7c, X5 = 0x00000605.

VA Xi=X,,v6ii=12va Xi =X, +1= 0xc92afeb0.

Il - TINH TOAN LAI XAC SUAT THANH CONG O BUOC 2

Muc dich lam sang t6 muc 4 (Differential Attack Modulo 2*) duoc trinh bay trong
bai bdo “Cryptanalysis of MD4” cua Dobbertin. Pay 1a tha tuc tan cong vi sai dé
cho phép ta tim cac va cham cho ham nén cua MD4.

Nhu di trinh bay & phéan II, tu tudng chi dao cho thAm mi MD4 1a dwa trén
phuong phép “xap xi tiép tuc” (continuous approximation), nhung van dé quyeét
dinh t&1 kha nang thanh cong cua thuat toan cling can phai lam sang td. Do la:

e viéc chon A= (0, 155, -1, 0) va
e vi¢c dua ra bang 3 véi cac xac suat cho tirng budc trong bang.

Néu 1am rd duoc viée nay thi ta c6 thé hoc dugc phuong phap dé co thé sir dung
cho viéc phan tich, thim ma cac ham hash dya trén MD4 khac. B¢ ti¢n theo doi
qua trinh trinh bay & dudi, chiing ta c6 thé tham khao Bang 3(& trén).

Céc ky hiéu dugc str dung trong phan nay hoi khac mét chut: X;(0 <i < 15) va X’;
(0 <1< 15) 14 2 message can tim, trong do X’; béng voi X;, tre X, =X, + 1. Va
twong tu cac (A;, B, G;, Dj) va (A’;, B’;, C’;, D’;) ky hi€u cho no1 dung 4 thanh ghi
(32 bit) sau budc thtr j trong tmg v6i dau vao X va X’. Cac ky hiéu con lai van
duoc st dung.

Can thﬁy réng dé tim duoc va cham thi Ass = 0. Ta can tim gia tri Ajg dé A;s=0
vO1 mot xac suat la cao nhat, du dé co thé thuc hién viéc tham ma MD4. Ta s€ lan

luot xét va tim sy sai khac cua cac thanh ghi qua ting budc cua thuat toan.

1. Step 35
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DE A3s =0 <> Aszs = A’ss, B3s = B'3, Cs5=C’35, D35 = D’ss. (D
O budc nay chi c¢6 thanh ghi Bss bi thay doi noi dung, ta co:

Bis = B’ss g
< (B3s + H(Css, Dss, Ass) + Xio +Ky) =
=(B’34 + H(C’35, D35, A’35) + X1+ 1 + Ky)

Tu (1) = B34 - B’34 =1.
hay: Ay, = (0, 1, 0, 0) voi x4c suit pss = 1.

2. Step 34.
Cé: A3y = (0, 1, 0, 0). Trong budc nay chi c6 ndi dung cua thanh ghi C thay doi,
nén ta co:

Cs4=Cly.
& (C33+H(Dsg, Az, Bag) + Xy + Kp) ™' =
= (C33 + H(D’34, A’34, B’39) + X4 + Kp)™™!
< C33-C3 = H(D’34, A’zg, B'3g) - H(D3g, Aszg, Bsy).
= H(Ds4, Az4, B3s - 1) - H(D34, Asg, Bag). (2

Xét vé phai cua (2) v6i 3 bién D, A, B doc lap véi nhau (1a cac thanh ghi 32 bit).
Dé tim cac gia tri co thé cua biéu thire trén va xac suit ctia no ta co thé st dung
phuong phap udc luong. Ta lay ngau nhiéu 10.000.000 gia tri D, A, B va thyc hién
bang 1 chuong trinh tinh xac suat xuat hién cac gia tri ca (2). Két qua duoc sap
xép theo thir tu x4c sudt tir cao dén thip nhu sau:

The number of times take random to test: 10000000

0 Count: 3334130. 33% 1/( 2,999) *

-1 Count: 3331027. 33% 1/( 3,027)

1 Count: 835112. % 1/( 11,813768)

-2 Count: 831972. $ 1/( 12,16336)

3 Count: 208688. S 1/( 47,191664)

-3  Count: 208669. % 1/( 47,192557)

-4 Count: 208545. 2% 1/( 47,198385)

2 Count: 208011. % 1/( 48,15472)
other << 1/191

6‘ day (2) nhan gia tri 0 hodc -1 voi xac suit cao nhit. O day ta chon dang thirc
bang -1 dé Cj; - C’33 ¢6 su sai khac rat nho. Lic nay (2) la:

Cy;-C53 = -1 véi xac suat p~ 1/3
Nhu vay, ta co6:
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As3=(0, 1, -1, 0) v&i x4c suat py, =~ 1/3

3. Step 33 q
Noi dung cua thanh ghi D bi thay do6i, ta co:

D33 =D’33
< (D3 + H(As3, B3z, Cy3) + Xg + Ko)™ =
=(D’5 + H(A’33, B33, C33) + X5 + Ky)™
< D3 -D’3=H(As3, B’33-1, C33 + 1) - H(As3, Bss, Cs3) (3)

Ty:ong tu nhu Step 34, ta xét vé phai cia (3) voi Ass, Bis, Cs3 doce 1ap, ta thu dugce
két qua nhu sau:

The number of times take random to test: 10000000

0 Count: 3332810. 33% 1/( 3,0015) *
1 Count: 1667715. 16% 1/( 5,9962)

-1 Count: 1667619. 16% 1/( 5,9962)

3 Count: 417511. 4% 1/( 23,397247)

2 Count: 417069. 4% 1/ ( 23,407413)
-2 Count: 416475. 4% 1/ ( 24,4600)

cédc truong hop khac < 1/95

Chon vé phai cua (3) bang 0, ta c6: D, - D3 = 0 hay Ay, = (0, 1, -1, 0) v&i xé4c
suét ps; ~ 1/3.

4. Step 32 i
Thanh ghi A thay doi, ta co:

Az = A’y
<& (A3 TH(Bsy, Cip, Dyp) +..)° =
=(A’3; + H(B’3, C3p, D'3p) +...)™7
< Az -A’;=H(Bs- 1, Gy + 1, D3y) - H(Bsz, Csz, D) 4)

Thuc hién hoan toan tuong tu ta dugc két qua sau:

The number of times take random to test: 10000000

0 Count: 3332305. 33% 1/( 3,0303) *
1 Count: 1668240. 16% 1/( 5,994341)
-1 Count: 1665502. 16% 1/( 6,003)
-3  Count: 417408. 4% 1/( 23,3996106)
-2 Count: 417238. 4% 1/ ( 23,403526)
3 Count: 417002. 4% 1/( 23,408954)
2 Count: 416073. 4% 1/ ( 24,14248)
6 Count: 104431. 1% 1/( 95,79055)
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O day chi c6 0 xut hién véi xac suit 1a cao nhat, ta chon vé phai cta (4) bang 0,
co:
A3;1=(0, 1, -1, 0), v&i xac suat p3, = 1/3

Chu y:

O day tac gia da chimg minh biéu thirc nday bang cach chi ra rang (R+1)®S =
R®(S+1) xay ra véi xac suat 1a 1/3 véi R, S 1a cac tir (word) doc lap. Biéu thirc
nay dugc chung minh nhu sau:

Bi€u thuc nay chi thod man khi va chi khi chinh xadc mot trong cac di€u kién sau
cua R, S xay ra:

R =*0 va S =*0

$ = *01 va S =*01
§=*011 va S=*011
§=011...11 va S=011..11
§=111...11 va S=111..11

Cac dau “*’ danh dau day bit bat ky c6 do dai phu hop. Vi vay ching ta co:

1 1 1 1 1 1 1 1
p32_2—2+4—2+8—2+...+27+2?+2’?=§ 1+F
Ap dung dang thirc 3 chirg minh nay, ta co:

H(B’3;, C'35, D’3) = (B3 -1) @ (Cs, +1) @ Dy,
= (B32 - 1+1) ® C32 @ D32, Vo1 pP= 1/3
= H(Bs,, Csz, D3y), vOo1p = 1/3

Tuy nhién trong cic budc khac nhau ta can co cac dang thirc khac, ma ta chua thé
chi ra duoc cach ching minh tudng minh nhu trén. Ching han véi Step 33, ta can
ching minh dang thirc R®(S-1) = R®S - 1, cling voi p ~ 1/3. Va tir cac budce 31
trg 1én to1 20, cac dang thirc s€ phu thudc vao 3 blen va cac toan tt AND, OR. Tuy
nhién tac gia ndi rang co thé tim dugc xac suét trén bang phuong phap Monte
Carlo don gian.

5. Step 31

Co6B; -B’s =1

& (B3 +G(Cs1, Dy, Agp) +...)7 0 =
=1-(B’3+ G(C’3, D31, A’3) +..)""

& Bi-B’3=1""+G(Cs + 1, D3y, As)) - G(Csy, D3y, Az)) (5)

17



Xét bléu thire G(C31 + 1, D31, A31) - G(C31, D31, A31), thuc hlén tu:ong tu nhu cac

budc O trén ta co:

The number of times take random to test: 10000000
1 Count: 33349009. 33% 2,998)
0 Count: 3331574. 33% 3,0015)
il Count: 833767. 8% 11,828563)
2 Count: 832756. 8% 12,6928)
4 Count: 208647. 2% 47,193591)
=3 Count: 208558. 2% 47,197774)
=2 Count: 207949. 2% 48,18448)
3 Count: 207770. 2% 48,27040)
Chon gia tri 0 cho biéu thic nay, (5) tro thanh:
Bso - B’3= 17" hay
Ao = (0, 1=, -1, 0) v6i x4c sudt p ~ 1/3
6. Step 30
C30-C’30=-1
9
< (Cyt+ G(Ds3g, Azg, Byg) +....)~ = .
b b b b <<
=-1-(C’9 + G(D’30, A’30, B’30) +...)
s 1<<23 <<19
& Cy-Ch=-1"7+G(Dsg, Azg, B3p-17) - G(Cs4, D3y, Azy) (6)

Xét biéu thirc G(Ds3o, Az, Byo - 1) - G(Cs;, D31, Asp) va thuc hién viée twong ty
ta thu dugc két qua sau:

The number of times take random to test:

0
-524288
524288
-1048576
1572864
-1572864
-2097152
1048576
-3670016

Chon gié tri 0 cho biéu thirc nay, ta co:

Count:
Count:
Count:
Count:
Count:
Count:
Count:
Count:
Count:

3335877.
3330779.
833543.
833126.
208995.
208517.
208331.
207572.
52169.

Ago = (0, 1%, 2172, 0) v6i xac suét pyo ~ 1/3.

10000000

33% ( 2,9977) *
33% ( 3,0023)

8% ( 11,831027)

8% ( 12,2488)

2% ( 47,177235)

2% ( 47,199701)

2% ( 48, 112)

2% ( 48,36544)

0% (191,35721)
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7. Step 29

Co: ng = D,zg.

< (Dag + G(Agg, Bag, Cyg) +....) =
=(D’25 + G(A’29, B29, Cp9) + ...

& Dyg-Ds= G(Ag, By 1", Cyo + 1) - G(Ays, Bag, Cao) (7)

Thue hién tinh cac gia tri c6 thé véi vé phai ctia ding thic (7) ta thu duoc két qua
Sau.

The number of times take random to test: 10000000

0 Count: 1120114. 11% 1/( 8,927) W
7864320 Count: 1118482. 11% 1/( 8,9406)
-524288 Count: 1113614. 11% 1/( 8,9797)
8388608 Count: 1113495. 11% 1/( 8,9807)

524288 Count: 286781. 2% 1/ ( 34,249446)
7340032 Count: 286216. 2% 1/( 34,268656)
-8388608 Count: 283803. 2% 1/( 35,66895)
16252928 Count: 282537. 2% 1/( 35,111205)

Ta chon gia tri cho biéu thirc ndy bang 0. Khi d6 (7) 1a:
Dyg - D755 = 0 hay
Agg = (0, 1", -17°%, 0) v6i xac suét pyo ~ 1/9

8. Step 28.
Co Azg = A,28.

& (Ay+G(Bgg, Cog, Dag) +...)°7 =
= (A’ + G(B’25, Cyg, D’pg) +...)™"

& Ay-Ay= GBy- 17", C+ 17, D) - G(Bys, Cag, Dag) ()

Thuc hién tuong tu voi vé phai cua (8). Ta thu duoc cac két qua sau:

The number of times take random to test: 10000000

0 Count: 1119764. 11% 1/( 8,93045) *
7864320 Count: 1119595. 11% 1/( 8,931801)
8388608 Count: 1115341. 11% 1/( 8,9656)
-524288 Count: 1114095. 11% 1/( 8,975895)

524288 Count: 286932. 2% 1/ ( 34,244312)
7340032 Count: 286814. 2% 1/ ( 34,248324)
16252928 Count: 283250. 2% 1/( 35,86250)
-8388608 Count: 283090. 2% 1/( 35,91850)
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Ta chon vé phai ctia (8) bang 0, luc nay (8) la:
Ay7 - A’y; =0 hay
Agy = (0, 1", 2172, 0) v6i xac suét pyg ~ 1/9

9. Step 27
Co B27 - B’27 = 1<<19.

& (By+G(Cyp, Dag, Apy) +...)7 0 =
= (B,26 + G(C’27, D,27, A,27) + .. .)<<13 + 1<<19.

& By-B= 17+ G(Cy + 177, Dy, Ayy) - G(Caz, Dag, Agy) )

Xét bléu thire G(Cz'y + 1<<23, D27, A27) - G(C27, D27, A27), thuc hlén tuorng tu nhu
trén ta co ket qua sau:

The number of times take random to test: 10000000

8388608 Count: 3333159. 33% 1/( 3,0001)
0 Count: 3331763. 33% 1/( 3,0014) x
16777216 Count: 833481. 8% 1/( 11,831709)
-8388608 Count: 833163. 8% 1/( 12,2044)
33554432 Count: 208731. 2% 1/( 47,189643)
-16777216 Count: 208505. 2% 1/( 47,200265
Lay gia tri 0 cho biéu thirc nay, lic nay (9) la:
B26 - B,zé = 1<<6 hay
Ane = (0, 17°°, .17, 0) v6i x4c sudt p,; =~ 1/3.
10. Step 26.
Co C26 - C’26 = -1<<23.
9
< (Cys + G(Das, Asg, Bog) +....)™" e
=(C’25 + G(D’36, A’26, B’26) +...) - 177
) 14 6
& Cys-Chs= -17""+ G(Das, Asg, Bog - 17) - G(Das, Azs, Bag) (10)

Xét biéu thirc G(Dag, Asg, Bag - 17°°) - G(Das, Az, Bag), tinh toan theo cach twong
tu, ta co:

The number of times take random to test: 10000000

0 Count: 3333617. 33% 1/( 2,99974) 2
-64 Count: 3333040. 33% 1/( 3,00026)
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04 Count: 833875. 8% 1/( 11,827375)
-128 Count: 831272. 8% 1/( 12,24736)
-256 Count: 209087. 2% 1/( 47,172911)
-192 Count: 208544. 2% 1/( 47,198432
Chon gia tri 0 cho biéu thtc ndy, ta s& c6:
Cas- Cos= -1 hay
Ags = (0, 15°°, .15 0) v6i x4c sudt pyg ~ 1/3.
11. Step 25
Co D25 = D,25.
< (Dt G(Azs, Bos, Cos) +...)77 -
= (D’ + G(A’25,B’25, Cys) +...)
& Dy~ D2 =G(Ags, Bys- 17, Cos + 1774 - G(Ass, Bas, Cas) (11)

Xét biéu thuc vé phai cta (11). Két qua tinh toan nhu sau:

The number of times take random to test: 10000000

0 Count: 1112047. 11% 1/( 8,9924) 2
16384 Count: 1111843. 11% 1/( 8,9940)
-64 Count: 1110745. 11% 1/( 9,0029)
16320 Count: 11094009. 11% 1/( 9,0138)
-16448 Count: 278556. 2% 1/ ( 35,250540)
16256 Count: 278056. 2% 1/ ( 35,268040)
32704 Count: 277964. 2% 1/( 35,271260)

Lay gia tri 0 cho biéu thtrc nay. (11) la:
Dy - D54 = 0 hay
Ass = (0, 17, -1=°" 0) v&i x4c suit prs = 1/9.

12. Step 24
Co A24 = A,24.

& (Ap+G(Ba, Cogy Dag) +...)°7 -
9 9 9 9 <<
=(A’»+G(B 24,C24,D624)+---) y
N << <<
& Ap-Ap=GBy-1 7, Cut 177, Day) - G(Bos, Cay, Day) (12)
Xét va tinh toan v6i vé phai cua (12) co:
The number of times take random to test: 10000000

-64 Count: 1111760. 11% 1/( 8,99474)
0 Count: 1111338. 11% 1/( 8,99816) *
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16384 Count: 1109959. 11% 1/( 9,0093)
16320 Count: 1109594. 11% 1/( 9,0123)
16256 Count: 2782309. 2% 1/( 35,261635)
32704 Count: 278065. 2% 1/( 35,267725)

Lay vé phai cua (12) bang 0, ta co:
Ay3= (0, 17, -1="", 0) v&i xdc suit pry = 1/9.

13. Step 23
Co B23 = B,23 + 1<<6.

< (Bp+G(Cy, D3, A +...)" " =
=B’ +G(Cp, Doz, Ap3) +...) P 417
& Byp-Bpn=1" +G(Cy + 17, Dy3, Ags) - G(Ca3, Di3, Ans) (13)

Xét va tinh toan biéu thire G(C3 + 177, Das, Ags) - G(Ca3, Das, An;) tuong tu, ta
thu duogc két qua sau:

The number of times take random to test: 10000000

0 Count: 3333428. 33% 1/( 2,9999) *
16384 Count: 3331739. 33% 1/( 3,001)
32768 Count: 833840. 8% 1/( 11,827760)
-16384 Count: 832806. 8% 1/( 12,6328)
49152 Count: 208990. 2% 1/( 47,177470)
-49152 Count: 208843. 2% 1/( 47,184379)

Ta 14y 0 cho biéu thtrc nay, (13) ¢6 dang:
By -B’p=1"%
hay Ay = (0, 1%, .17, 0) v6i x4c sudt pr; ~ 1/3.

14. Step 22
Co sz = C,zz - 1<<14.

< (Cy + G(Dypy Agy, Byy) +...)°7 =
=(Cy +G(D’p, A2, B'2y) +...)~ -1«11
& Cy-Cy =-1"" + G(Dyy, Agy, By - 1777) - G(Day, Ay, Byy) (14)

Xét va tinh toan cac gia tri co thé cho biéu thirc G(Da, Ay, By - 1°°%) - G(Da,
Ay, By), ta co két qua nhu sau:

The number of times take random to test: 10000000

0 Count: 3334895. 33% 1/( 2,9985) W
-33554432 Count: 3332571. 33% 1/( 3,0006)
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33554432 Count: 834775. 8% 1/( 11,817475
-67108864 Count: 833416. 8% 1/( 11,832424
67108864 Count: 210048. 2% 1/ ( 47,127744
100663296 Count: 209509. 2% 1/( 47,153077
-100663296 Count: 207098. 2% 1/( 48,59296)

Lay 0 cho biéu thiic nay, (14) c6 dang nhu sau:
Cy - C’5 =-1"" hay
Ay = (0, 17, -1, 0) v6i x4c suét p,, ~ 1/3.

15. Step 21
Co D21 = D,21.

< (Dy+G(Ay, By, Co) +...)7 =
= (D’ + G(A’,1, B’21, C21) ; L) .
< Dy-D’=G(Az1, By-1 7, Co1 +177) - G(Az1, Bay, Coy)

Xét va tinh toan cac gia tri c6 thé cho vé phai ctia biéu thirc (15) ta co:

The number of satisfy numbers: 1000000

32 Count: 111534. 11% 1/ 8,9658
-33554432 Count: 110985. 11% 1/ 9,0102

0 Count: 1109009. 11% 1/ 9,0164
-33554400 Count: 110732. 11% 1/ 9,0308
33554432 Count: 28242. % 1/ 35

o4 Count: 27963. $ 1/ 35

Lay gia tri 0 cho biéu thirc nay, (15) c6 dang sau:
Dy - D59 = 0 hay
(0, 1%, .17, 0) v&i xé4c sudt pa; ~ 1/9.

16. Step 20
Co Azo = A,zo.

< (A9 + G(Byg, Cag, Dag) +...)°7 =
=(A’19 + G(B’y, Cy, D’zzo) +...)7
& Ap-A’o=G(By - 177, Cy+ 177, Dyyg) - G(Bao, Cag, Dag)

Xét va tinh toan cac gia tri c6 thé cho vé phai ctia biéu thirc (16) ta co:

The number of times take random to test: 10000000

0 Count: 1147000. 11%  1/( 8,7183)
32 Count: 1129000. 11 1/( 8, 85)

(15)

(16)
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-33554432 Count: 1104000. 11 1/( 9, 5)
-33554400 Count: 109900. 10% 1/( 9, 9)
33554464 Count: 292000. 5 1/( 34, 24)
-67108832 Count: 279000. 2% 1/( 35, 84)
-33554368 Count: 277000. 2% 1/( 36, 10)
-33554464 Count: 268000. 2% 1/( 37, 31)

O day ta thdy rang khi chon G(B,g - 172, Cog + 17, Dyg) - G(Bag, Cao, Dag) = 0 thi
xac sudt d& Ao - A’} = 0 cling gan bang 1/9. N6i cach khac: Ajg = (0, 172, 17,
0) v6i xac suit pyy ~ 1/9. Pay chinh 1a mot diéu kién khi chon “inner-almost
collision”, biéu thirc (26) trong bai bao:

G(B’19, C’19, D19) - G(By9, Ci9, Do)

Dén day ta c6 thé viét lai thanh bang A; dugc trinh bay & phin diu. Va xac suit
thanh cong cua thuat toan la tich ctua cac xac suat thanh phan & trén.

p= ﬁp;’—l ~ 9245

i=20

IV - NHAN XET VA MO RONG

1. Nhan xét

Theo céc két qua dugc tinh toan bang chuong trinh & trén, theo y kién c4 nhan c6
mot vai nhan xét nho sau:

- Vi su sai khac nhé (mot vai vi tri bit) & cac bién dau vao cua cac ham logic G,
H thi dau ra ctia chiing s€ bang nhau v&1 mot xac suat rat cao. Co thé do d6 do do
ma tac gid luén chon cac sai khac 1a rat nho. Vi du:

Trong budc 21 (trinh bay & trén), bi€u thic:

G(Az1, Bo-17%, Gy + 1°) - G(A,1, By, Ca))

co the lay cac gia tri sau vdi xac suat ngang nhau:

32 vOi xé4c suat 1a 1/8
-33554432 v&i xéc suat 1a 1/9
0 voi xéc suat 1a 1/9
33554400 vOi x4c sudt 1a 1/9

RS rang biéu thirc ndy co thé 1y gia tri 32 v6i xac suit cao hon, nhung tac gia lai
chon bang 0.

- Néu diéu nay 1a dtng thi cach chon nhu tac gia di 1am s& 13 “con dudng” cho xéac
suat thanh cong 1a 16n nhat (nhu tac gia da trinh bay).
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- Pé 1am 13 thém “su nghi ngd™ nay, tién hanh thir 1y cac gia tri khac (16n hon) va
coO xac suat cao hon hoac tuong duong. Cu thé nhu sau:

Thir nghiém 1:

Trong budc 23 (muc 13 & trén): biéu thirc G(Cay; + 15, Das, Ap3) - G(Cas, Dos,
Axs) ¢ thé nhan gia tri 16384 ciing véi xac suét 1a 1/3 (bang véi nhan gia tri 0).
Néu lay gia tri ndy cho biéu thirc, ta c6:

Ap = (0,175 + 16384, -1, 0) v&i xé4c suit py; = 1/3.
Ta thuc hién tiép v6i bude 22, co:

Gy -Cy 177 =G(Day, Ap, By - 177 - 16384) - G(Daa, Ao, B)
Kiém tra bang thuc nghiém, bi€u thirc & vé phai c6 thé nhan cac gia tri sau:

-33554432 Count: 11275. 11% 1/( 8, 86)
-33570816 Count: 11163. 11% 1/( 8, 95)
-16384 Count: 11080. 11% 1/(¢ 9, 2)

0 Count: 11009. 11% 1/(¢ 9, 8)

Tiép tuc chon gia tri -33554432 (gia tri cho xac suét cao nhét) cho biéu thirc nay,
ta co:

Ayy = (0, 157+ 16384, -1 33554432, 0) v6i x4c suat py, ~ 1/8,86.
Thyc hién tuong tu véi bude 21:
Dag - D20 = G(Az1, Bai-1"% - 16384, Cy; + 17+ 33554432) - G(A,, By, Ca))

Két qua kiém tra vi ve phai la:

-16352 Count: 3798. 3% 1/( 26, 32)
-16384 Count: 3678. 3% 1/( 27, 18)
32 Count: 3662. 3% 1/( 27, 30)

0 Count: 3641. 3% 1/( 27, 46) B
33538080 Count: 1910. 1% 1/( 52, 35)

Dén day ta co thé thay rang céc gid tri xuat hi¢n vdi xac suat cao nhat da giam di
mot cach rd rét. Mot thir nghiém khac dé lam sang to van dé nay.

Thur nghiém 2:
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Trong bu6c 29 (myc 7 - phan I), vé phai ctia (7) ¢6 thé nhén gia tri 7864320 voi
xac suat la 1/8,1 (ngang bang véi 0). Vo1 gia tri nay, co:

Asg = (0, 17", 217", 786430) v&i xé4c sudt pye ~ 1/9
Vo1 Ayg ta thuc hién tlep v61 budce 28, co:

Ay -Ay= G(By-17" , Cog + 1% , Dag - 786430) - G(Bas, Cas, D2s)
Kiém tra bang thuc nghiém véi bleu thirc & vé phai ctia phuong trinh trén, két qua
nhu sau:

-524286 Count: 156. 1% 1/( o4, 16)
7602178 Count: 147. 1% 1/( 68, 4)
7864322 Count: 144. 1% 1/( 69, 4)
-786432 Count: 141. 1% 1/( 70, 130)
7602176 Count: 135. 1% 1/( 74, 0)
-786430 Count: 134. 1% 1/( 74, 4)
-524288 Count: 122. 1% 1/ ( 81, 118)

O ngay sau 1 budc, ta da thay cac gia tri xuat hién vdi xac suat xuat cao nhat cho
biéu thurc nay da 1a rat nho.

Nhu vay d€ (A, Bist, Cist, Dist) V& (A4, Bist, Ciir, D’ii) rat gan nhau (hodc
bang nhau) vdi xac suét cao nhit ta phai tlm cac gia tr1 (A, B;, G, Dy) va (A’;, B},
C’;, D)) sao cho su sai khac gitra chung la rat nho.

2. Mé rong

Véi cac nhan xét & trén, ta c6 thé tim duoc mot bo gid tri Aje khic véi xac suat
thanh céng chap nhan duoc, cho phép tham thanh cong MD4.

Bang phuong phap thuc hién nhu & trén, va sy sai khac so v6i bang 1 bét dau tir
budce 33.

Bang 2
Budc A*i Ham Dich plf‘l Vao constant
19 Sl 0 * * * * *
20 A5 10 0 G 3 1/3 X, K,
21 B 0 G 5 1/6,01 X K,
22 B e 0 G 9  1/5998 X, K,
23 AT 10 ) 0 0 G 13 1/3 X3 K,
24 5] 0 0 G 3 1/3 X, K,
25 B | 0 G 5 1/838 X K,
26 S 0 0 G 9 1/8,01 Xy K,
27 Sl 0 G 13 1/3 X4 K,
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28 1 1Y 0 0 G 3 1/3,2 X; K,
29 1 1P 0 0 G 5 18,97 X, K,
30 1 1P o0 0 G 9 1/9,4 X K,
31 -1 1 0 0 G 13 1/3,5 X5 K,
32 0 1 0 0 H 3 1/3,3 Xo K,
33 0 1 0 0 H 9 1/3 Xq K,
34 0 1 0 0 H 11 1/3 X, K,
35 0 | 0 0 0 H 15 1 XpH+) K,
Xéc suit tong 1a:
p= le -1y 32

i=20

Pay chinh 14 phan 2 (tdn cong vi sai cia MD4), phan con lai 14 tim inner almost-
collision v&i Ag = (-1°°2, 15°°, 0) va right initial value. Ta ciing thu dugc mot hé

cac phuong trinh sau véi viée dat U = -1 = OxfTfffte, U=0 , B=0.

Xi=tuyy 9)

X4 =W'-C-F(V,U,B) (10%)
X5 =2"""-B-F(W,V,U) (11°)
Xy =A~F-U-G(Z,W,V)-KI (12%)
X4 =D -V -G(A+, Z, W) - K1 (13%)
Xg =C+" - W - G(D~, A+, Z) - K1 (14%)
X1 =B« - Z - G(C+, D+, Ax) - X135 (15”)
D =V~®_F(U,B,C)- X3 (16”)
A =U"?-F®B,C,D)- X (17°)
7'=Z-G(C.,D.,A.)+G(C,.,D,, A)+ B -B" -1 (18%)
W'=W-G(D'. 4,72+ G(D.,A,,Z) + C'T-C* (19%)
V — W|<<21 _W<<21 (203)
V'=V-G(A.,Z'\W)+G(A,,Z,W)+D'.—D. (21%)
C — V<<25 _ Vy<<25 (22,)
GZ W V)=G(Z' W', V') =1+A’« - As (23%)
FW, 'O\ —=FW,V-1)-Z""+Z"" =0 (24")

DPén day ta co thé ap dung thuit toan tim hau va cham cua Dobbertin v6i hé
phuong trinh tir (9°) dén (24°) nay. Phan tim gia tri khoi dau dang (phan 3) ciing
duogc ap dung nhu trén khong thay doi vé phuong trinh.
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Str dung bd Ay tim duge 6 trén cung voi viée su dung thudt toan cua Dobbertin, ta
cling rat dé dang tim dugc cic va cham cho MD4. Vi dy: & duéi 1a cac va cham
tim dugc st dung két qua tim duoc O trén:

- Cap message 1:

Message 1:

Oxadbf59%9ec 0x4f2e8c73 0x6123c8ba 0x50211945
Oxb6fdl653 0x3fe82e34 0x26c50cc9 0xl1466d
OxccB8b%b%a 0xff619d62 O0Oxe8lde7dc 0x58825999
0x5d0bdf18 O0x4f315aae Oxffffbff9 0x9ccd4d49c
Message 2
Oxadbf59%ec 0x4f2e8c73 0x6123c8ba 0x50211945
Oxb6fdl653 0x3fe82e34 0x26c50cc9 O0xl4o66d
Oxcc8b9%p9%a 0xff619d62 0xe8lde7dc 0x58825999
0x5d0bdf1l9 O0x4f315aae Oxffffbff9 0x9ccd4d49c
Common Message Digest:
0x6d0938b9 0xd74dd4fe 0x96eaaadl3 Oxalbo649ec
- C3p message 2:
Message 1
O0xc8b53517 0x225658df 0x775b60b4 0x6e27a9ab
0x8b29f758 0x56a8fale 0x2d3c5d3b 0xd69d1288
Oxbfd46e25b Oxffbeed94 0x24993d9d 0x5a825999
0x2361573c 0x208dcbat Oxffffbff9 0x9c829058
Message 2
0xc8b53517 0x225658df 0x775b60b4 0x6e27a9ab
0x8b29f758 0x56a8fale 0x2d3c5d3b 0xd69d1288
Oxbfd6e25b O0xffbeed94 0x24993d9d 0x5a825999
0x2361573d 0x208dcba6c Oxffffbff9 0x9c829058
Common Digest Message:
0x75d3b5e3 0x5af24278 0xdc3fl67e 0xc52ed933

3. Tong quat hoa phwong phép tin cong MD4
Ta tim 2 thong diép X; va X’; (vo1 0 <1< 15), duoce thiét 1ap nhu sau: X; = X’;, voi

i #1i, va Xjo = X’ + & (khac nhau & mot vai vi tri nhd). Thay rang ndi dung céac
thanh ghi A, B, C, D la gidng nhau tir buéc 1 dén budc thir 1y (vi X 1a dau vao
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cua budc thr ip) cua vong 1. Gid st Xy s€ lai 1a dau vao ¢ budc m trong vong 2.
Ta chon vi tri 1y sao cho khoang céach tur budce 1y dén bude m 1a nhé nhat.

V&1 MD4 iy duogc chon 1a 12, nghia 1a X; = X’;, vo1 1 # 1, va X = X’ + 0. Ta
chia tan cong thanh 3 phan chinh:

Phan 1: Tin céng vi sai modulo 2*°.

Pay 1a budc chuan bi cho viée tim “inner almost-collision”.

Muc dich: tim Ao dé Ass = 0 voi xac sudt du 16n dé c6 thé tin cong MD4. Gia sir
ta tim dugc Ao = (Aa, Ab, Ac, Ad) v6i x4c sudt thanh cong 14 p.

Phén 2: Tim “inner almost-collision”

Véi Ao tim dugc, goi A, B, C, D la gia tri khoi dau cho bude 12 va A,, B, C, D,
A’, B’;, C’;, D’; 1a ndi dung thanh ghi sau budc thir i. Dé dé quan sat, ta ky hiéu U,
V,W, Z 1a n61 dung cua céac thanh ghi A, D3, Ciy, Bis va U, V°, W, 7 1a n0i
dung cua cac thanh ghi A’(,, D’y5, C’14, B’ys, tuong tu A«, B+, Cs, D+ ,A’+, B,
C’+, D’:1a nd1 dung thanh ghi sau budc 19 khi dau vao 1a X; va X’;. Theo dinh
nghia vé MD4 xét cac bude tir 12 dén 19, ta c6 hé phuong trinh sau:

6 — U.<<29 _U<<29 (laa)
F(U’, B, C) - F(U, B, C) = p'<®_p < (27
FV',U',B)y—F(V,U,B)=W'"*-w~* (3%
FW' V' \UY-FW,V,U)=2"" -7z 4
GZ'WVY-GZW,V)=U-U'- A" + A~ (57)
G(A.,Z' W)= G(A,ZW)=V —V' -D«" 2 + D~ (67)
G(D'. A", 2"V - G(D,,A.,Z) =W —W'+C'T5-C> (7)
G(C'.,D.,A.)-G(C.,D.,4)=Z - Z+B'"-B" - (8)
va:
X3 =ty ¥ ©”)
Xiu=W2'_.C-F(V,UB) (10”)
Xis=2""-B-F(W,V,U) (117)
Xo =A~2 -U-G(Z,W,V)-KI (12”)
X4 =D« -V -G(A+, Z, W) - K1 (13>
Xs =Co" - W - G(D-, A+, Z) - K1 (14”)
X =B+ - Z - G(Cx, Dx, Ax) - Xi5 (157)
D =V~®_F(U,B,C)- X3 (16”)
A =U"?-F®B,C,D)- X (177)

bat U = -5, U’ = 0 va B = 0. Phuong trinh (1) da thoa man, cac biéu thire (2)-(8)
dugc bién do1 tuong duong va sap x€p lai nhu sau:

29



7'=Z-G(C.,D'.,A.)+G(C.,D.,4.)+B"-B" -5 (18”)

W'=W-G(D"..,4.,2)+G(D,,A.,Z)+ C5H-C:> (197°)
Y o= W<y <2 (20’,)
V'=V -G(A.,Z' \W") +G(A.,Z,W)+D'.—D. (217)
C= py<B _pr<s (22”)
GZ W, V)-G(Z' W', V') =1+A’« - A« (23”)
F(W'.V'.0)—FW.,V,~1)= 2P 42" =0 (24°°)

Nhu vdy, ta ¢c6 hé gom 16 phuong trinh tir (9) dén (24) véi 20 4n sb 1a X,», X,
X4, Xy, Xo, Xay Xg va A, C, D, W, Z, V, Z,W.V, As, Bs, Cs, De. Stt dung thuat
toan tim hiu va cham bén trong ctia Dobbertin (43 mo ta ¢ trén) dé tim gia tri ca
20 bién trén thod man h¢ phuong trinh. Trong thuat toan tim hau va cham, ta s¢ st
dung céc bi€u thic sau:

FOW V'\0)—-FW,V,~1)-Z"" 47z~ (25%)
va kiém tra thém mot biéu thuc sau:
G(B,*, C,*, D,*) = G(B*, C*, D*) (26”)

Phan 3: Tim gia tri khéi dau ding ‘
Phan nay hoan toan giong nhu da trinh bay & muc 1.4 (phan II).

Cudi cing ta ciing c6 thé dua ra dugc thuat toan tong quat dé tim va cham cho
MD4 nhu sau:

1. Tinh A, B, C, D va X2, Xi3, X145 Xi5, Xo, X4, Xg dé tim ‘inner almost-collision’
(tr budce 12 dén 19). Thuat toan chi ti€t duge mo ta trong phan 2.

2. Chon X, X,, X3, X4 ngau nhién va tinh:

(A59 B59 C59 DS) = Compressg(lvo; XOs D) XS)) (27”)
t=A"" - As- X, (28)
Xe=t"!-Cs - F(Ds, As, Bs), (29)
X7="-Bs - F(t, Ds, As) -1 (307)
Xo=D"* -Ds-F(A, -1, 1), (31”)
Xi0=C"'-t-F(D, A, -1) (32)
X1 =B~ +1-F(C,D,A) (33”)
(Ass, Bss, Css, D3s) = compress 5 (Ao, Bio, Co, D19);X), (347)
(;435,}}35,&35,1535) = COIIlpI'GSS?E((;119,23’19,619,1519) ;X), (35)

3. Néu Ass = 0, thi chung ta da tim dugc collision. Néu khong thi nhay vé budc 2.
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Va cham vi sai cua SHA-0
Florent Chaboud va Antoine Joux (CRYPTO’98, LNCS 1462, pp. 56-71)

1. Mé ta vé SHA

1.1 Tém tit lich sir

Chuan ham bam an toan (SHS) [7] duoc Vién Tiéu chuan va Cong nghé Qudc Gia
dua ra ndm 1993, d6 1a SHA-0. N6 xuat phat tir MD4 cua Rivest [5]. MD4 ra doi
nam 1990, con phién ban cai tién ctia nd 1a MD5 ra doi ndm 1991. Du sao, mot sd
khéi cia ham SHA-0 khac véi MD4, nhung khong c6 mot giai thich 1o rang vé su
lya chon nay. Hai ndm sau do, chuan duoc sira chira nho, cac ham duoc thay doi
mot chut [8], d6 1a SHA-1. Su thay ddi ne‘ly dugc yéu cau dé stra mot diém yéu ky
thuat trong SHA, nhung khong c6 mét giai thich nao. Tuy vay, NSA théng bao
rang ho tim dugc mot tan cong va cham t6t hon nghich 1y ngay sinh.

Mot cach doc lap, mot vai tan cong trén ham MD4 géc, va ban phat trién MD35 cua
no6 [6] da duoc cong bd [2,4]. Du sao, nhitng tin cong nay khong thé ap dung duoc
v6i Thuat toan Bam An toan (Secure Hash Algorithm) trong ca phién ban thir nhat
va thur hai boi viée sir dung phép mé rong (expansion).

1.2 Ky hi¢u

Cac ky hiéu dugc sir dung trong bai bdo nay duoc dinh nghia trong bang 1. Bén
canh do, chung t61 con ky hi€u cac ky tu hoa 1a céc tir 32-bits, va XY viét tit cho
gia tri cia X dugc dung ¢ vong thir i ciia SHA.

Bang 1: Cac ky hi¢u

Ky hi¢u Dinh nghia
F, Truong hitu han véi g phan to
(X.Y,..., 7) Vi¢c ghép noi cac tir 32-bit

+ Cong céc tir 32-bit modulo 2.

@® Hodc loai trir cac bit hay cac tir 32-bit

v Phép toan hodc cac bit hay cac tur 32-bit

A Phép toan logic and cac bit hay céc tur 32-bit.
ROL(X) Quay 1 bit cua tir 32-bit.

X Bit thtr i cua tir 32-bit X, tir trong sb thap nhat 13 0

dén trong sb cao nhét 13 31.

1.3 Mo ta SHA
Mo ta ham bam , ‘
Céac ham bam trong ho SHA thao tac voi cac khoi message 512 bit va dau ra la
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mot gia trj bam 160 bit. Gia tri bam nay duoc thyc hién bang viéc ghép 5 thanh
ghi 32 bit v61 nhau. Pé bam mot message, thyc hién mot vai budce sau:

1. Pém thém vao message duoc bam boi s6 1, chudi sé 0 phu hop va 1 sb
nguyén 64 bit biéu dién d6 dai cta message. Sau budc dém thém nay,
message gdom cac khéi 512 bit nguyén.

2. Khoi tao 5 thanh ghi 32 bit A, B, C, D va E voi céac héng s6 ¢b dinh:

- A=0x67452301

- B=0xEFCDAB&9
- C=0x98BADCFE
- D=0x10325476

- F=0xC3D2EIFO0

3. V&i mdi khéi message, copy A, B, C, D va E tuong ting vao AA, BB, CC,
DD, va EE. Ap dung cac ham nén v6i AA, BB, CC, DD, EE va khéi
message, ta thu dugc AA’, BB’, CC’, DD’ va EE’. 5 gia tri nay dugc cong
tuong ung voi A, B, C, D va E.

4. Pau ra la sy ghép ndi nodi dung céc thanh ghi A, B, C, D va E.

Trong phan con lai ciia bai bdo, chiing ta c6 gang tim cac va cham trén ham nén,
luc do va cham trén ham bam la tam thuong.

Mo ta ham nén

Tiép theo, chung ta ky hiéu (W(O) W) 1a 512 bit dau vao cua SHA, duoc thiét
l1ap tur 16 tur 32 bit. Budce dau tién cia SHA-0 1a thyc hién mo rong 512 bit nay.
Két qua cua sy md rong nay cho ta quan hé sau:

W =w e wid e wi'd e wi'o vi 16 <i< 80. (1)

80 tir 32 bit nay duoc dung dé thay thé 5 tir 32-bit trang thai ky hiéu bai AV, BY,
CY, DY, EY. Trang thai khoi diu 13 dau vao ciia ham nén dwoc ky hidu la (A(O)
B(O) C(O) D(O) E(O))

Su thay dbi trang thai <A”, BY, C?, D”,E”> duogc thuc hién bsi phép bién doi
sau, trong d6 ham f% va hiang s6 K duoc xac dinh theo bang 2, va
ADD(U,V,W,X,Y)=U+V + W + X + Y (mod 2*%):

for 1=0 to 79 _ _ o . _ . _
A(Hl) ADD(W(I), ROLS(A(I)), f(l)(B(l), C(l), D(l)), E(l), K(l))
B(lﬂ) A(l)
C""Y = ROL4o(B")
D(1+1) C(l)
E(H D _ D(l)
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Bang 2: Dinh nghia ham f"(X,Y,Z), va hing s6 K".

Vong i Ham f% Hiang s6 K"
Tén Dinh nghia
0-19 IF X AY) v (5(/\ 7) 0x5A827999
20-39 | XOR XeYae?z 0x6ED9EBAL1
40-59 | MAJ (XAY) v (XAZ) v (YAZ) | 0x9FIBBCDC
60-79 | XOR XeYae?z 0xCA62C1D6

Pau ra cia ham nén 1a 160 bit nhan duogc trong trang thai cudi cung (A®?, B®?,
C® DBY E®)Y va cham & ddy dugc hiéu theo nghia chuén 1a tim 2 day tir dau
vao (W(O) , W) va (W’(O) W’(IS)) ma cho cing 160-bit dau ra (A®, B®O,
Cc®0 peo E(go)) sir dung cung gia tri ban dau (A, B, ¢, D, E?).

Kién triic co ban ctia SHA c6 thé duge chi ra boi hinh 1. Hop mé rong dugc xem
nhu mot ing dung tuyén tinh tur (Fz)5 12 vao (F2)25 % 4nh xa (W(O), ey W(ls) sang
(WO, .., W) Anh xa tuyén tinh nay 1 su khac biét duy nhat giita phién ban dau
tién va phién ban tht 2 cia SHA. Chinh x&c hon, sy mé rong SHA-1 thu dugc
béng viéc thay (1) bﬁng biéu thire sau, khac véi (1) boi quay sang trai 1 bit:

W =ROL, (W™ @& wi® @ Wi @ wi9) vi 16 <i < 80. )

Chung ta ky hiéu Ey m6 rong ban dau duogc mb ta béi (1), va E; 1a mo rong da sura
do1 duge mo ta boi (2). Kien trac chung nay dinh nghia ho cac ham bam bang viée
thay d61 hop mo rong.

2. Lan truyén cac x4o tron cuc bg trong cac ham bam dang SHA

2.1 Céc phién ban SHA yéu

Kién trisc nguyén thé cia SHA

Truge tién ching ta nghién ctru sy lan truyén cac x4o tron cuc bo trong phién ban
tuyén tinh hoan toan ctia SHA, dé phan biét giita mot bén 1a vai tro cua kién trac
nguyén thé cac ham bam va mot bén 13 vai tro cua cac khéi xdy dung co ban.
Trong ham nén ciia ham bam thudc ho SHA cé 2 ngudn gbc sinh ra tinh phi tuyén,
d6 1a cac ham f va ham ADD.

Do d6, ham bam déu tién chung ta xét dén 1a SHI1' — ham nén trong hg SHA dugc
x@y dyng tr SHA-0 (do d6 str dung m¢ rong E) va bang viéc thay thé ham ADD
bang phép XOR véi 5 bién, va tit ca f 1a cac ham XOR.

' SHII 14 cach choi chir cia tiéng Phap gém nhitng chu ché va chii méo
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Chung ta ky hiéu nhu théng thuong véi W 1a tir thir i ciia mé rong (0<i<80), va
32 bit cua tir ndy dugc danh so 1a W.7,..., W

Input (512 bits)

Expansion E
2560 bits

... 80 khdi 32 bit ...

khéi thr i ¢ lan lap thi i

A ROLs

ROL3g

AN

T led T led O

Hinh 1: Kién traic SHA

Bay gid chung ta giam céc rang budc v6i vector W va tam thoi quén di ring né
nhan duoc tir két qua ctua phép mé rong. Do d6, ching ta c6 thé ap dung su x40
tron cuc bd bat ky trén mot bit bat ky cia W. Vi du, chung ta c6 thé phua dinh gia
tri cia W!. Thay d6i ndy s& sira (correct) bit 1 cta AT bit 1 caa B2, bit 31 cua
C™, bit 31 cua DY va cubi cung 1a bit 31 cua E*™. Néu chung ta mudn ngin
can sy thay doi hon nita, ching ta can phu dinh cac gia tri cua bit Wi, W+,
Wi, Wit Wi Nhing diéu chinh méi ndy ngan can sy thay doi trén bit 1 ctia
A"Y lam thay dbi bit 6 cia A, sy thay ddi bit 1 cua B*? 1am thay ddi bit 1 cua
A" sy thay déi bit 31 ciia C™ 1am thay d6i bit 31 cia A, sir thay ddi bit 31
ciia D 1am thay d6i bit 31 cia A™, su thay d6i bit 31 cua E*™ lam thay d6i
bit 31 cia A, Do d6, phu dinh W/, Wi, W*2, Wi wWi*va Wi cho ta 2
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duong khac nhau tir AV, BY, ¢, DY va E? t61 AT®, BHO 0 DO vy B0,
va ta thu dugc mot va cham cuc bg. Diéu nay dugc tong quat hoa trong Hinh 2.

Xao tron Diéu chinh trén cac bit
trén bit 1
leangdghéi Wl(i) Wé(m) Wl(i+2) W;i1+3) W 3(i1+4) W3(il+5)
an dau $ $ $ $ Y Y
1
B® (Hl)\ / B9
C(i) C(1+2) C(i+5)
31
D(i) D(1+3) D(i+5)
31
E(i) E E(i+5)
31

Céc chi s6 dudi ky hi¢u bit trang thai bi xdo tron

Hinh 2: Sy lan truyén x40 tron cua SHI1

Chii y I: RS rang rang nhitng gi chiing ta ndi véi bit 1, c6 thé tong quat cho bit bat
ky khac tir 0 t6i 31. Du sao, moi chuyén s& tré nén rd rang trong phin sau (xem
phén 1), su lya chon nay la tdt nhat cho muc dich cua chung ta. Vi vay, ching ta
s& tap trung vao gia tri nay trong sudt phan con lai ctia bai bao nay.

Vi tit ca déu tuyén tinh, nén ching ta c6 thé 4p dung dong thoi nhiéu va cham cuc
b6 khi chung ta muén va thu dugc 2 dudng (path) khac nhau tir A, B, C(O) D(O)
va E© t6i A®Y, B 0, DB vy GO, Puong dau tién sir dung W nguyén gdc
va duong tht 2 sir dung gia tri da stra, goi 1a W’. Dén day nay sinh mot cau hoi 1a
“Chon céac va cham cuc bo thé nao dé quay tré lai véi diéu kién 1a ca W va W’ 1a
két qua ctia qua trinh mé rong?”,

Vi€e chon cac va cham cuc bd chi don gian 1a xay dung mot vector 16i (error
vector) my gom 80 bit (dugc danh sb tir 0 dén 79) véi 1 trong vi tri i néu ta mudn
phu dinh W®. Du sao, ta ciing khong thé chon phii dinh W, v&i i > 75, vi x40
trén trong vong thr i khong bao gid duoc diéu chinh trude vong i+6, va tt ca cic
x40 tron phai dugc diéu chinh xong & vong thu 80.
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Gia str (méo) ,...,m(‘)”)) la mot trong cac vector 16i nay. T d0, ta suy ra perturbative

mask (tam dich la mat che xao trdn) trén W, M, = <M (()_5 ),...,M (()79)> duoc dinh
nghia nhu sau:

Vi, -5<i<-1, M{"=0.

Vi,0<i<79, M{)=0néuk= 1;

Vi,0<i<79, M= m.

Corrective mask (mit che diéu chinh) dugc két thac boi 5 khéi toan zeroo, boi vi
corrective mask bay gio dugc suy ra tur perturbative mask nay bang cach dich va
quay.

Corrective mask dau tién M, duoc suy tir My béng cach dich di mgt vong, va quay
sang trai 5 bit. Phép quay nay duoc mé ta trong phép bién d6i cia SHA (Xem
phan 1.3). Vi vy, nd ap dung trén cac bit c6 s6 k=6. Ta c6:

Vi, -4<i<79, M" = ROL,(M (™) 3)

Corrective mask thir hai M, dugc suy tir M, bang cach dich 2 vong va khéng quay
(xem Hinh 2).
Vi,-3<i<79, M) =M™ 4)

Tuong tu, M3, My, M; du:qc suy ra tr My tuong ung véi viée dich 3, 4, 5 vong va
ap dung trén cac bit danh s6 k = 31.

Vi, -2<i<79, M{" = ROL, (M) ©)
Vi, -1<i<79, M{" = ROL, (M) ©
Vi, 0<i<79, MY = ROL,, (M{™) )

Bay gio, diéu ta can 1a global differential mask (mit che vi sai tong) M duogc dinh
nghia boi:
Vi,0<i<79, MY =MP oM POMP OMP OMP OMY, (8)

phai 1a dau ra cua E,,.

Diéu kién ndy xay ra néu tat ca cic mat che My thoa min (1), bang viéc kiém tra
xem perturbative mask ban dau c6 thod man bi€u thirc sau khong:
MP =MV eM™P oM™ ®MV,Vill<i<80, 9)

Hon nita, vi E, khong dan xen céc bits (xem (1)), chiing ta c6 thé chia bang md
rong thanh 32 hop giéng nhau e, mé rong 16 bit thanh 80 bit, va dinh nghia (1)
dugc xem nhu thyc hién trén céc bit. HOp ey 1a di nho cho phép liét ké vét can. SO
cac mit che (mask) co thé 1a twong d6i nho, nhu 1a chi c6 128 trong s6 2'° = 65536
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dau vao c6 thé, ma thoa man (9) va rang budc 5 s6 khong (0) cho cac vong tir 75
td1 79, va khi d6 ta duoc mat che m,.

Véi mot mat che cho trude, ta co thé tim duge M, va b:;ing cach tinh nguoc bién
doi myén tinh E,, ta tim duoc 512 bit mit che dau vao tuong tng 1 sao cho M =
Eo(p). Do cac hop mé rong cua ham SHA dugc ma (coded) mot cach co hé thong,
r6 rang 1a = <M, ..., M"> Vi tht ca cac dau vao W =<wO, . w9> W’ =
W @ p c6 cung dau ra thong qua ham nén tuyén tinh SHII.

DPura vio cdc ham phi tuyén

Tir tdt dinh t6i phwong phdp xdc sudt: Bay gio chiing ta mudn nghién ctru su va
cham cua cac ham phi tuyén f dé danh gia sy an toan ciia ham bam trong ho
SHA. Ta xét ham thtr hai SHI2, ham nén trong ho SHA dugc xay dung tor SHA-0
(st dung mé rong Eg) va thay thé ham ADD bang ham XOR trén 5 bién. Him nay
c6 thé xem nhu SHI1 véi cac ham phi tuyén f%. D& dang thdy rang trong mot sb
treong hop £ hanh dong gidng nhu ham XOR. Do d6, tin cong trudc d6 co thé
stt dung dugc. Cau hoi nay sinh & day 1a “Khi ndo st dung duoc?” va “Xac suit
thanh cong nhu thé nio?”.

Dé tinh toan x4c suat ching ta can phan tich chi tiét cac ham IF va MAJ. Do cac
ham nay thuc hién song song trén 32 bit, nén ta chi can nghién ciru trén 1 bit don
1¢. Gia sir chung ta nghién ctru dang diéu cua phép bién dbi tr fOBY, C?, DY)
vao fOB’Y, ¢’V D°D), bang cach quan sat can than cac phép quay va mé hinh
x40 tron ta co thé thiy cac truong hop khac nhau sau c6 thé xuat hién:

1. Khéng c6 sy thay doi & tit ca cac dau vao, tirc la: BY = B*®, ¢ = C®,
DY =D’ Trong trudng hop nay dau ra khong thay déi f(BY, C?, DY) =
f®B°Y Y DY) va 9 duge coi nhu phép XOR.

2. C6 su khac nhau duy nhét trén cac dau vao tai bit 1 cua bién BY, tirc 1a:
B’ = BY” @ 2'. Trong truong hop nay ¥ hanh dong nhu XOR khi va chi
khi f(l)(B(l) C(l) D(l)) f(l)(B’(l) C’(l) D’(l)) @ 2!

3. C6 su khac nhau duy nhét trén cac dau vao tai bit 31 cua bién CY hodc DY
(XOR). Trong trudong hop nay £ hanh dong nhu phép XOR khi va chi khi
FOBO, 0 o)y = fORO O piy @ 231,

4. C6 hai khac biét trong cac dau vao tai bit 31cua cac bién C% va D, nghia
la taco CV=CY® 2% vaD'¥ = DY @ 2°!. Trong truong hop do, f( ) hanh
d6ng nhu phép XOR khi va chi khi dau ra cia f¥ khong thay doi: fO(B°?,
C0. Py = pEO, ch pd).

Bay gid ta hiy nhin vao 3 trudng hop cudi cing véi cac ham MAJ va IF. Véi ham

MAJ, truong hop 2 va 3 la gidng nhau, dau ra thay d6i khi va chi khi 2 bit dau vao
khong thay doi 1a ngugc nhau (opposite). Pi€u nay xdy ra voi xac suat la 1/2.
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Trong truong hop 4, dau ra khong thay doi khi va chi khi 2 bit dau vao C? va
D! thay d6i theo huéng nguoc nhau. Didu nay xdy ra véi xac suat 1/2.

Péi voi ham IF, trong truong hop 2 dau ra thay d6i khi va chi khi cac bit C? va
D! 1a nguoc nhau. Diéu nay xay ra véi xac suat 1/2. Trong truong hop 3, dau ra
thay d6i khi va chi khi bit B dung d¢ chi ra bit dugc thay doi (tic 1a: BY'=1 néu
C'V=cP® 2! thay d6i va BY=0 néu D'{)=D @ 2*' thay di), diéu nay xay ra
v6i xac suat 1/2. Trong truong hop 4, dau ra ludn luén thay d01 vi vy xdc suit
ctia diéu mong mudn 1a 0. Picu nay c6 nghia rang, ching ta can chon miu x4o
tron sao cho khong c6 2 x4o trén lién nhau trong cac vong IF. Chinh xac hon, do
cac vong IF xuat hién tor vong 0 dén 19 (xem bang 2), va truong hop 4 gom cac
trang thai C{) va D{), nén khong c6 2 x40 tron lién nhau c6 thé xuat hién trudc
vong 16, nhung co thé ¢ 2 x40 tron lién nhau trong cac vong 16 va 17, boi vi su
lan truyén 13 s& xuét hién véi C"” va DY trén vong 20 (xem Hinh 2).

Vi tat ca cac rang budc ¢ trén, ta co thé tim dugc mot mau voi xac suat thanh
cong tong khoang 1/2**. Sau day chung ta biéu dién 80 bit dau ra twong Gng cua
hop eo. 5 s6 khong (0) & trude chi dé nhic lai rang mau nay thoa mén cac rang
budc duoc phat trién trong phén 1:

00000 00100010000000101111
01100011100000010100
01000100100100111011
00110000111110000000

Mau m, nay duoc két thuc va bt dau boi 5 s6 0, va khong c6 2 xdo tron lién ké
nhau trong 16 vong dau tién.

Bang cach xdy dung tuong ty nhu mé ta trong phan 1, ching ta thu duoc
differential mask ma cé thé ap dung trén tr dau vao, va cho mot va cham véi xéac
suat khong dang ké. Chung ta goi mat che nay la /7.

Vi€e udc luong xac suat thanh cong kha phrc tap, vi 16 vong dau tién khong bao
gém trong udc lugng nay. Ly do vi sao nhu thé s& xuat hién khi cai dat
(implement) tim kiém va cham.

Cai ddt tim kiém va cham: Bay gi(‘) chung ta da co differential mask M ma chung ta
c6 thé thir ap dung trén mot tir dau vao bat ky W= <W(0) L, W= pé kiém tra
xem coO va cham hay khong, ngu’cn ta pha1 kiém tra voi tit ca cac x40 tron néu sy
didu chinh dugc thuc hién tbt, ta noi rang, ham f% dugc hanh dong giéng nhu
XOR. Vi mdi x40 tron xuét hién trong ba ham f® (lién nhau) khac nhau, ta can
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phai xét nhiéu x4c suét so dang. Trong vi du cua chung toi, o cic xao tron trong
cac vitri 2, 6, 14, 16, 17, 18, 19, 21, 22, 26, 27, 28, 35, 37, 41, 45, 48, 51, 54, 55,
56, 58, 59, 62, 63, 68, 69, 70, 71 va 72. Bang 3 chi trong tirng trudong hop mdi x40
tron c6 lién quan téi cho tirng bd ba 19 tham gia vao.

Chii y 2: Trong bang 3, truong hop 4 v6i ham MAJ duoc tinh cho xac suat 1/+/2
cho mot trong 2 x40 tron trong d6. Theo cach nay, ta thu dugc xéac suat tong toan

bd bang 1/2 nhu da thay & trén.

Bang 3: X4c suat thanh cong ctia mat che 4/ trong mo hinh SHI2.

Xéotron | f2 | thop | 7 | t/hop | fT |thop| x4c | logarithm xéc
trong suét suét
vong 1 tong
2 IF 2 IF 3 IF 3 1/8 3
6 IF 2 IF 3 IF 3 1/8 3
14 IF 2 IF 3 IF 3 1/8 3=2+1 (xem
Ché § 3)
16 IF 2 IF 3 XOR - Ya 2
17 IF 2 XOR - XOR - ) 1
18,19,21
22,26,27 | XOR - XOR - XOR - 1 0
28,35
37 XOR - MAIJ 3 MAIJ 3 Ya 2
41 MAIJ 2 MAJ| 3 MAIJ 3 1/8 3
45 MAJ 2 |MAJ| 3 MAJ 3 1/8 3
48 MAIJ 2 MAJ 3 MAIJ 3 1/8 3
51 MAIJ 2 MAJ| 3 MAIJ 3 1/8 3
54 MAJ 2 MAJ | 3 MAIJ 4 Va2 2.5
55 MAIJ 2 MAJ | 4 MAIJ 4 Va 2
56 MAIJ 2 MAJ 4 XOR - 52 1.5
58,59,62
63,68,69 | XOR - XOR - XOR - 1 0
70,71,72

Do tir dau vao duogc truyén ma khong co su stra doi thong qua bang mé rong, co
thé chia tim kiém thanh 2. Truéc tién, ta tim W®..W"¥ sao cho ham f® hanh
dong gidbng nhu XOR khi mit che dugce ap dung. Piu ndy xay ra voi xac suit
1/26 khi hai x40 tron tham gia vao & tai cac vi tri thir 2 va 6.

Sau d6, W@ w49 duoc gitlr ¢d dinh, chung ta co thé thtr nhiéu gia tri cua wid
(tat nhién ta phai thtr it hon 2%, trong thuc hanh mot sb 16n bat ky chang han
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10000 13 thoa man). Mot W' nhu vay c6 thé dan téi mot va cham sau 80 vong
néu tit ca cac vong khac déu cu xir tot. Nhu ta di thdy trong bang 3, diéu nay xay
ra v&i xédc sudt 1/2°°. Vi phﬁn dau cua xay dung dugc thyc hi¢n 1 14an cho nhiéu
W(ls), x4c suat thur hai dua ra gia tri thuc cua vige liét ké.

Chii ¥ 3: Ubc luong dau tién nay cho ta xac sudt tong bang 1/2%° thay cho x4c suit
yéu cau. Nhung chung ta co thé cai tién phwong phap nay hon nita va bo di mot sd
X4c suat tir x4o tron ctia vong 14. Ham dau tién lién quan téi x40 tron nay 1a ham
IF trong vong 16. Ham nay hanh dong t6t néu cac bit €' va D! khac nhau. Cac
bit nay duoc biét trong vong 14, vi chung dugc copy tir 4! va 4% Piéu nay
cho phep chung ta chuyén xac suat bang 1/2 tir phan hai cua liét ké sang phan tht
nhat. Piéu nay lam giam xac suat xuéng 1/2%°,

Ham tht hai lién quan té1 x4o tron cua vong 14 1a ham IF trong vong 17. Ham nay
xir su t6t néu bit B{1” 13 1. Vi bit nay dugc copy tir 419, ta c6 thé kiém tra sy diéu
chinh cta nod ngay sau khi chon W', va néu cin thiét thay d6i bit 31 caa W'
tru:(;yf khi bat dau kiém tra. Viéc ndy 1am giam xac suat xudng nhu coéng bé 1a
172"

Chit y 4: Trong trudng hop SHI2, tim kiém va cham 1a rat nhanh va c6 thé thyuc
hién dudi nira phtt. Dudi day 1a mot va cham vi du:

1a6191b0 3c4a331c 1f228ea2 403b7609
062ec496 48611ca8 583401bc 399879d0
2270fdbd 2a8090f0 4b12fd98 473cc7a1l
002831a9 50fe1535 61ac0d3d f26700ec

va
1a6191b0 3c4a331c 1f228ea0 403b7649
062ec494 c8611ca8 d83401be b9987990
2270fdbd aa8090f0 cb12fd98 c¢73cc7a1
002831a9 50fe1535 61ac0d3f f26700ac

Ca 2 déu cho gia tri bam sau 80 vong ctia ham SHI2:
13341224 21a3efc9 b667d2b2 2890013b 56013ca9
Duwa vao phép cong
Cubi cung, trude khi tiép tuc voi SHA-0 va SHA-1, ching ta nghién ctru anh

huong ctia phép cong ADD trén luge do tan cong cia ching ta. Ta xét mot ham
thir ba SHI3, 1a ham nén trong ho SHA dugc xay dung tor SHA-0 (do do st dung
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mo rong Eo) va bang viéc thay thé cac ham phi tuyén IF va MAJ bang ham XOR.
Cai do c6 theé xem nhu SHI1 vé1 phép cong ADD dugce dat sang mot bén.

Diém méi ¢ day 1a x40 tron c6 thé dan toi c6 nhé. Néu ta c6 thé ngin can diéu nay
xay ra, thi tit ca s& hanh dong t6t nhu trude d6. Dau tién, dudng nhu mdi bit xédo
tron va moi bit diéu chinh c6 thé dan toi nhd. Pidu nay c6 ¥ ring mot xac suat co
ban 13 1/2° cho mdi x40 tron, va do d6 khong cho ta tn céng kha dung nao. Tuy
nhién, nén nhéd ré‘mg ching ta chon dé ap dung x4o tron trén bit 1 cua WY nén c6 3
diéu chinh trén cac bit & vi tri 31 (W!, Wi*va Wi) . Vi khong thé c6 bit nhé
nao tir bit 31, didu nay chia doi logarithm ciia xac suat co ban, diéu nay s& giai
thich cho su lya chon cua chung t6i & trén.

Chung ta c6 thé rit gon sy kién nay hon nita, gia st rang W 1a 0 va n6 bi chuyén
thanh 1 trong W'?, néu khong c6 bit nhé xuat hién (xac suat 1/2) thi 47" 13 0 (va
A" 13 1). Tiép theo sy thay ddi nay trong tinh toan ciia A", ta thiy ring W
sé 1a 1 (va W' 13 0), nguoc lai thi sy diéu chinh déu din téi nhd. Néu diéu kién
nay xdy ra thi diéu chinh s& luon ludn xay ra ma khong c6 nhé. Diém kho nhat 1a
diéu chinh thay ddi trong tinh toan cia A“™. Nhu trudc noi, ching ta chon cb
dinh W 1a 1 (va W'™*? 1a 0). Sau d6 viéc diéu chinh s& hanh dong tot néu bit
dau tién trong két qua cia ham XOR bang v6i B2 (tirc 1a 4™"). Didu ndy dung
mdi khi C*? = D (véi xéc suat 1/2).

Ciing chinh cac l4p luan nay chi ra rang cac x4c suat cling s& nhu thé khi W 1a 1
(va thay doi thanh 2 trong W'™). Thyc ra, van dé quan trong 1a thay doi tir 0 sang
1 (tang) can phai dugc diéu chinh bang thay doi tir 1 sang 0 (giam) va thay doi tir 1
sang 0 phai dugc diéu chinh bang viéc thay d6i tir 0 sang 1. Xac suét co ban dé xét
duoc tao nén tu thira sO 1/2 dé bao dam rang xao tron ban dau khong giy ra co
nhd, va thira sé 1/2 khac dé bao dam rang XOR giit thay d6i theo ciing hudng.

C6 hai rac rdi k¥ thuat nay sinh trong trudng hop nay, rac rdi thir nhat 1a ching ta
can xay dung W theo cach ma W, W va W & thoa man cac rang budc
(pht tuyen) o trén. Vi E, khong dan xen cac bit, chung ta xay dung W, va W ngay
khi bat dau va giit ching ¢b dinh cho dén cudi. Piéu ric rdi tht hai dén 1a do
khong gi ngin can ching ta nhan dugc sy thay doi trongW", va mot thay doi
khac trong W, | trong trudng hop nay ta thu dugc cac diéu kién khac nhau trén

W, va W, nhung xac suat co ban bang 1/4 van xay ra.
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Trong thuc hanh, ching t6i da co thé tim dugc mot mau véi xac suat 1/2* (duoc
tinh nhu trong trong trudng hop SHI2)*. Mau nay la:

0000 01000010100100011110
01011000001110000000
00001100000011011000
00011000101101100000

va chung ta s€ ky hi¢u /7’ 1a mat che vi sai gan véi no.

Chii ¥ 5: Trong mAu tht hai ndy, ta khong c6 diéu kién trén cac x4o tron lién ke, vi
ta coi £ ludn luén 12 ham XOR. Do do, ta c6 thé chu ¥ ring mau nay c6 2 bit x40
tron lién ké trén cac vong 15 va 16.

Két hop v6i mau nay, céac diéu kién trén bit 1 va 6 cia W va mo rong E, bit ta
chon cac gia tri sau cho nhirng bit nay:
Bit 1: 01110010000000011000
10101101011110000110
11010101111101101010
00001001111101010111
Bit 6: 00010000000110100000
10110001101001110011
01101101011111000010
00001011101101110111

Chu y 6: Sau mot vai ngay tinh toan, chung t6i co thé tim dugc mot va cham cu
thé cho SHI3:

53c29e14 44fe051b 4a8ce882 5761943
OcOabc30 3806260d 76cbeb2f 1b8379a8
O0da433ac 6337b011 1041e2a9 20b44364
1a3f8b30 8e7a4622 25e81245 289acb2b

va

? Ta c6 thé cai tién tién trinh liét ké tac dong cac x4o tron ciia vong 16 va 17 va két hop voi diéu
chinh dé thanh cong. Chi tiét vé cai tién kha phirc tap nén chiing t6i khong trinh bay & dy, nhung
s€ dang trong mot bai bao khac. Diéu ndy dan t&i thoi gian thuc hién la 2% 43 dugc kiém tra lai
bang chwong trinh ciia chiing toi.
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53c29e14 44fe0519 4a8ce8c2 576e1941
8c0abc30 b806260d f6cbeb2d 1b8379a8
0da433ac e337b051 9041e2ab 20b44366
9a3f8b30 8e7a4622 a5e81245 a89ach29

Ca 2 déu cho gi tri bam sau 80 vong ctia ham SHI3 nhu sau:

983d1f8e e619f190 2e94fa09 0b0d479c 4c536e3e

2.2 Truwong hgp SHA-0 thue sw

Chung ta da nghién ctru SHI1, SHI2 va SHI3, bay gio ta quay trd lai voi truong
hop SHA-0. Trong trudng hop nay, tit ca cac x4o tron da duoc dua vao ma khong
c¢6 nhd, nhu trong SHI3. Hon nita, ta can khdo sat sdu hon trong phan tich cac ham
IF va MAJ, ma chiing ta da tién hanh véi SHI2.

Chung ta bat dau voi ham IF. Nhu trong SHI2, ta phai xét truong hop 2, 3 va 4.
Truong hop 4 luén khong thé chdp nhan dugc trong mau tan cong. Trong truong
hop 3, moi viéc Van con nguyén nhu vay: thay do6i phai théng qua ham IF, va n6
xay ra voi xac sudt 1/2. Trong truong hop 2, thay doi phai théng qua ham IF. Hon
nira, nhu trong trudng hop SHI3, hudng ctia né phai duoc giit nguyén. Hai diéu
kién nay duogc thod man véi xac sudt 1/4.

Véi ham MAJ, ta c6 nhan xét rang MAJ khong bao gio dao hudng thay doi, vi vay
truong hop 2 va 3 van khong thay d6i, va mdi truong hop dan téi mot xac suét
bang 1/2. Tuy nhién, truong hop 4 dua t6i mot thay d6i thu vi.

Mot didu méi, so véi SHI2, 1a nhu trong SHI3, ta c6 thém céc tinh chét sau:

C3(i+3) — A1(i+1) — Wl(i)

C3(i+4) _ AI(HZ) _ Wl(M)-
Piéu ndy c6 nghia rang trong truong hop 4, MAJ hanh dong nhu XOR ngay khi
biéu thirc sau xay ra,

W(i) W(Hl) (10)
boi vi két qua cia MAJ khong thay d6i néu va chi néu C& va DU thay doi
ngugc chiéu nhau. Vi vay, khi c6 x4o trén trong vong i va i+1 véi 36 <i< 55, néu
ta thém rang budc (10) 1én W, thi x4c suat co ban cua truong hop 4 cho ham
MAIJ 1a 1. Céac diéu kién nay dugc thém vao diéu kién trude d6 nhu mo ta trong
SHI3, khi xay dung W.

Két hop tat ca cac rang budc ndy lai, ta c6 thé tim duoc hai mau tdt, v6i xac suat
thanh cong 1/2%® (twong tmg véi 1/2%%). Cac mau nay la:
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0000 00010000000100100000
00100001101101111110
11010010000101010010
10100010111001100000

0000 00100010000000101111
01100011100000010100
01000100100100111011
00110000111110000000

c =68

c=69

Ta c6 thé xay dung cac mit che vi sai (differential mask) dugc suy ra tur mdi mgﬁu
theo cach xay dung trong phan 1. Mau thtr hai da dugc ky hi¢u 1a #7 trong phan
1.Chuing ta ky hiéu mau thir nhét 1a 4>”.

Chii y 7: Viéc tinh toan cac xac suat co thé thuc hién tir bang 5 va 4. Nhu d4 trinh
bay trong Chu y 3, x40 trdn trong vong 14 ndm trén ranh gidi gitta hai li¢t ké.
Dong gop cia n6 vao xac suat thanh cong tong 1a 1/2.

Bang 4: X4c suat thanh cong ctia mit che #/ cho SHA-0

Xéotron | fO2 | thop | f4 | thop | f | t/hop | x4c | logarithm xé4c
trong suat sudt
vong i tong
2 IF 2 IF 3 IF 3 1/32 5
6 IF 2 IF 3 IF 3 1/32 5
14 IF 2 IF 3 IF 3 1/32 4+1
16 IF 2 IF 3 XOR - 1/16 4
17 IF 2 | XOR - XOR - 1/8 3
18,19,21
22,26,27 | XOR - XOR - XOR - 1/4 2
28,35
37 XOR - MAIJ 3 MAIJ 3 1/16 4
41 MAJ 2 MAJ 3 MAJ 3 1/16 4
45 MAIJ 2 MAJ 3 MAJ 3 1/16 4
48 MAIJ 2 MAIJ 3 MAIJ 3 1/16 4
51 MAJ 2 MAJ 3 MAJ 3 1/16 4
54 MAIJ 2 MAJ 3 MAJ 4 1/8 3
55 MAIJ 2 MAJ | 4 MAIJ 4 1/4 2
56 MAIJ 2 MAJ | 4 XOR - 1/4 2
58,59,62
63,68,69 | XOR - XOR - XOR - 1/4 2
70.71,72
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Chii y 8: Cho trudc mau #° (twong ung A), thi W, va Wy dugc chon theo cac
rang budc, viéc tim va cham con lai khong thay ddi (xem phan 1). Do phuc tap
thyc hién (running complexity) thu dugc la 2% (trong Ung 2%). Du sao, ‘hay can
than hon khi thé hién (implement) thuat toan tim kiém va cham, ta c6 thé bo qua
xac suat con lai gay ra b01 x40 tron trong Vong 14. Sau d6 ching ta thu duogc do
phirc tap thyc hién bang 2 (tuong g vai 2%). Hon nita trong truong hop cia #,
ta cling c6 thé chin cac xéac suat gdy ra boi cac xao tron trong vong 16 va 17. Viée
nay 1am giam hon nita xac suat thanh cong ctia # xudng gia tri yéu cau 2°'.

Meo cgéi cing ndy ciing ¢6 thé duoc dung trong mo6 hinh SHI2. Vi vay, thay vi
xac suét 1/2** thu dugc trong Cha ¥ 3, ta c6 thé thu duge xac suat 1/2%.

Bang 4: X4c suit thanh cong ctia mit che #”” cho SHA-0

Xéotron | f2 | thop | f7 | t/hop | f7 |thop| xdc | logarithm xéac
trong suét suat
vong 1 tong
3 IF 2 IF 3 IF 3 1/32 5
11 IF 2 IF 3 IF 3 1/32 5
14 IF 2 IF 3 IF 3 1/32 4+1
222728
30,31,33 | XOR - | XOR | - XOR - 1/4 2
34,35
36 XOR - XOR - MAIJ 4 1/4 2
37 XOR - MAJ | 4 MAIJ 4 1/4 2
38 XOR - MAJ | 4 MAIJ 3 1/8 3
40 MAIJ 2 MAIJ 3 MAIJ 4 1/8 3
41 MAIJ 2 MAJ | 4 MAIJ 3 1/8 3
43 MAIJ 2 MAJ 3 MAJ 3 1/16 4
46 MAJ 2 MAJ 3 MAJ 3 1/16 4
51 MAIJ 2 MAIJ 3 MAIJ 3 1/16 4
53 MAIJ 2 MAJ 3 MAJ 3 1/16 4
55 MAJ 2 MAJ 3 MAJ 3 1/16 4
58,60,62
66,68,69 | XOR - XOR - XOR - 1/4 2
70,73,74

Chii ¥ 9: Trong phan giita ciia 20-vong thir hai, khdi mau # véi xac suét 1/2% (tim
kién co ban) hoac 1/2°' (tim kiém da cai tién), ching t0i d& may mén tim dugc mot
nhém 5 s6 khong (0) (thuc t€ 1a 6 nhung 5 1a da cho muc dich cua ching ta). Di¢u
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nay cho phép chiing ta dimg tan cong sau nhom nay, v4i va cham timg phan trén

35 vong cua SHA. O dudi 1a mot va cham timg phan nhu vy:

78fb1285 77a2dc84 4035a90b b61f0b39
4a4d1c83 186e8429 74326988 71220179
a08e7920 16a3e469 2ed4213d 4a75b904
38bef788 2274a40c 4c14e934 ceel12cec
va
78fb1285 77a2dc84 4035a909 b61f0b79
4a4d1c81 986e8429 7432698a ff220f39
a08e7922 96a3e469 aed4213d ca75b904
38bef788 2274a40c 4c14e936 ceel2cac

két qua thu duoc (cta ca 2) sau 35 vong ctia SHA-0:
7b907fb9 d050108b 88d6e6d6 5c70d4a3 7e06a692

Xac suat dé tim mot va cham nhu vay la 1/2* néu st dung tim kiém va cham co
2 < 14 £ Y ~ X
ban, hoac 1/2"" néu str dung tim kiém va cham da cai tién.

3. Trwong hgp SHA-1

Trong truong hop SHA-1 cac bit duoc dan xen véi nhau va do dé ta khong thé
chia mé& rong thanh 32 mé rong con. DU sao, tinh bat bién (invariance) bang viéc
dich chuyén van dGng. Vi viy, ta van co thé suy ra 5 corrective mask (mit che
diéu chinh) tir mot perturbative mask (mit che xao tron), st dung cach xay dung
ctia phan 1.

Chinh x4c hon, cho trudc mot perturbative mask M, 1a dau ra cua E;. Biéu thuc
(3) va (7) van xay ra, va mdt che xay dung dugc M dugc xac dinh baoi (8) lai 1a dau
racua E;.

Viéc tim perturbative mask My c¢6 thé thuc hién bang cac cong cu ly thuyet ma
(coding theory tools) [3], boi mat che dugc xem nhu mot tir ma co trong s thap
(low-weight codeword) cua mo rong. Thyc hién tim kiém nhu vay trén E, dan t6i
mot sO tir ma rat ngan so véi sb chiéu cua ma (dimension of code). Tuy nhién, voi
xac suat rat cao, khong co tir ma co trong sé nho hon 100 ton tai trong E;, ma thoa
min cac rang budc (xem phan 1), trong khi d6 van ton tai tir ma ¢ trong sb 27
trong E,.

Do mdi bit cua perturbative mask M, dem lai it nhat thira s6 1/4 trong xac suat
thanh cong tong, tan cong cua ching ta vi thé s€ khong c¢6 hiéu qua vé1 SHA-1.
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Du sao, van con mot bai toan mé 1a xem cac differential mask (mit che vi sai) co
ton tai hay khong trong truong hop cia SHA-1, bdi vi tan cdng cua ching to1 xay
dung cac mat che rat dac biét.

4. Két ludn

Chung t61 dé phat trién mot kiéu tan cong moi trén cac ham SHA, ma két qua thu
dugc t6t hon tAn cong nghich ly ngay sinh cb dién trén SHA-0. T4n cong nay co
lién quan téi thim ma vi sai noi tiéng [1] trong d6 né thyc hién tim kiém mot s6
loai mat che dic trung (characteristic masks) ma c6 thé cong voi tu dau vao thi voi
xac suat khong tam thuong s& khong 1am thay d6i dau ra cia ham nén. Mo rong
ctia SHA-1 dudng nhu duoc thiét ké dé chdng lai kiéu tan cong nay, do d6 no ting
murc do tin cdy trong chuan nay.

Loi cdm on
Chtng t61 mudn cdm on Matthew Robshaw va nhiing trong tai vé nhitng phé binh,
nhan xét co gia tr1 va céc cai tién cho bai bao nay.
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Phan tich SHA-1 trong ché do ma hoa

Helena Handchuh, Lars R.Knudsen, va Matthew J.Robshaw
(CT-RSA 2001, LNCS 2020, pp.70-83)

1. Gidi thi¢u

Nhiéu ham bam pho blen ngay nay déu dua trén MD4 [8]. MD4 duoc xay dung
cho cic cai dit phan mém nhanh trén cic may 32-bit va co dau ra 128 bit. Vi két
qua cta Dobbertin [5,4] ngudi ta khong con sir dung MD4 dé bam (mdt cach an
toan) nira, vi cac va cham dugc tim thiy trong khoang 2°° tinh toan ham nén. Nam
1991 MD5 da dugc gidi thiéu nhu 1a 1a mot phién ban manh hon ciia MD4. Cac
dang khiac bao gom RIPEMD-128, va RIPEMD-160. SHA duoc cong bd nhu
chuan FIPS nim 1993.

SHA duogc gidi thiéu boi Vién Tiéu chuan va Cong ngh¢ Quédc gia My (NIST)
nam 1993, véi tén goi 1a SHA-0. Nam 1995 c6 mot thay doi nho voi SHA-O, dan
t6i SHA-1. Chung ta s& néi téi chuan nay trong phan mé ta chi tiét cua thuat toan
[10].

T4n cong t6t nhat da biét véi SHA-0 khi sir dung 1am ham bam 1a ciia Chabaud va
Joux [3]. Ho chi ra rang trong khoang 2°' uéc luong cua ham nén, ngudi ta c6 thé
tim dugc 2 thong diép co cung gia tri bim. Tan cong brute-force khai thac nghich
Iy ngay sinh ciing yéu cau khoang 2** udc lugng. Hién chua c6 tin cong nao thong
bao trén SHA-1 trong cac tai liéu mo. Trong bai bao nay ching t61 chi xét toi
SHA-1.

1.1  Sir dung SHA trong ché d9 mi hoa

SHA chua khi nao dugc dung cho ma hoa. Du sao, ham nén c6 thé duogc dung cho
ma hoa. Mdi budc trong 80 budc cua SHA-1 (duge chia thanh 4 vong, mdi vong
20 buorc) déu c6 thé tinh nguoc dugc theo nam bién A, B, C, D, E dugc dung dé
nén. Do @6, néu ta dwa khoa bi mat vao trong message va ban rd nhu 1a gia tri khoi
dau, ta thu dugec mot ham c6 ngugce tir ham nén don gian bang viéc bé qua phép
cong ngugc cudi cung v6i dau. Pay 1a ché do ma hod cua SHA duogc xét dén &
day. Ma khdi thu duge c6 tén 13 SHACAL va da duoc dé nghi v&i NESSIE boi
Naccache va Helena Handschuh. Do d6 SHACAL-1 1a mi khoi 160 bit str dung
512 bit khoa va SHACAL-2 1a ma khdi 256 bit sir dung 512 bit khoa. Céac khoa
ngan hon c6 thé sir dung bing cach thém vao khod cac sb 0 dé thanh xau 512 bit.
Tuy nhién SHACAL khong str dung khoa ngén hon 128 bit.

M3 khéi SHACAL 1a mot trong cac ung cu dugc dé trinh cho du an NESSIE, gff)m
2 phién ban SHACAL-1 va SHACAL-2. Thuat toan nay dua trén chuan ham bam
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SHA dugc dung trong ché d6 ma ho4. Sttc manh chinh ctia ho ma khoi nay la su
thtra huong tir phan tich ky Iudng trén chinh ban than ham bam nay. Chung toi
khang dinh rang khong c6 diém yeu tiém 4n nao duoc cai vao trong ma khdi nay,
va chung toi tin rang cac nguyén tic thiét ké la manh. Nhitng gi ma ching t6i da
biét 1a SHACAL chua dugc ding ky ban quyén.

SHA dugc NIST dua ra nam 1993, va dugc goi 1a SHA-0. Nam 1995 SHA-0 c6 su
thay d6i rat nho va duoc goi 1a SHA-1. Nam 2000, NIST d3 cong bd mot thuat
todn ma&i1 véi tén goi la SHA-2; 3 ham bam méi dugec mo ta tuong ting vo1 viée tao
ban tom luoc co d6 dai 256, 384 va 512 bit. Nguoi ta chon ra 2 primitive trong sb
5 primitive trén cho thuat toan SHACAL, d6 1a SHA-1 va SHA-2 vdi 256 bit tom
luge. Tuy rang SHACAL dugc mo ta ¢ 2 dang v6i NESSIE, nhung né van ding
dé tao SHACAL cho céac khéi 384 va 512 bit.

O day chung ta chi quan tim dén SHACAL-1 (SHACAL-1 duoc xdy dung tir
SHA-1, con SHACAL-2 dugc xay dung tr SHA-256). Tinh hi¢u qua tinh toan
dugc danh gia cho SHACAL-1 1a 2480 cycles cho phép ma 20 byte, 2320 cycles
cho phép giai ma 20 byte va 2280 cycles dé thiét dat mot khoa 64 bit. Cac phép do
thoi gian da duoc thuc hién cho may PC dung bd xir 1y Pentium III tbc do 800
Mhz. Véi SHACAL-1 thi 20 triéu 1an md mét 62 gidy, 20 triéu lan dich mat 58
gidy va 20 tridu lan thiét dat khoa mat 57 giay.

1.2 M ta SHACAL
Nhu vay ta c6 thé mo ta thuat toan SHACAL nhu sau:

Céc ky hi¢u:
+ Phép cong modulo 2 cua céac tir 32 bit.
ROTL{(W) Quay tir 32 bit W sang tréi i vi tri.
Si(W) Quay tur 32 bit W sang phai i vi tri.
Ri{(W) Dich tur 32 bit W sang phai 1 vi tri.
&) Phép toan XOR theo bit
& Phép todn AND theo bit.
| Phép toan OR theo bit
~ Phép toan NOT theo bit

Céc ham duoc dinh nghia trong ham nén ctia SHA-1:
[ilXY,2)=(X&Y) | (~X & Z)
fxoaXY,2)=(XDY D Z)

(XY, Z2) = (X &Y) | (X & Z) | (Y &Z))

Thuat toan ma hoa

1. Péau vao (ban 13) gdm 160 bit dugc chia thanh 5 khéi 32bit va 1an luot gan
cho 5 thanh ghi (32 bit) A, B, C, D va E. Khoa K = [W° || W' || W? || ... ||
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W] - gdbm 15 word.
2. Thuc hién ma hoa nhu sau:
e Mo rong 512 bit khod thanh 2560 bit khoa:
W'=ROTL,;(W” ®@ W* @ W@ W%, 16 <i<79.
e for (i=0; 1<80; i++) thuc hi¢n
A=W+ ROTLs(A") + fi(B', C\, D') + E' + K.

Clﬂ = ROTL30(B D)
1+1 Cl
El+1 =D
Trong do:

f=fir voi0<i<19
f'= Fron V6120 <i<39 va 60 <1< 79
f fmaj, v6140<1<59

Céc hang s K' duoc dinh nghia nhu sau:
K'=0x5A827999, v4i 0 <i< 19
K'=0x6ED9EBA1, v6i 20 <i< 39
K'=0x8F1BBCDC, v6i 40 <i< 59
K'=0xCA62C1D6, v6i 60 < i< 79.

3. Paura (ban ma) 1a gié tri cua 5 thanh ghi A, B, C, D, E sau 80 budc.

Thuat toan giai ma

1. Pau vao (ban mi) gdm 160 bit dugc chia thanh 5 khéi 32bit va 1an luot gan
cho 5 thanh ghi (32 bit) A, B, C, D va E. Khoa K =[W’ || W' || W?|| ... || W"] -
gdm 15 word.
2. Thyc hién gidi ma nhu sau:

e Mo rong 512 bit khoa thanh 2560 bit khoa:

W'=ROTL;(W” ®@ W* @ W' ® W%, 16 <i<79.
e for (i=80; 1>0; --1) thuc hién

Al B1+1
B'= ROTLZ(C‘“)
Cl D1+1
D E1+1

~ E'=A"-W-ROTLsA) - f(B', C', D)) - K'.
3. DPaura (ban rd) la gia tri cua 5 thanh ghi A, B, C, D, E sau 80 budc.

1.3 Tan cong SHA trong ché dd mi hoa
Hai tin cong tot nhét d3 biét trén cac hé thdng tuong tu v0i SHA trong ché 46 ma
hoa 1a tham ma tuyén tinh [7] va tham md vi sai [1]. Co rat nhiéu cac dang khac

nhau cua 2 tan cong nay dugc dé nghi trong cac tai liéu nhung nguyén ly co ban la
gan gidng nhau. Ciing vay, nhiéu tan cong khac voi cac luge dd mi hoa da duoc

50



go1 y nhung ching déu it thong dung hon 2 tan cong ¢ trén. Hon nita chung t61
cho rang cac thugc tinh khoa yéu tiém an, cac tin cong khoa lién quan (related key
attacks) [2] hoic céc tan cong twong tu c¢6 thé chuyén thanh cac tin cong va cham
(collision attacks) mot cach hi¢u qua trén ham nén; do d6 ching ta két luan réng
khong c6 bién phap truc tiép nao tan cong SHA trong ché d6 mi hoa. Trong bao
c40 nay ching ti chi xét tham ma tuyén tinh va thAm ma vi sai. C4c tin cong niy
dugc ap dung voi SHACAL, nhung nhu chung ta s& thay, do phic tap tin cong
dua trén nhimng tiép can nay 1 hoan toan khong thuc té.

SHA st dung xen 14n 2 nhom toan tir, phép cong modular 2** va XOR (cOng ting
bit theo modulo 2). Néu chung ta st dung biéu dién céac tir theo nhi phén, vi du: A
= aw_12w'1 + ...+ a;2 +ay, va tuong ty vo1 S, biéu dién nhi phan cua téng Z=A+S
duoc tinh bang cong thire sau:

zj = aj + s T ©j.; va Gj = a;s; T a;si.; + S{0;.1, (1)
ma o ky hleu bit nhé va 6.,= 0 ([9]). Cong thirc nay s& duoc dung trong phan
tiép theo nhiéu lan.

2. Thaim mai tuyén tinh

Tham mi tuyén tinh cd ging xac dinh mot diy cac xap xi tuyén tinh A; vdi cac
thanh phan chtrc ning khac nhau trong ma khdi, d6 1a cac S-box, phép cong sb
nguyén, cac toan tir logic hodic bit ctr toan tir gi. Cac xap xi tuyén tinh riéng 1é sau
d6 duoc két hop lai dé tao xap xi cho phan 16n hon ctia thu tuc ma hoa. T6 hop cac
xap xi tuyén tinh chi don gian 1a XOR theo bit vi vdy xap xi cudi cing 1a A; @ A,
D .. .DA,.

Trong phan tich tiép theo chiing tdi s& chi xét cac xap xi theo tung bit riéng biét
thong qua cac toan tu khac nhau. Kinh nghiém thue té chi ra ring ¢ gang sir dung
cac xap xi tuyén tinh nang hon (heavier linear approximation) s€ som gap phai rac
roi. ‘Trong khi c6 thé tudng twong dugc rang voi mot sd toan tir thi cac xap xi
tuyén tinh ning hon s& c6 do léch (bias) riéng biét lon hon, nhung thuong khé su
dung chting hon nhu mot phan cua tan cong va nhu vay ching thuong khong hiru
ich. Chung ta s€ st dung ky hiéu ¢; dé biéu thi mat na c6 1 bit duy nhét duoc su
dung dé tao nén x4p xi tuyén tinh. Cho nén e; 1a tir 32 bit ma co cac sd 0 & tat ca
cac vi tri bit trir bit th i. Ta s& qui dinh vi tri bit c6 trong s6 nhé nhét 14 bit 0.

Trong tit ca cac vong c6 4 phép cong ) nguyén. Tuy nhién, hai trong s6 nay 1a
cong v6i cac hang sd; mot véi khoa va mot la hang s6 cua vong. Trudce tién ta tam
thoi bo hai phép cong nay, nhung thyuc té gia tri ctia khoa co tac dong quan trong
dén do6 léch cua xép xi.

Ngay ca khi khong c6 xem xét nay, sir dung cac xdp xi tuyén tinh qua hai (hoic

nhié}u hon) phép cong lién tiép da 1a Vér} dé phirc tap. Nhu mot vi dy, ching t61
muon xét phép cong voi hai phép cong s6 nguyén x = (a+b) + c. Xét phép cdng so
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nguyén thtr nhat y = a + b mot cach riéng biét. Khi do xac suat dé co cac xap x1
tuyén tinh a[i] @ b[i] = y[i] (0<i<3])la 2. Néu sau do ta xet phép cong s6
nguyén thir hai x =y + ¢ ¢6 thé goi cho chung ta sir dung truc tiép B6 dé Pilling-
up, nhung diéu d6 sé& cho ta cac két qua sai lam.

Vi dy, trong Vi tr1 biti= 2 B6 dé Pilling- up ¢ thé phat biéu rang xap xi xay ra voi
d6 léch 27 x 27 x 2 =27, Nhung chu y rang dau ra cua phép cong s6 nguyén thir
nhat duoc st dung truc tiép nhu 1a dau vao cho phép cong so nguyén tht hai, do
do hai phep toan nay 1a khong doc 1ap nhau. Thay vao do, néu ta danh gia cac biéu
thire logic mét cach truc tiép sur dung 3 bit ¢ trong s6 thp nhat ctia a, b va c thi ta
thdy rang d6 1éch trong thuc té 1a 2.

Trong trudng hop cua SHA-1 ching ta con c6 tinh hudng phirc tap hon nira.
Chung ta c6 mot diy phép cong can phai xap xi x = (a + b) + k + ¢, ma k 13 hang
s6 phu thudc vong (hoic khoa). Xap xi ma ching ta du tinh st dung 13 x[i] = a[i] +
b[i] + k[i] + c[i] (0 £1 < 31). B§ I¢ch ma ta quan sat dugc s€ phu thudc vao gia tri
cua k.

Chung ta hiy xét mot trudng hop don gian hon, x = k + y. Hinh dung rang chiing
ta tao x4p xi x[i] = k[i] + y[i] (0 <1< 31), ma y[i] 1a bit phy thudc ban rd va k[l] la
bit khoa ¢6 dinh. Rd rang néu chung chi xét bit co trong s6 thap, i = 0, thi xap xi
ludn ludn xay ra. Véi biti1 =1, xap xi ludn xay ra néu k[0] = 0, nhung chi V01 Xac
suét 0.5, nghia la d¢ Iéch bang 0, néu k[0] = 1. Néu ta str dung bit i > 1 cho xép xi
thi cac s6 nguyén k thoa man (k & 2 - 1)) = 0 cho d6 1éch 16n nhét, vi khi d6 s&
khong ¢6 céc bit nhé trong cac vi tri bit thap hon i, va xap xi ludn ludn xay ra, xem
cong thirc (1). Chu ¥ rang sb cac khoa “yéu hon” nay cho ta do léch 16n nhét la
phu thudc vao vi tri bit i. Khi1=2 ta c6 mot trong bon khoa d6 cho do léch 16n
nhat. Néu i = 30 thi ta chi c6 mot trong 2% khoa cho d6 1éch 16n nhat nay. Chiing
ta cling chll ¥ rang mot sb gia trj cua k cho ta do 1éch bang 0. Chinh 1a cac gié tri
cta k thoa man (k & (2' — 1)) = 2. Vi céc gia tri nhu vay khong c6 cic bit nhé
cho cac vi tri nho hon i-1. Nhung vi k[i-1] = 1 trong trudng hop nay, nén s&€ co
mot bit nho trong vi tri i néu va chi néu y[i-1] = L. Neu y bién 601 qua tat ca cac
gia trj (cach tiép can thudng thiy trong thim ma tuyén tinh) thi xap xi x[i] = k[i] +
y[i] xay ra voi xac suét 0.5, do d6 do 1éch bang 0.

2.1 Tét ca cac vong

CAu tric vong ctia SHA-1 ¢ nghia rang trong tat ca bén vong chiing ta ¢ thé dé
dang xac dinh ho cac xap xi tuyén tinh ma ludn ding vé6i ca bon budc. Chung ta sir
dung I" dé ky hiéu mot mau bit téng quat dugc dung trong xép xi va x° dé ky hiéu
phép quay trai cua tir 32-bit x di ¢ vi tri.
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Pay 1a mot xap xi tuyén tinh “hoan thién” (perfect) thong qua 4 budc bat ky cia
SHA-1. M¢é rong xap xi nay chiing ta s€ can tinh téi anh hudng cta cac ham logic
khac nhau dugc dung trong cac vong khac nhau.

2.2 Cacvong 2 va4

Trong cic vong ndy ham logic fyo duoc dung dé té hop cac tir 13 phép XOR theo
bitb © ¢ © d. Ham nay dua ra mot s6 kho khan cho cac nha tham ma khi ¢6 gang
di€u khién so bit dugc dung trong cac xap xi.

Trong vong 2 va 4 ta co thé mo rong xap xi tuyen tinh “hoan thién” co s¢ ma ta da
chi ra cho tat ca cac vong theo cach sau. Dleu nay cho ta mot xap xi tuyen tinh c6
tac dong qua bay budc va xay ra voi xac sudt 1 (tic 1a do 1éch 1a 1/2). Dé tiép tuc

tadat " = e,.
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Ta gia thiét rang day 1a xap xi tuyen tinh “hoan thién” dai nhat thong qua cac budce
trong vong 2 va 4. Néu ta sir dung Xap xi nay dé tan cong th1 ta sé can mo rong no.
Néu ta xét chi phép mé rong c6 thé & phia trén thi ta co xap xi tuyén tinh mot -
budc (one-step) sau:

A B C D E
€29 57) € &) €
) - - - -

O phia chan cta xap xi tuyén tinh bay-budc (seven-step) ta can sir dung xap xi
mot-budc sau:

A B C D E
- €o e25Pes ex5Pes e30Pey
630@60 627@625 €28 625@60 625(‘960

Str dung cac ky thuat da dé cap trong phan dan nhép, ching ta uoc lugng rang do
léch 16n nhat cho xap xi tuyen t1nh chin- buoc (c6 tinh dén gla tr1 co the t6t nhat
cho dit liéu khod) 1a nho hon 2 22" ><2 2 va nhiéu hon 2°x27x2 = 27, P 1éch
nay c6 thé ap dung cho mot trong 2°* khoa vi ta can mot diéu kién khoa trén xap xi
trong budc 1 va mot diéu kién khoa trén Xap xi trong budc 9. Vi xap xi mot trong
2% khoa se khong co do lech cho xap xi tuyen tlnh nay Gia tri trung binh cua do
léch ta cAn phai nam giita 2°x2°x2 = 27 va 27*x2*x2 = 277, Céc thir nghiém cho
thdy d6 léch dé sir dung cac diéu kién khoa tot nhat 1a khoang 2°*° va do léch
trung binh d6 trén tap tit ca cac khoa 12 2°°°. Vi 1 trong 4 khoa khong c6 d6 1éch
trong xAp xi.

Chung ta da x4c dinh x4p xi chin budc. Dé lam thuan tién hon phan tich tong quat
clia ta, ta s& thém 1 budc vao xap xi 9 budc nay. Ta c6 thé thém 1 budc & dau hoidc
& cudi. Véi cac nha tham ma, viée thém xdp xi 1 bude sau vao phan dau cia xap xi
da c6 duong nhu dé dang hon.

A B C D E
€24De, €20Dey €20Pe; e20Pe, €29
€29 €2 €2 €2 €2

Tiép theo cac phuong phap trén, chung t61 s€ udc luong rang do 1éch 16n nhat d6
(dud1 nhitng di€u kién khoa thuan lgi nhat cho nguoi phan tich) nam trong khoang
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(2,27 va @6 léch trung binh d6 nam trong khoang (27, 2°'°). Vi mot chut troi
hon 1 trong 4 khoa s& khong c6 d6 1éch. Cac thir nghiém chimg minh rang cac gia
tri khod t6t nhat (ma c6 thé xuét hién véi 1 trong 2% khoa nglu nhién) cho do
léch cua 27 nhung d6 1éch cho khod trung binh d6 dugc thuc hién tdt hon mot
chat mong muén véi do 1éch 277 V1 truong hop cua cac gia tri khoa t6t nhat 13 rat
h1em chung t61 dé nghi st dung 2° nhu mot biéu dién than trong cho do léch cua
xap xi tuyen tinh budc mudi nay trong cac vong 2 va 4.

2.3Vong1

Nhu phan tich ctia chung t6i trong vong 2 va 4, ta xét mo rong tot nhat cho xap xi
“hoan thién” 4 budc co sé ma ap dung trong tat ca cac vong. Ham logic & day fir
1a bc ® (1 @ b)d. Khong co cac Xap x1 hoan thién nao thong qua phép toan nay,
mac du c6 mot vai xap xi voi do 1éch 272,

Ta c6 thé thdy mé rong 4-bude sau cho xap xi tuyén tinh co s da co:

A B C D E
- - - - eO
J Vi
€o €27 - €o -
J Y
- €o €25 - €o
J Vi
€ €7 - ex5Dey -
J Vs
- €o €25 - e25Pey

Do léch cho m¢ rong nay co thé duoc tinh 13 2°. Trong mo rong t1ep theo ta can
xap xi qua phép cong tai mot vi tri bit khac voi bit co trong s6 nho nhat. Ta s& coi
nhu d6 1éch cua x4p xi nay c6 thé khoang 2.

Mo rong 2-budc sau cho phép ta thuc hién xdp xi 10-budc cho cac budc trong
vong 1 ma xay ra voi do léch khong 16n hon 27 trong truong hop t6t nhat va trung
binh trong khoang (27, 2°%).

A B C D E

- Co €25 - €25Dey
€25Pey €27Pey - o -

- 6256‘)60 625@618 = €o

Thuc nghiém dé khing dinh x4p xi tuyén tinh 10-buéc. Do 1éch trung binh 1a 272
va voi cac diu kién khoa tot nhat (xay ra cho 1 trong 2% kho4 ngiu nhién) do 1éch
qua 20 1an thir 1a 277,
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Chung ta sé& str dung 2° nhu wdc lugng cho d6 1éch cua xp xi tuyén tinh 10-bude
nay cho cac budc trong vong 1.

2.4Vong3

Mot lan nita ching ta xét cac md rong cho x4p xi tuyén tinh co s ép dung cho tat
ca cac vong. Ham logic ¢ day fmaJ 1a bc @ cb @ bd. Khong ¢ xap xi hoan thién
nao v6i ham nay, mic di c6 mot vai xap xi véi do 1éch 272,

Ngay lap tirc ta c6 thé thly mo rong 4-bude sau cho xap xi tuyén tinh co sé dang
co:
A B C D E

- - - - eo
J Vs
€o €27 - €o -
\s Y
- €o €25 - €o
J Vs
€o €27 - €25 -
J Y
- €o €25 - €25

Do 1éch cho mé rong nay cé thé duge tinh 14 2°. Dé mo rong hon nira ta can xap
Xi pheép cong tai vi tri b1t khac voi bit co trong s6 nho nhat. Ta s& coi nhu d6 léch
ctia x4p xi nay khoang 2 cho phép cong s6 nguyén dic biét nay.

Mo rong 2-budc sau cho phép ta thuc hién xdp xi 10-budc cho cic budc trong
vong 1 ma xay ra véi do 1éch khong 16n hon 27 trong truong hop tt nhat (cho nha
phan tich) va trung binh trong khoang (27, 2°7):

A B C D E

- €o €25 - €25
J
€35 €2 €30 - -
J

- €25 Cig €30 -
Cac thyc nghiém xac nhan xap xi tuyén tinh 10-budc nay va véi cac diéu kién
kho4 tot nhat (xay ra voi 1 trong 2*° khod ngiu nhién) d6 1éch 1a 27 va véi trudng
hop trung binh do 1éch trung binh 1a 274,

Ta s& str dung 2 13 u6c luong cho d6 1éch cua xap xi tuyén tinh 10-budc voi cac
budc trong vong 3.
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2.5 Lién két giira cac vong

Xap xi tuyén tinh 10-budc ma ching ta di xac dinh trong vong 2 va 4 1a dung voi
40 budc ciia SHA-1 day du. Do d6 chiing ta u6c lugng rang khi sir dung xap xi
nay do léch cao nhat 1a (2'6)4><23 =22 bay tat nhién 1a mot uée luong than trong
cao. Trong s6 nhiéu gia thiét c6 loi cho nha phan tich ma co gia thiét 1a xap xi
tuyén tinh 10- budce nay co thé ghép nbi voi chinh chung. Nhung né khong thé.
Viéc mé rong xap xi ndy ¢ ca 2 phia duong nhu cung cap d6 suy giam khat khe
trong d6 1éch cua xap xi tuyén tinh c6 thé khai thac duoc.

Véi vong 1 chl'mg ta c6 thé udc luong than trong ré“lng 20 budc co thé duge xap xi
bing mot xap xi tuyen tinh voi d6 1éch khong qua (2° 6yx2 = 2 H . Cling nhu vay ta
c6 thé wdc luong riang 20 bude trong vong 3 c¢b thé duoc xip xi bang mot xap xi
v6i d6 léch khong qua (27°)*x2 =27,

Véi cac diéu kién c6 loi nhit cho nha tham ma (cac diéu kién ma ta tin 1a khong
thé duoc thoa méan thuc) néu SHA-1 duoc xdp xi str dung mot xap xi tuyén tinh
thi do 1éch s€ khong vuot qua 22 2 %29 % 22=2"% Chu v ré“lng cac diéu kién
khoa can thiét cho d¢ léch tt nhat v&i cac xap xi trong vong 1 va 3 rat hiém khi
Xdy ra va vi vay chung ta bo qua truong hop nay va suy ra rang d6 1éch dai da 56
chic nhu dudi 27*°. Mit khac, cha ¥ rang x4p xi dd dwa ra d6 c6 do léch 0 voi
nhiéu khod va vi vy cac xap xi khac c6 thé dugce nha phén tich dung trong nhitng
truong hop nay dem lai do Iéch 1am viéc suy giam (reduced working bias).

Do d6 tin cong tham ma tuyén tinh trén SHA-1 st dung it hon 2** ban rd da biét 1a
khong thé thyc hién duoc.

3. Tham ma vi sai

Diéu gi lam tham ma vi sai khoé thyc hién trén SHA-1? Thu nhat, viéc st dung gé
phép cdng modulo va phép hoac-loai trir (XOR), va thur hai l1a cac ham phi tuyén
fif) fxora fmaj-

Trude tién ching ta hdy xet quan hé gilra cac vi sai cua phep XOR va phép cong
sd nguyén. Phép cong sd nguyén cia mot tir hang sO S voi cac tir 32-bit AvaB, A
va B chi khac nhau & mdt vai bit, khong nhat thiét dan t6i viée ting sd bit khac
nhau trong cac tong A + S va B + S. Piéu nay c6 thé duoc chi ra boi truong hop
dac biét sau: Gia su cac tur A va B chi khac nhau ¢ bit thir 1, 1<31. Khi d6 A + S va
B + S ciing chi khac nhau & bit thr i, diéu ndy xay ra véi xac sut 1/2. Str dung
cong thirc (1) ta thiy rang A + S va B + S khac nhau & chinh xac 2 bit (lién nhau)
v6i x4c suat 1/4. Co6 mot treong hop quan trong va dac biét can xét, la khi A va B
chi khac nhau & bit ¢6 trong sd cao nhat, vi tri 31. Trong truong hop d6 A +Sva B
+ S ciing chi khac nhau trong bit ¢ trong s cao nhat.
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Cac ham fif, fxon fmaJ déu thuc hlen theo tung bit. Do do, ta co thé dé dang tim ra
xem céc vi sai tai cac dau ra cia mdi ham phy thudc nhu thé ndo vao céc vi sai clia
3 dau vao. P chinh 13, ta c6 thé xét 3 dau vao (mdi dau vao 1 bit) va dau ra o mot
bit. Bang 1 chi ra diéu ndy cho ca 3 ham. Ky hiéu cua bang nhu sau. Ba cot dau
tién biéu dién 8 vi sai c6 thé cho cac dau vao 1 bit x, y, z. Ba cot tiép theo chi ra
cac vi sai & dau ra ciia mdi ham. ‘0’ ky hiéu rang vi sai lu6n 1a 0, ‘1’ ky hiéu vi
sai ludn 13 1 va ‘0/1” ky hiéu rang mot nira sd trudng hop vi sai s& bang 0 va nia
sO truong hop con lai vi sai s& bang 1. Cha ¥ rang ham f, 13 tuyén tinh trong céc
dau vao, tuc 1a vi sai tai cac dau ra co thé duoc xac dinh tir cac vi sai tai cac dau
vao. Tuy nhién, nhu ching ta s& thiy, f.or gilp cho phtic tap thAm ma vi sai voi
SHA.

Bang 1: Phan phdi ciia cac vi sai exor thong qua cac ham f.
X y z fxor fif fmaj

0 0 0 0 0 0

0 0 1 1 0/1 0/1
0 1 0 1 0/1 0/1
0 1 1 0 1 0/1
1 0 0 1 0/1 0/1
1 0 1 0 0/1 0/1
1 1 0 0 0/1 0/1
1 1 1 1 0/1 1

Trong phan tiép theo chiing ta xét mot s6 ddc trung cho tat ca cac vong va véi moi
vong.

3.1 Tét ca cac vong
Bang 2. Dac trung 5 budc

A B C D E  prob
€6 0 0 0 €31
\ 1
0 €6 0 0 0
\ 1
? 0 €24 0 0
\ 1
? ? 0 €24 0
d 1
? ? ? 0 €4
\ 1
? ? ? ? 0
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Pic trung ciia hinh 2 xay ra voi xac suat 1 qua 5 budc (bat ky) ciia 1 trong 4 vong
bat ky. Dau cham hoi (?) chi ra mot gia tri khong biét. Do d6, mot cip ban rd chi
khac nhau tai cac tir dau tién & vi tri bit 26 va & tir thtr 5 tai vi tri bit 31, dem dén
ban 16 sau 5 budc 1a bang nhau tai cac tir thir nam. Vi sai & cac tir khac cta ban 16
s€ phu thudc vao vong dac biét dugc xét va ban rd tham gia.

3.2Vonglva3
Pau tién ta xét dic trung 5 budc cua phén trude. Vo1 cac ham fir va fi, n6 cho
dac trung qua 5 budc nhu sau:

A B C D E  prob
€26 0 0 0 €31
\ 1
0 €6 0 0 0
\ Z
0 0 €24 0 0
\ Vs
0 0 0 €24 0
\ iz
0 0 0 0 €4
\ Y
€24 0 0 0 0

Diéc trung nay c6 thé dugc ghép vai dic trung 3 budce ¢ phan dau va dic trung 2
budce ¢ phan cudi, thu duoc dic trung 10 budce sau.

A B C D E  prob

0 (] €26 0 0

\ Ya
0 0 €31 €26 0
\ Ya
0 0 0 €31 €6
\ Ya
€6 0 0 0 €31
\ 1
0 €26 0 0 0
\ iz
0 0 €24 0 0
\ Z
0 0 0 €24 0
\ Z
0 0 0 0 €24
\ Z
€24 0 0 0 0
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€29 €24

— O
(e
(e

) €29 €2 0 0

bic trung 10 budce nay co xac suat 27 Nhu da chi 3, viéc mo rong dac trung nay
cho nhiéu budc hon, 20 budc chang han, s& bao gdm cac budc voi trong sb
Hamming trong cac vi sai ctia 5 tir 1on hon so voi 10 budc dau tién ¢ trén.

Ta phong doan rang dic trung & trén 1a mot trong cac dic trung véi xac suét cao
nhat qua 10 budc, va mot dac trung bat ky nao nhu vay qua 20 budc cua vong 1 va
vong 3 s& co xac suat nho hon 27%°,

3.3Vong2va4

DPdi v6i tham ma vi sai, ham fxor dugc dung trong vong 2 va 4 duogc coi la sy khac
biét quan trong so v&i cac ham duoc dung trong vong 1 va 3. Chil y dau tién 1a néu
ta thay tat ca phép cong modulo bang phép XOR, cac budc trong vong 2 va 4 1a
tuyén tinh di voi vi sai XOR, néi cach khac, cho trude vi sai ddu vao ngudi ta cé
thé v&i xac suat 1 xac dinh dugc vi sai & dau ra sau mot sb bude bat ky, tdi da 1a
20. Nhu da chi ra ¢ trén, viéc stir dung 1an phép cong modulo va XOR chi c6 mot it
anh huong cho cac cép ban rd voi vi sai ¢6 trong s6 Hamming thap. Do d6 dic
trung t6t cho cac budc niy can co trong s6 Hamming thip chay qua cang nhiéu
budc cang tot. Trudc hét, xét ddc trung 5 budc cua bang 2. 4 budc dau tién duoc
suy ra nhu trong bang 3:

Bang 3
A B C D E  prob
€26 0 0 0 €31
\’ 1
0 €6 0 0 0
\’ Y
€26 0 €4 0 0
J Y
€431 €26 0 €24 0
\’ 1/16

€4242629 €2431 ©Co4 0 €24

O day chung ta da str dung ky hiéu e, .choe ®e, ®.De,.CoO thé thay rang

cho dic trung nay thi trong s6 Hamming ctia vi sai ¢ cac tir ban ma sé& ting 1én
cho céac budc sau. Khac di, hay xét dac trung duoc chi trong bang 4.
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Dic trung nay duoc tim boi may tinh. Trong tt ca cac vi sai dau vao cé thé cho
dén vi sai 1 bit tai mdi mot trong s6 5 tir dau vao, téng cong 33° — 1 dac trung, 9
budce cudi cung cua ddc trung trén co trong s6 Hamming thip nhét trong céc vi sai
ban ma cua tat ca cac bude. V6i tim kiém nay chung toi da thay phép cong modulo
bang XOR. Pic trung 9 budc ¢ thé dugce ghép ndi voi dac trung mot bude O phan
d4u, nhu d3 chi ra & trén. Trong SHA thuc xac suét cua 10 budc nay xap xi 27,
ma ching to1 da dung trong udc lugng & trén cho cach chay cua vi sai XOR sau
phép cong modulo. Piéu niy co6 thé khong dua ra cin cho dic trung tot nhat qua
10 buéc ciia SHA, nhung mot tim kiém day du duong nhu khong thé hién
(implement) dugc, hon nita c6 du bang ching dé két luan rang khong cé dic trung
xac suat cao qua 20 budc ciia vong 2 va 4. Chiing t6i uwéc luong rang dic trung tot
nhat nhu vay s& c6 xac suat nho hon 272

3.4 Lién két giira cac vong

Str dung cac udce lugng cho cac dac trung tdt nhét cho cac vong 1, 2, 3 va 4 ctua
phan trudc, ta dugc mot udc lugng cia dic trung tot nhat cho toan bo 80 budce cua
SHA, 14 2720 * 277 % 2720 % 2732 = 211 Ch{ing t6i nhan manh rang udc luong nay la
dugc rat ra rat than trong. Trudc hét, cac ude lugng cho mdi vong déu rat than
trong, va thir hai 14 khong c6 sy bao dam 1a cac dic trung cd xac suit cao cho mdi
vong lai co thé ghép ndi lai cho toan bo mi phap. Do d6 ching t6i két luan rang
tham m4 vi sai SHA dudng nhu yéu cdu mot khdi lugng ban rd chon loc 13 khong
thuc.

Bang 4

A B C D E prob
€1 C3 €1 €11 €1,3,11

d 1/16
€6 €1 €1 €1 €11

J Vi
€1 Co €31 €1 €1

J Vi
€31 € €4 €31 €1

J Y,
€31 €31 €31 €4 €31

J Vs
€31 €31 €29 €31 €4

J Vi
€29 €31 €29 €29 €31

J Y,
) €29 €29 €29 €29

J Vi
€7 57) €27 €29 €29

J 1/16
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€2,12,27 c7 €o €27 €29

d 1/32

€17,2729  €2,12.27 Cs €o €27

4. Két luan

Trong phan truéc chung toi da suy ra réng tan cong tham ma tuyén tinh trén SHA-
1 nhu mot ham ma hoa yéu cau it nhat 2% ban 15 da biét va tin cong vi sai yéu cau
it nhat 2" ban 16 chon loc. Chi y rang chung ta dang xét cac Xap xi tuyen tinh va
cac dic trung vi sai ¢6 thé xay dung dugc mot rd rang. Cung rat tot néu c6 cac xap
xi va dic trung trén SHA-1 ma chua duge phat hién boi kiéu phan tich nay. Thay
vao do, nguodi ta cling co thé tim kiém bang phuong phap brute-force. Vi chua c6
mot dudng tit ndo duoc biét d6i voi tim kiém ndy, nén xac sut ndy can phai duogc
xem nhu khong c6 thé xay ra ciing nhu khong c6 gia tri thuc hanh.

Cac k¥ thuat cua ching t6i trong viéc kién thiét cac xap xi va cac dic trung la
khong theo thé thirc, nhung dua trén cac kinh nghiém thyc hanh. Chung toi da rat
can thén trong cac danh gia va cam thy rat tin tuong khang dinh rang tin cong
tham ma vi sai hodc tuyén tinh sir dung it hon 2% khdi ban rd 1a khong thé thuc
hién duoc. Chung t6i ciing chu ¥ rang & diém nay du sao mi khéi 160-bit bit dau
16 thong tin ban rd khi duge dung dé ma hoa nhiéu vin ban véi cing mot khoa.

Cudi cung chung t6i dé& cap rang cac xem xét tham ma bo sung chang han céac
dang tham ma tuyén tinh, x4p xi tuyén tinh boi (multiple linear approximations),
va cac kiéu tham vi sai khac nhau 1a khong thé c6 sy khac biét dang ké véi cac udc
luong va phén tich cua chung t6i. Do d6 khong co sy khac biét vé thuc hanh véi
két luAn ma chung toi dua ra.
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Cac ham bam dua trén ma khoi: phuong phap thiét ké

Bart Preneel, René Govaerts, Joos Vandewalle
CRYPTO’93, pp. 368-378

Tom tat:Viéc thiét k€ cac ham bam dua trén ma khoi duoc nghién ciu khi do dai
clia gia tri bam bang véi do dai khoi cia ma khoi va khi do dai khoa x4p xi bang
do dai khoi. Mo hinh téng quét dugc trinh bay, va chi ra ring mo hinh nay bao
gdm 9 lugc d6 da xuat hién true day trong tai liéu in. Trong mo hinh téng quét do,
ton tai 64 lugc do co thé, va chi ra ring 12 trong chiing 1a an toan, ching c6 thé
dua vé 2 16p dua trén céac bién déi tuyén tinh cta cdc bién. Tinh chat cta 12 lugc
do6 nay tuong tng véi tinh yéu clia ma khoi nam trong da duoc nghién ctu. Ciing
phuong phdp nay c6 thé md rong dé nghién ctiu cdc ham bam c6 khod (MAC’s)
dua trén ma khdi va cac ham bam dua trén phép tinh modulo. Cu6i cung, mot tan
cong méi duge trinh bay d6i véi luge d6 duge dé nghi boi R. Merkle.

1. Mo dau

Cac ham bam la cac ham nén dau vao c6 do dai bat ky thanh mot xau cé do dai co
dinh. N6 la khoi kién tric co ban cho cac ing dung mat ma giong nhu bao vé tinh
toan ven dua trén “dau van tay” hay lugc do chit ky s6. Cac yéu cau mat ma da
dugc dat 1én ham bam 1a [4, 5, 19, 27, 28]:

tinh mét chiéu: theo nghia nay, khi cho X va h(X), s& “kh6” tim duoc mot tao anh
thit hai, tc 1a ban tin X’# X sao cho h(X’) = h(X),

chong va cham: “kh6” tim dugc va cham, tiic 1a hai bién khac nhau sao cho c¢6
cung gia tri bam.

Ly do chinh d€ kién thiét hAm bam dua trén ma khéi 1a cuc ti€u hod viéc thiét k&
va no luc cai dat. Thiét k€ mot cau tric an toan la bai todn khé; di€u nay dugc
minh hoa bang mot s6 16n cdc lugc d6 da bi phd va [23, 27].

Kién thiét ddu tién cho cdc ham bam dua trén ma khoi 1a cdc ham bam nham st
dung DES [10]. Trong trudong hop nay, kich thudc ctia gid tri bam (64 bit) bang véi
do dai khoi ciia ma khai va kich thudce clia khoa (56 bit) 1a xap xi bang do dai khoi.
Céac ham bam dang nay sé& dugc nghién citu trong tém tat md rong nay. Céc kién
thiét vé sau cho cac ham bam chong va cham da duoc phét trién dua trén DES;
trong truong hop nay doi hoi rang kich thude clia gid tri bam it nhat 1a 112..128 bit
(vi tdn cong ngay sinh [33]). Cac vi du vé cdc luge d6 khong bi pha v ¢6 thé tim
thay trong [20, 22]. Cong trinh gan day xem xét viéc kién thiét cdc ham bam néu
do dai khoa gdp doi do dai khoi [17], va néu khoa duoc coi 1a khong déi [26]. Cac
kién thiét ban dau van con la thd vi boi vi d6i véi mot s6 ting dung, mot ham bam
mot chiéu 12 di. Hon nita, ching c6 thé din dén mot ham bam chéng lai va cham
néu ma khoéi cuing v6i do dai khoa du 16n 12 ¢6 thé.
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2. Mo hinh tong quat
Phép ma ban rd X bang khod K dugc ky hiéu 1a E(K,X). Phép giai ma tuong tng
dp cho ban ma C dugc ky hiéu 1a D(K,C). Trir khi khing dinh khic di, gia thiét
ring ma khoi khong ¢6 diém yéu. Do dai khoi , tic 1a kich thudc cha ban ro va ma
theo bit dugc ky hiéu bang n va kich thudc khod theo bit dugc ky hiéu bang k. Déi
tuong clia ham bam lap duoc chia thanh t khéi tir X, dén X,. Néu do dai tong thé
khong 12 boi cta n, d6i tugng cin phai dugc kéo dai theo mot qui tic xdc dinh.
Ham bam h ¢6 thé mo ta theo d6 nhu sau:

H, = f(X, H.), i=1, 2,..., t.
0 day f 1a ham vong, H, bing véi gid tri khoi ddu (IV), n6é duoc chi ra cing véi
lugc do, H, 1a gia tri bam. Ty 1é R cua ham bam dua trén ma khoi duoc dinh nghia
nhu 1a s6 cac phép ma can xtr 1y mot khai n bit.

M6 hinh téng quat cho ham vong clia hAm bam s& dugc nghién citu trong tém tat
md rong ndy dugc mo ta & hinh 1. D€ cho don gian, ta gia thiét ring k = n. Ma
khéi c6 2 dau vao, chinh 1a khod K va ban rd P, mot ddu ra C. Ngudi ta c6 thé chon
lam cdc dau vao mot trong 4 gid tri: X,, H,;, X, @ H;, va hing s6 V. Ciing c6 thé
thay doi ddu ra C bang phép feedforward bang phép cong theo modulo 2 véi mot
trong 4 kha nang c6 thé. Diéu nay din dén 4’= 64 luoc d6 khac nhau. Sau day,
chidng toi xin gia thiét rang w.l.0.g rang V bang 0 (7??) .

Phép tinh EXOR duoc chon vi né duge st dung trong céc dé xuat dugc téng quat
hoa & day; c6 thé chi ra rang né c6 thé dugc thay bdi mot phép todn bat ky 1a phép
hodn vi dé tinh ngugc (easy-to-invert permutation) cia mot trong cac dau vao khi
dau vao thit hai duoc c6 dinh. Cac han ché chinh ctia moé hinh nay 1a chi cé 1 phép
DES dugc st dung trong mot vong va bo nhd trong ctia ham bam ciing chi giGi han
dén mot khoi n-bit.

v > P
i —>:| E
—>
H1 1 FF C

X:®H; I

Hinh 1. C4u hinh khi do dai gi4 tri bam bang
do dai khoi. P, K va FF ¢6 thé chon tir tap
{V’Xi’Hi-l ’XiG_)Hi-l }
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3. Phan loai tan cong
5 Tan cong doi v6i ham vong (X, H; ) c6 thé nhan thay:

Direcrt Attack (D): cho H., va h,, dé tim duoc X.. T4t ca cdc luoc d6 ma bi t6n
thuong bdi tan cong truc tiép vé nguyén tic c6 thé duoc st dung dé ma, khi ma
phép ma X, cho két qua bdi h;. Tat nhién, cic mode CBC va CFB thudc 16p nay.

Permutation Attack (P): trong trudng hop nay H; c6 thé viét nhu 1a H | @ £(X)
v6i 7 12 ham mot chiéu: X; khong thé khoi phuc tir H; va H, ,, nhung gi4 tri bam 1a
doc lap doi véi thit tu cua cac khoi ban tin, diéu d6 cé nghia 1a mot tao anh thit hai
hay va cham dé tim thay. Hon nita, c6 thé chén mot khéi tin 2 1an. Céc tdn cong
nay la tam thuong, néu nhu H; chi phu thudc tuyén tinh vao H, ;.

Forward Attack (F): Cho H,,, H ,'-_1 , va X, (chu y rang diéu d6 c6 nghia 1a H; c6

dinh), dé tim duoc Xl‘-_l sao cho f(X;,H;_l):f(X,»,H,»_l):Hi. Trong truong
hop nay ngudi ta c¢6 thé dé dang kién thi€t dugc mot tao anh thit hai cho mot gi4 tri
bam da cho, nhung khong can thiét phai dé tim duoc tao anh cho mot phan tir da
cho trong mién gia tri.

Backward Attack (B): cho H;, dé tim dugc cap (X, H,,) sao cho f(X,,H; )= H..
Trong truong hop nay s€ 1a don gian viéc tim tao anh (hay tao anh thit hai) cling
véi gia tri khoi dau ngau nhién; tao anh (hay tao anh thi hai) c6 thé tim thdy nho
tan cong gap nhau & giita.

Fixed Point Attack (FP): tim H,, va X, sao cho f(X,,H,,)=H,,. Tdn cong nay
khong thuc nguy hiém: néu ham bam thoa man tinh mot chiéu thi sé& kho sinh ra
ban tin din dén gid tri cu thé H, .

Thit tu ctia cac tdn cong nay c6 mot y nghia quan trong: kha nang cta tan cong truc
ti€p ¢6 nghia 1a tan cong backward va forward 1a ciing c6 thé, nhung chiéu ngugc
lai khong ding. Trong trudng hop clia tAn cong hodn vi, ngudi ta c6 thé dp dung
tdn cong backward bang cédch trudc hét chon X; va sau d6 tinh H, ;. C6 thé chi ra
riang néu ca hai tan cong forward v backward (hodc permutation) 1a c6 thé thi tan
cong direct ciing c6 thé. Phép chiing minh ¢6 trong bai bdo ddy du.

4. Phan tich 64 lugc do
Béng 1 chi ra cdc tan cong c¢6 thé cho mdi mot trong s6 64 Iugc d6 chia mo hinh
tong quat. Cdc tan cong dugc chi ra boi chit cdi ddu ctia nd, trong khi d6 “- c6
nghia 1a ham vong f bi yéu mot cach tam thuong nhu 1a mot két qua doc lap véi
mot trong céc dau vao. Néu khong c6 1 trong 5 dang tén cong c6 thé d4p dung duoc,
thi V dugc dat vao chd dé.
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choice of | choice of choice of P
FF K X, |H, |X®H, |V

v X; - B® [B¥ -
Hi-l Dl _ D26 _
Xi® Hi_1 B2 B14 F27 F41
\Y% - - D -

X~ X _ BlS B29 -
H,, v Do [ye o |pe
XiC'B Hi_l FP4 FP17 B31 B43
V _ D18 B32 _

H, X P FP° | FP® p¥
H, D¢ |- D ;
XiC'B Hi.l FP7 FPZO B35 B45
\ D' |- D* -

XOH, |X P |[FP" [FPV P
H,, wo D2 |y D
X(‘D H. Bll B23 F39 F48
Vl ol p2 D F0 D%

Bang 1. Cac tan cong dai véi 64 luge d6 khac nhau. Cac luge
d6 dugc déanh s6 theo nhu cac chi s6 phia trén.

Céc lugc d6 18 va 28 tuong ting v6i CFB mode va CBC mode cho phép ma nhu da
chi ra trong [11, 14]; viéc cdc mode nay la hitu ich cho cac ham bam c6 khoa
nhung khong du dé kién thié€t cdc ham bam mot chiéu nhu da chi ra bdi S. Akl
trong [1]. Diéu nay ciing c6 lién quan dén viéc kha niang bao vé tinh toan ven dugc
dua ra cdc mode nay 1a c6 giGi han. Luoc d6 13 da dugc dé xuat bdi Rabin nam
1978 [28]: tuy nhién, R. Merkle da chi ra ring tan cong backward 1a c6 thé, tir d6
suy ra rang c6 thé tim dugc mot tao anh bang tdn cong gap O gitta.

Dé xudt ti€p theo la luoc d6 14, cdi d6 thudoc vé W. Bitzer trong [7,9]. R.
Winternitz [31] da chi ra rang tan cong gap nhau ¢ gita bdi R. Merkle ciing ap
dung duoc cho lugc do nay. Ong cling chi ra rang céc luge d6 13 va 14 1a bi t6n
thuong bdi tdn cong khod yéu: véi khoa yéu K, DES thoa man tinh chat
E(K,.E(K,.,X))=X, VX . Cheén hai lan khoa yéu vao nhu la khoi tin sé lam cho
hashcode khong thay déi trong moi lugc do.

Luoc do an toan dau tién (luge d6 3) duoc dé xuat boi S. Matyas, C. Meyer va J.
Oseas trong [18]. N6 “d6i ngau” véi luge d6 19, né duoc qui cho D. Davies trong
[31, 32], va dugc qui cho C. Meyer bdi D. Davies trong [8]. D. Davies da khang
dinh trong thong bdo cd nhan t6i cdc tdc gia cua bai bdo nay l1a 6ng khong dé xuat
ra lugc do. Tuy vay, luoc do nay duoc moi nguoi biét dén nhu 1a luge d6 Davies-
Meyer (vi du, xem [23]). Viéc lugc d6 nay bi tén thuong boi tan cong diém bat
dinh dugc chi ra trong [25]. Lugc d6 10 da duogc dé xuat boi céac tac gia va duge
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nghién ctu trong [30]. N6 xuét hién mot cach doc 1ap trong [24] nhu 1a mdt mode
cta N-hash. Nam 1990, ciing chinh Iugc d6 nay dugc dé nghi boi Nhat ban cho
ISO/IEC [15]. Chuén quoc t€ ISO/IEC 10118 Part 2 [16] chi ra hAm bam dua trén
mai khoi bao gébm luoc d6 3. Lugc d6 20 duoc dé xuit nhu 1a mot kiéu sir dung cho
ma khoi LOKI trong [3]. Cudi cling ciing chi y rang luoc d6 40 (cung vdéi tinh bi
t6n thuwong ctia né boi tdn cong forward) duge mo ta trong [18].

Tinh than ctia phuong phap nay Ia tat ca cdc luoc d6 dua trén mo hinh tdng quat da
dugc phan loai mot 14n cho tat ca. Uu diém thit hai 1a céc tinh chat cia 12 luoc do
“an toan” c¢6 thé duoc so sanh. Trudc hét, su phan loai ti€p theo sé& duoc lam dua
vao bién doi tuong duong.

5. Cac lép tuwong duong

Mot s6 16n céc luge do ¢ thé dugc phan loai ti€p theo bdi xem xét cdc bién doi

tuyén tinh cua cac dau vao. Lép cac luge do nhan duoc tir 1 luoc do6 bdi anh xa

tuyén tinh cua cac bién va dugc goi la cac 16p tuong duong.

- Trong 7 16p tuong duong, ham vong phu thudc vao hai dau vao doc lap (X; va
H, ,), va 6 bién déi c6 thé, vi ¢6 6 ma tran nghich dao 2 x 2 trén GF(2). C6 thé
chi ra ring trong 2 trudng hgp, ham vong 1a an toan hodc bi tén thuong boi tan
cong diém bat dong, va trong 5 trudng hop ham vong bi t6n thuong bdi tdn
cong truc ti€p, boi tan cong hodn vi hoac tan cong backward.

- Trong 7 16p tuong duong, ham vong phu thudc vao mot dau vao doc lap duy
nhat. Vi c6 3 ddu vao ¢6 thé, chinh 1a X;, H; |, va X; @ H, | tuong ting vdi 3 vecto
khac khong do dai 2 trén GF(2). Néu ham vong phu thudc téng ctia hai dau
vao, n6 khong phai 12 yéu mot cach tdim thuong. Tuy nhién, né bi ton thuong
bdi tan cong truc tiép (2 trong 7 truong hop) hoac tdn cong forward (5 trong 7
truong hop).

- Trong 1 16p twong duong, ham vong don gian 1a hang s6.

CI | Characterization class size | - D |P |B |F |FP |+
0 FF =P, (P #K) 6 4 2
FF=P @K, (P#K) 6 4 |2
FF =K, (P#K) 6 2 4
P=K, (FF = K) 6 2 |2 |2
FF=P=K 3 2 1
I [FF=V,P=K) 6 2 4
P=V, (FF %K) 6 2 |2
K=V, (FF #K) 6 4 1 1
FF=V, (P=K) 3 2 1
P=V, (FF=K) 3 2 1
K =V, (P = FF) 3 2 1
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2 |FF=P=V 3 2 1
FF=K=V 3 2 |1
P=K-= 3 2 1

3 |FF=P=K=V 1 1

Total 64 15 |14 |5 13 |5 |8 |4

Béng 2. Tong hop 15 phuong én, dugc sip xép theo s6 cac
CI ctia cdc ddu vao hang s6.

Béang 2 mo ta cac 16p tuong duong. Viéc phan loai ti€p theo dugc dua vao s6 CI clia
céc hing so6 dau vao trong cdc lua chon. Dé mo ta 16p, quan hé dugc dua ra giita
ban ro P, khoa K va feedforward FF.

Ching ta c6 thé két luan ring chi c6 4 lugc do 1a an toan, con 8 luge do chi bi ton
thuong bai tdn cong diém bat dong. Ca 12 luoc d6 d6 duogc liet ké (va duoc danh so
lai) trong Bang 3 va duoc biéu dién do hoa trong hinh 2. Vai trd cta X; va H;, tai
dau vao c6 thé duge chon mot cach tu do, va mili tén cham-gach 1a tuy chon (néu
n6 dugc dua vao, thi khod dugc cong modulo 2 v6i ban ma). Con dudng gach-gach,
thi ¢6 3 kha nang c6 thé: n6 ¢ thé bd qua hodc né ¢6 thé chi tir khoa dén béan 1o
hoac tir ban r6 dén khod. Hai 16p twong duong nay 1a an toan, cac dai dién don gian
nhat cta chiing 1a luoc d6 ctia Matyas va mot s6 nguoi khac (s6 1) va luge do cua
Miyaguchi va cdc tac gia (s6 3). Cho méi mot trong céac luge dd nay cé thé viét
mot “ching minh an toan” dua trén mo hinh hop den cuta thuat todn ma, nhu da
duoc 1lam cho luoc d6 Davies-Mayer (s6 5) trong [32]. ¥ tudng chinh 1a viéc tim
mot gia tao anh (pseudo-preimage) cho gia tri bam da cho it nhat s€ khé nhu viéc
giai phuong trinh H; = f(X,, H,,) v6i gia tri da cho cua H;. S6 trung binh cua viéc
tinh f() dugc chi ra 1a 2™,

function expression

E(H; ,.X)® X;

E(Hi-l’Xi @ Hi—l)@ Xl@ Hi—l

:E(Hi—l’)(i)(—B Xi ®Hi—1

E(H;,Xi ® H )® X;

E(Xi’ Hi—l)G_) Hi—l

E(X,,X; ® H,_,))® X;® H,

E(X;, Hi)® Xi® H;,

E(Xi’Xi @ Hi—l)G_) Hi—l

E(X;® H, ,, X)® X®

10 | E(X; @ H,.j, Hi,)® Hy,

11 E(Xl @ Hi—l’ Xl)@ Hi—l

12 |EX; @ H,,, H.,)® X,

Bang 3. Danh sach cta 12 lugc do an toan cho ham bam
mot chiéu dua trén ma khai va feeforward.

@OO\]O\UILUJ[\)Hg
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Hinh 2. C4u hinh an toan cho ham bam mot
chiéu dua trén ma khoi va feedforward

Trong bai bdo diy du, 12 luge d6 nay sé dugc so sanh mot cdch chi tiét hon dua
trén tinh t6n thuong doi véi tdn cong di€ém bat dinh, cdc tin cong dua trén tinh yéu
ctia ma khoi nam trong (trong trudng hop nay 1a DES), va tin cong vi sai [2]. Tinh
hiéu qua ctia ching ciing duoc so sanh. Céc két qua chinh duoc téng két & Bang 4:
cOt 5 12 ddu ra ciia ham vong néu khod 12 khod yé&u va ban 16 1a mot trong cdc diém
bat dinh tuong ting, cot 6 12 \ néu ngudi ta c6 thé khai thac tinh chat bu

(complementation), cot cudi cuing chi ra xem bién nao cin dugc thay doi néu tan

cong vi sai cung v6i khoa ¢6 dinh duge st dung. ( ngudi ta ¢6 thé nghi vé tdn cong
vi sai doi ngau, khi ban rd dugc c¢6 dinh va sai khac khoa da cho duoc ap dung;
diéu nay khong dugc xem xét & day).

no. fixed points properties if EEDES differential
X H;, rate R | K, compl. | attack

1 |- - 1 0 N X,

2 |- - 1 0 N X,

3 |- - 1 K, |- X;

4 |- - 1 K, |- X;

5 |K D(K,0) n/k 0 N H,,

6 |K DK.K)®K |nk 0 \ Hi,,

7 |K D(K,K) n/k K, |- H,,

8 |K DK, 00 @K |n/k K, - Hi,

9 | D(K.K) DK.K)®K |1 0 \ X;, Hi

10 | D(K,00@K | D(K,0) n/k 0 \ H;,

11 | D(K,0) D(K,0)@K 1 K, - X, Hi,

12 | D(K.K)® K | D(K,K) n/k K, - X, Hi.,

Bang 4. Cac tinh chat ciia 12 luge do an toan: cdc di€ém bat dong,
cac tinh chat néu DES dugc st dung nhu ma khoi & trong,
va céc bién c6 thé dugc thay doi trong trudng hop tan cong vi sai.
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Néu k # n, cau hoi dat ra la kha nang st dung cdc bién X; va H,, c¢6 do dai
max(n,k) dé t6i da hod mitc do an toan. y tudng la cdc bit khong duoc st dung
trong khod hoac nhu 1a ban rd can anh hudéng dén dau ra thong qua mot s6 EXOR.
Khang dinh sau chi ra ring diéu d6 la khong thé doi v6i ham bam tuan theo mo
hinh tng quat ctia chiing ta; né dugc ching minh trong bai bdo diy du.

Khang dinh 1: Mic an toan clia ham bam 1 chiéu dugc xé4c dinh bdi s6 nho nhat
gitta k va n, trong d6 k 1a do dai ctia khoa con n la do dai khoi.

6. Tang cuong cua Merkle doi véi luoec do Rabin

Dé tranh tdn cong vé phia sau trong trudng hop luge d6 Rabin (luge d6 13), R.

Merkle da dé xudt ma ban tin theo mode CBC hoac CFB (cung véi khod ngau

nhién khong bi mat K va gia tri khéi dau IV) trude khi 4p ham bam vao [6]. Dicu

nay gay ra hiéu suét giam: ty 1é bang 2. y tudng l1a dua vao su phu thudc giita cac
khoi tham gia vao ham bam. C6 thé chi ra rang tadn cong gip & giita c6 thé dugc
thay doi dé 4p dung cho md rong nay:

- Tao ra tap r ban tin sao cho khoi ma cu6i cung cua phép ma CBC cung véi gia
tri khoi dau IV va khoa K 1a bang IV’; diéu nay c6 thé dé 1am béng cach chon
tuong tng khéi rd cudi cung (hoidc bang tdn cong gip nhau & gitta)

- Tao ra tap thit hai gom r ban tin va ma nhitng ban tin nay theo CBC mode véi
gid tri khdi dau IV’ va khod K

- Vi hai phan cta ban tin bay gi¢ 1a doc 1ap, ngudi ta c6 thé stt dung hai tap cac
ban tin “da ma hoa” trong mot tdn cong gap & gitta don thuan.

Diéu d6 chi ra ring viéc tim tao anh chi yéu cau O(2"?) phép ma.

7. Mo rong
Ciing phuong phdp nay c6 thé ap vao cdc ham bam c6é khoa (hodc Message
Authentication Code) dua trén ma khoi. Két qua chinh trong truong hop nay Ia
ham vong

f=EK,X,®H,,)®X
la dugc uu tién véi cac mode CBC va CFB, ching da dugc chi ra trong phan 16n cac
chuan ( xem [13]). Chd ¥ rdng mot bdo vé phu la cin thiét & cudi. Chi tiét hon c6
thé doc & bai bdo ddy du.

Thiét k€& clia cdc ham bam dua trén phép binh phuong ciing ¢6 ich tir quan diém
kién thiét nay. B&i vi khong c6 khod, nén chi c6 16 truong hop dugc xem xét. Phan
16n cac ham bam trong truong hop nay dua do an toan ctia né vao su viéc 1y can
bac 2 la khé d6i véi nguoi khong biét phan tich ctia modulo. 7 trong s6 céc luge do
nhu vay 12 yéu mot cach hién nhién, 4 (trong s6 9 cai con lai) da xuat hién trong tai
liéu in. K&t luan chinh 1a ham vong
f=(X;®H_)’mod N @ X,

12 c6 hita hen nhat. Pé nhan duoc ham bam an toan, mot luoc d6 cé du thira can
phai dugc chi ra. Do du thira 1a cin thi€t dé loai bo viéc khai thac ciu tric dai so
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giong nhu cac diém bat dinh cta phép binh phuong modulo va cic s6 “nho”, khi
d6 khong c6 su rit gon khong xay ra [12, 27].

Cu6i cung, ciing cin chi ra ring cau tric tuong tu c6 thé dugc khai thdc trong cac
ham bam dac chung giong nhu ho MD4 [29] va Snefru [21]. Viéc phan tich doi véi
tdn cong vi sai va cdc diém bat dinh c6 thé duoc chuyén sang cho cic luoc do nay.

8. Két luan

Viéc kién thiét cac ham bam mat ma dua trén cac ma khai rd rang la bai toan kho.
Trong tém tit m& rong nay, phép xir ly téng quét da dugc phat trién cho trudong hop
don gian nhit, chinh 1a do dai cta gid tri bam bang véi do dai khoi va do dai khod.
Phuong phap nay cho phép nhén ra céc luge do an toan va so sanh ching theo mot
sO chi tiéu. S€ 1a hitu ich viéc nghién ctu ham bam c6 khod, ham bam dua trén
phép tinh s6 hoc modulo va cac ham bam chuyén dung.
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Nguyén tic thiét ké cho ham bim
Ivan Bjerre Damgard, Eurocrypt 91, pp. 416-427

Tém tit: Chung t61 chi ra rﬁng néu ton tai mot ham khong va cham vé mat tinh
toan f tor m bit vao t bit véi m > t, thi ton tai ham khong va cham theo quan ni¢m
tinh todn h dnh xa céc ban tin c6 do dai da thirc bat ky vao chudi t-bit.

Gia sir n 1a d6 dai cta ban tin. h c6 thé kién thiét sao cho n6 c¢é thé danh gia trong
thoi gian tuyén tinh theo n khi st dung 1 bd vi xir Iy, hodc 1a mat O(log(n)) thoi
gian khi st dung O(n) bg vi xur ly, viéc tinh ham f dugc cot nhu 1a 1 bude. Cubi
cung, voi mdi hang sé k va n 16n, viée ting tde theo hé sd k trén kién thiét thir nhat
1a ¢6 thé khi sir dung k bo vi xir 1y.

Ngoai viéc dua ra nguyén téc thiét ké mang noi chung cho ham bam, két qua cua
chung t61 cho mdt cai nhin tong quét dbi véi cac kién thiét rd rang 1a khong ¢ lién
quan v6i nhau dugc dé xuat trude day. N6 cling dé nghi cac thay d6i ddi voi cac
kién thiét da duoc dé nghi khac dé 1am cho viéc chirng minh tinh an toan cta no la
khé dé dang.

Chiing toi dua ra 3 thi du cu thé cua viéc kién thict, dwa trén phép binh phuong lay
modulo, bd tao bit gid ngau nhién Wolfram [Wo], va bai toan balod.

1. Mé dau va céc tai liéu c6 lién quan

Ham bam h duoc goi la khong va cham, néu no anh xa cac ban tin c6 do dai bat ky
vao cac chudi c6 do dai cb dinh, sao cho viée tim x, y dé h(x) = h(y) 12 khé. Chu ¥
ring ching ta tap trung & day vao cic ham bam viéc tinh todn duoc cong bd cong
khai, ttrc 1a cac ham khong bi kiém soat boi khoa.

Nhu ciu cua cac ham nay dé dam bao toan ven dit liéu, va dé st dung véi cac lugc
do chir ky s6 1a da dugc bict- vi du xem [Da], [De], [DP].

Mot s6 kién thiét ciia cac ham bam da dugc dé xuat, vi du nhu dua trén DES [Wi],
[DP] hodc trén RSA [DP], [Gir]. Kién thiét trong [Da] dau tién 1a dé cho tinh
khong va cham c6 thé chimg minh dugc, gia thiét rang cac phép toan thanh phan
ma no dua vao la an toan, do chinh la tinh mot chiéu cua phép binh phuong lay
modulo trong trudng hop nay, con mot cach tong quat hon, d6 1a sy ton tai cua cap
claw-free cua cac hoan vi. Vi du sau ¢ trong [Gi]. Khong may, tinh chat 1y thuyét
tht vi d6 c¢6 nghia la sy suy giam tinh hiéu qua so voi cac dé xuat khac: thoi gian
can thiét cho cac ham nay ding bang viéc dung RSA cho ca ban tin.

Bai toan kién thiét ham bam khéng va cham chimg minh dugc va nhanh hiy con
chua co6 101 giai.
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Nhiéu céi kho dé dua ra mot chting minh cho cac kién thiét da biét 1a do moi cai
tré nén phurc tap khi do dai cua ban tin dugc bam tang 1én. Mat khac, ham bam sé
khong stir dung duoc, néu ching ta khong cho phép bam cac ban tin ¢c6 do dai bat
ky.

Trong bai bao nay, chung ta chi ra ring cai kho d6 cé thé loai bo, néu nhu mot
kién thiét t6t dugc sir dung: it turns out thay ability to cut just 1 bit off the length
of a message in a collision free way implies ability to hash message of arbitrary
lengths. Phép chimg minh dua ra mot nguyén ly thiét ké manh nén tang, nod co the
st dung nhu 1a mot chi dan khi thiét ké cac ham bam mai hay khi cai tién mot cai
da co.

Kién thiét ctia ching ta rat gidng voi phuong phap “meta” do Merkle phat kién ra
mot cach doc 1ap [Me]; khi so sanh, thi kién thiét nay chtra dung mot s6 phan tur
thém cho phep mét phep ching minh hinh thirc c6 thé ma khong can dén mot sd
gia thuyét thém d6i véi cac tham sé ctia ham sd.

Ciing c6 nhiéu cai twong tu voi cac phuong phap duoc st dung doc 1ap boi Naor
va Yung [NaYu]. Ho cling chimg minh rang cac ham bam d¢ dai c6 dinh c6 thé
duoc soan ra dé nhan duoc ban nén cho thong bao c6 dd dai da thirc bat ky. biéu
dé duoc 1am cho cd loai ham bam cua ching ta va cho cac ham bam cung véi tinh
chat yéu hon mot chut: ké thu cho phép chon x, va sau d6 chon mét trudng hop ca
biét (instance) ngau nhién tir ho ham bam. Naor va Yung kién thiét cac ham kiéu
nay tr mot hoan vi 1 chiéu bat ky, va dung nd dé xay dung cac luoc d6 chir ky sd.

Ttr quan diém thue té, kién thiét cua chang ta 13 tryc tiép va hiéu qua hon. D6 1 vi
dé cho kién thiét ham bam trong [NaYu] 1am viéc v&i cac ham bam c6 tinh chat
yéu hon, ho can phai chon mdt truong hop riéng ddc 1ap maoi cua ham bam do dai
c¢d dinh cho mdi khbi tin dé xr 1y.

Cudi cung, cong trinh doc 1ap rat gan day cua Impagliazzo va Naor [ImNa] can
dugc nhiac dén. Ho ching minh rang ham bam duoc kién thiét tir bai toan
knapsack theo nhu cach ¢ trong muc 4.3 ctia bai bao nay la an toan theo nghia ctia
[NaYu] néu nhu knapsack dugc dung dem lai ham mot chiéu.

2. Chuan bj
Trudce hét, chung ta dinh nghia khai ni¢ém ho cac ham bam khong va cham.

Dinh nghia 2.1
Ho ham bam khong va cham d¢ dai cd dinh 7 1a ho vo han cac tap hitu han

{F,y1°_, va ham t: N— N sao cho t(m) < m v6i moi m e N. Phan tir ctia Fy, 1a

ham f: {0,1}™ — {0,1}'™, va dugc goi 1a mot trudng hop riéng cua F co do dai
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m. (7 can phai thoa mén cac tinh chét sau:

1. C6 thuat toan thoi gian da thic xac suét (theo m) ® sao cho, khi cho gié tri cta
m, chon dugc mdt truong hop riéng cua (F c¢d kich thudc m mdt cach ngﬁu
nhién.

2. Véi mdi truong hop riéng f € F bat ky va x € {0,1}™, f(x) c6 thé tinh trong
thoi gian da thuec.

3. Cho mdt trudng hop riéng f e F duge chon ngau nhién nhu trong 1), kho tim
duge x,y € {0,1}™ sao cho f(x) = f(y) vax # .

Mot cach hinh thirc hon: véi thuét toan thoi gian da thirc xac xuat bat ky A
(theo m), va da thirc bat ky P, xét tdp con céc truong hop riéng f c¢6 do dai m ma
dbi véi nod thuat toan A véi xac xuét it nhat 1/P(m) cho ra x # y nhung lai ¢
f(x)=f(y). Gia st &(m) 1 x4c xudt ma ® chon mdt trong cac trudng hop riéng do.
Thé thi nhu mot ham sb ctia m, e(m) tién t6i khong nhanh hon bat ky mot phan sb
nao c¢6 mau la da thuc.

Céc diéu kién 1) va 2) néi rang 7 1a hiru ich trong thuc hanh: cac truong hop riéng
c6 thé dugc chon, va gia tri ham dugc tinh c¢é hi€u qua. Dicu kién 3) khang dinh
tinh khong va cham.

Mot trong cac diéu ngu ¥ co ban cta 3) 13 cac ham sb trong F c6 tinh mot chiéu
nhu sau:

Bo de 2.1

Gia st (7 1a ho ham khong va cham, f 1a truong hop riéng c6 kich thudec m. Gia su
P; 13 phéan bd xac sut trén {0,1}™ duoc sinh ra bang cach chon x ngiu nhién va
phan b6 déu trong {0,1}™ va tinh ham f(x).

Khi d6 khong c6 thuat toan tinh ngugc f trén mién anh duoc chon theo P; thanh

vo1 moi da thurc P.

A rs s £, 11 1
cong voi xac suat 1on hon —+ )
m

Néu P; 1a phan bd déu trén tap anh cua f hodc néu m-t 1a O(m) thi khéng c6 thuat
toan tinh nguoc thanh céng voi xac suat 16n hon ﬁ

Chirng minh:

Gia sir bd dé 1a sai. Cho thuét todn A c6 thé tinh nguoc f voi xdc xudt it nhat
4+1/P(m), chiing ta chon x phan bd déu va cho f(x) nhu 1a dau vao cia A. Néu A
1a thanh cong, chung ta dugc y sao cho f(x) = f(y). Gia sir A 1a sy kién rang tao
anh cua f(x) c¢6 kich ¢ it nhat bang 2. {0,1}™ it nhét 16n gip 2 lan so voi anh cia
f, va A xdy ra voi xac suit 16n hon %. Cho nén, theo gia thuyét cho A, né thanh
cong voi xac xuat it nhat 1/P(m) khi A xay ra. R3 rang 13, viéc A chon phan tir ndo
trong sd cac tao anh cua f(x) dé dua cho chung ta 1a khong twong quan véi viée
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chon x (khi cho f(x)). Cho nén x # y v&i xac xuét it nhat bang %, néu nhu A xay ra
va A la thanh cong.

Vi khang ding tht hai, chii y rang néu Py 1a phan bd déu, thi thanh cong cua A 13
khong tuong quan véi viéc xdy ra ciia A. Néu m-t = O(m), thi A xdy ra véi xac
xut ap dao. Trong trudng hop nguoc lai, A cho chung ta va cham véi xac xuit co
ban 1a 1/P(m).

Cudi cung, ching ta dinh nghia khai niém vé ho ham bam khéng va cham.

Dinh nghia 2.2

Ho ham bidm khong va cham 76 1a ho v6 han céc tap hitu han {H,, }Zzlvé ham bi

chin da thirc t: N— N. Phan tir ciia Hy, 12 ham h: {0,1}™ — {0,1}'™, va duoc goi

1a truong hop riéng ctia 76 c6 kich thude m. 76 cAn phai c6 cac tinh chat sau:

1. Cho gia tri ctia m, c6 thuat toan thoi gian da thirc xac suat (theo m) © véi dau
vao m chon dugc mot trudng hop riéng cua 76 c6 kich thudec m mot cach ngau
nhién.

2. Véi mdi trudng hop riéng h € Hy, va x € {0,1}", h(x) 1a d& tinh, tic 1 tinh
duogc trong thoi gian da thirc theo cd m va [x|.

3. Khi cho mdt truong hop riéng h €76 duoc chon ngau nhién nhu trong 1), kho
tim duoc x, y € {0,1}", sao cho h(x)=h(y) va x #y.

Mot cach hinh thirc: Vi mdi thuat toan A thoi gian da thirc xac suit, va da
thirc bat ky P, xét tap con cac truong hop riéng h kich thuée m, ma ddi véi nd A
¢ xac xudt it nhat 1/P(m) cho ra x # y sao cho h(x) =h(y). Gia st e(m) 13 xa suat
dé cho ® chon mét trong cac trudng hop riéng d6. Nhu mot ham sb ciia m, &(m) s&
tién toi 0 nhanh hon bat ky mot phan s6 nao c6 mau sé 1a da thiec.

3. Cac kién thiét co sé q ,
Két qua chinh trong phan nay 1a ho cdc ham bam khong va cham c6 thé dugc kién
thiét tr ho ham bam khong va cham kich thudc co dinh.

Dinh ly 3.1

Gia str (7 1a ho ham bam khong va cham d6 dai ¢6 dinh anh xa m bit vao t(m) bit.
Khi d6 ton tai ho ham bam khong va cham 76 anh xa chudi c6 do dai bat ky vao
cac chudi t(m)-bit.

Gia st h 12 mot truong hop riéng ciia 76 ¢6 kich thude m. Viée tinh h véi dau vao

¢6 kich thudc n c6 thé 1am trong nhiéu nhat n/(m-t(m)+1)+1 budc khi diung 1 b
xu Iy (chung ta tinh ham trong (7 nhu 1a mot budc).
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Chirng minh.

Véi mdi truong hop riéng f eF véi kich thude m, ching ta sé kién thiét truong
hop riéng cia h €76 kich thuéc m. Dit t=t(m). Vi cac chudi bit a, b, chung ta ky
hiéu a||b 1a phép ndi ctia a va b.

Viéc kién thiét dugc chia ra 1am 2 trudng hop: trude hét 1a truong hop m-t > 1, sau
do 1a truong hop m-t=1.

Chung ta md ta xem ham h duoc tinh nhu thé nao d6i v6i dau vao x € {0,1}
Chung ta chia x ra thanh cac khdi m-t-1 bit. Néu khdi cudi cing 1a chua du thi ta
thém 0 vao. Gia st d 1 sb cac s6 0 can thiét. Gia sir cac khbi duoc ky hiéu boi
X1,X2,-- s Xn/(m-t-1)» VO1 n=[X| (1a d§ dai sau khi padding).

Chung ta thém vao day nay mot khoi nua Xn/(m-t-1) +1 €O (m t-1) bit, nd chtra biéu
dién nhi phan cta d, nd co tién t6 1a mot s6 thich hop céac s6 0.

Sau d(’), ta dinh nghia day céac khdi c6 t bit hg, hy,...boi:
= f(0""[xy)
b= £(hy [[1xi)
Cuoi cung, dat h(x)= hy/m-my+1-

Viéc kiém tra ring 76 thoa mén cac diéu kién 1 va 2 trong Pinh nghia 2.2 1a dé.
Con vai diéu kién 3, gid thuyét nguoc lai rang chung ta c6 thuat toan A co6 thé tim
x# X’ sao cho h(x) =h(x’).

Gia st h;, x; (tuong Gng h,'- , x; ) 14 cac két qua trung gian trong viéc tinh h(x) (twong
ung h(x’)).

Néu x| # [x’| mod (m-t) thi s€ c6 Xu/(m- t)ﬂ;t X’ /(41 cho nén h(x)—h(x ) cho chung
ta ngay lap tirc va cham cua f. Cho nen bay gid chung ta gia thiét rang |x| =[x’|
mod (m-t) va khong mat tinh tong quat rang [x’| > |x|.

Hay xem xét dang thirc:
h(x)= f(hn/(m-t)”Xn/(m-t)H) = f(h’n’/(m-t)||X’n’/(m-t)+l) =h(x’)

Néu hy/m-o|[Xnm-or1 # D wjm-o/[X n/m-t11, ching ta ¢6 va cham cua f, va thé 1a
xong. Néu khong, chiing ta xét thay vao dé dang thirc
f(hym-v-1|Xnm-0) = T wsm--1 11X no4m-t)

va lap lai 1ap luan. R& rang 14 qua trinh ndy can phai dimg bang cach hoic 14 tao ra

va cham cua f (vi x # x”), hodc 14 thiét 14p ra dang thirc
0™ fxy = |1,
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diéu nay 1a khong thé.

Tom lai, chiing ta c6 mot phép suy din, né bién doi A thanh mot thuat toan tim va
cham cho f. Gid sir A thao tdc nhi€u nhat T(m) bit. Thé thi x va x’ can phai c6 do
dai nho hon T(m).

Khi d6 ca phép suy dan chiém thoi gian O(T(m)F(m)), voi F(m) 1a thoi gian can
thiét dé tinh mot gia tri cua f, dic biét, néu T la da thuc, thi ca phep suy dan s&
trong thoi gian da thirc. Pidu nay cudi cung mau thuin véi diéu kién 3 trong Dinh
nghia 2.1.

Cudi cung, chung ta ban dén truong hop m-t=1. D& dang, nhung 13 giai phap
khéng hiéu qua d6 1a viéc ma prefix-free tit ca cac ban tin trudc khi dem bam, sau
do su dung kién thiét tuong tu nhu & trén, thay ddi dinh nghia ctia h bang
= f(0][xy)
1+1 f(hl| |X1+1)

O day, tat nhién x; 14 cac khdi 1-bit. Cai d6 c6 thé chimg minh 14 an toan theo nhu
cung mot cach nhu trén.

Néu f thoa mén diéu kién thirc hai trong B6 dé 2.1, thi c6 mot gidi phap hi¢u qua
hon: chung ta chon chudi y, dai t-bit theo phan bd déu va dinh nghia:
= f(yol[x1)
= i xi11)
lan nay khong can phai ma prefix free cho x. Lap luan & trén sé chi ra rang va
cham cho h hodc s€ dem lai va cham cho f hodc tao anh cua y,. Nhung khi dé
chung ta str dung B6 dé 2.1.

Cacchuy:

e Phién ban cudi cta phép kién thiét st dung B6 dé 2.1, n6 s& chi khong lam viéc
khi m-t=1, nhung s& 1am viéc khi P; 1a gn véi phan bd déu, hoic m-t = O(m).
Diéu nay can nhan biét bai vi phién ban nay cho phép bam nhiéu hon 1 bit mdi
1an 4p dung ham f so véi kién thiét tong quat, nén nd hiéu qua hon mot chut.

e Meo trong ching minh ¢ trén 1a viéc ghép khdi thém vao ban tin chi can dé
dam bao rang chung ta c6 thé nhan thiy su khac biét giira cac ban tin ma can
phai thém vao d s6 0 véi cac ban tin két thuc don gian bang d s6 0 trude khi
padding. Trong nhiéu tng dung, hoan toan chip nhan duoc 1a cac s6 0 phia sau
trong khoi cudi cung 1a boé qua duoc, trong trudng hop d6 phan d6 cua kién
thiét co thé bo qua.

Chung ta hiy xem méi lién quan giita Pinh 1y 3.1 va cac ham bam di biét. Trong
[Da], cac ham bam dugc kién thiét tir cac cdp claw-free cac hoan vi, tirc 1a cac
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hoan vi (fy, f;) c6 cting mién xac dinh D, sao cho viéc tim x # y va fi(x) =fi(y) 1a
bai toan khé. Chiing ta c6 thé kién thiét truong hop riéng trong ho ham khong va
cham tir cdp (f,, f}) bang cach dinh ra ham f: D x {0,1} — D bai

f(x, b) =1, (x)
véix eDvab e {0, 1}. St dung Pinh Iy 3.1 d6i voi ho ham duoc dinh nghia nhu
vay s& dan dén chinh x4c c4 ham bam dugc trinh bay ¢ [Da], ngoai trir viéc ching
ta bo nhu cau thém prefix free cho ban tin dugc sir dung ¢ day (P13 phan bd déu
trong truong hop nay).

Trong vi du thir hai, xem xét mot trong cac y tuong dau tién dé thiét ké ham bam
tir mi kinh dién, bat nguon tir Rabin: Gia st E 1a thuat toAn ma, nd ma ban tin c6
do6 dai t bit bang khoa c6 d6 dai k bit. Gia sir m=t+k. Chiing ta chia ban tin m
thanh cac khoi k bit 1a xl, X,. Chung ta chon khdi hy ¢6 t bit cb dinh mot cach
ngau nhién va dit 4, = 1 (#;). h(x) dugc dinh nghia bang hy.;.

Xl+

Cai d6 khép voi diéu kién ciia Pinh 1y .1 boi viée 13y f(a,b)=E,(b) voi b 1a khéi t
bit con a 1a khéi k-bit. Khong may, ham f nay khong phai 14 khong va cham: phép
ma ban tin bat ky v6i khoa bat ky va giai ma cung véi khoa khdc s& dem lai va
cham ciia f v&i x4c xuét cao. Cai d6 khong c6 nghia ham 1a yéu. Cai d6 c6 nghia
13, phép ching minh d6 an toan khong thé chi dua vao tinh chét cua riéng ham f,
ma con phu thudc vao ciu trac téng thé cua ham.

V6i vi du cu thé, diém yéu c6 thé tim théy, tuy nhién: néu DES duoc su dung nhu
E, sao cho t chi bang 64, thi di biét rang v6i ham f dugc kién thiét nhu trén, s& cho
phép ké dich khi c6 x va h(x) thi tim dugc y # x sao cho h(x) = h(y), bang cach
dung “nghich 1y ngay sinh”. D6 1a khang dinh manh hon so véi viéc noéi rang ham
bam khong c6 tinh khong va cham.

Trong ISO, hi¢n tai dang dé xuét viéc chuin hoa mot stra doi cua luge dd nay, voi
f dugc dinh nghia 13 f(a,b)= E,(b)® b. Véi phién ban nay cua b, c6 thé hy vong 1a
chung ta c6 thé sir dung Pinh 1y 3.1 dé ching minh tinh khong va cham cta ham
toan thé bang cach chi xem xét ham f: Cho ¢, khong dé giai phuong trinh f(a,b)=c
v6i an s6 a va b, néu E 1a mot thuat toan manh, va c6 du 1y do dé tin rang phién
ban nay cua f la khong va cham.

3.1 Cac ham bam song song
4. Cac kién thiét cu thé ’ 7
Sau day, chung t6i dua ra 3 kién thiét cu thé cho cac ham khong va cham véi d6

dai dau vao ¢6 dinh. Nhiing ham ndy c6 thé bién thanh cac ham bam bang cach ap
dung truc tiép Pinh 1y 3.1.
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4.1 Dua trén binh phwong liy modulo

Trudc hét ching ta dua ra thiét ké dua trén do kho cua viéc léy can bac 2 modulo
s6 16n 1a tich cia hai sb nguyén t6. Kién thiét c6 nhiéu diém twong tw véi ham
dugc mb ta o trong [Gir], nhung diém khac co ban 1a cac ham & trong [Gir] khong
cho phép ap dung Pinh 1y 3.1.

Gia str n=pq voi p va q la cac s6 nguyén t5 16n. Gia sir d6 dai ctia n 13 s bit. Trong
thuc té, co thé nghi s=512. Sau do, chon I 1a mdt tdp con nao do cua cac so 1,2,...,
s. V61 chuoi ¢6 s-bit bat ky, y=yi,y»,...,¥s, g1a st fi(y) la phép noi cua cac y; voi je
L.

Cudi cung, chung ta c6 thé dinh nghia ham khong va cham du tuyén f tir m bit vao
t bit bang cach diat m=s-8, t=[I|, va dinh nghia

f(x) = fi((3F|x)* mod n)
v6i 3F|x 1a ky hiéu ndi cta byte 3F voi x. Ttir phép ndi suy ra rang tat ca cac dau
vao ctiia ham binh phuong modulo nhé hon n/2 nhung du 16n dé dam bao viéc co
ldy modulo. Chung ta tranh cc va cham don gian do x* = (-x)* mod n, va ¢ ging
tim cac va cham béng cach chon vi du céac luy thtra 2 nhé nhu dau vao.

Chuing ta ciing can chon I sao cho f an toan va hiéu qua. Bai toan tim va cham cho
f ¢6 thé phat biéu lai: tim cic sd x# y sao cho binh phwong modulo n cta ching
trung nhau tai céac vi tri thudc 1. Girault [Gir] chi ra cach lam diéu d6 nhu thé nao
néu I 1a tap twong dbi bé (nho hon 64) cac bit 16n nhat hay cac bit nho nhat.

Diéu d6 co nghia la ching ta nén chon cac vi tri ¢6 thé phat tan déu trén toan bo s
kha ning c6 thé, vi phuong phap cua Girault va nhimg cai c6 lién quan [GTV] s&
hong. Mat khac, ¢6 nhing ly do thuc té dé khong str dung céc vi tri hoan toan ngau
nhién, nhung it nhét 1a gdp chung vao cac byte. Hon nita, |I| cdn phai chon khong
qua bé, dé chéng lai “va cham ngay sinh”.

Cu thé,, néu s= 512, thi dé nghi mot lya chon tbt 1a 1= 128, va f; léy ra mgt byte
trong sO 4 byte.

Ham nay s€ bam duogc dén’376 bit / binh phuong modulo (??), cac d6 trén may
IBM P/S IT model 80 cho toc @ dén 100 Kbit/s. Mot phan cung dac biét cho toc
do 1én dén vung Mbit/sec.

4.2 Dwra vao B tao bit gia ngiu nhién ciia Wolfram

Pé nghi thir hai dya vao bd tao bit gia ngiu nhién dugc dé xuat boi Wolfram
[Wo]. Noi chung, bd tao bit gia ngau nhién 1a thuat toan 14y ddu vao 1a mam ngin
hoan toan ngau nhién, va kéo dai n6 thanh cac chudi dau ra dai, duong nhu ngau
nhién. Mot cach truc giac, rd rang 14 bo tao nhu vy can phai theo nghia nao d6 ap
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dung ham mot chiéu vao mam dé c6 dau ra: néu mam la deé tim khi cho mét doan
dau ra thi ca dau ra s€ tinh dugc va nhu thé thi khong con ngau nhién nira.

Tuy nhién, tinh mot chiéu nhin chung khéng suy ra tinh khong va cham ctia ham
dugc kién thi€t truc tiép tir bo tao- viéc phan tich truong hop cu thé 1a rat can thiét.

Bay gio chung ta xem xét thuat toan duoc dé nghi boi Wolfram: ta dinh nghia ham
g tr cac chudi n bit sang cic chudi n bit: gia sit X=Xg, X1,..., X,.; thi bit thir i ctia
g(x) la

g(x)i = Xit @ (X; V Xir1) q
v6i phép cong 1 va trir 1 duoc lay theo modulo n. Nguoi ta c6 thé nghi do 1a thanh
ghi R trong d6 cac bit dugc cap nhat dong thdi bai R:=g(R). Cai d6 duoc biét nhu
12 mot cellular automat mét chiéu.

Str dung cai d6 dé tao bit gia ngiu nhién, ta 1am nhu sau:
1. Chon x ngiu nhién
2. xi=g(x)
3. Lay ra X,. Quay lai budc 2.

Trong [Wo], bo tao bit gia ngdu nhién nay da duoc phén tich, két qua ctia nhiéu
kiém tra théng ké da dugc dua ra. BJ an toan cua n6 dugc chimg minh chéng lai
ké thu c6 gidi han mot s6 dang tinh toan, con kha ning ciia né danh bai ké thu co
thoi gian tinh toan da thirc bat ky con 13 gia thuyét. Tuy nhién, tat ca nhiing céi gi
da biét, chi ra réng day la bo tao thuc sir manh.

Gia sir cac bit dugc sinh ra bai thuat toan tir dau vao x duoc ky hiéu boéi by(x),
by(x),...Con duong ty nhién st dung cai d6 dé kién thiét ham khéng va cham 1a
chon 2 $6 tur nhién ¢ <d va léy ham f, bﬁng

fo(x) = be(x),be+1(X),-.., ba(X).

Co6 hai chd hong c6 thé trong y tudng nay, can phai can than:

Tha nhat yéu cau tu nhién la ham nhu vay la tat ca cac bit du ra phai _phu thude
vao tit ca cac bit dau vao. D& thiy rang viéc thay doi 1 bit cua x thi din dan sau
nhiéu 1an thyc hién x:=g(x) s& anh hudng t6i toan bo x- nhung hiéu tng chi lan
cham trong thanh ghi: 1 bit vé bén phai va khoang 0.25 bit vé bén trai cho mét lan
ap dung g [Wo]. Cho nén viéc chon ¢ rét nho 1a nguy hiém. Gié tri nho nhét tu
nhién cua c can phai 13 cai ddm bao cho tit ca cac bit dau ra phu thudc vao tat ca
céc bit dau vao.

Véan dé thtr hai 13 ban than g khong phai 1a mét ham khong va cham: vi du,
g(1")=g(0") = 0". Rd rang, g(x) = g(y) suy ra fo(x) = fo(y). Tongquat hon, néu
g'(x)= g “(y) voi v nho, thi it nhat kha ning dé cho fi(x) = fy(y) khong phai 1a khong
dang ké.
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Mot cach ty nhién dé tranh khoi kho khin d6 13 gi6i han f vao tip con cua cic
chudi n-bit, nhu thé s& ha thap kha ning cac cdp x, y nhu trén ton tai hodc it nhat
cling 1am cho viéc tim chung kh6. Mot kha ning cu thé 1a gidi han cho cac day c6
dang x||z, v6i z 12 hang sb chudi duoc chon ngau nhién trong {0,1}", r <n.

Chiing ta s& dinh nghia img ctr vién f sao cho né anh xa chudi (n-r) bit x vao chudi
f(x) = fo(x]|2).

B6 dé sau cung cip bang ching cho phuong phéap nay:

Bo dé 5.1 , ‘
Néu g'(x) =g"(y) =z, va 2v bit lién ti€p cta x va y la bang nhau thi x=y,

Chirng minh.

Gia str j 1 chi sb ctia vi tri ngay bén phai ctia 2v bit ma ching ta biét 1a bang nhau.

MG&i bit ctia z phu thudc nhiéu nhat 2v+1 bit cta x (hodc y). Gia st 1 duoc chon sao

cho z, 1a han cua cac bit j...., j*2v cua x (hodc y). Bay gio, vi phép 1y nguoc X; s€

14y nguoc z, , gia thuyét cua chung t01 suy ra rang x; = y;. Bay gio chung ta co thé
‘truot’ cac lap luan trén vé phia phai mot vi tri.[]

Cai d6 cung cip bang chung t6t rang viéc chon r twong ddi 16n sé& cho cac va cham
‘tam thuong” thua ra va kho tim hon.

Nhu mét vi du cu thé, gia su chung ta chon n=512, r=256, ¢=257 va d=384. f thu
dugc s& anh xa cac chudi 256 bit vao cac chudi 128 bit va ham bam duoc kién
thiét tir f theo Dinh 1y 3.1 s& bam cac ban tin trong cac khdi 128 bit va tao ra 128
bit dau ra.

Ham nay dic biét thich hop cho cai dit phan cing: trong cac mach VLSI, ngudi ta
c6 thé tinh g bﬁng cach cap nhat tat ca cac bit song song, va viéc tinh g s& mat 1
hay 2 nhip dong ho, khong phu thu¢c vao n. Cai do sé dem lai téc do khoang
Mbit/sec ngay voi ca cac tbc do dong hd xir 1y trung binh. Hon nita, mot phan
cimg nhu thé rat ré va d& xay dung.

4.3 Dua vao bai toan Knapsack

Mic du bai toan knapsack 1a NP-day du, va co thé rat kho trong trudng hop toi
nhit, nhung sir dung tinh kho nay trong mat ma khong dé, cai d6 dugc chi ra boi
sb phan cua nhiéu hé mat khoa cong khai dya trén bai toan nay.

Cai kho, phan 16n 1a & cho phép ma can phai c6 ngugc. va knapsacks dugc su

dung can phai c6 mot so cau truc built-in, trong nhiéu truong hgp tréd nén hitru ich
doi voi ma tham. Mat khac, ham bam khong bao gio cd ngugc, cho nén knapsacks
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duoc sinh ra hoan toan ngau nhién dugc st dung.

Con duong ty nhién dé lam viéc nay la chon ngau nhién cac s6 a,..., a; trong
khoang 1..M, véi s 1a do dai t61 da cua ban tin. Ching ta cé thé bam ban tin nhi
phan m;,m,,..., mg bang

N
f(ml""ams) = zmiai
i=1
Nhu da chi ra trong [GC], cai d6 hoan toan khong an toan véi s 16n, chinh xac hon
khi M < s°89% Pé giai quyét van dé nay, ching ta dé xudt c¢b dinh s bang mot gia
trj nho vira phai so v6i M, va st dung Pinh 1y 3.1 dé kién thiét ham bam thyc sy.
Nhu mét vi du, ¢6 thé chon s bang 2log(M), diéu d6 c6 nghia 13 f nén cac khoi s
bit thanh cac khi s/2 bit va diéu kiéncua [GC] con 1au méi duge thoa mén.

Lua chon cu thé 1a s=256 va M = 2'%°-1. N6 cho ham bam cuéi cung c6 do dai 128
bit. Trén may IBM P/S II Model 80, phién ban nay chay véi toc do 250 Kbit/s.

Pé mo ta ham ching ta can chi ra 4 KB dir liéu. Trén may PC c6 640 K RAM,
dicu nay la binh thuong. Nhung trong truong hop bo nhé nho hon, ching ta phai
tra gia vé thoi gian vi bd nhd va tao ra cac so a gia ngau nhién thay cho viéc nhé
ching.

Chi tiéu khac vé sitc manh ciia ham 1a & chd bai toan quyét dinh tong quat 1a
knapsack da cho sinh ra mQt 4anh xa injective c6 la bai toan co-NP hay khong? Va
cham t4t nhién 1 bang chimg cia tinh khong song anh (bai toan quyét dinh 1a don
gian néu knapsack nén dau vao, nhung khong c6 nghia la dé tim bang ching).

Chiing ta chu ¥ ring ngay ca nhitng knapsacks néi rong dau vao ra mot chat (nhu
thé thi khong dung dugc bai [ImNa]) ciing co6 thé dung dé xay dung ham bam an
toan theo nghia cua [NaYu], néu gia thiét rang chung tao ra cic anh xa khong va
cham. Diéu nay duong nhu l1a hop ly theo nghia tinh day du co-NP cua bai toan
tham gia vao va viéc bai toan quyét dinh 1a khong tim thuong trong truong hop
nay. Cach kién thiét va chtimg minh c6 thé nhan duoc bang cach phong theo k¥
thuat caa [NaYu].
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Ham bam nhanh an toan dua trén ma stra sai
Lars Knudsen and Bart Preneel
Crypto 97, p.485-498

Tém tiat: Bai bao ndy xem xét cac ham bam dya trén ma khéi. N6 trinh bay mot
tan cong moi dbi v6i ham nén ctia ham bam 128-bit MDC-4 st dung DES v61 mot
do phuc tap it hon nhiéu so v&i du kién, n6 dé xuit céc kién thiét méi cho cac ham
nén nhanh va an toan dua trén cac ma stra sai va ma khdi m-bit c6 khoa m-bit.
Diéu nay dan dén cac kién thiét ham bam don gian va thuc té dua trén cac ma khoi
nhu DES, khi ma do dai khoa nhé hon mot chut so véi d6 dai khéi; nhu IDEA, khi
ma do dai khoa gap d6i do dai khéi va con dan dén cac ham bam kiéu MD4. Dudi
cac gia thiét hop 1y vé& cac ma khéi ndm trong, chung ta nhin duoc cac ham nén
khong va cham. Cudi cling, ching toi cung cap cac vi du kién thiét ham bam dwa
trén ca DES va IDEA hiéu qua hon nhung dé xuat di c6 va thao luan viéc ap dung
phuong phap ctia chung ta dbi vi cac ham bam kiéu MD4.

1. Mé dau

Cac ham bam mat ma 4nh xa mot xau c6 d¢ dai bat ky vao mot xau ngén c6 d6 dai
¢ dinh, dai 128 hodc 160 bit. Cac ham bam dugce sir dung trong cac ting dung mat
ma nhu chir ky sd, lugc do bao v¢ mat khau, xac thyc van ban kinh dién. Cho cac
Ung dung nay, nguoi ta yéu cau rang kho tim duoc dau vao twong tmg véi gia tri
bam di cho (tin cong tim tao anh) hodc mot dau vao thir hai c6 cung gia tri bam
v6i gia tri da cho (tAn cong tim tao anh tha hai). Hon nita, nhidu Gmg dung ciing
yéu cau rang kho tim dugc 2 dau vao c cung gia tri bim (tin cong va cham).
trong bai bao nay chiing toi xem xét cac ham bam thoa man 3 tinh chat do.

Tét ca cac ham bam quan trong l1a cadc ham bam 13p dya trén ham nén dé tinh h(.,.)
tur hai day nhi phan c6 d¢ dai twong ing m va 1 anh xa vao day nhi phan d¢ dai m.
Vin ban M duge chia thanh cac khéi M; ¢6 1 bit, M=(M,,...,M,). Néu d6 dai cia M
khong 1a boi cua 1 thi M dugc kéo dai béng mot thuat toan kéo dai khong nhap
nhéng. Két qua bam Hash(IV, M) = H = H, nhéan dugc bdi viée tinh 1ap
Hi = h(Hi-laMi) i=1,2,..,t (1)

vo1 Hy= 1V 1a gia tri khoi dau dinh truge. Cac tin cong va cham, tim tao anh va
tim tao anh thr hai c6 thé ap dung voa ca ham nén va ham bam. Phan con lai cia
bai bao nay s& khong phan biét 2 loai tAn cong cudi va goi ca hai 14 tan cong tim
tao anh.

Co6 thé lién hé 6 mat cia ham Hash(.) v61 d mat cua h(.,.) trong mot s6 md hinh
[2, 12, 15, 17]. Pé 1am viéc nay, can phai thém mot khdi vao cudi cia chudi dau
vao, trong d6 c6 chtra d6 dai cua nd, duoc biét nhu 1a phép ting cuong MD (viét
tat cia Merkle [15] va Damgard [2]), va ta c6 két qua sau:
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Pinh Iy 1: Gia s Hash(.) 1a ham bam 13p ¢6 ting cuong MD, thé thi cac tan cong
tim tao anh va tan cong va cham d6i véi Hash(.) (khi nguoi tan cong co thé chon
IV mét cach tu do) c6 do phirc tap chinh bing dbi cac tin cong twong tng trén

h(.,).

Pinh 1y 1 cho can dudi cho d§ mat cua Hash(.). Phan 1én cac ham bam thuc té
khong c6 ham nén khong va cham va khong xir Iy 2 dau vao cta ham nén theo
cach nhu trén; ngoai trir caic ham bam dua trén DES ctia Merkle [15] va cac ham
cua chinh céc tac gia bai viét nay [11]. Nhu mot vi dy, cac va cham ctia ham nén
MDS5 da dugc trinh bay ¢ [3, 6].

Chung ta hdly xem xét cic ham bam dua trén cac ma khéi c6 do dai khéi m va do
dai khoa k. Dé cho tién loi, chung toi s& gia thiét rang k 12 boi cia m. Mot ma khdi
nhu vay, véi mdi khod k, dinh ra mot hoan vi trén tap cac day m-bit. Uu diém cua
cac ham bam dya trén ma khoi 1a cuc tiéu hod cong sirc thiét ké va cai dat. Hon
nita, 6 mat cua ma khoi, voi mot chung muc nao do, co the chuyen sang cho ham
bam. Mot diém khac biét 13 ma khdi can thoa man mot sb tinh chit nao d6 ngay ca
khi khoa da biét (vi du xem [19]). Nhuoc diém chinh ctua hudng ding ma khéi 1a
cac ham biam dic chung duong nhu hiéu qua hon. Tuy nhién, cic tin cong cua
Dobbertin [4, 6] trén cac ham bam dac bi¢t nhu MD4 [21] va MD5([22] da chi ra
rang tinh hiéu qua nay can phai tra gia rat dat, diéu nay lam cho viéc kién thiét
ham bam dya trén ma khi cang trd nén hap dan.

Chiing ta dinh nghia ty 1¢ bam (hash rate) ciia ham bam dua trén mi khdi m-bit
nhu la sO cac khéi m-bit dugc xu 1y trén mot phép ma hay dich. Do phirc tap cua
tan cong 1a tong sé cac phép toan, tuc la s6 phép ma hay dich can thiét dé nguoi
tan cong thanh cong véi xac suit cao.

Céc kién thiét an toan dau tién cho ham bam dua trén ma khdi 1a lugc dd Matyas,
Meyer va Oseas [14], n6 dd duogc chi ra trong ISO/IEC 10118 [9], va cai dong
hanh véi no 13 luge d6 Davies-Meyer. Ca hai lugc d6 13 cac ham bam do dai khéi
duy nhat cho két qua bam chi c6 m bit voi ty 18 1. Viéc phén loai cac lugce dd nay
dé dugc trinh bay boi Preneel trong [18]. St dung tan cong ngay sinh, cac va cham
cho lugc dd nay co6 thé tim thiy trong khoang 2™ phep toan va tan cong tim tao
anh tim thiy trong 2™ phép toan. Tuy nhién, vi phan 16n cac ma khéi co d6 dai
khéim = 64 bit, cac va cham c6 thé tim thdy chi trong 2** phép toan va can cac
ham bam c6 gia tr1 bam dai hon. Muc dich cua cac ham bam c6 d¢ dai khdi dap
trude hét 1a dé dat dugc do6 mat chéng lai tAn cong va cham it nhét 1a 2™ phép toan.
Véi tat ca cac kién thiét c¢6 ty 16 1 ctia mot 10p 16n, cac tac gia cua bai bao nay da
chi ra rang cac va cham (cho H) c6 thé tim thdy véi khong nhiéu hon 2°™* phép
toan [11]. Khi dung DES, cac kién thiét tot nhat duoc biét 1a MDC-2 véi ty 16 ¥
[1, 9], va MDC-4 véi ty 1& ¥4 [1]; v6i ca hai, tin cong va cham dugc tin 13 can it
nhat 2™ phép todn. Mot 16p quan trong cta cac kién thiét thudc vé Merkle [15].
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Trong [12], Lai va Massey di dé xuat 2 kién thiét cho cdc ham bam duya trén ma
khoi IDEA (v61 m=64 va k= 128): Abrest-DM va Tandem-DM co ty 1& 2 va
khang dinh d0 an toan chong lai tan cong va cham 1a 2™ phép toan.

Tuy nhién, d6i véi cac kién thiét nay, ngoai trir cho nhitng cai thuéc ho Merkle,
khéng c6 chimg minh vé d¢ an toan; con dbi véi MDC-2 va MDC-4 thi va cham
ctia ham nén c¢6 thé tim thay nhanh hon boi tin cong vet can. Hon nira, voi cac ma
khéi c6 m=64 (vi du nhu DES hay IDEA), cac kién thiét khoi dup khong cung cip
do an toan chap nhan dugc ddi voi cac tin cong va cham vét can song song: suy ra
tur [20, 23] rang mirc an toan it nhat 27°...2% phép ma dugc yéu cau, khong mot dé
xudt ndo gan ddy dua ra cai d6. Trong [11] chung toi phat trién mot khung méi dé
kién thiét cac ham bam dua trén cac ma khodi m-bit véi hod m-bit bang cach dung
ma tuyén tinh trén GF(2%). Cac kién thiét da duoc chi ra rang dé tim dugc va cham
yéu cau it nhat 29™2 phép toan (véi q > 2), va dé tim tao anh cin it nhat 29™ phép
mi véi diéu kién bo nh¢ trong phai nhiéu. Véi q=2, cac kién thiét 13 hiéu qua hon
nhimng dé xuat da c6 véi cung mirc an toan.

Trong bai bao nay, trudc hét chiing t6i chi ra rang cac va cham cho ham nén cua
MDC-4 ¢6 thé tim thay trong thoi gian 2°™4 Vi DES, mot s bit khoa can ¢b
dinh dé tranh khoa yéu va tinh chét bu (complementatlon property), cho nén do
phuc tap cho tAn cong cua chung ta chi 1a 2*', diéu nay ngay nay 1a hoan toan c6
thé. Vi ty 1& bam ctia MDC-4 1a Y, chi ¢ 1 khéi dugc xir Iy trong 4 phép ma,
chung ta c6 thé chd doi d6 mat cao cho ham nén. Thu hai, ta téng quat hoa phuong
phap cua [11]. Ching t61 dé xuat phuong an thiét ké ham bam dya trén cic ma
khéi c6 khoa 16n hon va 1am viéc trén cac khdi nho hon. Chinh xac hon, chung ta
xem xét cac ma khéi ¢ khoa tm-bit (t > 1) bang cach dung cac ma tuyén tinh trén
GF(2%), s > 2). Cac kién thiét cua chung ta dem lai cdc ham bam hiéu qua hon so
vé6i trong [11]. Stir dung DES va IDEA, chung t6i chi ra rang c6 thé nhan dugc cac
ty 16 bam gan véi 1 hodc 2 v6i mirc do an toan cao chéng lac cac tin cong va
cham.

Vé sau, Ex(X) va D(Y) ky hiéu phép ma/dich cho ban rd X c6 m-bit twong tng
v0i ban md Y vo1 khoa K ¢6 tm-bit. Gia thiét rang ma khéi khong co dlem yeu, co
nghia la trong cac tn cong 1én ham bam dya trén ma khdi, cac tin cong tit 1én ma
khéi khong gitp gi duoc ngudi tan cong.

Phén cubi ctia bai bao ndy dugc to chirc nhu sau. Trong muc 2 chung toi phén tich
ham nén MDC-4. Cac kién thiét méi duogc trinh bay tong muc 3 va trong muc 4
chung t6i cung cép cac vi du vé cac kién thiét c6 hiéu qué st dung DES, IDEA va
cac ham tya MD-4, chung duogc ky hi¢u 1a ho MDx.
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2. Ham nén cia MDC-4
MDC-2 va MDC-4 [1] 1 cic ham bam dya trén ma khéi: chung dugc biét nhu 1a
cac ham bam Meyer-Schilling, mang tén céc tac gia cua bai bio dau tién mé ta
chung [16]. MDC-2 ¢6 & trong Phan 2 ctia ISO/IEC 10118, d6 1a chuan vé ham
bam dua trén ma khéi [9]. MDC-2 ¢6 thé mé ta nhu sau, voi h(X, Y)=Ex(Y)® Y
va Ex(.) 12 phép m3 boéi ma khdi m-bit boi khod K:

Tli = h(U(Hli_l), Xi)z LTIIHRTII

T2i = h(V(Hzi_l), Xi): LT21||RT21

H1;=LTl1;|| RT2;

H21 = LT21 || RTII
Céc bién H1, va H2, duoc khai dau boi céac gia tri IV, va IV, tuong ing, con két
qua bam 1a phép ndi H1, va H2,. Ty 18 cua lugc d6 nay bang %. Chuin ISO/IEC
khong chi ra mot ma khdi cu thé nao ca; n6 cling doi hoi chi ra 2 4nh xa u, v tu
khong gian ma vao khong gian khoa sao cho u(I1V;) # v(IV,). V61 DES, u va v
chinh 14 viéc bé qua céc bit kiém tra va cb dinh bit thi 2 va bit thit 3 bang 10 va 01
tuong tng, diéu ndy loai trir cac tan cong dua trén cac khoa yéu va cac khoa nira
yéu. Ham nén ctia MDC-2 thyc ra 14 khong phai 1 khong va cham: véi X; ¢d dinh
chon trude bét ky, nguoi ta co thé tim dugc cac va cham cho ca H1; va H2; mdt
cach doc lap cung vé6i tin cong ngay sinh don gian doi hoi 2™ phép toan.

Mot 1an 1ap cia MDC-4 [1] dugc dinh nghia nhu 13 phép ndi caa 2 buéc MDC-2,
V01 cac ban ro trong budc tha hai chinh 1a H2;, va H1;;:

Tli = h(U(Hli_l), Xi): LTL”RTII

T2i = h(V(Hzi_l), Xi)z LT21HRT21

Ull = LTI1 ” RT21

U2;=LT2;|| RTI;

Vli = h(U(Ull), H2i_1)= LV11||RV11

V2i = h(V(Uzl), Hli_l)z LV21||RV21

HI1;=LV1; | RV2;

H21 = LV21 || RVll
Ty 1€ cua MDC-4 béng a. RO rang 1a viéc “trao doi” cua H1;, va H2;, trong budc
thir hai khong lam tdt hon thuét toan: sau khi d6i cac nira bén phai, Ul; va U2; 1a
dbi xtmg @6i voi H1,., va H2,.,.

Vi¢c tim c4c va cham cho ham nén la kh6 hon so véi truong hop MDC-2. Mat
khac, cac va cham cho ham nén MDC-2 cung v&i cac gia tri khac nhau cua X; voi
cung gia tri cua (Hl;y, H2i,) cing dem lai va cham cho MDC-4, nhung nhin
chung, tinh chét nay khong dung cho cac va cham khac cho cac ham co so glong
nhu cac twa-va cham (pseudo-collisions), nghia 13 cic va cham ma tat ca cac dau
vao ctia ham nén déu thay doi.

Sau day, ching t6i s€ chi ra tan cong va cham d6i véi ham nén cung véi do phuce
tap nhé hon tan cong vét can:
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1. Chon gia tri ngiu nhién X; va H2;., (véi i=1 d6 chinh 1 gi4 tri khoi déu)

2. Tinh TI; cho 2°™* gi4 tri HI;,. Nguoi ta mong doi tim dugc chudi S co
m/2-bit sao cho v&i mot tap gdm 2™ cac gia tri (cua Hl1;,) thi cac bit ung
v6i LT; bang chinh S (thuc ra, voi xac xuat 50% cua cac chudi S s& co 2m
truong hop nhu vay hodc hon).

3. Tinh V2; cho 2™* dau vao trong tap nay. Xac suét dé nhan duogc va cham
cho V2, s& bang (2™*? 2™'= 2™,

4. Néu khong tim duogc cai trung nhau, nguoi ta chon gia tri méi cho S; ¢6 thé
tranh viéc tinh lai T1; néu luu trix 2m/ 4 gma — p3mid dai lugng m-bit.

Cong sirc tru tinh dé tim duoc va cham cho ham nén cuia MDC-4 1a 2°™* phép ma
va can luu trit 2°™* dai luong m-bit. Cac khoa cia MDC-4 khi ding DES chi gdm
54-bit [1]. Trong trudng hop nay, tdn coéng va cham yéu cau khoang 2*' phép ma
DES va luu trit 2°* dai luong 54-bit (khoang 10 GB).

3. Kién thiét bing ma tuyén tinh
Trong phan nay, chiing t6i trinh bay cac kién thiét méi cho cac ham bam chéng
duoc va cham dua trén ma khdi m-bit va ma tuyén tinh. Céac kién thiét nay mo
rong kiéu bam don gian di duoc tin 13 an toan ra kiéu bam boi. Nhu 1a kiéu bam
don gian, ching ta s¢ stt dung ham bam Davies-Meyer:

hi(M;, Hi.) = Eyy, (H; ) ® H; 2)

Bét ky ham nao trong s6 12 ham bam an toan d6 dai khdi don duoc mo ta trong
[18] déu c6 thé dugce st dung. Uu diém cta viéc st dung ham bam Davies-Meyer
12 & chd né dugce dinh nghia cho cac ma khéi véi kich thude khdi va kich thuée
khoa khac nhau. Gia thuyét sau duogc thira nhan trong mat ma hoc ngay nay:

Gia thuyét 1. Gia sir Ex(.) 1a ma khoi m-bit ¢6 khoa K dai tm-bit v6i s0 nguyén t
> 0. Lay ham nén h la ham Davies-Meyer (2). Viéc tim cac va cham cho h doi hoi
khoang 2™ phép mi (ctia khbi m-bit) va viéc tim tao anh cho h doi hoi khoang 2™
phép ma.

Dinh nghia 2. (Davies-Meyer boi). Gia su Ex(.) la ma khéi m-bit c6 khoa K dai
tm-bit véi s6 nguyén t > 0. Gid su hy, hy,...h, 1a cidc phién ban khéc nhau ctia ham
Davies-Meyer, ¢ nghia la %;(X;,Y;)=Ex (¥;)®Y;, ching nhan duoc bang cach

¢ dinh rlogznw bit khod (hodc ban rd) boi céac gia tri khac nhau, trong d6 X; 1a cac
chudi tm-bit va Y; 1a cac chudi m-bit. Him nén cia lugc dd Davies-Meyer boi
g6m r khéi ddu vao m-bit, ching dugc mo rong bdi mot anh xa affine vao n cap
(Xi, Y)). Pau ra la phép ndi két qua cua cac ham hy,..., h,. Pau ra cia ham ném s&
phu thudc vao tat ca r khdi vao, ndéi méot cach khac, ma tran cta anh xa affine cé
hang day du.
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Cac ham con hy(X;, Y;) duoc goti 1a tich cuec, néu trong tin cong va cham hoic tin
cong tim tao anh cac khéi dau vao tao nén (X;, Y;) la khac nhau. Hai ham con
hi(Xi, Y5) va hy(X, Yj) co thé bi tAn cong ddc Idp, néu ngudi ta co thé thay doi mot
(hay nhiéu) cac kh01 dau vao cho han nén, sao cho cac tham sd (X;, Y;) cta h; thay
dbi, trong khi cac tham s6 (X, Y;) cua h; thi khong.

Chung ta dua ra gia thuyét sau, khac véi gia thuyét di dwa ra trong [11] mot chut.

Gia thuyét 2. Gia st réng va cham hoic tao anh cho ham nén cua lugc do Davies-
Meyer boi da tim dugc, mdt cach dﬁ“)ng thoi cho hy,...,h,. Gia stt N 1a s6 cac ham
con tich cuc va gia st N-v l1a s6 cuc dai trong s6 N ham con c6 thé tan cong doc
lap. Khi d6 gia thuyét rang viéc nhan duoc va cham hay tao anh doi héi tuong Gng
it nhat 2™ hodc 2"™ phép ma.

Chuy réng trong nd lyc tim va cham hoic tao anh cho lugc do Davies-Meyer boi
ludn ¢6 thé ¢ dinh mot s6 khdi dau vao va nhu vay 1a ¢b dinh cac dau ra.Gia s N
1a s cac ham con tich cyc. Cai ma Gia thuyét 2 noi la, neu N-v trong sO N ham co
thé tin cong doc 1ap (riéng biét), thi s€ khong t6n tai mot tan cong t6t hon tan cong
vét can doi véi v ham con lai. Chi ¥ rang trong d6 phuc tap tong thé cua tan cong
va cham (hodc tim tao anh) ching ta khong dwa vao do phirc tap cta tin cong dbi
v6i N-v ham, chinh diéu nay 1am cho gia thuyét ciia chiing ta manh va c6 thé.

3.1 Céc kién thiét méi

Pinh 1y sau chi ra xem cidc ham bam dua trén ma khdi co thé kién thiét nhu thé
nao bang cach ding cac mi sira sai tuyén tinh khéng nhi phan. N6 mé rong dinh Iy
chinh cua [11].

Pinh 1y 3. Néu ton tai ma [n, k, d] trén GF(2"") ¢6 d6 dai n, kich ¢& k va khoang
céch cuc tiéu d, véi (ttI)>n,t>1 va m>> logyn, thi tdn tai ham bam song song
dya trén ma khdi m-bit véi khod tm-bit, d6i v6i né viéc tim va cham cho ham nén
doi hoi it nhat 2“™2 phép mi va viée tim tao anh doi hoi it nhat 2™ phép ma
néu Gia thuyét 2 13 ding. Ham bam c6 bd nhé trong n.m bit va ty 1& (t+1)k/n —1.

Chirng minh: Ham nén chira n ham khéac nhau h; véi 1 <1 <n, xem DPinh nghia 2.
Déu vao clia ham nén chira (t+1)k khdi m-bit: n bién tir H#;_dén H" | (d4u ra clia

n ham tir vong lap trude), r khéi tin tr M} dén M[, v6i r=(t+1)k-n > 0. Sau day,
mdi bit riéng 1é cua cac khdi m-bit d6 duoc xtr 1y theo cuing mét cach. Céc bit cua
(t+1) khédi dau vao lién tiép dugc ndi lai dé tao nén k phan tir cia GF(2"™). Mdi
mot phﬁn tor nhu vay biéu dién cac dau vao (t+1)-bit cua mdt trong n ham, cu thé,
mot bit biéu dién dau vao khdi rd, con t bit con lai biéu dién dau vao khod cho ma
khéi. Cac bit ddu vao riéng biét nhan duoc bang cach biéu dién cac phan tir cia
GF(2"") nhu 14 khong gian vecto trén GF(2). Kién thiét nay dam bao rang cac diéu
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kién cta Gia thuyét 2 dugc thoa man cho gid tri v = d-1. Suy ra tir khoang cach
cuc tiéu ctia ma rang it nhat d ham con 1a chii dong trong va cham. Ciing vay, k 1a
s6 16n nhat cac ham con ma c6 thé tin cong doc 1ap. Nhung do n-k > d-1 theo cén
Singleton [13, trang 33] nén suy ra két qua can thiét.[]

Viéc ton tai cua cac kién thiét hiéu qua cho d=3 va d=4 suy ra tur viéc tdn tai cac
mi Hamming hoan thién trén GF(2") (xem [13]) v6i cac tham sé n=(q*-1)/(g-1),
k=n-s, d=3 cho luy thira nguyén t6 q, va tir sy ton tai cia cic md mé rong 3 lan
MDS (phén tach khoang cach cuc dal —maximum distance separable) [13, Chuong
11, Pinh 1y 10] v6i cac tham sé n=q° +2, k=q° —1, d=4 cho luy thira nguyén té chin

q.

Hé qua 4. Gia sir rang Gia thuyét 2 dung, ton tai cac ham bam song song dua trén
ma khoi m-bit vai khod tm-bit c6 ty 1€ gan bang t sao cho viéc tim va cham (tim
tao anh) can it nhat 2™(2*™) phép toan (hodc 2*™*(2°™) phép toan).

Chtng minh: Tir Pinh 1y 3 suy ra rang ton tai cac ham bam véi ty 1& (t+1)k/n-1.
Boi vi voi ma Hamming n/k — 1 véi n 10, ta suy ra két qua.]

Két qua nay suy ra rang khi tra gia co bo nhé trong 16, sir dung DES c6 thé nhan
duoc cac ham bam ty 18 1 va st dung IDEA c6 thé nhan duoc ham bam ty 1¢ 2. Dé
so sanh MDC-2 va MDC-4 c6 ty 1€ tuong ung "2 va Y4, con Abreast-DM va
Tandem-DM cho IDEA [12] c6 ty 1€ Y.

Trong [11] chung t6i dua ra vi du vé ham bam dua trén ma khbi m-bit c6 khoa m-
bit dung ma [8, 5, 3] trén GF (22). Ma nhan duoc béng cach chat ngén ma
Hamming [21, 18, 3]. Ham bam c6 ty I¢ %4 va bd nhé trong 8.m bit. Sau day chiing
t6i chi ra rang c6 thé lam t6t hon két qua nay.

Y tudng 1a chia cac tir m-bit thanh cac khéi nho hon va str dung mi trén trudong
16n hon. Vi du, gia sir chiing ta ¢c6 ma khdi m-bit v6i khoa m-bit va m chin. Trong
Dinh 1y 3, cic m3 trén GF(2*) duoc st dung, khi ma 2 bit ctia tir ma biéu dién ban
16 tuong ung voi dau vao khoa cho ma khdi. Phuong phép khac 1a chia tit ca cac
khéi m-bit thanh cac khdi c6 m/2 bit va str dung ma trén GF(2 ). Uu diém cua
phuong phap nay (s€ dugc minh hoa vé sau) 1a cac can tot hon ton tai cho cac ma
nhu vdy. Cai d6 dan t&i phép tong quat hoa sau:

Pinh ly 5: Gia sir m 1a bdi cia b, tirc 1a m = b.my,. Néu tdn tai ma [n, k, d] trén
GF(2""™Y) ¢4 d6 dai n, kich ¢ k va khoang cach cuc tiéu d, voi (t+1)k > n, m>>
logyn, thé thi ton tai ham bam song song dya trén ma khdi m-bit véi khoa tm-bit
sao cho viéc tim va cham cho ham nén doi hoi it nhat 2™ phép ma néu Gia
thuyét 2 dung. Haim bam c6 bd nhd trong n.m bit va co ty 18 (t+1)k/n-1 va lam viéc
v6i cac khdi my-bit.
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Chung minh: tuong ty nhu Dinh 1y 3. [

Nhu mot vi du, ching ta c6 thé kién thiét ham bam dya trén ma khéi m-bit véi
khoa m-bit béng cach dung ma [8,6,3] trén GF(24), nd nhan duoc béng cach chat
ngan ma Hamming [17, 15, 3]. Ham bam c6 ty 18 4 va bd nh¢ trong 8.m bit,
nhanh hon 2 14n so véi vi du dung ma [8,5,3] dugc noi to1 ¢ trén. Vo1 m=64, kién
thiét nay thao tac trén cac tir 32-bit. C6 thé mo rong phuong phap nay dé kién thiét
cac ham bam bang cac ma trén GF(2®), tirc 1a thao tac trén cac tir 16-bit, vi du
bang cach chat ngén ma Hamming [257, 255, 3] (s=2). Tuy nhién, vi ton tai ma
[17, 15, 3] trén GF(2%), nén kién thiét trén GF(2%) chi hiéu qua hon véin > 17. St
dung ma [nk,d] doi hoi n.m bit b nh¢ trong, diéu nay lam cho kién thiét it hip
dan véi n 16n. Hon nita, cdc ma nhan dugce tir viée tach cac khdi thanh cac tir nho
hon dem lai cac thé hién phtrc tap hon.

Chuy:

1. Ngoai chirg minh don gian vé d6 an toan va ty 1¢ twong dbi cao, cac lugc dd
con ¢ uvu diém 14 n phép ma c6 thé thyuc hién song song.

2. Nhuoc diém cua cac luoc do 13 viée ting bd nhd trong va gia cia viée cai dit
ma (d6 chinh 1a phép exclusive or)

3. Pdi voi tan cong tim tao anh, cac g10’1 han an toan gia thiét rang entropy cua
phan khong biét trong dau vao it nhat 1a (d-1)m bit.

Nhu dbi véi (3), néu D < (d-1)m bit 14 khong biét véi ngudi tan cong, thi tin cong
vét can tim tao anh c6 thé thyc hién trong khoang 2° phép ma.

3.2 Anh xa dau ra

Céc kién thiét duoc trinh bay trén day co cac van dé sau:

1. vi mdi bit dau ra khong phu thudc vao tit ca cac bit dau vao ctia ham nén,
tuong ddi d& tim duoc nhiéu dau vao sao cho mot sd khdi dau ra ctia ham nén
1a bang nhau.

2. sb cac khéi dau ra thuong 16n hon nhiéu so v6i mirc an toan dugc dé nghi.

Giai phap la ap dung cac bién ddi dau ra vao cac dau ra ciia ham nén. Bién d6i nay
c6 thé cham, vi n6 chi dugc ap dung 1 1an. C6 nhiéu kién thiét c6 thé.

Trudc hét ching t6i trinh bay phuong phap khong anh hudéng dén d6 an toan
ching minh dugc cua ham nén. Nguoi ta ma n khdi dau ra cia ham nén bang ma
kh01 v6i khoa ¢ dinh, sao cho tat ca cac khdi ddu ra cua phép ma phu thudce vao
tat ca cac khdi dau vao mot cach phire tap. Sau d6, n khdi duoc lién két cung véi n
khdi dd ma duoc bam bang cach sau. Ky hi¢u n,,;, 1a gia tri nho nhét cta n voi mot
gia tri d da cho sao cho Pinh 1y 5 ding. Nén 2n khdi thanh n,,, khi bﬁng kién
thiét mé&i v6i ny,;, khdi song song (néu Npin < N, ham bam nay s€ cd ty 1¢ nhd hon
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s0 vo1 ham ban dau). Phuong phap nay giai quyét Vép dé thu phét va mot phan van
de :chfr haj. Tqy nhién, néu doi hoi phép thu gon ti€p theo can phai nhé hon ny;,
khoi thi can dén phuong phap khac.

Chuing t6i trinh bay sau diy phuong phap tong quat cho moi gia tri n, nd c6 thé
duoc sir dung thay thé hodc dong thoi véi phuong phéap tht nhat. Trudce hét, ngudi
ta kién thiét tir ma khdi m-bit mot ma khéi manh, 16n véi d6 dai khdi n.m-bit. Ma
khoi nay co thé cham vi né chi duoc ap dung 1 lan. Sau d6, n khéi (Npin) tr ham
nén la dau vao cia kién thiét Davies-Meyer, con khoa ciia ma khdi duoc chon
ngau nhién va ¢ dinh (va mot phan ctia mé ta ham bam). Vi gia thuyét 1, d6 1a
ham bam an toan. Dau ra c6 thé cit thanh s khdi bat ky, véi s > d-1.

Ching t6i 1ay vi du mot kién thiét nhu ~vay. Mot phep lap sé gdm 2 budc sau.
Trude hét, hoan vi cac khdi, sao cho khéi i tro thanh khéi i+1 va khdi cudi cing
tré thanh khoi dau tién. Thir hai, ma cac khoi ddu vao bang m()t ma khdi nho theo
CBC mode. Chinh xac hon, ki hi¢u dau ra cua ham nen la H', ..H". Gia su K; véi
i=1,.., n 1a n khoa duogc chon ngau nhién va c6 dinh, gia s C'= H voii=1,..,n. Lap
lai thu tuc sau r 1an:

c’=c"

C'=C"véii=l,.,n

C'=Eg (C'®C'™) véii=1,.n.
(chiing ta sir dung chinh n khoa d6 cho mdi vong lap. Khac di, cac khoa khac nhau
c6 thé sir dung cho tat ca cac vong. Ciing vdy, phép hoan vi khdi trong vong lip
dau tién c6 thé bé qua). Sau mot phép lap, khoi cudi cung s& phu thude vao tat ca
cac khdi dau vao va néi chung, khdi i phu thude vao i khdi dau vao. Tuy nhién, hai
vong 1a khong du dé c6 mot ma khéi manh. Cho nén chung t61 khuyen cdo rang
ma khéi dugc sir dung c6 it nhat r=n Vong Cu01 cung, két qua cua bién doi dau ra
duoc dinh nghia nhu la phép n01 cac khéi H' ® C'véi i=1,..., n. Néu dau vao dugc
cat ngan chiing t6i khuyén cao rang dau ra cudi ciing duc_)’c tao ra tir cac khdi c¢6 chi
sd cao nhit. Vi r vong, bién doi dau ra doi hoi r* phép ma cua mé khdi nho.
Trong phan sau ching t6i s& dua ra mot s6 vi du.
4. Mt s6 vi du thue té
Muc nay chtra mot s6 vi du cta kién thiét méi cho cic tham sd khac nhau cia ma
khéi bén trong. Chung ta s& sir dung ky hiéu (m,k) cho mé khdi m-bit véi khoa k-
bit. Trong cac vi du s€ dua ra chung t61 st dung ma Hamming véi d=3 va ma

MDS véi d=4. Su ton tai ciia cdc mi vira dugce nhéc t6i co & [13, Chuong 11,
Pinh 1y 10].

4.1 Sir dung mi khoi (m, m)
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Luwoc do Ty I¢ Va cham h Va cham H Tai li¢u
MDC-2 1/2 M o [1]
MDC-4 1/4 o mA o [1]
Merkle 0.27 2" 2" [15]
Bang 1. Ty 18 va d6 phuc tap cua cac dé xuat trude ddy cho ma khoi (m,m)
GF(2%) GF(2% Va cham
Code Rate Code Rate
[5,3,3] 1/5 [6,4,3] 1/4 > "
[8,5,3] 1/4 [8,6,3] 12 >
[12,9,3] 12 [12,10,3] 2/3 > "
[9,5,4] 1/9 [9,6,4] 1/3 > 23m2
[16,12,4] 1/2 [16,13.4] 5/8 > p3m?2

Bang 2. So sanh céc kién thiét dua vao maé trén GF(2°) va GF(2%
v61 ma khoi (m,m)

Chu ¥ d6 phuc tap 2™ cia MDC-2 va MDC-4 1a cic tin cong tot nhat biét duoc
chéng lai ham bam, trong khi chong lai lwge do Merkle va cac luoc d6 cia Bang 2
thi d6 phuc tap 2™ dé chéng lai cdc ham nén va 1a can dudi cho d¢ phtc tap dé tan
cong ham bam.

Sau day, chung t01 chi ra viéc thyc hanh kién thiét bang ma [9, 6, 4]. Ching ta
dinh nghia GF(2 ) nhu 1a truong mo rong GF(Z)[X]/(X +x + 1). C6 nhiéu ma tran
sinh cho m tuyén tinh [9, 6, 4] trén GF(2*). Chung ta s& tim ma tran sinh dan dén
ham nén don gidn va hi¢u qua nhu gidi thich sau day. Ma trén sinh c6 dang sau:

100000 1 1 1
010000 a B
0010001 B «a 3)
000100 a 1 p
000010 a B 1
000001 8 1 a

O day, 0 va 1 1a cac phén tir trung hoa ciia phép cong va phép nhan trong GF(2%),
con o =X va = xX+x+1.Y tudng dé chon ma tran sinh nhu sau. Trong cai dat
ctia ham nén, cac phan tir cia GF(2") duogc biéu dién nhu cac phan tir cua khong
gian vecto trén GF(2). RS rang 13 cic phép nhan véi 0 va 1 13 d& thé hién nhat. Cac
phan tich cu thé hon chi ra ring cac phép nhan voi o va B trong vi du trén co thé
thé hién twong tmg bang 1 hay 2 phép exclusive-or. Viéc vét can dé tim ma tran
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cung véi cai dat dé nhat ro rang 1a khong thé, nhung bang cach gioi han boi viée
dung cac phan tir 0, 1, o va B chung ta nhan duoc 101 giai gan véi cai toi vu.

Gia su fi(X, Y) la cac phién ban khac nhau cua ham Ex(Y)®Y, gia s X, va Xg ky
hi¢u twong trng m/2 bit bén trai hoac bén phai cua X va || ky hiéu phép ndi 2 khoi
m/2 bit. Tiép theo, gia st G', ..., ’G9 1a 9 khoi dau vao tu ham nén trong phep lap
trén va gia st M', M%, M 1a 3 khdi tin dau vao. Nhirng céi d6 dua lai ham nén sau:
H' =f,(G', G
H’ = £,(G’, GY
H’ = £5(G’, G°
H*=f,(G’, G%
H’ = £5(G’, G")
H° = f,(M?, M)
-GG e’ @(G]e I GE)@ (Gj% HM})@(M%R @M,%)
ek YealYea @(GZ DG || GZ)@(G2 OMb | GE)@(M% | M3 @M,%R))
~ (G ©GT eM?@(G} 161 (Gl 1168 o M Lr @ 1))
GCocteom? @(Gj‘é ®G; || Gi)@SS @(G% I GR @MiR)
~ oG e @Gl 1GE e (63168 o (68 1163 Jo (u G @113 )
GCoeMmM o3 @(Gg DG || GZ)@37 @(M% DM} ||M£))

voi 3 (GL ||GR@G”1@G”1)va Xp=X; ®Xp.

Nhu 1a mdt bién doi dau ra chung t6i dé ngi trude hét bam 9 khdi thanh 7 khoi qua
ham né,n sﬁ: dupg ma [7,4,4] (Nyin= 7 cho d=4‘) va sau do bam 7 khoi thanh 3 khoi
nho bién doi dau ra c6 7 vong nhu mo ta ¢ phan trén.

4.2 Stir dung ma Kkhéi (m, Zm)
Céac ham bam duy nhét da biét dua trén ma khéi (m, 2m) véi két qua bam 2m-bit
chinh la Abreast-DM va Tandem-DM tir [12]. Cac ham nen tur ca hai ham do6 xu ly
kho6i m-bit bang cach dung 2 phep ma voi ty 1¢ %.. Gia su H; va G; ky hi¢u cac gia
tr1 bam trung gian. Thé thi Abreast-DM dugc dinh nghia nhu sau:
Hi=H; |®Eg  um,(Hi1)
G =G ®Ey, 1., (Giy)
v6i G 1a phép bu theo bit ciia G. Con Tandem-DM duoc dinh nghia nhu sau:
Wi=Eg,  .m,(Hi1)
H=W,®H;_,
G; =G ®Epy, w, (Gi—1)
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Bang 3 liét ké cac ty 18 va do phtic tap cta cac tAn cong tot nhat da biét d6i véi 2
kién thiét. Tuy nhién, nhu di chi ra trén ddy, ton tai cac kién thiét hiéu qua hon
cling v6i do an toan tot hon. Bang 4 1iét ké ty 18 va do phirc tap cua cac kién thiét
nhu vay. Ciing nhu trude ddy, c6 thé chia cac khéi m-bit thanh cac khdi con nhod
hon. Vi du, cac khdi c6 thé chia ra 1am 2 ntra va mé rong bang ma trén GF(2°), vi
du nhu [65, 63, 3].

Luoc d6 Ty 1é Vachamh | VachamH
Abrest-DM 1/2 2m 2™
Tandem-DM 1/2 2" 2m

Bang 3. Ty 1¢ va d6 phure tap cua cac dé xuat
trudc dé cho ma khodi (m, 2m) [12]

Ma Ty 1€ Va cham
[4,2, 3] Y > "
[6, 4, 3] 1 > om
[9, 7, 3] 4/3 > "
[5,2, 4] 1/5 > p3m2
[7, 4, 4] 5/7 > p3m”2

[10, 7, 4] 11/10 > p3m2

Bang 4. Ty 1¢ va d6 phurc tap cho cac dé xuét cua ching toi
d6i v6i ma khoi (m, 2m) dung ma trén GE(2°).

4.3 Ho MDx

Ca MD4 [21] va MD5 [22] ¢6 thé dugc xem nhu 14 kiét thiét Davies-Meyer véi
mi khdi m-bit bén trong nhung c6 khod 4m-bit. Tir quan diém nady, ca hai kién
thiét co ty 1¢ 4.

Tuy nhién, cac tan cong ctia Dobbertin [4, 6] d6i véi MD4 va MD5 chi ra rang cac
ham nén 1a khong phai khong va cham, tin cong ciia ong 1én MD4 mé rong [5] chi
ra rang d6i voi MD4 ngay ca hai lan chay doc 1ap ctia ham nén ciing khong phai 13
khong va cham. Tuy nhién, dudng nhu 1a cic tin cong ctia Dobbertin khong
chuyén sang dugc ham nen chura 2 hay nhiéu hon cac phién ban cia MD5. Chung
ta ¢ thé ap dung phuong phap 0 day dé kién thiét cac ham MD5 song song dua
vao cac mi tuyén tinh trén GF(2). Trong bang 5 s& liét ké cac kién thiét co thé.

Scheme Rate Scheme Rate Scheme Rate
MD4 4 [5,3,3] 2 [5,2,4] 1
MD35 4 [10,8,3] 3 [10,7,4] 2.5
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| | [20, 18, 3] | 3.5 | [20,17.4] | 3.5

Bang 5. Ty 18 va d6 phuc tap cua cac dé xuat méi cho ho MDx
str dung ma trén GF(2°)

Vi céac gia thuyét cho cac kién thiét cua chung ta, tirc 12 cac thanh phan co ban 1a
an toan, 1a khong ding cho MD4 va MDS5, ching ta khong thé chi ra chinh x4c céc
can cho d6 phurc tap cua cac tan cong va cham dbi voi cac ham nén. Tuy nhién,
chung ta gia thuyet rang 601 v6i cac kién thiét dua trén MD5 va cac ma c6 khoang
cach cyc tiéu bang 4 thi tAn cong va cham 1a khong thé. Tan cong doi hoi va cham
dong thoi cho it nhat 3 phién ban khéac nhau voi céac dau vao doc lap.

5. Két luan

Chung t6i da trinh bay viéc tim va cham cho ham nén cia MDC-4 can 2*' phép
tinh néu sir dung DES. Diéu nay tao nén mot mdi hoai nghi vé do an toan cua
MDC-4. Chung t6i ciing trinh bay phuong phap méi dé kién thiét ham bam dua
trén ma khoi nhu DES nhung nhanh hon va an toan hon so véi cac dé xuét trude
day. Ciing vdy, phuong phap cua chung t6i mé rong ra cho cac ma khdi nhu
IDEA, n6 ¢6 do dai khoa va do dai khéi khac nhau. V6i mét dung luong 16n bd
nhé trong, cac klen thiét dung IDEA ton tai voi ty 1¢ gan véi 2, cai 36 nhanh hon 4
1an so v6i dé xuat hién nay. Cudi cung, ching toi ban luén vé viée ‘ap dung cac két
qua cua ching ta vao ho MDx. Chiing t6i chi ra rang cac kién thiét ding MD5, s&
nhanh gan nhu MD5, nhung (gia thuyét) sé an toan hon nhiéu so vi MDS.
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D6 mat cia ham bam lap dua trén ma khoi

Walter Hohl, Xuejia Lai, Thomas Meier, Christian Waldvogel
Crypto 93, pp. 379-390

Tém tat: Cic ham bam mat ma cé duoc bang cach lap cdc ham vong (round
function), cac ham vong duoc kién thiét tir ma khoi va truong hop do dai cua gia tri
bam bang 2 1an do dai khéi m ciia ma khoi bén trong duoc xem xét. Do an toan
tinh to4n ctia cdc ham bam nhu vay chong lai 2 tin cong cu thé, 1 tan cong dich ¢
khdi dau tu do va tan cong va cham c6 khéi dau tu do dugce khao sat; hai tdn cong
nay la khac so vdi tdn cong dich va tdn cong va cham “thong thuong” & ché gia tri
khéi dau cta phép lap khong dugc chi ra. Ly do 1a tir viéc cdc ham bam lap an toan
tinh toan chong lai hai tdn cong nay suy ching an toan tinh toan chong lai cac tan
cong dich va tan cong va cham thong thuong. Cho mot 16p ham bam lap 2m-bit
tong quat, mot can trén chat hon so véi nhitng gi da dugc cong bo trong tai lidu vé
do phtc tap cua tdn cong dich c6 khai dau tu do va tan cong va cham c6 khoi dau
tu do dugc dua ra. Mot dé xudt ham bam lap 2m-bit dat dugc céac can trén nay dugc
dua ra; dé xuat méi nay duoc chi ra 1a an toan hon v€ mat tinh todan chong lai tan
cong dich ¢6 khéi dau tu do va tdn cong va cham c6 khéi dau tu do hon so v6i mot
s0 lugc d6 da dugc dé xuit roi vao 16p téng quat nay. Ciing chi ra ring dé xuat cua
ching toi 1a t6t hon dé xuat hién tai cho chudn ISO theo nghia ca hai luoc dé dat
duoc cdc can trén nay, nhung chi mot phép ma can thiét trong dé xudt ctia ching
toi d€ bam mot khoi tin m-bit so v6i hai phép ma trong dé xuat cho chuin ISO.
Cudi cung, hai tdn cong méi d6i v6i ham bam-khoi-dip LOKI (LOKI Double-
Block-Hash) da duoc trinh bay vé6i do phiic tap thap hon so véi nhitng gi da biét.

1. Mo dau

Ham bam 12 mot 4nh xa dé tinh tir tap tat ca cdc diy nhi phan v6i do dai t6i thiéu
nao dé hoac 16n hon vao tap cac day nhi phan c6 do dai c6 dinh nao d6. Trong mat
mi, cac ham bam dugc st dung dé cung cap tinh toan ven dit liu va dé tao ra céc
chit ky s6 ngén.

Mot phuong phép quen biét dé nhan duoc ham bam I dung phép lap. Gia sit Hy ky
hiéu gia tri khéi dau m-bit (m > 0) va gia st M ky hiéu ban tin nhi phan c6 do dai
la boi duong cua k, tic [a M = (M,, M,,...,.M,) véi n duong nao d6 con M; la cac
khoi m-bit. (Chd y ring ngudi ta kéo dai do dai ban tin thanh bdi ctia k bang céch
ap dung céc k¥ thuat padding xdc dinh, xem [ISO 91, Merkle 90]). Khi dé, chiing
ta viét hash(.,.) dé ky hiéu ham bam lap m-bit, khi cho H, va M n6 tinh gid tri bam
hash(H,,M)=H, theo dang thiic dé qui sau:
H,=round(H,, M,) i=1,2,...,n (1)

v6i round(.,.) 1a ham dé tinh tir 2 ddu vao m va k bit, con dau ra m-bit. Ham
round(.,.) dugc goi la ham vong m-bit.
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Gia sir Hy va H, 1a 2 gid tri khéi diém m-bit va gia st M = (M, ..., M,) va

M =(M,,...M;) 1 2 ban tin nhj phan v6i M, ( 1<i<n) va M;, (1<i<i)la cdc

khoéi k-bit. V6i ham bam lap hash(.,.) chiing ta c¢6 thé phan biét 5 dang tan cong

sau (xem [Lai 92]):

- tan cong dich: Cho H, va M, fim M sao cho M #M nhung
hash(Hy,M) = hash(H y,M)

- tan cong dich c6 khéi dau tu do: Cho H, va M, tim H, vd M sao cho
(Hy,M)# (Hy,M) nhung hash(Hy,M) = hash(H , M)

- tan cong va cham: Cho H, tim M vid M sao cho M # M nhung
hash(Hy,M) = hash(H y, M)

- tan cong va cham c6 khéi dau nta tu do: Tim Hy, M va M sao cho
M # M nhung hash(H, M) = hash(Hy, M)

- tan cong va cham cé khéi dau tu do: Tim Hy, M, H, va M sao cho
(Hy, M)+ (Hy,M)nhung hash(Hy,M) = hash(Hy,M) .

- Khi céc ban tin M va M chi chia mot khdi, tic 12 n=n=1, ching ta c6
hash(Hy,M)=round(H,,M), tir d6 suy ra raing moi mot trong s cic tAn cong trén
duoc dua vé mot tdn cong cung loai d6i véi ham vong m-bit. Vi du, tdn cong
dich s& nhu sau: cho H, vdA M, tim M sao cho M =M nhung
round(HO,M) =round(Hy,M).

Ching ta s€ xem xét cac ham bam lap dua trén cac ma khai (m,k), khi ma ma khoi
(m,k), v6i moéi khod k-bit, 1a mot dnh xa ¢4 ngugc tir tap tit ca cdc ban rd m-bit 1én
tap tit ca cac ban ma m-bit. Khi cho ma khéi (m,k), ching ta viét E,(X) dé ky hiéu
phép ma m-bit rd X véi khod Z k-bit, va D,(Y) ky hiéu phép giai ma ban ma Y m-
bit v6i khod Z k-bit. Trong 1ap luan ctia chiing ta, luon gia thiét rang ma khdéi (m,k)
khong c6 diém yéu. Ching ta dinh nghia ty 1é (rate) cha ham bam lap (hay tuong
duong, ctia ham vong) nhu 1a s6 cac khoi m-bit dugc xt 1y theo moi phép ma hoac
giai ma.

Khi cho ham vong m-bit dua trén ma khdéi (m,k), ching ta dinh nghia do phic tap
cuia tdn cong nhu 1a tdémg s6 phép ma hodc gidi ma cuia ma khoi (m,k) can thiét cho
viéc tin cong, tic 1a néu phép tan cong can 2° phép ma hay giai ma thi ta n6i né c6
do phuc tap 2°. Boi vi phép tan cong trén ham vong m-bit kéo theo phép tan cong
cung ki€u trén ham bam lap m-bit v6i cling do phic tap, nén viéc thi€t k& cdc ham
vong an toan tinh todn 1a diéu kién can (nhung khong du) dé thiét k& cdc ham bam
lap an toan tinh toan. Hon nita, duGi cdc di€u kién nao d6 (xem [Merkle 90,
Damgard 90, Naor 89, Lai 92]), ham vong an toan tinh toan kéo theo ham bam lap
an toan tinh todn. Chuing ta s€ tap trung su chid y vao viéc thi€t k€ cadc ham vong an
toan tinh toan.
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Trong phan 2 chiing ta s& xem xét mot 16p tong quat cdc ham bam lap 2m-bit véi
ty 1& 1 dua trén ma khéi (m,m). Mot s6 luge d6 duoc dé xuat trude day [Preneel 89,
Quisquater 89, Brown 90] dugc chi ra la & trong 16p nay. Cho 16p nay, ching ta
nhan dugc cdc can trén vé do phiic tap clia cac tan cong dich ¢6 khdi dau tu do va
tan cong va cham co khoi dau tu do, bang cdch mo ta cdc tan cong tot hon tdn cong
vét can. Trong phan 3, ching to6i dé xuat mot ham bam 1ap 2m-bit, doi véi né sé
chiing minh ring v6i nhitng gia thiét chap nhan duoc, né dat dugc cdc can trén.
Phan 4 chita mgt tan cong va cham c6 khéi dau tu do méi st dung 2 phép ma doi
v6i luoc do LOKI DBH [Brown 90] va tan cong va cham ¢6 khai dau nira tu do doi
hoi 2™ phép ma. Trong phéan 5 ching ta s& khao sét 16p cdc ham bam lap 2m-bit
vGi ty 1& 1/2. Ciing chi ra rang cdc can trén dat duoc trong phan 2 ciing ding cho
16p cdc ham bam c6 ty 1¢& 1/2. Diéu d6 chi ra rang ca dé xuat clia chiing toi, ca lugc
do Meyer-Schilling [Meyer 88] (n6 hién dang dugc xem xét nhu chudn ISO [ISO
91]) dat dugc cung mdt do an toan tinh toan chong lai cac tdn cong c6 khadi dau tu
do, tuy nhién, dé xuat cua chiing t6i 1a hiéu qua hon theo nghia chi mot phép ma
dugc yéu ciu dé bam mot khoi tin m-bit trong khi 2 phép ma cén trong lugc do
Meyer-Schilling.

2. Cac ham vong 2m-bit véi ty 1é 1

Trong muc nay, chiing ta xem xét cdc ham vong 2m-bit véi ty 1& 1 dua trén cac ma
khoi (m, m), tdc la cdc ma khoi véi khoi ro-ma m-bit va khoa m-bit. Gia st cac gia
tri bam 2m-bit H; duoc viét nhu 1a viec ghép ndi (duoc ky hiéu bang ky tu :) hai
vecto m-bit H ,1 va H ,~2 sao cho H; =H ,~1 H i2 , tuong tu, gia st khoi tin 2m-bit M;

dugc viét nhu 12 M; =M} :M? v6i M}va M?*1a 2 vecto m-bit. St dung ky hiéu

mdi ndy, ching ta c6 thé viét lai (1) nhu sau:
H}:Hl-z:round(Hl-l_lel-z_l,Ml-l:Miz) (2)

Mot trong nhitng dé xuat mot ham bam lap 2m-bit dua trén ham vong 2m-bit véi ty

1¢ 1 dugc dinh nghia trong (2) 1a nhu sau:

Luoc do LOKI Double Block Hash (DBH): Vi ham bam 1ap 2m-bit dugc dé
xuat trong [Brown 90], ham vong 2m-bit duoc cho boi

H} =EH.1,1®M,1 (Hil—l @Miz)@Hil—l ®H ®M}

H} =Eu2 om? (Hil—l o M| @H})@H}—l DH O M;

3)

v6i @ ky hiéu phép cong ting bit theo modulo 2.

Céc dé xudt tuong tu khdc 1a luge d6 Preneel-Bosselaers-Govaerts-Vandewalle
(PBGV) dugc dua ra trong [Preneel 89] va lugc d6 Quisquater-Gilraut (QG) duoc
dua ra trong [Quisquater 89]. Muc dich cta cac lugc d6 nay 1a dé nhan duoc céc
ham vong 2m-bit an toan bang cach sira d6i ham vong m-bit da dugc coi 1a an toan
dugc dua ra boi Davies va Meyer [Davies 85, Matyas 85, Winternitz 84]. Tuy
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nhién, mot s6 cong trinh gan day (xem [Quisquater 89, Miyaguchi 91, Lai 92,
Preneel 93]) va cdc tin cong doi véi luge d6 LOKI-DBH dugc trinh bay trong bai
bdo nay sé& chi ra rang cdc dé xuat cho ham vong 2m-bit nhu vay vé thuc chat 1a
yéu hon so v6i ham vong m-bit bén trong d6i vé6i cac tdn cong c¢6 khai dau tu do.
Dé dat duoc mot 101 giai c6 hé thong cho bai todn ndy, trudc hét ching ta xem xét
dang téng quét sau clia cdc ham vong 2m-bit.

Dang tong quat ciia ham vong 2m-bit c6 ty 1¢é 1:

H! =E (B)®C
A @)

H? =Ep(S)®T
v6i A, B va C 1a cic t6 hop tuyén tinh nhi phan ciia cdc vecto m-bit H} |, H? |, M]
va M ,-2 ,con R, S va T 1a cdc t6 hop nao d6 (khong nhét thiét phai tuyén tinh nhi

phan) ciia cic vecto H} |, H? .M} ,M?*va H}. Ching ta c6 thé viét A, Bva C &
dang ma tran nhu sau:

1
A a ap az day gl:z_l
Bl=|b by by by| ! (5)
C 1 € C3 (4 Aj‘jlz
L r

vOi céc gid tri nhi phan a;, b; va c;nao do (1 <1 <4).

Chiing ta c6 thé dé dang thay rang véi luoc d6 LOKI-DBH ta c6

_H‘l_ _Hll_l

Al [t o 1 o] i Rl [0 1 0 1 0] g2,
B=1001Hi—11v215=10101Ml.1
01101Mi2 T |1 1 1 0 Of a2
| e )

L Mi il

L "1

Cic luge d6 PBGV va QG ciing ¢6 thé dugc biéu dién mot c4ch tuong tu.

Bay gid chiing t6i chi ra cdc can trén vé do phtc tap cua cac tan cong dich c¢6 khoi
dau tu do va tan cong va cham ¢6 khéi dau tu do trén cdc ham bam 1ap 2m-bit véi
ham vong c6 dang (4).

Khang dinh 1: V6i ham bam lap 2m-bit ¢6 ty 1é 1 cing v6i ham vong 2m-bit c6

dang (4), do phic tap cua tan cong dich c6 khéi dau tu do ¢6 can trén la 2™ phép

ma, con tan cong va cham véi khai dau tu do ¢6 do phuc tap bi chan trén khoang
2m/2

Chitng minh: Vi c¢6 tdt ca 2* gid tri ¢6 thé cho vecto 4m-bit
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(H} |, H? .M}, M?) va 2°™ gid tri c6 thé cho vecto 3m-bit (A,B,C), cho nén véi

mbi gid tri (A,B,C) s& c¢6 2™ gid tri (H}_,H?,M},M?)thoa man (5). Bai todn tim
2™ gi4 tri d6 1a khong déng ké vé tinh toan vi tir (5) chiing ta thay rang bai todn nay
twong duong véi viéc giai hé 3 phuong trinh tuyén tinh vé6i 4 4n s6.

Tén cong dich ¢6 khéi dau tu do: V6i gid tri da cho cha (H)_|,H? .M} ,M?),
chiing ta cAn tim mot gid tri nhu thé nita sao cho c6 cing gid tri (H},H?)nhu &
(4). Chiing ta xir Iy nhu sau: Vi gié tri dd cho cta (H,_|,H?,M}, M?)ching ta
tinh gid tri cta (A, B ,C) nhu (5) va str dung 1ap luan & trén dé tim ra 2™ gi4 tri khac
cta (H 11 L H 12 LM, I M -2) sao cho dan dén cung gid tri cua (A,B,C). Sau d6 ta tinh
gia tri cua H2 cho gia tri (H, 1,Hl I,M},Miz) da cho va tinh Fliz cho 2™ gi4 tri
(A}, B2, M}, M?) vira ni t6i & trén. Do c6 2™ gié tri ¢6 thé cha H? nén véi
xdc xudt 0.63 s& tim dugc mot bo trong s6 2™ gid tri ctia (A}, A7 ,M},M?) sao
cho n6 cho A7 tring v6i HPung v6i (H} 1, H? 1,M},M?)da cho. Phép tén cong
nhu vay can 2™ phép mi, diéu nay dem lai can trén khoang 2™ cho do phic tap cta
tan cong dich c6 khdi dau tu do d6i v6i ham bam lap 2m-bit.

Tan c()ng va cham c¢6 khéi dau tu do: Ching ta s€ tim hai gid tri khdc nhau cua
(H}_,H? .M}, M?)dan dén cing gid tri (H],H?) theo nhu (4). Ta xit Iy nhu
sau: trudc hét ta sinh ra 2™2 gia tri cho (H] |, H? {,M},M?) sao cho c6 cling gid
tri H}. Vi ¢6 2™ gi4 tri c6 thé cho khéi m-bit H ,2 cho nén theo “lap luan ngay
sinh” thong thudng véi xdc suat 0.63 s& tim duoc 2 gid tri (H) |, H? |, M}, M?)
cho cung gid tri H 12 Phép tan cong nay can 2™ phép ma, né cho can trén cua do
phtic tap doi véi tdn cong va cham c6 khéi dau tu do trén ham bam lap 2m-bit.

Chu y. Tu tudng chinh cta tdn cong trong Khang dinh 1 1 tan cong hai dang thic
trong (1) mot cach riéng biét. Néu ai d6 c6 thé tim duoc nhiéu gid tri
(H! | H> l,M M?) din dén cing mot gié tri (A,B,C), thi tdn cong d6i véi ham
vong 2m-bit dang (4) dan dén tan cong mot ham vong m-bit. Cho nén, cic tan
cong tuong tu nhu nhitng tdn cong da duoc mo ta trong chiing minh clia Khing
dinh 1 cling s€ lam viéc, ngay ca khi dnh xa tir (H l-l_l,H Z-Z_l,M ,-I,M 1-2) vao (A,B,C)
trong (4) khong phéi 1a t6 hop tuyén tinh nhi phén Cho nén, Khéng dinh 1 vin
ding néu dé tim duogc 2™ gia tri khac nhau cla (H]} i1 H? .M ll M l-2 ) cho cung mot
gia tri cta (A,B,C).
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3. DPeé xuat cho ham bam 2m-bit véi ty lé 1

Trong muc nay, ching toi dé€ xudt ham bam lap 2m-bit méi v6i ham vong 2m-bit
dang (4). Chiing ta s& ching minh rang dé xuat mdi nay 1a t6i uvu chong lai céc tin
cong dich c6 khdi diém tu do va tdn cong va cham c6 khai dau tu do.

TruGe khi dua ra d€ xuat mdi, ching t6i mo ta ham bam lap m-bit da dugc dé xuét
mot cach doc lap boi Davies va Meyer, xem [Davies 85, Matyas 85, Winternitz
84].

Luoc do Davies-Meyer (DM): Luoc do nay chita hAm bam lap m-bit dugc dinh
nghia nhu trong (1) v6i ham vong m-bit dua trén ma khai (m, k). V6i muc dich cua
minh, ching toi s& gia thiét rang k=m, tic 1a do dai r6-ma va do dai khod bang
nhau. Gia sit H;; va M; ky hiéu 2 khoi m-bit, dau ra m-bit H; cia ham vong DM
dei véi cap dau vao (H, ;, M,) dugc cho baoi

Hi=Epy (Hi_1)®H;_, (6)

Lugc d6 DM néi ching duoc xem 1a an toan, tdc 1a cac tdn cong dich c6 khai dau
tu do va tdn cong va cham c6 khéi ddu tu do d6i véi (6) can tuong tng khoang 2™
va 2™?2 phép ma. D€ xuat cha ching toi dua vao luge d6 DM.

Luoc d6 Davies-Meyer song song (Parallel-DM): V6i ham bam lap 2m-bit dugc
dinh nghia nhu & (1), Ching t6i d€ nghi ham vong 2m-bit véi ty 1€ 1 dua trén ma
khoi (m,m) nhu sau:

H =E (H_ oMm)®oH! &M

Mleom?

(7)
H} =EM1(H1'2—1 OM)®H ®M]

Hy_ m E LoD |
i-1— > > > [
P = v i
A
1
M
A
2
M :
! A
A JE L 2
2 N NV i
i—1 A

Hinh 1. Ham vong 2m-bit cta lugc d6 dé xuat Paralle]l-DM
(cac hop nho biéu dién diu vao khod ctia ma khaoi

D¢ trdnh cdc tdn cong tAm thudng dua trén su viéc 1a ban tin gia mao c6 thé c6 do
dai khac v6i ban tin ban dau, ching t6i dinh nghia cung c6 sau d6i v6i ham bam
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lap, chiing dugc dé nghi mot cach doc 1ap boi Merkle va Damgard, xem [Merkle
90, Damgard 90].

Cung co Merkle-Damgard (MD): Vé6i ham bam 1ap duoc dinh nghia trong (1),
cing c6 MD chinh Ia viéc dinh ra khoi cudi cing M, cua ban tin nhi phan duoc
bam M=(M,,...,M,) chinh l1a d¢ dai caa M (& dang nhi phan).

Khang dinh 2: Gia thiét ring lugc d6 DM 12 an toan va ham bam lap 2m-bit duoc
st dung cung véi cing ¢ MD, tir d6 suy ra rang lugc d6 Parallel-DM la t6i uu
chong lai tdn cong dich c6 khéi dau tu do va tdn cong va cham c6 khéi dau tu do.

Ching minh: Béing c4ch 4p dung bién déi c6 nguoc
1 2 1 2,2 1,2 1 2
(Hi—, HiZ,M; , M) = (hi_y, hiy,mi ,mi)

1 1 1 ;2 2 2

hioy=Hi 1 ®M; hi_y=H;i_, ®M,
m) =M} m} =M} ®M?

do6i véi ham vong Parallel-DM duogc dinh nghia trong (7), ching ta nhan dugc ham
vong méi 2m-bit

sao cho

b =E, (i) ®hi_

(8)
hi2 = Emll (hiz—l) ® hi2—1

Chu y: Tt (7) lam sao nhan duogc (8) ???

4. Cac tan cong méi doi véi luge do LOKI-DBH

Ching ta mo ta tan cong va cham c6 khdi dau tu do méi doi véi luge do6 LOKI-
DBH, phép tan cong chi yéu cau 2 phép ma va tdn cong va cham ntra khéi dau tu
do, n6 sir dung 2™2 phép ma. Cac tan cong ndy c6 thé ap dung vao luoc d6 LOKI-
DBH v6i mot ma khoi (m,m) bt ky nam bén trong. Do phiic tap tan cong thap nhu
vay doi véi luge d6 LOKI-DBH chua dugc cong bo trong cac tai liéu. Hon nita, do
phtic tap thap cua tan cong va cham ¢ khéi dau tu do méi nay chi ra rang luge d6
LOKI-DBH la khong t6i wu chdng lai tdn cong va cham khéi dau tu do.

Bang cach dp dung dnh xa c6 ngugc (Hl-l_l,Hl-z_l,Ml-l,Miz) - (hl-l_l,hl-z_l,m},miz)
vé6i
hil—l = Hil—lﬂ hz'2—1 = Hi2—1
mi =M} ®@H[ |, mi=M}®H,
vao ham vong LOKI-DBH dugc dinh nghia trong (3), chiing ta nhan dugc ham
vong mo6i 2m-bit nhu sau:

©)
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hil = Eml (hil—l ® hz'2—1 ® mzz) ® hil—l ® m12 (10)

2 1ol 2 1

I’ll‘ = Emlz (ml- (‘Dhl ) @ hi—l @ m;
Free-start collision attack: Ching ta s€ tim hai gid tri khic nhau
(H,-l_l,H,«z_l,Ml-l,Ml-z)mé cung dan dén mot gia tri (H},H,»z) theo nhu (3). Ta xtr ly
nhu sau:
Budc 1: Chon ngiu nhién gia tri X m-bit va hai gia tri khdc nhau m-bitlay va p.
Buérc 2: Tinh z va z nhu sau:

z=E,(x®y)®xDy (11)

I=E;(x®y)®0xDy (12)
chung ta nhan dugc 2 gid tri khac nhau (z, x® z, y, y) va (Z,x®z,y,y)cho
(hi—1,hi-1,m},m?).
Budc 3: Bang céach dp dung dnh xa nguoc cua (9), chiing ta ¢6 hai gid tri khac nhau
(z, x®Pz, yPz, xPyDz) va (Z,xD 2,y D Z,xD y D 2)cho (H,»l_l,Hl-Z_l,Ml-l,M,»z) .
Chi ¥ ring khi thay (z, x® z, y, y) cho (H)_|,H? .M} ,M?) trong (3) s& cho

{ HY =E,(x©)®y®:

H} =E,(y®H)®x®yd:

stt dung biéu thifc clia z duoc dinh nghia trong (11) cho

Hil:x
2 1
H} =E,(y®H)®E,(x® )

Thay H ll bdi x trong v€ phdi clia dang thic thi hai ta c6 (H l-l,H 1-2) = (x,0). Ciing
bang cdch nhu vay, c6 thé chi ra ring bang cdch thay (2,x® 2,7 ®2,x® y® 2)cho
(H,-l_l ,H,~2_1,Ml-1 ,Ml-z)trong (3) cling dan dén (H},H,-z) = (x,0), di€u d6 ching minh
tinh ding dan phép tan cong clia ching ta. Boi vi phép tan cong vao ham vong suy
ra phép tan cong cung loai vé ham bam 1ap vé6i cing do phic tap, ching ta két luan
rang tdn cong trén suy ra tdn cong va cham c6 khoi dau tu do trén ham bam lap
LOKI-DBH yéu cau 2 phép ma.

Tan cong va cham c6 khéi dau nira tu do: Ching toi s& tim gid tri cla
(H ,-1_1 JH 1-2_1)V(:,1 hai gia tri khac nhau cua (M 1_1 M 1-2) dan dén cung mot giad tri
(H]} ,Hl-z) theo nhu (3). Ching ta xtr 1y nhu sau:

Budc 1: Chung ta chon ngiu nhién gia tri x c6 m-bit

Budc 2: Gia st z va z dugc dinh nghia bai (11) va (12) mot cach twong tng. Cho x,
chiing ta chon ngau nhién cip (y, ) gom 2 gia tri khdc nhau m-bit cho dén khi tim
duoc cap gié tri dan dén su tring cla z va Z, tic 1a z = 2. Bang “nghich 1y ngay
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sinh”, diéu d6 can khoang 2™ phép ma va c6 xdc xudt thanh cong 1a 0.63 dé tim
dugc mot cap (y,y)nhu vay.

Budc 3: Bang cich dp dung dnh xa nguoc cta (9), ching ta nhan dugc gia tri (z,
x®z) cha (H! [ ,H?|)vd hai gid tri khdc nhau (y®z, x®y®z) v

(G ®z,x®)®z)cho (M}, M}).

Bang cach dp dung viéc thay tuong tu ciing nhu d6i véi tdn cong va cham c6 khoi
dau tu do, ching ta c6 thé dé dang chiing minh duoc tinh diing din cta tin cong
nay. Chuing ta két luan rang chinh tan cong vira mo ta kéo theo tdn cong va cham
khoi diu ntra tu do trén ham bam lap LOKI-DBH 2m-bit bang cach ding khoang
2™72 phép ma.

5. Cac ham vong 2m-bit véi ty lé 1/2
Trong phan nay, chiing ta xem xét cadc ham vong 2m-bit véi ty 1& 1/2 dua trén ma
kh6i (m,m). Gia slr cdc gia tri bam 2m-bit H; c6 thé viét nhu 1a phép n6i (ky hiéu
bing :) clia hai vecto m-bit H}va H? sao cho H; = H} : H?, ching ta c6 thé viét
(1) nhu 12

H}:H? = round(H}_| :H? |,M) (13)
v6i M; 1a khoi tin m-bit.

Dang tong quat ciia ham vong 2m-bit véi ty 1é 1/2
1 _
Hl-z_EA(B)@C (14)
H? =Ep(S)®T
v6i A, B va C la cdc t6 hgp tuyén tinh nhi phan cta cdc vecto m-bit H l-l_l,H ,-z_lva‘l
M, , con R, T va S 1a cdc t6 hop nao d6 (khong nhat thiét phai tuyén tinh) cua céc
vecto H} |, H?,H}va M, Ching ta c6 thé viét A, B va C theo kiéu ma tran nhu
sau:

A Hl'l—l
B|=T]| HA (15)
C M;

v6i IT ky hiéu ma tran 3x3 c6 cac thanh phan 1a 0 hoac 1.

Tir phan 2 chiing ta biét rang do phiic tap cia ham bam lap 2m-bit véi ty 1€ 1 ¢6
ham vong dang (4) bi chan trén boi 2™ d6i véi tan cong dich ¢ khai dau tu do va
boi 2™ d6i v6i tén cong va cham c6 khdi ddu tu do. Bay gid ching ta s& chi ra
rang cling nhitng can trén 4y van ding cho ham bam lap 2m-bit véi ty 1& 1/2 ¢6
ham vong thudc dang (14).
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Khing dinh 3: V6i ham bam lap c6 ty 1¢ 1/2 ma ham vong 2m-bit c6 dang (14) thi
do phtc tap cta tan cong dich ¢6 khdi diu tu do dugc chan trén bai 2™ va do phiic
tap cua tdn cong va cham c6 khoi du tu do dugc chin trén boi 2™2,

Chirng minh:

Tén cong dich ¢6 khéi dau tu do: Cho gié tri (H) |,H?,M;), tim gié tri khéc
(ﬂ,—l_l,ﬁlz_l,Mi) sao cho dan dén cung gia tri (H,-I,Hl-z) theo nhu (14). Khi ma tran
IT duogc dinh nghia trong (15) 1a khong suy bién, gia st D la gia tri cuia H ,1 deéi véi
bo gid tri dd cho (H).;,H?,,M;). Khi d6 ching ta c6 thé tao ra 2™ gia tri khac
nhau ctia (A} |,A?,M;)sao cho din dén ciing mot gi tri D bing cch ddu tién
tinh C = D @ E,(B) cho 2™ gi4 tri chon ngiu nhién ctua (A,B) va sau d6, v6i moi

gia tri ctia (A,B,C) ta tinh (H 1'1—1 JH l.z_l,j\;l ;) theo céach sau:

aly A
72 -1

Hg|=]] | B
M C

v6i IT' 12 ma tran ddo ctia ma tran khong suy bién IT. Khi ma tran IT 1 suy bién,
thi v6i gid tri (A,B,C) nhan duoc tir gid tri da cho cha (H) |,H?{,M;), ton tai it
nhét 2™ gid tri khdc nhau cta (], H? 1, M,)dan t6i ciing mot gid tri (A,B,C), tic
la cung gia tri Hl-l. Vé6i gia tri da cho va v6i 2™ gia tri vira méi sinh ra cua
(A} |, A% ,M;), ching ta tinh gié tri cha H7 theo nhu (14). B&i vi ¢6 2™ gid tri c6
thé cia H i2, khi ching ta tinh H i2 cho 2™ gia tri (H l-l_l,lfl ,-2_1,M ;) thi véi xac suat
0.63 tim duoc mot gia tri ctia (H ,-1_1,1:1 1-2_1,1\2 ;)sao cho dan dén cung mot gia tri
cia H? nhu d6i v6i gid tri dd cho (H) ,H? |, M) . Phép tin cong ndy cn khoang
2™ phép tinh.

Tan cong va cham ¢6 khéi dau tu do: ching ta tim 2 gid tri khdac nhau cta
(H}_{,H?{,M,)sa0 cho din dén ciing mot gié tri cha (H,,H?)theo (14). Tan
cong nay la tuong tu véi tan cong dich ¢6 khoi dau tu do, ngoai trir rang chiing ta
chi tao ra 2™ gia tri cha (A} ,H? ,M;)dan dén cing mot gid tri H}. T nghich
1y ngay sinh suy ra ring véi x4c suat 0.63, khi chon ngu nhién 2™ gfa tri cia
(A}, H?{,M,)s& tim duoc 2 gid tri ¢ clng gid tri H7.

Vi du Meyer-Schilling (c6 sira doi)
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Trong [Meyer 88], Meyer va Schilling da dé xuat mot ham bam 2m-bit dua trén ma
khoi DES (m=64, k=56), sau d6 n6 duogc goi la MDC-2 trong [Matyas 91] va hién
nay dang duoc xem xét nhu la chuén ISO [ISO 91]. Lugc d6 Meyer-Schilling, sau
mot s6 thay d6i nho, d6 1a, sit dung ma khéi (m,m) thay cho DES, khong xét phép
“cut-and-paste” phu thém va cdc phép trdo doi, c6 thé viét nhu sau:

H} = Eyt (M)® M,

Hf =E, > (M})®M,
i—-1

hoic duéi dang tong quat (14) nhu sau

Al 1 0 o] HL, R [o 1 0] H},
Bl=0 0 1|H?{|va|S|=]0 0 1|H?,
cl oo 1| M T| |0 0 1| M;

Cho nén, cdc can trén ctia Khang dinh 3 ciing ding cho luge do6 Meyer-Schilling.
Bing c4ch 4p dung phuong phap tuong tu nhu trong chitng minh ctia Khang dinh 2,
ching ta c6 thé chi ra ring luoc d6 Meyer-Schilling thuc chat dat dugc can trén
néu ma khéi & trong khong c6 diém yéu.

6. Két luan

Trong bai bao nay, ching toi dua ra cac can trén cho do phtc tap cta tan cong dich
c6 khéi dau tu do va tan cong va cham c¢6 khoi dau tu do déi véi 16p rong 16n cac
ham bam lap 2m-bit dua trén ma khoi (m, m). Mac du cac tdn cong dich c6 khaoi
dau tu do va tan cong va cham c6 khdi dau tu do khong phai la cac tdn cong thuc
su (vi gia tri khdi dau cia ham bam lap luon ¢6 dinh), do phic tap cua ching la can
duéi cho cac do phiic tap cua cac tan cong dich va tan cong va cham thuc su.

Chdng toi cling dé xuat ham bam lap 2m-bit véi ty 1& 1, véi gia thiét rang néu so do
DM Ia an toan va cdch lam manh MD duoc str dung, thi chiing minh dugc rang né
la t6i wu chong lai cac tan cong dich c6 khdi dau tu do va tan cong va cham cé
khdi dau tu do. Hon nira, tdn cong va cham c6 khdi dau tu do méi cua ching toi
déi v6i so d6 LOKI-DBH chi ra rang so do nay 1a khong t6i wu chong lai tdn cong
va cham c¢6 khoi dau tu do. Cudi cung, miac du ham bam lap 2m-bit Meyer-
Schilling ciing 1a t6i wu d6i v6i 2 tdn cong Ay, nhung nd chi dat ty 1€ 1/2, trong khi
dé xudt cua ching toi dat ty 1€ 1, ¢6 nghia 1a 2 phép ma can trong lugc d6 Meyer-
Schilling dé bam mot khai tin m-bit trong khi luoc d6 ctia ching toi chi can 1.

Vi lugc d6 m-bit Davies-Meyer duong nhu 1a an toan, cho nén ¢6 mot cau hdi mé
[Preneel 93, Lai 92] 1a liéu c6 thé stta d6i luge d6 DM dé kién thiét ham bam lap
2m-bit sao cho an toan hon so véi lugc d6 m-bit DM ban dau. Bai todn nay dugc
giai mot phan nho céc két qua ctia cdc Bo dé 1 va 3, ching da chi ra ring, khi cho
moOt ham vong 2m-bit thuc hién bam it nhat mot khéi tin m-bit bang cach ding 2
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lan ma kh6i m-bit v6i khod m-bit thi ludn ton tai cac tan cong c¢6 khdi dau tu do
(dich va va cham) t6t hon céc tdn cong vét can. Cho nén, bang cach ding 2 1an ma
kh6i (m, m) cling v6i mot sd phép todn don gian thi khong thé nhan duoc ham
vong 2m-bit véi ty 1€ 1/2 hoac 16n hon sao cho an toan hon ham vong m-bit DM
trong viéc chong lai céc tan cong c6 khdi ddu tu do. Cho nén, dé nhan duoc mot
ham vong 2m-bit an toan, nguoi ta can phai thuc hién ma khoi (m,m) it nhat 3 lan
trong mot vong, hoac phai st dung 2 1an ma khoi m-bit v6i do dai khoa 16n hon m.
Thuc t€, dd ¢6 cdc ham vong 2m-bit an toan dugc kién thiét bang cdch st dung 2
lan ma khoi m-bit v6i khod 2m-bit [Lai 92].
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PHAN PHOI KHOA VA THOA THUAN

1. TRUYEN TIN BAO MAT TREN MANG

Trén cac mang cong cong khong an toan hai bén nao dé6 muon lién lac an
toan v6i nhau thi phai 1ap ma thong tin trong phién lién lac. Muon vay ho
phai c6 khod bi mat truéc dé lién lac an toan véi nhau. Qud trinh trao déi
khod bi mat phai xay ra truéc d6 bang céc kénh an toan.

Nguoi ta phai giai quyét van dé nay nho vao qué trinh phan phéi khod va
qua trinh thoa thuan khoa trudce khi lién lac.

1.1 T6 chitc truyén tin bao mat trén mang

Chung ta di vao xem xét chi tiét clia cong viéc t6 chic truyén tin bao mat
trén mang.

Phan phoi khoa: 1a co ch€ lién lac bao mat ma mot bén chon khoa bi mat
va sau d6 truyén khod nay dén cho bén kia.

Viéc truyén khod mat di nhién phai xay ra bang mot kénh an toan. Sau
khi truyén xong khod bi mat thi hai bén lién quan s& c6 thé lién lac an
toan v46i nhau trén kénh khong an toan.

Thoa thuan khod: 1a giao thic ma hai hay nhiéu bén ciing nhau thiét 1ap
khod bi mat bang lién lac trén kénh cong khai.

Day 12 khai niém mdi chi dung kénh cong cong ma c6 thé thiét lap khoa
mat gitta cac bén lién lac. Trong so d6 thoa thuan khoa thi khoa chung la
gia tri cua ham s6 ma dau vao dugc ca hai bén cung cap. Moi truong lién
lac cua ching ta thuong 1a n nguoi st dung dung mang lién lac khong an
toan dé lién lac an toan vdi nhau. Nguoi ta can ¢6 n(n-1)/2 cap khoa
chung bi mat trudce khi lién lac v6i nhau. Pay 1a mot cong viéc ton kém.

Muc tiéu ctuia phan phoi khoa va thoa thuan khoa 1a cu6i giao thic dé hai
bén lién quan déu c6 cung mot khod K va khong mot bén nao khac biét
gid tri ctia khod K. Néu khong ¢6 mot trung tam uy nhiém thi dé cung
cip khod cho n nguoi ding trung tam nay phai truyén di €’ khod mot
cdch an toan. Di€u nay la rit ton kém va phiic tap néu mang c¢6 nhiéu
nguoi st dung.
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Ngudi ta nghi ra cac phuong thitc 1am giam t6i thiéu s6 khod bi mat can
phan phoi trén mang. D6 1a ki€u phan phoi khoa Blom hay phan phoi
khoa truc tuyén bdi trung tdm uy nhiém Kerberos hay giao thic thoa
thuan khoa Diffie-Hellman.

1.2 So do tién phan phdéi khoa Blom va Diffie-Hellman
1.2.1 So do phdn phéi khod Blom

So d6 nay 1am gidm t6i thiéu viéc truyén va luu trit khod bang céch tinh
truc ti€p khod gitta hai bén lién lac. Nguoi ta van quen goi né la so do
tien phan phoi khod Blom. So d6 nay hoat dong nhu sau:

1.Trung tam uy nhiém chon mot s6 nguyén t6 p va chon cho moi
ngudi dung U mot s6 1, € Z,, cdc r, khac nhau. S6 p va céc so r, dugc
cong bo cong khai.

2.Trung tam chon ba s6 ngau nhién a, b, ¢ € Z, khong céan phai
khac nhau va tao ra da thuc f(x,y) =a+ b(x + y) + cxy mod p

3.D6i v6i mbi nguoi dung U, trung tdm uy nhiém tinh da thic:
g (x) = f(x,r,) va truyén g,(x) cho U trén kénh an toan. Nhan xét rang
g (x) 1a da thic tuyén tinh theo x nén né c6 thé dugc viét 1a: g (x) = a, +
b,x,6d6a,=a+br,modp vab,=b+ cr, mod p

4.Néu U va V muon lién lac thi ho dung khoa chung

Kyv=Kyy=1f(r,r)=a+b(,+r)+cr,r, mod p
Trong d6 U tinh Ky nhu la: f(r,, r,) = gy(r,) va V tinh Ky nhu la:
f(ry,ry) = gy(ry)

Vidu : gia st c6 3 nguoi su dung 1a U, V va W, p = 17, con cac phan tix
cong khai cta ho lar, =12, r,=7, r,=1. Gia thiét rang trung tam chon a =
8, b =7 vac =2, khi d6 da thitc f c6 dang nhu sau:

f(x,y) =8 +7(x +y) + 2xy
Cac da thuc g nhu sau:
g.(x) =T+ 14x
g.(x) =6+4x
g,(x)=15+9x
Nhu vay ba khod sé la :
Kyy=3
Kyw=4

Ky =10
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U tinh Ky ynhu sau: g (r,)) =7+ 14 x7mod 17 =3
V s€ tinh Ky y nhu sau: gr,=6+4 x 12mod 17 =3

Chi mot minh nguoi dung U c6 thong tin a,, b, do d6 chi ¢6 anh ta méi
tinh dugc khod chung véi nguoi dung V 1a:

I<U,V = gU(rv) = au + burv mOd p.
Do p 16n nén khong thé duyét tat ca cac cap (a, ,b, ) dé tim ra cap dung
va néu ngudi ding khac U,V ciing khong thé biét duge Ky nao la ding.

So d6 Blom bdo dam su bi mat hoan toan cua khod Ky doi véi bat ky
mot ngudi thit ba W nao, theo nghia rang véi nhitng thong tin ma W ¢6
duogc (W biét a,,b,) thi bat ky gid tri | € Z nao ciing c6 thé nhan 1a K.

Ta c6 dinh 1y sau: So d6 Blom la an toan khong diéu kién trugc bat ky
nguoi st dung ca biét nao.

1.2.2 So do phdn phoi khod Diffie-Hellman
So d6 nay 1a an toan vé€ mat tinh todn néu bai todn tinh logarit roi rac 1a
khong thé giai duoc. So d6 hoat dong nhu sau:

1.S6 nguyén t6 p va phan tt nguyén thuy o€ Z, dugc cong bo

cong khai. Ngoai ra chiing chi c6 chita tham s6 cong khai ctia U va V
cling dugc cong bo.

2. V dung gia tri b, cong khai tir chiing chi ctia U cung véi gia tri
bi mat clia riéng minh a, dé tinh: K, , =a““ mod p =b," mod p

3. U dung gia tri cong khai by, tir chiing chi clia V cung véi gia tri
bi mat ctia rieng a, dé tinh : K, , =a™“ modp = b, =modp
Vi b,, by cong khai. Muon c6 khod K,y nguodi ma thdm chi biét b, by do
do phai thir céc a,, a, dé tim ra gid tri ding. Do p 16n nén viéc duyét céc

kha nang cua a,, a, 1a khong thé dugc va s& khong tinh duge Ky, trir khi
giai duogc bai todn logarit roi rac (g la phan tir sinh cua truong Z)):

-Cho phan tir b,eZ,. Hay tim s6 ty nhién bé nhat a, sao cho
b, =g“modp.

-Cho phén tr b,eZ, Hay tim s6 ty nhién bé nhat a, sao cho
b, =g" mod p

Do trung tdm uy nhiém da x4ac nhan cac ching chi cta nguoi st dung
nén ngin can dugc mot cach hiéu qua ngudi dung W muoén sira doi thong
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tin vé ching chi cua bat ky ai khac. Do cé xac nhan cac ching chi ding
chit ky s6 nén viéc gia mao ching chi 1a khong thé duoc (Tuong duong
vGi viéc gia mao chit ky s6).Van dé con lai chi 1a tdn cong bi dong cia W
tifc la tim céach tinh Kyy tr a¢“modp va a®modp. Day la bai toan
Diffie-Hellman. Do d6 so d6 Diffie-Hellman 1a an toan chong lai cac tin
cong thu dong néu bai toan Diffie-Hellman 1a khong giai dugc. Chiing ta
thay rang cédc so d6 trén phan phoi khod khong chi tiét kiém truyén va
lIuu trit tin ma ching con chu dong ngan chan cac tan cong chu dong cua
cac bén khong lién quan.

1.3 Hé phan phoi khoa X.509 va Kerberos

Pay 1a hai loai hinh phan phoi khod dién hinh c6 va khong c6 trung tam
uy nhiém.

1.3.1 So do phdn phoi khod X.509

So d6 phan phai khoa X.509 ¢6 chitc nang hoat dong truc tuyén khong c6

trung tdm uy nhiém, xac thuc 1an nhau va cung cap khod phién lién lac
dung mat ma khoa cong khai.

Kho4 phién khong c6 dinh va luon dugc tao ra méi moi 1an hai bén nao
d6 ¢6 nhu céu lién lac sau khi da hoan thanh giao thitc X.509. Chiing ta
mo ta hoat dong cua giao thiic phan phoi khoa nhu sau:

1. 4— B:A4,S,{ts ,nmv ,,B E,tkey ,, }}
2. B - A :SB{tSBA ,I’lI"VBA,A,i’U’V AB DEA{keyBA }}
3.4 B:S,{B,nv,,}

Trong d6 céc ky hiéu dugc biéu dién nhu sau:
-A, B la hai bén lién lac lién quan
-E.{} 1ap ma mot day so liéu dung khoa cong khai cua bén X

-S.{} 1a day s6 liéu va chit ky s6 cua ching dung khoa bi mat cua
bén X.

-ts,, 1a tem thoi gian hién hanh sinh boi bén X dé gidp bén Y phit
hién céac thong bao dugc dung lai.

-nrv,, 1a gid tri khong lap lai dwogc gli boi bén X dé gidp bén Y
phat hién cic thong bao dung lai.

-key,, 1a khod bi mat sinh bdi bén X dugc ding d€ bao vé cdc lién
lac sau do gitra X va Y.
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X.509 ba pha thuc chét 1a su két hop cta thach do/tra 101 dung dé xac
thuc 1an nhau. Cac thach d6 d6 & day chinh 1a nrv,g, nrvg, . Ngoai ra tem
thoi gian chi 1a phan phu trg thém.

Céc khod duoc bao vé bang cdc hé mat khod cong khai clia ngudi nhan.
Tinh nguyén ven cua cic luong thong tin qua lai va tinh “tuoi méi” cua
cac gia tri nrv dugc bao vé boi cac so do chit ky so.

Céc hé mat khod cong khai va cdc so do chit ky s6 déu duoc chon an toan
chong lai cac tdn cong cua cac bén khong lién quan.

Tuy nhién van dé tinh nguyén ven cua ca qua trinh xdc thuc phai duoc
dam bao bing do an toan cua giao thitc X.509. So véi Kerberos, so d6
X.509 khong doi hoi trung tam uy nhiém truc tuyén. Doi véi so do X.509
ba pha thi thoi gian 1a khong can thiét nita.

Tuy nhién néu khoa xac thuc giita cdc bén ma bi 10 thi tit ca cac phién
lién lac c6 lién quan dén khod nay déu bi 10 theo.

1.3.2 So do phan phoi khod Kerberos

La so do phan phoi khoa truc tuyén véi trung tAm uy nhiém, xac thuc lan
nhau va cung cip khod phién lién lac dung mat ma khoa d6i xing.
Chiing ta mo ta hoat dong cuia Kerberos nhu sau:

1. Nguoi dung U yéu cau trung tam uy nhiém TA cung cép khod
phién dé lién lac v6i V.

2. Trung tam uy nhiém TA chon khod ngiu nhién cta phién K,
tem thoi gian T va khoang ton tai L (K c¢6 gi4 tri trongkhoang thoi gian tir
TdénT+L)

3. Trung tam uy nhiém tinh:  m =e, (K,ID(V),T,L),
m, =e, (K,ID(U),T,L)va glti m;, m, cho U.

4. U dung ham dich 4, dé tinh K, T, L va ID(V) tir m,. Sau d6 U
lai tinh m; = e (ID(U),T) va gui cho V cac thong bao m,, m,.

5. V dung ham dich 4, dé tinh K, T, L va ID(U) tir m,. V lai tinh
T, ID(V) tir m; diing di. Anh ta ki€ém tra 2 gid tri ctia T va 2 gid tri clia
ID(U) xem cé gidong nhau khong. Néu vay thi V tinh ti€p: m, = e (T +
1).

6. U dich m, ding dg va kiém tra xem két qua c6 phai 1a T + 1
khong.
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Cac ky hiéu trong so d6 1a nhu sau:

-Mobi nguoi dung U chia sé khod bi mat DES la K, véi trung tam
uy nhiém TA.

-ID(U) la thong tin dinh danh cong khai ctia nguoi dung U.

-Khod K 1a khod phién ngiu nhién do TA sinh ra méi khi c¢6 nhu
cau t6i. TA ciing ghi lai tem thoi gian T va khoang ton tai L ma khoa K
s€ hgp 1é trong khoang thoi gian doé, tic la khoa K s€ duoc coi la hgp 1€
tir thoi diém T dén thoi diém T + L.

-Cac thong bao m,, m, cung cap bi mat trong truyén tin cua khod
phién K. Trong khi d6 m,, m, cung cdp su dam bao vé khod tic 1a cho U,
V tin rang ho c6 cing mot khod K.

-Cic tem thoi gian T, va khoang ton tai L nham ngan chan cic tdn
cong chu dong hoac dung lai cac thong bao.

Xem xét do an toan cta so do Kerberos giong nhu X.509 vé van dé do
mat mat ma nhung d6 mat giao thiic cia n6 sé phic tap hon X.509. Mot
han ché€ co ban ctia Kerberos 1a can phai dong bo thoi gian ctia cic nguoi
dung cung véi trung tam uy nhiém.

2. TRAO POI KHOA

Poi khi diung trung tam uy nhiém truc tuyén dé cung cip khod phién
cling khong duogc uva chudong. Nguoi ta phai tim dén véi giao thic thoa
thuan khod dé trao déi cdc khod bi mat.

2.1 Giao thirc trao déi khoa Diffie-Hellman

La giao thitc thoa thuan khoa dau tién dugc biét dén va rat quen thudc.
Hoat dong ctia giao thic l1a nhu sau: p 1a s6 nguyén t0, o la phan tir
nguyén thuy cta p va cac gia tri nay dugc cong bo cong khai.

1. Uchon a; ngiu nhién, 0 <a;<p- 1.

2. U tinh a® mod p va glri né cho V.

3. V chon ay, ngau nhién, 0 <a, <p - 2.

4, V tinh «“ mod p va gui n6 cho U.

5. Utinh K =(a”)*“ modpva V tinh K =(a¢™)® mod p .
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Cu6i cung ca U va V ¢6 khoa chung K. Khic véi so d6 nay, mdi lan khod
K lai sinh ra mGi mot 1an do ay, ay luon duogc sinh ra méi moéi khi ¢
phién lién lac.

Mot yéu di€ém céan ban trong so d6 nay 1a n6 khong chong lai duoc tan
cong ké & gitra. ké ¢ gitta W dong vai tro V doi véi U va dong vai U doi
voi V va két qua 1a ca U va V déu bi lra rang minh dang lién lac véi
nhau thuc ra ho da lién lac v61 W.

Do khong ¢6 xéc thuc nén ca U va V déu khong biét chic dugc khod K
tao ra ¢ ding 1a khod K gitta U va V hay khong. U khong dam chéc
a“ modp dén dugc tir V va khong bi thay déi. V khong ddm chic
a“ modp dén dugc tr U ma khong bi thay déi. Rat c¢6 thé 1a U ¢6
K'=(")" " modp vd V ¢ K"=(¢")" mod p. Dé chong lai ki€u tan cong
nguy hiém nay nguoi ta da cai tién giao thitc thanh giao thiic thoa thuan
kho4 c6 x4c thuc.

2.2 So do phan phéi khoa c¢6 xac thuce Diffie-Hellman

Day 1a so do cai tién cta giao thic trao déi khoa Diffie-Hellman. Giao
thic gia thi€t s6 nguyén t6 p va phan tir nguyén thuy a.eZ, dugc cong bo
cong khai. Méi ngudi dung U c¢6 mot so do chit ky véi thuat todn kiém
tra Very va thuat toan ky Sig;. Trung tam uy nhiém TA ciling c6 so do
chit ky véi thuat toan kiém tra Verp,. M6i ngudi dung U c¢6 mot ching
chi: C(U) = (ID(U), Very, Sigr,(ID(U),Very)), ¢ d6 ID(U) 1a thong tin
dinh danh ctia U.

So d6 hoat dong nhu sau:

1. U chon s6 ngau nhién ay, 0 < ay <p-2.

2 U tinh a“ mod p va guii cho V.

3. V chon mot s6 ngau nhién a,, 0 < a, <p - 2.
4 V tinh a“ mod pva tinh ti€p K = (¢™)* mod p .

Vayy = Sigy(a®,a™).
5. V gui (C(V), a®,yy) cho U.

6. U tinh: K =(a“)“ mod p va kiém tra y, ding Ver, va kiém
tra C(V) dung Verq,.

7. U tinh y; = Sigy(a™ ,a™) va gui (C(U),y,) cho V
8.  Vkiém tra y, dung Very va ki€ém tra C(U) diung Very,.
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Do khong c6 cac thuat toan ky cua U va V nén ké tan cong & gitta W
khong thé 1am duoc gi ca.

Tuy nhién, so d6 khod nay chua dam bao duoc khod chung da ding hay
chua. Mu6n dat dugc vay, ngudi ta co thé sira lai:

yy = ex(Sigy(a™,a”)) trong buéc 4

va yy = ex(Sigy(a®™,a™)) trong budce 6.

C6 thé c6 nhiéu so d6 cai bién khdc dé chong lai tin cong ké xen vao &
gifra.
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14 \ /.7\ . 14 14 /4 1
Xac thuc va trao doi khoda c6 xac thuc

WHITFIELD DIFFIE
Sun Mucrosystems, 2550 Garcia Ave., Mountain View, CA 94043

PAUL C. VAN OORSCHOT AND MICHAEL J. WIERNER
Bell-Northen Reseach, P.O. Box 3511 Station C, Ottawa, Ontario KIY 4H7
Canada

G161 thi€u bo1 S.A. Vanstone
Nhan 22-11-1991, stra lai 6-3-1992.

Tém tit: Ching ta ban vé cac thu tuc twong tac 2 bén nham trao d6i khoa cé xac
thuc, chu yéu nham vao céac thu tuc co st dung k¥ thuat phi ddi xung. Mot thu tuc
don gian, hiéu qua duogc goi 1a thu tuc tram-tdi tram (station-to-stattion hay STS)
duoc gidi thi¢u, phan tich k¥ ludng, va so sanh véi céac thu tuc hién co6. Pinh nghia
thé nao 1a tha tuc an toan cling dugc xem xét, cac ddc trung mong mudn cuaa thu
tuc an toan cling dugc ban téi.

1. Mé dau

Muc dich cua thu tuc xéac thuc 1a cung cﬁp cho cac bén tham gia lién lac
mot sy tin tudéng rang ho biét dinh danh dung cua phia bén kia. Trong trao d6i
khoa c6 xac thyc, muc dich thém ma 2 bén nhan dugc 1a chia sé¢ mdt khoa chung
ma chi c6 ho biét. Khoa bi mat dé co thé duoc dung sau d6 dé dam bao bi mat,
toan ven dir liéu, hay ca hai. Trong bai bo ndy, chung ta ban vé d6 an toan cua
cac thu tuc xac thyc dya trén mat ma khoa cong khai, co thé hay khong kém theo
viéc trao d6i khoa. Chiing ta gio1 han mdi quan tAm cta minh t6i viéc xac thyc 2
bén, thay cho cac thu tuc nhiéu bén hay mot bén. Chung ta gia thiét rang cac ky
thuat mat ma nam & phia dudi 1a khong bi ton thuong, va gioi han moi quan tam
cia minh chi ¢ phan thii tyc. Ké dich (nguoi tin cong, nguoi xam nhap, d6i
phuong) c6 thé xem tit ca cac thong tin duoc trao doi, co thé xoa, thay ddi, chén
hay c6 thé ddi huéng thong tin, c6 thé khai dau cude trao doi voi bat ky bén nao,
va c6 thé sir dung lai thong tin tir nhitng cudc lién lac trude do.

Nhiéu cong trinh da dugc hoan thanh trong nhitng nim gan day vé cac luoc
dd nhan thuc (identification) va xac thuc (authentication) str dung k¥ thuét phi doi
xung. Céac luoc dd dua trén nhan dang (identity-based) duoc Shamir [29] dua ra,
dya vao sy c6 mat cia mot nha chure trach trung tdm tin cay gitr thong tin bi mat,
tir thong tin bi mat nay cac thong tin bi mat khac dugc sinh ra va phan phdi dén
tirng c4 thé khi cac ca thé nay tham gia vao hé thong. Giinther [15] dé nghi thu tuc
dira trén nhan dién dam bao viéc thiét 1ap khoa bi mat, sir dung y tudng cua lugc

! Designs, Codes and Cryptography, 2, 107-125 (1992), Kluwer Academic Publishers
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d6 trao d6i khoa Diffie-Hellman [9] va luoc do chir ky s6 ElGamal [11]. Viéc xac
thue 13 gian tiép va khong cung cip bi mat chuyén tiép hoan hao (perfect forward
secrecy) (xem Muc 4), mic du tinh chat ndy c6 thé dat duoc khi tra gia thém mot
lan trao d6i nita cac dai lwong lily thira Diffie-Hellman. Okamoto va Tanaka [22]
dé nghi mot thu tuc thiét 12p khoa c6 xac thyc dua trén nhan dang béng cach trao
dbi liy thira khoa va RSA. Ho dua ra phién ban cung cip viéc xac thuc gian tiép
hay truc tiép, mac du viéc xac thuc truc tiép, nhu da trinh bay, c6 dung dén tem
thoi gian (Muc 4), va mot sd truong trong khi trao doi 1a khong can thiét hoic du
thira. Cac thu tuc nhan dién twong tac do Fiat va Shamir [12] dé& xuit cung cap
bang ching nhan dién di str dung cac ¥ tudng lién quan t6i tri thire-khong, va cé
mot s6 tha tuc hiéu qua hon da duoc dé xuét lién sau dé, bao gdm Guillou va
Quisquater [14] va Schnorr [28]. Nhiing thu tuc nhén thuc nay khac cac thu tuc
trao d6i khoa cé xac thue ¢ chd cac thi tuc nhan thuc khong cung cp khoa dé st
dung trong cac lién lac vé sau (vi du cho toan ven dir liéu hay bi mat dit li€u).

Nhur da chi ra boi nhiéu tai ligu, [5], [7], [13], [19], [20], viéc thiét ké thu
tuc mat ma noi chung, thu tuc xac thyc noi riéng la rat hay mic 16i. Trong cac tai
liéu co rat nhiéu tha tuc duoc tim thay c6 chua 101 vé d6 an toan murc d6 tur nhe t6i
rat nang. Hon nira, bén canh dJ an toan, thuc té cho thay rang nhiéu tha tuc da
duoc cong bb chira nhing cai du thura hodc la khong hi€u qua theo quan diém sé
lan trao doi thong tin can lam, s6 cac phép toan mat ma doi hoi (yéu cau cong suit
tinh toan cao), hodc sb luong hay kiéu cua cac truong dugc yéu cdu trong cac
thong tin dugc trao ('101 Nhirng dleu nay thac day viéc tim kiém cac thu tuc xac
thyc don gian, yéu cau toi thiéu s 1an trao ddi, sd it cac truong trong mdi thong
diép hay thé, s6 it cac phép toan mat ma. Nhimng suy nghi d6 di thic ddy cong
trinh nay trén cac thu tuc dya vao khoa cong khai. Nhiing suy nghi tuong tu da
thac day Bird va cac tac gia khac [5] trong cong trinh ctia ho vé cac tha tuc xac
thuc dua trén mat ma doi xtmg, ching di tap trung su cha ¥ cla chung t6i dén y
tudng trung hop cia cac van hanh thu tuc (xem Muc 3). Bai b4o cua chung t61 md
rong dinh nghia cta thu tuc an toan sang truong hgp thu tuc dua trén khoa cong
khai ¢6 thé kém thém viéc trao doi khoa.

Chung ta quan tAm tdi ca viée xdc thuc va ca viée trao doi khoa. Nén chap
nhan xem xét 2 chil dé nay cung vo&i nhau chir khong tach biét [2]. Cac thu tuc
cung cdp viéc xac thuc nhung khong trao doi khoa sé& bi ton thuong bai ké dich
doi cho dén khi viéc xac thuc da hoan thanh rdi méi chiém mot dau cia kénh lién
lac. T4n cong nay van ¢ tac dung do vi¢c trao ddi khoa doc 1ap véi viéc xac thuec.
Viéc trao ddi khoa can lién két voi viée xac thuc so cho cic bén tin rang khoa
duoc trao ddi (co thé duoc dung cho viéc bao mat hay xac thyc va nhu vay giit cho
tinh xdc thuc song déng) thuc chat 13 cai duge chia sé ! dbi tac duoc xac thyc,
chtr khong phai voi mot ké gia mao. Véi cac 1y do nay, can phai ludn nhé téi viee
trao d6i khoa trong khi thiét ké va phan tich cac thu tuc xac thuc.

Trong phan con lai cia bai bao, trude hét chung t6i cung cap mot sé kién
thirc nén tang ding dé tan cong cac thu tuc, d6 1a 1y do dé thiic day va ly giai
nhiing gi dugc dua ra sau d6. Sau d6 chung t6i dua ra dinh nghia cua thu tuc an
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toan, ban vé cac dic trung ma chung toi cho rang 14 can cé trong thu tuc xac thyc.
Chung t61 gi61 thi¢u mot thu tuc duge goi 1a tram-tdi-tram (station-to-station),
kiém tra n6 chi tiét, binh luan cac dic tinh ctia n6.Mdt s6 thi tuc c6 lién quan ciing
dugc ban dén, va cac tha tuc dugc dé nghi 1a c6 lién quan dén chung. Chung toi
két thic cung voi viée tom tit nhitng nguyén tic ma ching t6i cam thay 13 quan
trong trong viéc thiét ké cac thu tuc xéc thuc.

2. Khai niém va nhirng vin dé dit ra

Trude khi ban vé cac thu tuc mot cach chi ti€t, trude hét chung ta dinh
nghia mdt s6 khai niém. Vi ly do lich sir, chiing t61 goi 2 bén tham gia 1a Alice va
Bob.

{} Dau ngodc nhon ky hiéu cho ham biam. {x,y} 1a két qua khi ham
bam dugc 4p dung cho x két ndi véi y.

SA Khoa bi mat ctia Alice dung dé ky. sa(x) 1a chir ky cta Alice 1én x.
sa{x} la chit ky cua Alice 1én gia tr1 bam cua x.

Pa Khoa cong khai ciia Alice dung trong luge d6 ky. Néu luoc d6 ky 1a

hé mat khoa cong khai, thi chung ta ky hién pa{x} va pa(x) 1a ham
ma bo1 khoa cong khai ctua Alice 1én gia tr1 bdm cua x hay 1én chinh
X.

Certy, ~ Chtng chi ctua Alice, chira tén ctia Alice (va céc thong tin khéc cé
thé), khoa cong khai ctia Alice, chir ky ctia nha chirc trach tin cay
1én thong tin nay. Cert, = (Alice, pa, ..., st{Alice, pa,...}). Certa két
ndi tén cua Alice v6i khoa cong khai pa. Néu Alice guri chung thuc
nay ctia cd ta cho Bob va cung cdp bang chimg rang co ay biét khoa
cong khai s, tuong Gmg voi pa, thi ¢b ta cung cip dugc bang ching
cho Bob ring c6 4y chinh 1a Alice.

Ex(.) M3 hoéa str dung hé mat khoa d6i xtmg bang khoa K,

Pé minh hoa tdn céng vao tha tuc va nhitng gi dit ra tiép theo, hiy xem xét
mot thu tuc thach thic-tra 161 don gian (nhung c6 161) khi Alice va Bob ky vao
nhitng s6 thach thirc ngau nhién cua nhau.

Thu tuc thach thvee-tra loi don gian khong an toan:

Khoi dau, Alice giri s6 ngdu nhién R, cho Bob. Bob gui tra lai ching chi
ctia anh ta, chit ky ciia anh ta 1én Ry, s6 ngau nhién Rg. Alice st dung khoa cong
khai ctia Bob trong Certg dé kiém tra chir ky cua Bob va sau d6 phuc dap bing
chtng chi ctia Alice va chir ky ciia Alice 1én Rg. Cudi cung, Bob kiém tra chit ky
cua Alice.
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Alice Bob

Ra
>
CertB) SB(RA)9 RB
<
CertA) SA(RB)
>

Ké thu dich Eve ¢6 thé dong gia Alice trong phién lién lac v6i Bob bang
cach chuyén nhitng thach thire cuia Bob téi cho Alice.

Alice Eve R, Bob

Certg, sg(Rg), Rp
<

Ry Bay gio Eve can Alice

< giap

Certa, sa(Rp), Ra

>

Certa, sa(Rp)
Bay gid Eve c6 chit ky can
thiét, x0a cudc goi nay, tiép
tuc noi chuyén véi Bob

Eve bit ddu bang viéc khoi dau thu tuc v6i Bob. Khi Bob giri thach thic
cho Eve, Eve khoi dau thi tuc v6i Alice va 1am cho Alice ky vao s6 ngdu nhién
ctia Bob. Van dé chinh & day 1a nhitng nguoi bi thach thirc khéng c6 anh huong
dén nhing gi ma anh ta ky vao (Bob ky vao R, nhung khong sinh R,) (Nhu mot
qui tic chung, s& t6t hon néu ca hai bén c6 mot anh hudng nao d6 ddi véi cac dai
luong dugc ky.) Nguoi thach thic cé thé lam dung thu tuc nay dé nhan dugc chit
ky 1én bay ky dai luong nao ma anh ta chon.

Bay gio chiing ta chuyén sy ch y ctia minh vao céc thu tuc an toan.

3. Dinh nghia cua thu tuc an toan
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Mot xuit hién cu thé cua thu tuc xac thue dugc coi nhu 13 mot van hanh
(run). Trude khi trinh bay dinh nghia cta thi tuc an toan, truéc hét chung ta xem
xét cac tinh chat ctia cai ma chiing ta coi 1a mot van hanh thanh céng (successful
run). Trong mot van hanh thanh céng, hai dbi tac lién lac, Alice va Bob, trao ddi
mot sd thong diép, khi két thac thi ho ¢6 dugc niém tin vao nhan dang cua nhau va
hon nita, c6 thé 1a ho chia sé mot khoa chung ma chi c6 ho biét. Vi mdi 1an van
hanh dugc thuc hién xong, mdi bén hoic la chcfp nhdn hodc 1a bac bo nhan dang
ctia bén kia, va c6 thé lam thém viéc trao doi khoa. Trong mdi lan van hanh thanh
cong, viéc van hanh dugc thuc hién xong va ca hai bén déu chép nhan.

Tinh chit 1 ciia vin hanh thanh céng: Ca Alice va Bob chdp nhdn nhan
dang cua phia bén kia. Néu viéc xac thuc bao gom ca trao doi khoa thi ca hai cling
chdp nhdn khoéa da duogc trao doi.

Tinh chat tht hai ma van hanh thanh cong c6 lién quan 13 nhat ky cia viéc
van hanh thu tuc (gia thiét cac bén tham gia c6 ghi lai viéc trao d6i). Bé tiép tuc,
chung ta can cac dinh nghia dé ¥ dén viéc tring nhau (match) khi ap dung vao céac
nhat ky cua viéc van hanh (khac mdt chut so voi dinh nghia dugc dua ra béi Bird

[5D.

Viéc trung cdc thong di¢p: Chung ta n61 mdt thong di€p tr mot nhat ky
trung véi mot thong di€p tir mot nhat ky khac néu mot nhat ky ghi thong di¢p nhu
1a tin dén, con mot nhat ky ghi thong diép nhu 13 tin di, va tat ca cac trudng c6 lién
quan dén viéc xac thue 1a nhu nhau trong ca hai nhat ky.

Viéc dinh tinh chit c6 lién quan dén xac thuc can phai cho phép cac thong
diép co the trung nhau ngay ca khi ching khong trung nhau tung bit. Qui cach ¢
day 1a néu thong diép co chira cac truong khong duoc ky, tirc la vé mit mat ma
khong lién quan dén viéc xac thuc, thi su khac biét chi & cac trudng nay khong
lam anh huong viéc 1am cho thong di¢p dap ting duoc dinh nghia cua viéc trung.

Viéc tring nhdt ky vian hanh: Chung ta n6i rang hai nhat ky cua viéc van
hanh 13 tring nhau néu cac thong diép ciia chiing c6 thé phan chia thanh tap cia
cac thong diép trung (mdi tap chira 1 thong diép tir mdi nhat ky), cac thong diép
xuét phap tir mot bén tham gia xuit hién v6i cing mét thir tu trong ca hai nhat ky,
cac thong diép xuat phat tir bén tham gia con lai ciing vay. Dé cho don gian, chiing
ta khong xem xét cac thu tuc ma trong d6 cac thong diép khong dén dich theo thir
tu ma ching da dugc gui di.

Chu ¥ rang cac thong diép xuat phat tir cac bén tham gia khic nhau khong
nhat thiét phai c6 cung thir tu d6i v6i nhau. Piéu nay cho phép truong hop khi c6
thong diép di ngang qua. Trong trudng hop nay, mdi bén tham gia s& ghi nhat ky
thong di€p ciia minh nhu la dugce gui di trude khi nhén cac thong diép di qua.
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Tinh chit 2 ciia vian hanh thanh céng: Néu Alice va Bob cung ghi lai qua
trinh trao doi, thi nhat ky van hanh cta ho trung nhau.

Bay gio chiing ta phan biét gifra van hanh thanh cong va van hanh an toan.
Pé xem xét mot van hanh thanh cong theo bat ky mot dinh nghia hop 1y nio, van
hanh phai dugc xem la an toan theo nghia tryc giac. Mat khac, co thé mot van
hanh 1a khong thanh cong ngay ca khi khong xay ra sy vi pham vé d6 an toan (vi
du, ca hai bén cung bac bo vi mot 1y do nao d6). Ciing c6 thé 1a ké thu dich giir
cham lai thong diép hop phap cua van hanh mot cach vo thoi han. Gia st ring
trong mot 14n van hanh cu thé, Alice chép nhan nhan dang cua Bob, gui thong di¢p
cudi cling trong thu tuc téi Bob, nhung ké thu dich huy bo mét thong diép nay. Gia
thiét ré“lng Bob can phai nhan dugc thong di€p nay trude khi nhan duge nhan dang
cua Alice, nhu vay Bob s& khong chép nhan nhan dang ctia Alice. Mgt céch truc
gia, mac du cudc van hanh nay khong thanh cong, nhung tai ddy khong co6 su vi
pham vé d6 an toan; tai thot diém Alice nhan dugc nhan dang cta Bob (trudc khi
co ta giri thong diép cubi cung), nhat ky van hanh cua Bob trung vo6i nhat ky cua
Alice. Theo muyc dich cua chung ta, tan cong nhu #1r choi dich vu 'khong dugc xem
xét 1a su vi pham d6 an toan; van dé nay thuong duoc giai quyét bang bién phap
an toan vat 1y hay cac ky thuat khac.

Bay gid da dén luc chung ta dinh nghia xem cai gi 1 sy van hanh ctia mot
thii tuc xac thuc da phuong (ddi xtmg hay phi d6i xtmg) khong an toan.

DINH NGHIA 1: M6t van hanh cu thé cta tha tuc dugc goi la van hanh khong an

toan néu bat ky mot bén tham gia nao trong van hanh, vi du nhu Alice, thuc hién

thu tuc mot cach trung thuc, chép nhdn nhdn dang cua phia bén kia, va mot trong
cac diéu kién sau xay ra:

e Tai thoi diém Alice chip nhan nhan dang cua phia bén kia (truéc khi co ay gui
hay nhan thong diép tiép theo), mot phan hay toan bo nhat ky cua phia bén kia
khong trung voi nhat ky cua Alice.

e Khoa trao d6i duogc chép nhan bdi Alice bi mot mot nguoi khac biét, day
khong phai 1a nguoi ma Alice da chap nhan nhan dang. (Piéu kién nay khong
ap dung cho vi¢c xac thyc khong co trao ddi khoa).

Chu ¥ rang theo diéu kién nay thi thu tuc trao d6i khoa kinh dién doi hoi c¢6
mot ddi tuong tin cdy thi ba [18] s& 1a khong an toan.

R rang 1a nhat ky ciia Alice (can phai trung voi nhét ky cua phia bén kia
theo dinh nghia trén) chinh 1a nhét ky ma c6 ay co tai thoi diém ma c6 4y nhan du
thong tin dé thuc hién mot tinh toan bat ky can thiét dé dat duoc trang thai chap
nhén; cac thong di€p gtri hay nhén sau do s€ khong lién quan dén.

Muc dich cua ké thu dich 1a 1am cho viéc van hanh tr¢ nén khong an toan.
Muc dich cta ngudi thiét ké tha tuc 1a 1am cho cong viéc cua ké dich tré nén
khong thé (hay 13 khong thé vé mit tinh toan) trong moi thé hién cta thu tuc (trong
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moi 1an van hanh). Nguoc lai \{(’)’i Dinh nghia 1, ghl'mg ta c6 dinh nghia cua thu tuc
xac thyc da phuong an toan (d61 xirng hay phi doéi xung):

DINH NGHIA 2: Thii tuc an toan 14 thii tyc ma ddi véi ching cac diéu kién sau 1a
ding trong moi truong hop, khi ma mot bén, vi du Alice, thuc hién thu tuc mot
cach trung thuc va chp nhan nhan dang cta phia bén kia:

e Tai thoi diém Alice chdp nhan nhan dang cuia phia bén kia (trude khi c6 ta gui
hay nhan thong diép tiép theo), mot phan hay toan bo nhat ky van hanh cia
phia bén kia trung v4i nhat ky van hanh cua Alice.

e Dbi v4i khoa trao d6i néu duoc chép nhan bdi Alice thi khong thé vé mit tinh
toan mot ai do c6 thé tim ra, ngoai trir chinh Alice va c6 thé 1a dbi tac ma Alice
da chap nhan nhan dién. (Diéu kién nay khong co dbi véi viée xac thuc khong
c6 trao doi khoa).

Chi bang chinh minh, cac dinh nghia trén khong gitip d& gi trong viéc quyét
dinh xem mot tha tuc da cho c6 an toan hay khong, boi vi né khong dua dén mot
qua trinh kién thiét cho phép hodc kiém chimg hodc chi ra diém yéu cua thu tuc.
Du sao, dinh nghia nay c6 thé 4p dung truc tiép dé quyét dinh xem mot tin cong
tiém nang da co6 co6 1a mot tan cong thuc hay khong. Vi dy, trong viéc xac thuc cod
trao d6i khoa, gia st ké thu dich chi tom bt cac thong diép ctua Alice va Bob sau
d6 lai tha cho chung di tiép ma khong thay d6i gi. Mot cach truc quan, ké thu dich
khong lam t6n hai hé théng trong truong hop nay; cac bén tham gia chap nhan
nhan dang cia phia bén kia, c6 nhat ky van hanh trung nhau va cé khoa chia sé
khoa bi mat chung. Chii y rang theo binh nghia I, mét van hanh nhu vay la khong
an toan. Trong cac truong hop khac, tan cong du’oc dé nghi c6 thé tr& nén hoan
toan phtic tap, va c6 thé khong rd rang rang tan cong chang c6 gi khac ngoai viée
cho di qua céac thong diép. Pinh nghia 1 ¢ thé duoc sir dung dé phan biét viéc cho
di qua nhu vay khong la tan cong. Trong Muc 5, dinh nghia nay phuc vu tét trong
viéc nhan dang cac tan cong thuc su; dac biét, diéu kién thu hai, tuéng chimg nhur
tam thuong, 13 can thiét.

Trong khi cac ky thuat phan tich hinh thirc co thé sir dung thanh cong dé
kham pha cac diém yéu trong mot s6 thi tuc xac thuc (xem Muc 6), chling minh
tinh ding dén 1a kho hon nhiéu, va phu thudc nhiéu vao viéc mé hinh hoéa ding
muc dich va cac gia thuyét Mot k¥ thuat khac c6 thé dung dé kham pha diém yéu
1a viéc vét can d6i véi tin cong cheén (interleaving attack) [5]. That dang tiéc, vi
khong c6 dugc ching minh tuyét (101 vé tinh diing ddn, niém tin vao tha tuc chi c¢6
dugc khi cac chuyén gia lién tuc tién hanh phan tich né va that bai trong viéc tim
ra diém yéu.

4. Céc dic trung ma thi tuc cin c6
Bén canh tinh an toan, sau day la cac dat tinh khac can c6 cho mdt thu tuc.
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D¢ an toan chuyén tiép hoan thi¢n (Perfect Forward Secrecy-PFS). Thu tyc trao
d6i khoa c6 xac thuc cung cp d6 an toan chuyén tiép hoan thién néu viéc de 10 tai
liéu khoa bi mat thoi han dai (long-term secret key material) khong lam tén hai
dén d6 an toan cua nhing khoa dugc trao d6i trong nhimng 1an van hanh trudc.
Tinh chit d6 an toan chuyen tlep hoan thién khong 4p dung cho viéc xac thuc
khong c6 trao ddi khoa.

Xdc thwc truc tiép. Trong mot s6 thu tuc trao d6i khoa, viéc xac thuc khong dugc
thue hién cho dén khi ca hai bén ching minh tri thirc vé khoa chung bang cach st
dung n6 trong lién lac sau d6. Thi tuc nhu vay goi 13 khdng truc tiép (indirect).
Néu viée xac thuc duoc thiét 1ap ngay sau khi két thac viéc van hanh thu tuc thi
thu tuc dugc goi la truc tiép. Mot thu tuc gian tiép c6 thé duogc sira ddi dé tré thanh
tryc tiép bang cach thém viéc trao d6i mot thong diép da biét hay thong di€p co do
du dugc ma bang khoa da trao doi. Voi xéac thuc khong c6 trao ddi khoa, thu tuc
gian tiép khong cung cap tinh bao mat vi khong cé bén nio c6 thé chap nhan nhan
dang cua bén kia.

Khong co tem thoi gian. Trong khi tem thoi gian 1a quen thude cho muc dich quan
1y va tai liéu hoéa, trong thyc hanh can phai khong dya vao viéc s dung no dé dam
bdo d0 mat cua thu tuc xac thuc. Nhitng trd ngai, canh bao va viéc chéng lai tem
thoi gian dugce trinh bay & [3], [5], [13]. Dé cho tién, sau day chung t6i tom tit mot
sd van dé chinh.

Dé sir dung tem thoi gian cho xac thyc, tat ca cac bén tham gia déu phai
duy tri ddng h6 ctia minh duoc dong b thuong xuyén mét cach an toan voi nguén
thoi gian tin cay. Giira nhitng lan dong bd véi ngudn thoi gian tin cay, thoi gian &
ting tram c6 thé khac nhau. Hai bén, Alice va Bob, can cho phép mét cira so thoi
gian cho tem thoi gian de bu lai nhu’ng chénh léch dong ho cuc bo va viéc thong
diép di trén mang cling tén thoi gian. Alice s& chap nhén tem thoi gian tir Bob néu
n6é nam trong ctra sd xung quanh thoi gian tai déng hd cuc bd cua Alice va thém
nita 12 Bob phai chua st dung gia tri thoi gian nay trude ddy. Alice c6 thé luu trir
tat ca gia tri thoi gian dugc su dung boi tat ca cac bén ma né‘tm trong clra 80 hi¢n
nay cta co ta (diéu nay co thé 1a khong thuc té trong mot s6 moi truong truyén
thong) hodc Alice co thé luu trit thoi diém cudi cung duoc su dung boi moi bén va
kién quyét doi hoi ting gia tri thoi gian tr moi bén tham gia. Tuy nhién, trong
truong hop gia tri thoi gian tang thyc sy, néu Bob sir dung thoi diém t ¢ twong lai
xa vi mot Iy do nao d6 (su chénh léch déng hd 16n hoic dong b0 sai voi nguon
thoi gian tin cdy), thi Bob khong thé lién lac voi Alice cho dén khi thoi diém t ndm
trong cira so cua Alice. Dé tranh diéu nay, Alice can phai luu trir thoi diém t va
khong cdp nhat nhat ky cua minh d6i véi gia tri thoi gian cudi cung duge sir dung
boi Bob. Diéu nay co thé d':ln dén viéc phai chon sb luong 16n cac dir liéu dugc
luu trir, hy sinh kha nang truyen thong hodc hy sinh d6 an toan. Lién quan dén kha
nang truyén thong, néu dong ho cuc bo cta 2 bén rat khong dong bd véi nhau thi
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hai bén khong thé lién lac. Piéu nay 1am cho nhiing ai lo lang t6i kha nang truyén
thong mudn cira sb thoi gian rong, nhu vdy lam ting yéu cau luu trir. Trong khi
tem thoi gian dugc coi 13 tién loi tir quan diém 1y thuyét, no lam nay sinh nhiéu
van dé thuc té. Nhirng tha tuc dya trén cac thach thic ngﬁu nhién khong gap phai
nhing khé khin ay.

Gan day, cac phan tich hinh thirc d3 dugc st dung trong viéc kiém tra cac
thi tuc x4c thyc [7], [13]. Bat dau béng danh sach cac niém tin hinh thirc khoi dau,
muc tiéu 1a bang mot cach logic dan dén muc dich cua thu tuc di dugc phat biéu
bang cach ap dung danh sach cac budc cua thu tuc. Mot trong nhitng gia thiét co
s& ma phan tich nhu vay thudng dira vao 13 cac bén tham gia c6 kha niang kiém tra
tinh dugc lam tuoi (freshness) cuia tem thoi gian. Thyc ra, mdt trong nhitng két
qua chinh cta cong trinh do Gaarder va Snekkenes thuc hién cho thiy co sy gan
b6 chat ché cua yéu cau do an toan véi viée dé)ng hd phai dugc tin cdy trong mot
thu tuc nao do. Diéu nay c6 nghia la trong thuc té, do an toan cua thu tuc dua vao
tem thoi gian phu thuéc manh vao viéc thi hanh diung dén céc d@)ng ho duoc d@)ng
bd va bao vé an toan. Khéng may, mic du di co nhiéu tai liéu ban vé cac thu tuc
dua vao tem thoi gian (vi du [8], [16]), khi ap dung thuc té cac thu tuc nay cho
thy, viéc dam bao an ninh cho cac dong hd dé bi vi pham va hon nita, gia thanh
chi cho viéc thi hanh dung dan ciing dang ké.

5. Thu tuc tram-tgi-tram

Bay gio, chung t6i gidi thiéu mot thu tuc trao doi khéa xac thuc hidu qua,
don gian c6 tén goi 1a tram-tGi-tram (STS). Thu tuc STS duogc phat trién theo thoi
gian, phién ban trudc ddy cua tha tuc duoc mo ta trong hoi nghi quéc té vé chuyén
mach ndm 1987 [21]. Chung ta tin vao tinh an toan cta n6 theo nhu Dinh nghia 2
va c6 mot sb tinh chét _mong mudn khac. Trong phan con lai cua muc nay, chung
ta mo ta thu tuc, ban vé tinh chit ctia nd, mo xé nhirng chi tiét té nhi bang cach chi
ra nhitng thay d6i 1am cho n6 bi ton thuong.

5.1 Thu tuc STS co s¢

Thu tuc STS chura viée thiét 1ap khoa Diffie-Hellman [9], kém theo viéc trao ddi
chir ky xac thyc. Trong phién ban co sé cua thu tuc, ching ta gia thiét rang cac
tham s6 duoc st dung dé thiét 12p khoa (tirc 1a cac ddc ta ciia nhom cyclic ddc bi¢t
va phan tir nguyén thuy tuong tmg o) 1 ¢d dinh va moi ngudi déu biét. Trong khi
chung ta néi t6i phép toan Difie-Hellman nhu 14 phép lity thira, suy ra rang nhom
co s 1a nhém nhén, nhung mé ta ciing dugc 4p dung t6t cho nhém cong (tic 13
nhom cac diém cua dudng cong elliptic trén trudng hitu han). Chung ta ciing gia
thiét trong muc nay rang Alice biét khoa cong khai dich thuc ciia Bob va nguoc
lai; gia thiét nay dugc bo trong muc sau.

Thu tuc dugc bat dau bdi mot bén, vi dy, Alice, tao ra mot s6 ngau nhién x

va giri Iy thira o sang bén kia cho Bob. Bob tao sb ngau nhién y va sir dung liiy
thira cuia Alice d€ tao ra khoéa trao d6i K=a™ . Bob phuc dap cung véi liy thira o”
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va mdt thé chlra ban ma cua chir ky ctia anh ta 1&€n cac iy thtra boi khoa K va
thuat toan ma d6i xtng thich hop E (ttc 1a Ex(sg{a’ , a* })). Alice tinh khoa K,
giai ma thé boi K, kiém tra chir ky cua Bob 1én céc liy thira boi khoéa cong khai
cua Bob. Alice gui cho Bob ban ma cua chit ky cta c6 ta Ién cac Iy thura, tic 1a
Ex(sa{a”, o }). Cubi cing, twong tu, Bob kiém tra chit ky cia da dugc mi hoa
ctia Alice bang cach dung khoa K va khoa cong khai cia Alice. Do an toan cua
trao d6i khoa lity thira dya vao tinh khong pha dugc cia bai toan logarit roi rac
[24].

Thu tuc STS co so
Alice Bob
(00N
>
o, Ex(Sg{a’, a™})
<
Ex(Safa®, a’})
|

C6 thé tao ra mot phién ban doi xung hon cho thu tyc nay, trong do cac bén
trao doi cac liy thira trude va sau do trao ddi ban ma cua cac chir ky 1én cac thong
diép rleng biét. Trong truong hop nay, ca Alice va Bob khong can biét ai bat dau
cudc goi. Pidu nay 1a mong muon, gidng nhu tinh hudng trong thuc té (ca trén
duong dién thoai ciing nhu truyén dit liéu X.25) trong 6 & mot mire do cai dit nao
day, khong 13 1a bén nao bit diu trude. Pidu ndy giai thich tai sao trong khudn
dang chit ky ctia mdi bén thi lity thira ctia chinh ngudi d6 duge dua Ién trude. Néu
cac lity thira co cung thir tu trong ca hai chit ky thi Alice va Bob can tim cach thoa
thuan xem lliy thtra cta ai dugc dua 1én trudce (vi du nhu dya vao quy dinh 1a xem
bén nao bat dau cudc goi).

Bay gio, hay xem xét d6 dam bao ma thu tuc STS cung cap cho mdi bén.
Tir quan diém cta Bob, nhu 13 két qua cua viéc trao doi khoa Diffie-Hellman, anh
ta chia sé¢ khoa chung v6i mot ngudi (c6 thé khong phai 1a Alice). Gia thiét caa
chung ta trong muc nay 1a Bob biét khoa cong khai cua Alice (diéu nay dat duoc
trong muyc sau thong qua viéc sir dung chimg thyc). Vi Alice c6 ky vao cac luy
thira ddc biét tuong tng voi 1an van hanh nay, mot trong s6 d6 do Bob tir tao ra chi
cho lan van hanh dy, nén chit ky cia Alice dugc gan chit v6i lan van hanh nay,
Bang cach ma chit ky cta Alice bai khoa K, Alice trinh dién cho Bob rang Alice
chinh 14 ngudi da tao ra x. Diéu nay lam cho Bob tin rang ngudi ma Bob trao doi
khoa voi chinh Ia Alice. Alice cling co niém tin tuong tu dbi véi Bob.

Thu tuc STS ¢6 céc tinh chat mong mudn nhu d3 ban ¢ muc 4. Thay cho
viée st dung tem thoi gian, cac thach thirc da dugc st dung. Boi vi cac bén tham
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gia trinh dién kién thirc vé khoa duoc trao d6i bang cach mi chir ky cia ho nén
viéc xac thuc la truc tiép. Hon nfia, thu tuc STS con cung cép tinh an toan chuyén
tiép hoan thién. Tu liéu khoa bi mat dai han duy nhét duoc luu trit boi nguoi st
dung 14 khoa bi mat ciia ho dung dé sinh chir ky s6. Néu khoa bi mat bj 16, thi do
an toan cua nhimg khoa trao ddi tir nhitng van hanh truéc d6 khong bi anh hudng
boi vi trao ddi khoa Diffie-Hellman duge sit dung; trao ddi khoa Diffie-Hellman
khong co tur liéu khoa thoi han dai. Ngoai ra, thu tuc STS con 2 tinh chit mong
mudn nita. Thtr nhét 13 k¥ thuat khoa cong khai duoc sir dung dé quan tri khoa don
gian hon va an toan hon so v6i kha ning dung mat ma c6 dién. Néu cac bén tham
gia ty sinh ra khoa bi mat cua minh, cac khoa nay khong bao gid duoc dé 16 (véi
bat cir ai, ké ca véi ddi tic ma minh tin cdy), tham chi ngay trong qua trinh khoi
tao. Thur hai 12 khong can thiét viéc cac ddi tac lién lac phai lién hé véi thiét bi
trung tim trén co s& cudc goi. Néu cac chimg thuc duoc sir dung dé phan phdi
khoa cong khai (xem Muc 5.2), mot khi ai d6 c6 chimg thyc cia minh va khoa
cong khai ctia ngudi c6 tham quyén duogc tin cdy, thi anh ta c6 thé trao doi khoa
v6i va xac thuc cac ddi tic khac ma khong can tham khao thiét bi trung tim. Thi
tuc nay xudt hién da giy dugc tiéng vang vé tinh can dbi, tao nhi, don gian, an
toan va khong c¢6 cac phan tir thira hay khong can thiét.

Pé minh hoa tinh can thiét cho cac dai luong cua thu tuc STS, bay gio
chiing ta trinh dién xem thu tuc yéu di nhu thé nao khi nhitng thay d6i sau duoc
lam: bo viéc ma chir ky s0, chi ky vao lily thira ctia riéng minh, chi ky vao lily thira
ctia ddi tac, thao bo viéc xac thuc khoi trao doi khoa.

Bé viéc ma chiv ky 56

Xem xét thu tuc STS ¢6 stra d6i, chit ky sé 1én céc liy thira khong dugc mi bang
khoa trao d6i K nira. Boi vi cac lity thira 1 cac thong tin cong khai, bat ky mot ai
d6 cling c6 thé ky no. Gia st rang trong thong diép cudi cung cua thi tuc, Eve thay
chit ky Alice 1én céc lity thira bang chit ky ctia minh. (Néu cac bén tham gia trao
d6i khoa cong khai co chung thuc, Eve c6 thé thay chung thyc ciia Alice bang
chung thuc ctia minh.) Pay khong phai 1a mot tin cong nguy hiém vi thyuc ra Eve
khong biét khoa dugce trao d6i. Tuy nhién, néu Bob lam viéc tai ngan hang, Eve c6
thé rat tién & tai khoan cua Alice. Thét thi vi, mic du Bob bi nhaim nhung Alice
lai c6 thé 12 bén bi hai.

Mot cach khong hinh thirc, chung ta da chi ra tai sao van hanh trén 1a khong
an toan, bay gio ta &p dung Pinh nghia 1. Bob thyc hién thu tuc mot cach chan
thuc va chép nhan nhan dang ctia Eve, nhung khoéa trao ddi duogc biét bdi mot
nguoi khac, Alice. Theo Pinh nghia 1, van hanh nhu vay l1a khong an toan. Boi vi
c¢6 van hanh khong an toan nén thu tuc o sira ddi 1a khong an toan.

Chi ky vao liiy thira cua riéng minh

Xem xét mot phuwong an ciia thu tuc STS khi mdi bén tham gia chi ky vao lily thira
cia minh (c6 nghia 1a ban ma chir ky cta Alice la Ex(sy{a}) va cua Bob la
Ex(sg{a’}). Chung ta biét rang trong trudng hop nay khong c6 mot tan cong tong
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quat, nhung khi luge do chit ky s6 1a RSA [26] thi tin cong ap dung duoc, ham
bam la ham dong nhdt va trao d6i khoa Diffie-Hellman duoc thyc hién trén truong
GF(p). Trong truong hop nay, Eve c6 thé gia mao Alice khi van hanh tha tuc véi
Bob bang cach dung x = 0 nhu 1a Iy thtra trong khi trao d01 khoa. Ham mil cua
Eve 1a o = 1, va khoa trao d6i 1a K = o = 1. Eve can ban mi chit ky sau:
Ex(sa{a’}) = Ei(sa{l}) . )
=Ei(sa(1)) viham bam la ham dong nhat
=E;(1) vichir ky trong RSA la ham mii va 1 =1 v&i moi z

Eve c6 thé tinh duoc E (1) nén c6 thé gia duoc Alice. Mac du tAn cong nay chi co
trong truong hop déc biét, né minh hoa mét van dé 16n hon khi chi ky vao mot lay
thira ctia minh: néu Eve c6 thé nhan duogc dai lwong ma co ta c6 thé kiém duoc
hodc tinh dugc logarit ro1 rac, va co thé kiém dugc hodc tinh dugce chir ky cua
Alice 1én dai lwong d6, thi Eve c6 thé st dung (sir dung lai) dai luong nay nhu mot
Ity thura dé dong gia Alice. Bang cach dua vao lity thira th hai trong dir liéu duoc
ky, ké tin cong budc phai giai mot phwong an khac cua bai toan can giai trong thoi
gian thyc moi khi c6 y dinh dong gia.

Chi ky vao lily thira ciia doi tic

Hay xem xét phuong an cta thu tuc STS trong d6 mdi bén tham gia chi ky vao lily
thtra ciia nguoi kia (C(’) nghia 1a ban ma chir k}'/ cua Alice 1a Ex(s A{ay}) va cua Bob
1a Ex(sg{o*}). Mot lan nita, chung ta biét ring khong c6 mot tan cong tong thé
duoc ap dung cho truong hop nay, nhung c6 mot so diéu can quan tam.

Vé nguyén tic, s€ la khong céan than néu ky vao doan text bat ky duoc cung
cap boi ké thu dich tiém tang. Trong trudng hop cu thé nay, dé cho ké thu dich
khoi phuc duoc chir ky, anh ta can phai biét khoa K. Dé tinh K, ké thu dich can
biét logarit roi rac cua dai luong duoc ky. Trong khi ke thu dich nhin chung la
khong biét logarit roi rac ciia mot dai lugng c6 dinh cu thé nao d6 ma anh ta muon
ky, viéc sinh ra cac dai luong nhu vay bang cach chon trudc cac logarit 13 tim
thuong, do d6 diéu rac rdi xuat hién khi cho phép ké thu dich duoc tu do doi hoi
chit ky 1én bat ky mot dai lugng nao ma logarit ciia né da biét.

Trong muc 5.3, s€ chi ra réng tht tuc STS ¢6 thé duoc rat gon dén thu tuc
chi xac thuc bang cach thay cac lity thira bang cac s6 ngau nhién va bo viéc ma
cac chit ky. Néu cac bén chi ky vao liy thira ciia phia bén kia, thi th tuc chi xac
thuc s& 1a muc tiéu cho tin cong ddi véi cap thach thurc-tra 161 don gian nhu da chi
ra & muc 2. Tuwong tu, néu chi ky 1én lity thira ctia chinh minh ciing khong dua dén
mot thu tuc ma cd thé dugce rat gon dén phuong an chi xac thyuc an toan.

Chu y rang khi ky ca hai lily thira thi cong sirc bo ra thém chi 1a viéc tinh
thém gia tri bam, nodi chung no6 1a twong dbi nho. Khong co thém cac phép toan
bao gdm luoc d6 chir ky, cic thao tic ma hoa dbi xting hay truyén dir liéu duoc
dua vao bédi viéc ky ca hai llly thira, ding hon 1a chi thém c6 mét.
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Thdo bé viéc xdc thwe khdi trao déi khéa

Néu thu tuc STS duge thay ddi sao cho viée xac thuc duge bo khoi viée trao doi
khoa bang cach bat cac bén tham gia ky mot dai luong nao d6 doc lap véi cac liy
thira, tha tuc thu duoc s€ 1a muc ti€u cho tan cong cd dién nguoi xam nhép ¢ gitra
(xem [27]) d6i v6i trao ddi khoa Diffie-Hellman.

Alice X Eve o Bob
o

K A:GXY KR:GX y

Eve thay lily thira cia minh vao chd lily thira cta Alice va Bob. Két qua 1a Alice
va Bob tinh ra hai khoa khac nhau, nhung ca 2 khéa nay Eve déu tinh dugc. Eve
dung chung khoa K, vo1 Alive va dung chung khéa Ky vo1 Bob. Trong giai doan
xé4c thue khi van hanh, Eve c6 thé chuyén thong diép dugc ma cua Alice dén Bob
va nguoc lai bang cach giai ma bang mot khoa va ma lai bang khoa khéac. Sau khi
xé4c thue, Eve tu do chin bét thu dong hoac cheén thong di€p riéng cua minh. Theo
Dinh nghia 1, thu tuc dugc thay doi la khong an toan béi vi trong khi Alice thuc
hién thd tuc mot cach trung thanh va chép nhan nhan dang cta Bob, thi khoéa trao
d6i duoc dung chung boi mot bén khac 13 Eve. Van dé tuwong tu ciing ¢ tir cach
nhin cua Bob.

5.2 Thu tuc STS trong thue té
Bay gio chung ta mé ta viéc st dung thu tuc STS trong thuc té, cho truong hop
dac biét khi viéc trao ddi khoa duge thuc hién trong nhom nhan cda truong hiru
han. Dé cho 0 rang, chﬁng ta tdp trung vao truong nguyén t6 GF(p). Hai tham s6
duogc yéu cau cho trao d6i khoa Diffie-Hellman 1a: phan tor nguyén thuy o trong
GF(p) va so nguyén td thich hop p. S6 nguyén té p can phai chon sao cho loai bo
duoc céc tan cong kiéu Pohlig-Hellman [25]. Trong 4nh sang cua nhiing két qua
moi day vé bai toan logarit 101 rac ([24] cho cac truong nguyén t6; [23] cho cac
truong c6 dic trung 2), nén can than st dung trudng khac nhau cho mdi ngudi sir
dung (c6 nghia 1a GF(p), vdi p khac nhau, dugce chon boi chinh nguoi dung). Tén
cong tot nhat d01 v6i trao d6i khoa Diffie-Hellman trén truong hiru han 1a ky thuat
tinh chi s6 bao gdm mot khéi luong tinh toan trude khong 16 duwa dén mot co so dir
lidu cho ting truong. Co so dir liéu sau d6 cho phép tinh riéng tung logarit trong
truong d6 twong d6i nhanh. Néu mot truong duy nhat duogc st dung trén toan
mang, mot co so dir liéu duy nhat cho phép tin cong tit ca cac cudc trao ddi khoa-
diéu nay cang khich 18 cb ging xay dung co so dit licu.

Dé hd tro viée phan phdi khoa cong khai ctia nguoi sir dung va cac tham sb
Diffie-Hellman theo tirng ngudi sit dung, co thé st dung cac chung thyc. Thém
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vao cac dai lugng nady, ching thuc nén chtra tén nguoi st dung va chir ky cua
nguoi ¢6 thim quyén duoc tin cdy 1én cac dit liéu nay. Nguyén nhan dua cip (a,
p) vao chung thyc dugc giai thich phia sau. Thu tuc STS sé& hoat dong nhu sau. pé
tranh lam cong thirc phuec tap, viéc tinh mod p dugc bd qua.

Thii tuc STS trong thuc té

Alice X Bob
o, p, o modp
|
o’ ,Certr, Ex(srpia’, a*})
<
Certy, Ex(sa{a’, a'})
|

Certa=(Alice, pa, o, p, st{Alice, pa, a,p})

Su khac biét 1a nhu sau. Alice giri cic tham sé Diffie-Hellman cung trong thong
diép thir nhat; Bob st dung chung thay cho cac tham sd ¢6 dinh cta toan mang.
Sau khi nhan dugc thong diép thur ba, Bob kiém tra cac tham sd Diffie-Hellman
dugc giri trong thong diép thir nhat khép véi nhiing cai thyc ra c6 trong chimg
thuc cua Alice. Trong thong di€p thir hai, Bob gt cho Alice chiig thuc ctia Bob,
tir d6 Alice c6 thé trich ra khoa cong khai dich thuc ctia Bob; Alice kiém tra tinh
xac thuc bang cach kiém tra chit ky ciia ngudi co tham quyén tin cdy 1én chimg
thuc cia Bob. Tuong tu, trong thong di€p thir ba, Alice gri cho Bob ching thuc
cua Alice, cho phép Bob trich ra khoa cong khai dugc xac thyc cua Alice, sau do
tuong tu kiém tra chtr ky cua cua nguoi co thAm quyén tin cdy lén ching thuc cua
Alice. Chii y rang Bob khong can dén ching thyuc ciia Alice cho dén budc thu 3,
va trong thuc té khong mudn nhin dugc nd sém hon, béi vi didu nay doi hoi phai
c¢6 chd luu trir dé ghi lai chung thuc cho dén khi n6 dugc ding dén. Nguyén nhan
tiép theo dé Alice 1am cham viéc chuyén chimg thuc ctia minh cho dén thong diép
thir ba 14 diéu nay cho phép ca Alice va Bob kha nang mé chimg thwe cua ho bang
khoa trao doi. Mac du, vé mat ly thuyét, cac chung thuc la thong tin cong khai,
nhung mong mudn trong mot sb Gmg dung can ngin can viéc xem ching boi nguoi
chan bat, tir d6 ngdn can ngudi chan bat thu dong nghién ctru vé nhan dang cua
Alice va Bob.

Chu y rang kién thirc vé khoa cong khai ciia ddi tac 1a khong yéu cau dé
kién thi€t va giri hay nhén va xtr 1y thong di¢p dau tién. Néu khoa cong khai dugce
yéu cau tai giai doan nay thi viéc dua vao cac chung thuc s€ kéo theo thong di¢p

thém trude d6 dé lam cho cac ching thyuc 13 ¢6 thé sém hon.

Nhu da ban luan & muc 5.1, trong mot sb truong hop co thé mong mudn
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rang ca hai bén déu giri thong diép khoi dau cuing mot luc. Trong truong hop nay,
mot s6 phuong phap c6 thé duoc sir dung dé thiét 1ap mot trong cic bén 1 thanh
vién troi (dominant party) (c6 nghia 13, d6i tac c6 cip (a.,p) duoc st dung). Thanh
vién khong trdi tiép tuc tha tuc véi thong diép tha hai. Mot vi du don gian 14 chon
dbi tac co p 16n hon 1a dbi tac troi.

Bay gio ching ta chi ra ring thu tuc s& 1a yéu néu cac tham s Diffie-
Hellman khong dugc dua vao ching thuc.

Bé cic tham sé Difie-Hellman trong chirng thuc

Khong c6 cac tham sé Diffie-Hellman trong chimg thuc, ké thu dich, Eve, c6 thé
tu do thay d6i o va p trong thong diép dau tién cua Alice. Gia su liy thira cua
Alice 13 t = (o* mod p). Gia thiét rang Eve thay ddi a bang 1 va p bang t-1 (xem so
dd dudi day). Thé thi liy thira cua Bob 13 1¥ mod (t-1)=1, va Bob tinh khoa trao
d6i s& 1a ' mod(t-1)=1. Alice tinh khoa trao d6i 1a 1* mod p = 1. Béi vi Eve khong
thay ddi cac lity thira dugc trao doi va Alice ciing nhu Bob cung tinh ra mot khoa
chung, nén Alice va Bob s& chip nhan chit ky d3 duoc ma hoa ciia nhau.

Alice Eve Bob
o, p, t=a” T I,t-1,t
>
1, Certg, E; (sg{l1,t})
<
Certy, E; (sa{t,1})
>

Eve biét khoa trao doi va sau khi xac thuc, co ta duoc tu do chin bit va chén
thong diép cua riéng minh. Cha ¥ ring Alice va Bob chap nhan nhan dang cia
nhau, nhung nhét ky van hanh cta ho khong trang nhau, va khéa trao d6i duoc
biét boi bén thir 3, thii tuc trén 1a khong an toan theo dinh nghia ctia ching ta ciing
nhu theo tryc quan.

Trong khi c6 thé thiy rang phép the duoc mo ta ¢ trén 1a tam thuong va de
phat hién boi viéc kiém tra dac biét, tiém nang bi ton thuong van con. Cac tAn
cong tinh vi hon hay cac tan cong cai trang lién quan 1a ¢ thé, bao gom kha nang
st dung céac sb nguyén té yéu theo Pohlig-Hellman. Mdi quan tdm nén tang la dé
cho tin dugc vao tinh khéng pha dugc cua bai toan Diffie-Hellman, can phai tin
chic rang cac tham s Diffie-Hellman thich hop duogc st dung trong thuc té.

5.3 Phién ban chi xac thue cia tha tuc STS

Co6 thé bién thu tuc STS thanh mot tha tuc chi co xac thuc béng cach thay cac liy
thira vdi cac s0 ngau nhién va bo phép ma trén chit ky so.
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Thu tuc STS chi co xdc thuc

Alice R, Bob

CertB) RB) SB{RBa RA}

Certa, sa{Ra,Rp}

>

Thu tuc dugc don gidn hda nay vé thuc chét chinh 14 thi tuc xac thuc 3 1an tuong
tac dugc dé xuat gan day bdi ISO [1]. Céi nay s€ dugc ban tiép & muc sau.

6. Ban luin vé cac thi tuc khac

T4n coéng ngudi xAm nhap ding gitta doi voi trao doi khoa Diffie-Hellman
khong xac thuc vé thuc chét 13 nhai lai Vv tudng cua bai todn “kién tudng co qua
thu” dd quen biét’, cac tan cong khac d6i voi cac thi tuc xac thyc 1a rat nhidu va
dugc trinh bay trong céc tai li¢u khac. Burrows, Abadi va Needham da phan tich 8
thu tyc va tim ra 6 trong ching c¢6 du thura, 4 trong chung co6 diém yéu [7, bang 1],
bao gom ca du thira va dlem yéu trong cac thu tuc xac thuc da phuong CCITT
X.509 [30]. Bé thdy duogc m01 quan tam dbi voi nhiéu tha tuc duoc dé xuat gan
day, chung toi ban luan ngin gon vé 4 thu tuc di duoc phan tich bai Burrows:
Kerberos, mot trong cac thu tuc X.509. Chung t6i cling ban vé thi tuc ISO ¢6 lién
quan.

Thii tyc Kerberos. Thu tuc Kerberos quen thugc [18], dua trén h¢ ma dbi xtrng co
mot so dic tinh 1am cho no khong thich hop trong nhiéu ing dung. Nhirng cai do
bao gdm viéc sir dung tem thoi gian (da dugc giai thich ¢ trén), yéu cau vé may
chu xac thuce tryc tuyén, do du thira trong thl tuc. Nhimg vin dé nay va mét sd
véan dé khac nira d3 dugc Bellovin va Merritt ban dén [3].

Thii tuc xdc thwe X.509 ba lan tuwong tdc. Khuyen nghi CCITT X.509 [30] la thu
tuc xac thuc dugc chuan hoa qubc té va duge nhiéu nguoi biét den dua trén mat
mi khoa cong khai. Cac thu tuc X.509 mot hay hai 1an twong tac can c6 tem thoi
gian, con tem thoi gian 13 du thira trong thu tuc 3 1an tuwong tac; dic ta cho phép
truong tem thoi gian co thé bang khong dbi véi thi tuc 3 1an twong tac (Iam cho

2 Ngudi méi choi co trong 2 van cd choi dong thoi véi 2 kién tudng cd, chdi quan trang & van ndy va quan
den & van kia, anh ta ldy nu6c di cua ddi thu trong mdi van va st dung chung & vén kia, viée nay dam béao
cho anh ta thing ca hai hodc thing 1va thua 1, nhu vay hang thir v& c& ctia anh ta s& dugc ting 1én tuy rang
choi khong dep.
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thil tuc 3 1an tuong tac thuc té hon, mic du tét hon hét 1a khong co trudng nao
duoc danh chd cho tem thoi gian). Mot sb6 van dé vé thu tuc nay s€ dugc tom tat
by gid. Thong diép cubi cung cua thi tuc ndy 1a chir ky cta Alice 1én ca thach
thirc ctia Bob va nhéan dang ctia Bob : s5{Rg, Bob}3 Diéu nay cho phép Bob nhan
duoc chir ky cua Alice 1én dai lugng ma Bob nam quyén kiém soat. Diéu nay la
khong nén, médc du khong rd rang rang st dung no nhu thé ndo cho nhitng tan
cong tryc tiép. Van dé thir hai 13 viéc dé xuat sir dung truong dir liéu ma khong bat
budc trong thu tuc dé dé hoan thanh viéc trao ddi khoa; viéc nay khong dam bao
tinh an toan chuyén tlep hoan thién*. Tiép theo nita 13 v6i viéc sir dung truong nay,
chua c6 dam bao gi dé nguoi gui dir liéu d3 ma thuc su biét dit 1iéu ma, va thuc té
1a ké thu dich c6 thé dan dit liéu dugc ma cua nguoi khac vao do [7], [13]. Vén dé
thir 3 [17] 14 gi6i han ddi voi hé chit ky sd duoge sir dung can c6 kha nang vira ma
dir li€u, vura ky dir ligu, diéu d6 loai trir nhiéu lugc dd chit ky du tuyen, trong do
c6 ca NIST DSA [10].

Thii tuc 3 lan twong tic ISO. Nhu da noi toi & Muc 5.3, phién ban chi xac thuc
ctia thu tuc STS chinh 14 thu tuc 3 lan twong tac dugc ISO dé nghi gan day [1].
Nhirng diém khéc biét 1a thu tuc ISO cho phép nhitng ban sao du thira cua cac sd
ngau nhién, nhiing truong co thé lga chon cho nhan dang cia ngudi nhan thong
diép co dinh trude, cac truong lya chon cho doan vin ban bét ky. Do han ché cua
cac thu tuc chi xac thyc nhu dé ban ¢ trén, trong phan 16n cac mg dung nguoi ta
mong chd rang chirc ning thiét 1ap khéa cia thu tuc ISO (dugc cung cap boi cac
truong lua chon cho doan vin ban bat ky ca o trong va 0 ngoai phan da ky cua moi
thong diép) s& dugc khai thac. Nhic lai nhing diéu chu y da duoc nhac téi trong
X.509, viéc su dung nhiing truong nay nén can than; hon nita, chu y rang viéc str
dung ching de van chuyén cac khoa phién di duoc ma hoa khong dam bao tinh an
toan chuyén tiép hoan thién.

Tén cong mot thii tuc xdc thwe nao dé. Dé ting thém tai liéu néi vé cac tan cong
dbi voi cac tha tuc dic biét, @& nhin manh viéc cac 16 hong co thé dé dugc dua
vao va dé bi bo qua khi xem xét nhu thé ndo, bay gio chiing ta hiy xem xét mot
bién dang sau (c6 sai sot) cta thil tuc xac thuc ISO. Thuc ra, bién dang nay chinh
1a phién ban ban dau cta thu tuc. Tuc 13, Alice dugce cho phép str dung s6 ngau
nhién md&i R, thay cho R, trong thong diép thir ba; R, dugc gui cung véi truong
van ban rd thém trong thong diép thir ba. Trong thi tuc c6 bién d6i nay, ké thu
dich Eve co thé xéac thuc ¢6 ta nhu Alice d6i voi ddi tac khong nghi ngd Bob nhu
sau (xem so do dudi day). Eve goi Bob, dong gia 1am Alice, giri thach thic t&i

3 Trong phién ban truéc day cia X.509, thong tin cudi cing chi 12 sx{Rg); tir d6 dén nay khuyén nghj da
thay d6i vé hinh thic.

4 Chuy rang v1ec dung RSA [26] nhu trugc day dé nham trao d6i khoa mot cach twong tyr khong dam bao
bi mat chuyén tiép hoan hao.

139



Bob; Eve phiic dap lai phan thach thirc (counter-challenge) ctia Bob bang cach goi
Alice va 1am cho Alice phiic ddp ding thach thiic; sau d6 Eve ngat cudc goi véi
Alice va chuyen phuc dap dung qua cho Bob, nhu vay la hoan thanh viéc xac thuc
tir quan diém ctia Bob. Chu ¥ rang tan cong nay thanh cong ngay ca nhan dang cua
ngudi nhan duoc dinh trude ciia modi thong diép dugc gin kém ngay bén trong
phan ky cta mdi theé xac thuc, day la lya chon dung dugc trong dinh nghia hinh
thirc cua tha tuc ISO c6 lién quan. Pé nhan manh diéu nay, nhirng nhan dang chu
yéu da dugc dua vao va dugc ky hiéu cung v6i ddu * trong tdn cong duoc chi tiét
hoa dudi day. Dé cho don gian, cic chimg thuc khong duoc chi ra.

Lién quan dén cac tin cong khac di duogc viét trong cac tai liéu, chung ta
chu y rang Bird va cac tac gia khac ([5], muc 4) da chi tiét hoa tin cong d6i véi
mot tha tuc cu thé. Pay 1a truong hop dac biét cua lop tong quat cac tan cong phan
chiéu trong d6 nguoi thach thirc bi mic meo trong viée cung cip cau tra 1i cho
chinh cau héi cua anh ta [19].

Alice Eve Bob

Chon ngau nhién Ra
Gui thong diép dén Bob,

doéng gid lam Alice
Ra
>
Rg, Alice*, sg{Rg, Ra, Alice*}
<

Str dung Rp ,

Gui thong di¢p dén Alice,

doéng gid 1am Bob

Rp

R’Aa BOb*) SA{R’A) RB) BOb*}
>

R’Aa BOb*) SA{R’A) RB) BOb*}

>

Eve cat dirt cudc goi voi Alice.
Bay gio Bob tin rang Eve 1a
Alice. Tan cong thanh cong

7. Cac két luan

Sau day 1a mot s6 nguyén tic chung, can cin than tuan thu khi thiét ké cac
thi tuc xéc thuc. Trong khi phan 16n cac nguyén tic nay di duoc chu y dén & trén,
dé cho tién chung t6i tap hop ching lai ¢ day.
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Viéc xdc thwe va trao doi khéa phdi gin két véi nhau. Néu viéc xac thuc va
trao d6i khoa 13 doc lap, ké tan cong co thé cho phép 2 bén thyc hién viée xéac
thuc mot cach tu do, sau d6 dong vai mot bén nao do6 trong viéc trao ddi khoa.
Diéu niy cho phép ké tin cong c6 thé dong gia mot bén hop phap sau khi xac
thuc va viéc trao d6i khoa duoc thue hién.

Tinh phi doi xirng trong thii tuc la can thiét. Tinh d6i ximg trong thu tuc can
dugc dung mét cach than trong, co 2 1y do, thir nhat 12 kha ning co thé cia cac
tan cong phan chiéu, thir hai 13 cac tin cong trong d6 cac phiic dap tir mot bén
tham gia co thé duoc st dung lai trong thu tuc. Nhu mét vi du minh hoa rd nét,
phiic dap xéc thuc ciia 2 bén can phai khong giéng nhau.

Cic théng diép trong mét lan vdn hanh thii tuc cu thé cin cé lién két logic
hay két noi theo mét cdch nao dé dé ngin cain viée siv dung lgi cdc thong
diép co truwdc hodc viéc dwa vao cac thong diép tir mot vdn hanh song song.
Muc dich ¢ day 1a tranh tan cong lap lai va tan cong chén ngang. Cac thong
diép nén duoc lién két dén khung thoi gian hién hanh (c6 nghia 1a thong qua
viéc hop nhét cta cac s6 ngﬁu nhién vira dugc sinh ra). Tan cong dac biét dugc
chi tiét hoa trong muc 6 1a c6 thé do su thiéu vang ctia méc xich nhu vy cia
cac thong diép; twong tu, tdn cong cua ngudi ding gitta duge ban dén boi
Gengio [4] 1a co thé trong céc thu tuc nhung sé& that bai khi d6i choi v&i nguyén
tac nay.

Cdc bén tham gia thwce hién thao tic mat ma (nhw chii ky sé) nén hop nhit
vao div liéu dwoc thao tic mét lwong hop Iy div lidu ma anh ta chon ngiu
nhién. NO61 mot cach khac, thu tuc khong yéu cau cac bén thuc hién cac thao
tac mat ma vai diu vao c6 thé bi hoan toan kiém soat boi ké thu dich. Nguyén
tac “thém mudi cua riéng minh” nay nham ngin chin ké thu dich mudn nhan
dugc cau tra 101 d6i voi nhitng cau hoi dc biét ma anh ta khong thé ty tra 15i
duoc. Piéu nay cling chdng lai tin cong ban mai lua chon ([6, trang 27]). Lién
quan dén nguyén tic nay, ching toi néu ra nguyén tic sau dugc trich doan tir
Moore [20, muc III]:

Chir ky dich thwc nén nhin dwoc tiv bién déi ciia thong diép trong khong
gian théng diép la tip thwa trong mién gid tri ciia ham chiv ky. Vi du, yéu
cau do du, hay mot sy tinh truéc nao khac, trong dit liéu dugc dem ky, cé thé
1am trd ngai cac tan cong ma ké thu dich cb ging gia chit ky moi bang cach két
hop cac chit ky dich thyc nhan dugc tir trude. Véi tha tuc STS, ham bam duoc
chon khi bam céc Iy thira can sinh ra két qua nho hon kich thudc t6i da cua dir
liéu vao cho qua trinh ky, nhu vy s& cho phép thém d6 du duoc thém vao két
qua bam trudce khi ky.
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Thi tuc tram-tdi -tram dugce dé xuét thoa man cac nguyén tic trén, dong
thoi nhitng tinh chat mong doi dugc néu 6 muc 4 (do an toan chuyén tiép hoan
thién, xac thyc tryc tiép, khong doi hoi tem thoi gian). Tinh tuong thich cta né véi
cac thu tuc xac thuc ISO dang ndi 1én, va kha nang cua n6é dam bao viéc thiét lap
khoéa trong khudn khd, thém vao tinh hép dan cua nd. Hon nita, thi tuc tram-tdi
tram st dung sd it nhat cac thong diép can thiét cho viée xac thuc hoi-dap hai phia
dira vao s6 ngau nhién (bang 3), va chi yéu cau mot 1an sinh chir ky, mot 1an kiém
tra chit ky, hai phép ma hoa ddi voi timg bén (cting voi viée kiém tra chir ky thém
néu chiing thuyc dugc st dung trén co s¢ dua vao van hanh dé két ndi nhan dién
cua nguoi sir dung va khéda cong khai).

Lugc dd chit ky thich hop co thé duoc sir dung trong thi tuc STS, bao gdm
Thuat toan chir ky sé (Digital Signature Algorithm) dugc dé xuit gan diy bai
NIST [10]. Véi 1y do tinh hiéu qua thyc té, lugc d6 chit ky thay thé hién nhién 1a
RSA [26]. Tuong tu, thudt toan ma dir li¢u d6i xing thich hop bét ky c6 thé duoc
str dung. Trong mot s6 ing dung c6 thé can phai tranh viée stir dung thuat toan ma.
Mot phuong phép duoc xem xét dé tranh viée sir dung thuét toan ma hoa Ex nhu
sau: thay chit ky dugc ma hoa bdi chit ky cong vo1 ma xéc thyc thong diép
(message authentication code-MAC) trén chir ky; c6 nghia 1a thay Eg(s), voi
s=sg{a’, '} (nhu & trong muc 5.1), béi (s, Mg(s)), véi Mg 1a MAC ¢6 khoéa K.
Phia bén nhan cin phai kiém tra ca chit ky va MAC trén chir ky. Trong khi cho
phép tranh duoc yéu cau can c6 kha ning mé/dich (ca hai thu tuc Kerberos va
X.509 déu doi hoi), nhuoc diém cua phuong 4n nay 1 can truyén thém dit liéu.

Loi cam on

Céc tac gia xin cam on t6i tap thé dong nghiép vi sy hd tro va cac y tudng lién
quan dén cac thu tuc duoc xem xét, va trong cac thao luan dic biét vaoi Carlise
Adams va Warwick Ford.
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Cap nhat thong tin vé ham bim SHA-1

Trong nhiing ngay cudi thang 2 nim 2005, cong dong mat ma da x6n xao vi thong tin
pha duoc SHS-1 bdi 3 nguoi Trung Quédc. Chung toi xin gidi thidu Ve thong bdo nay va
¥ kién binh luan cta Bruce Schneier, cling nhu gidi thiéu 2 bai bao vé thanh twu méi doi
v6i viée tan cong ham bam trong thoi gian gan day. Hién chiing t6i dang theo doi bai
bao day du vé van dé nay.

Ma tham SHA-1
Bruce Schneier

Ngay thir 3, to1 da dua 1én trang web (www.schneier.com/blog/archives/2005/02/
shal broken.html) théng tin v& mot  két qua  md tham  moi
(theory.csail. mit.edu/~yiqun/shanote.pdf), day la tAn cong dau tién nhanh hon tan cong
vét can chong lai SHA-1. To6i da viét vé SHA, va su can thiét phai thay n6 tur thang 9
nam 2004 (www.schneier.com/essay/074-html). Trur nhitng chi tiét ciia tin cong méi,
moi cai t6i da n6i van dung ca. Toi sé trich dan tir bai bao ndy, c6 thém tu liéu & nhitng
not thich hop:

Céac ham bam mot chiéu 1a cac kién thiét mat ma duoc sir dung trong nhiéu tmg
dung. Chung dugc st dung cung véi cac thuat toan khoa cong khai cho cd ma mat
va chit ky s6. Chung duoc str dung trong kiém tra tinh toan ven. Chung duoc st
dung trong xac thuc. Chiing c6 nhiéu kiéu loai tmg dung trong rat nhiéu giao thirc
khac nhau. Nhiéu hon nhiéu so véi cic thuat toan mat ma, cac ham bam mét
chiéu 14 con ngua thd cia mat ma hién dai.

Vao nam 1990, Ron Rivest da sang tao ra ham bdm MD4. Vao nam 1992, 6ng da
cai tién MD4 va phat trién mot ham bam khac: MD5. Vao nim 1993, NSA di
cong bd mot ham bam rat gidng véi MDS5, nd dugc goi 1a SHA. Sau d6, vao nim
1995, khi trich dan diém yéu moi duge phat hién ma no chdi tir chau chubt lai,
NSA da 1am nhitng thay d6i d6i véi SHA. Thuét toan méi duge goi 1a SHA-1.
Ngay nay, ham bam thong dung nhét 1a SHA-1, cing véi MD5 hiy con duoc st
dung trong cac irng dung cil.

Céc ham bam mot chiéu duogc gia thiét 1a co 2 tinh chat. Thir nhat, ching 1a mot
chiéu. Piéu nay c6 nghia la dé lay mot van ban va tinh gia tri bam, nhung khong
thé lay gia tri bam roi tao lai van ban xudt phat (t61 hiéu “khong thé” c6 nghia la
“khong thé 1am trong mot lwong thoi gian hop 1y”). Thir hai, chung 1a khong va
cham. Piéu d6 c6 nghia 13 khong tim duoc 2 vin ban ma khi bam cho cuing mot
gia tri. Y nghia mat ma ding sau 2 tinh chat nay 13 tinh té, t6i xin moi cac ban
doc to mo hiy tim hiéu thém trong cudn sach cua t6i “Applied Cryptography”
(www.schneier.com/book-applied.html).
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Pha mdt ham bam c6 nghia 1a chi ra hoac mot trong 2 tinh chét nay, hodc ca 2
tinh chat 1a khong dung.

Pau tudn nay, 3 nha mat ma hoc ngudi Trung Qudc da chi ra ring SHA-1 khong phai 1a
khong va cham. Co6 nghia 14, ho da phat trién dugc mdt thudt todn dé tim nhirng va cham
nhanh hon so véi1 vét can.

SHA-1 sinh ra gia tri bdm 160-bit. C6 nghia 13, mdi vin ban duoc bam thanh mot sb
160-bit. Gia thiét rang co v6 sd cac vin ban ma duoc bam thanh mdi gia tri co thé, cho
nén c6 vo sb cac va cham c6 thé. Nhung boi vi s6 cac gia tri bam c6 thé 1a rat 16n, nén
kha ndng tim théy mot va cham mdt cach tinh co 1a nhé khong dang ké (mdt trong 280
néu mudn chinh xac). Néu ban bam 2% van ban ngau nhién, ban s& tim dugc mot cip ma
dugc bam tahnh cung mdt gia tri. Do 1a cach “vét can” dé tim cac va cham, va né chi
phu thudc vao do dai cua gia tri bam. “Pha” ham bam c6 nghia la c6 thé tim céc va cham
nhanh hon nhu thé. D6 chinh 14 c4i ma nhitng nguoi Trung Qudc da lam.

Ho c6 thé tim cac va cham cua SHA-1 trong 2% 14n tinh toan, khoang 2000 1an nhanh
hon tan cong vét can. Thuc ra, cdi d6 con xa so vdi tinh kha thi cua cong nghé hién tai.
Hai tinh todn 16n so sdnh dugc minh hoa diém nay.

Vao nam 1999, mdt nhom cidc nha mat ma hoc xdy dung mot may pha DES
(www.eff.org/Privacy/Crypto/Crypto_misc/DESCracker/). N6 co thé thuc hién 2°° phép
ma DES trong vao 56 gio. Pé thiét ké may nai ton 250,000 USD, mic du dé nhan ban
n6 chi tén khoang 50-70 nghin USD. Ngoai suy ring may ndy tuan theo luit Moore, thi
ngdy nay mot may tuong tu c6 thé xay dung dé thyc hién 2% phép ma trong 56 gio, va
2% phép ma trong 3 nam 3 thang. Hodc 14, mot may gia 25 —> 38 triéu USD ¢6 thé tinh
2% phép ma trong 56 gio.

V& phia phan mém, so sanh chinh 1a 2 phép tim khod dd duoc 1am boi distributed.net
va di két thic vao nam 2002 (stats.distributed.net). Mot bai  béo
(www.windowsitpro.com/Article/ArticleID/26857/26857.html) da dua thong tin sau:
“Trong mdt cudc thi, ¢6 331,252 ngudi tham gia bang cach cho phép st dung cac nhip
vi xtr 1y khong dung dén ¢ may tinh cia ho vao viéc khoi phuc khod. Sau 1,757 ngay
(4.81 nam), nhitng ngudi tham gia & Nhat di tim duoc khoa thing 1oi.” Luat Moore c6
nghia 12 ngay nay, tinh todn nay chi chiém Y thoi gian d6, hodc 13 chi yéu cau % sé may
tinh, cho nén ngay nay, 2% lan tinh s& chiém 8 1an thoi gian 1au hon, hodc doi hoi 8 1an
nhiéu may tinh hon.

Tam quan trong cua cac két qua nay phu thudc vao ban la ai. Néu ban 13 nha mat
ma hoc, d6 1a mot cong viéc 1on. Trong khi chura c6 mot cude cach mang, cac két
qua nay 1a cac tién bo ndi tiép trong linh vuc. Cac ki thuat dugc mo ta boi cac
nha nghién ctru 1a dudng nhu co cac tic dung khac, nhu 1a mot két qua, chung ta
s& ¢6 thé thiét ké cac hé thong mat ma tot hon. Po 1a cach ma khoa hoc mat ma
phat trién: ching ta hoc cach thiét ké cac thuét toan méi béng cach pha céc thuat
todn khac. Thém vao do, cac thuat toan tir NSA duoc xem nhu mot dang cong
nghé xa la: chiing dén tir mot bo tdc siéu dang ma khong co giai thich. Mdi thanh
cong ma tham Chéng lai thuét toan cua NSA 1a mot diém dir kién tha vi trong cau
hoi ngan doi xem ching thuc tot nhu thé nao.
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Péi v6i mot nguoi st dung Internet trung binh, cac thong tin nay khong gay ra mot ndi
hoang s¢. Khong ai co thé pha cac chir ky s6 hodc doc cic vin ban di dugc mi trong
mdt thoi gian gan. Thé gidi dién tir khong it an toan hon sau nhiing cong bd nay so véi
no6 trudce day.

Nhung ¢6 mot thanh ngir ¢t trong NSA: “Cac tAn cong ludn tro nén tét hon; chiung
khong bao gio t6i di.” Chinh tdn cong cua tuan ndy duoc xay dung trén nhitng bai bao
mo ta cac tan cong chdng lai cic phién ban duoc don gian cua SHA-1, d6 la SHA-0,
MD4 va MDS3, cac nha nghién ctru khac s€ xay dung tiép dua trén két qua nay. Tan cong
chéng lai SHA-1 s& dugc tiép tuc hoan thién, do nhirng nguoi khac doc n6 va phat trién
cac meo nhanh hon, lam cac t01 vu hoa, vv... Va luat Moore sé& tiép tuc dung vé phia
trudce, 1am cho tan cong dang ton tai nhanh hon va chip nhan dugc.

Jon Callas (la CTO cua PGP), da noi néi nhu: * ba dén lic phai di, nhung chua phai
chay, dén 161 thoat hiém. Ban chua nhin thay khoi, nhung coi bao chay da kéu.” Vé co
ban, do6 1a nhitng gi t61 da no61 vao thang 8§ nam 2004.

Pa dén luc chiing ta phai tranh khoi SHA-1.

That may mén, c6 nhiing cai thay thé. NIST da c6 cac chuan cho cic ham bam
dai hon va khé phad hon: SHA-224, SHA-256, SHA-384 va SHA-512
(csre.nist.gov/CryptoToolkit/tkhash.html). Ching 14 cic chuan caa chinh phua, va
d3 sin sang dé sir dung. Pay 1a mot cai dé 14p chd trong tot, nhung t6i mudn thay
nhiéu hon.

T6i mudn nhin théy NIST dung ra bat nhip mdt cudc thi trén toan thé gid1 cho
mot ham bam mdi, giéng nhu ho da 1am cho thuat todn ma mdi, AES, thay cho
DES. NIST nén dua ra 161 kéu goi cho cac thuat toan, td chirc cac vong danh gia,
khi d6 cong ddng mat ma phan tich cac dé xuat khac nhau v6i muc dich thiét 1ap
mot thuat toan moi.

Phén 16n cac ham bam ma chiing ta ¢, va tt ca nhitng cai dugc sir dung rong rai,
1a dya vao cac nguyén tic chung cia MD4. R rang 13 chung ta di hoc duogc kha
nhiéu vé cac ham bam trong mudi nim gan ddy, va ching t6i nghi chung ta c6
thé bat dau ap dung hiéu biét nay dé sang tao ra mot céi gi d6 an toan hon.

Cdc ham bam la thanh t6 mdt ma dwoc hiéu biét it nhat, cac ky thuat bam duoc phat
trién it hon so véi cac k¥ thuat ma hoa. Thudng xuyén c6 nhitng két qua bat ngo trong
bam. Td1 c6 mot bai bao (eprint.iacr.org/2004/304), viét ciing v6i John Kelsey, no mo ta
thuat toan dé tim tién anh tha hai cho SSHA-1, k¥ thuat nay c6 thé tong quat hoa cho
hau hét moi ham bam mat ma , trong 2106 lan tlnh nho hon nhiéu so voi 2' 1an tinh cta
vét can. Tan cong nay la hoan toan vé mat 1y thuyét va con xa so voi thyc hanh, nhung
n6 biéu thi ring ching ta phai hoc nhiéu vé cach bam.

Can phai doc lai nhitng gi t6i d viét vao thang 9 nam ngoai, rang t6i cho doi viéc nay
xay ra, nhung khong xay ra nhanh nhu vy va khong an tuong dén nhu vay. Cac nha
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mat mi hoc ngudi Trung Qudc ximg dang duoc ghi nhan vi cong trinh cta ho, va chiung
ta can phai lam viéc dé thay thé SHA.

(Pua lén mang ngay 18 thang 2 nam 2005, lac 11: 24 PM)

Tan cong tim kiém va cham déi v6i SHA-1
(http://theory.csail.mit.edu/~yiqun/shanote.pdf)

Xiaoyun Wang, Shandong University, China, email: xywang@sdu.edu.cn
Yiqun Lisa Yin, Independent security consultant, USA, email: yyin@princeton.edu
Hongbo Yu, Shandong University, Chian, email: yhb@mail.sdu.edu.cn

Ngay 13 thang 2 nam 2005
1. Mé dau

Trong thong bao ndy, chung t6i tom tit cac két qua cua cac tin cong tim kiém va cham
cua chung t61 doi vdi1 SHA-1. Céc chi tiét k§ thuat s€ dugc cong bd trong mdt bai bao
sap dugc cong bo.

Chung toi dd phat trién mot tap cac k¥ thuat moi ma rat hidu qua dé tim kiém cac va
cham trong SHA-1. Phan tich cua chung t6i chi ra ring cic va cham ctia SHA-1 c6 thé
tim thdy voi do phuc tap nhé hon 2% phép bam. Day 1a tin cong dau tién d6i véi SHA-1
c6 day da 80 vong véi do phirc tap nhé hon can 1y thuyét 1a 2%, Dua trén danh gia cua
chung 61, chung t6i chd doi ring cac va cham thue ciia SHA-1 duoc rat gon xubng 70
vong c6 thé duoc tim thiy st dung cac siéu may tinh hién nay.

Trong mot sé nam gan day, nhiéu tién bd nghién ctru ~dang ké da duoc lam trong viéc
phan tich cac ham bam. Cac ky thuat da dugc phat trién trong céc cong trinh trudc day
cung cap nén méng quan trong cho cac tan cong moi cua ching toi doi véi SHA-1. Pic
biét, phan tich cua chung toi dya vao tan cong luong sai nguyén thuy dbi voi SHA-0, tan
cong va cham gan d6i véi SHA-0, cac ky thuat va cham nhiéu khéi cing nhu cac ky
thuat cin chinh vin ban da dugc st dung trong tdn cong tim va cham ddi véi MD3. Viéc
pha SHA-1 khong thé c6 néu thiéu cac ki thuat phan tich manh nay.

Céc tin cong cua chung t6i ap dung mot cach ty nhién cho SHA-0 va tit ca cac phién
ban rat gon cua SHA-1. Véi SHA-0, tan cong 1a rat hiéu qua dén murc ching toi co thé
tim duoc cac va cham thuc su cua SHA-0 dﬁy du voi it hon 2°° phép bam. Chung t61
cling ap dung tdn cong ddi voi SHA-1 duogc thu gon con 58 vong va tim dugce va cham
thuc su véi it hon 2°° phép bam. Hai vi du va cham dugc dua ra trong théng bao nay.

2. Vi du va cham cho SHA-0

h; = compress(hy, M)
h, = compress(h;, M) = compress(h;, M,)
h .

0"

67452301 ef cdab89 98badcfe 10325476 c3d2elfO
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M:  65c24f5¢c 0cOf 89f 6 d478de77 ef 255245
83ae3alf 2a96e508 2c52666a 0d6f ad5a
9d9f 90d9 eb82281le 218239eb 34elf bc7
5c¢84d024 f 7adlc2f d41dlal4 3b75dcl8

39f 3bd80 c38bf492 fed57468 ed70c750 ¢521033b

M: 474204bb 3b30a3ff f17e9b08 3ffa0874
6b26377a 18abdc01 d320eb93 b341lebe9
13480f 5¢ cab5d3aa6 b9f 3bd88 21921a2d
4085f cal eb65e659 5lac570c 54e8aaeb

M’ : c74204f9 3b30a3ff 717e9bda 3ffa0834
6b26373a 18abdc43 5320eb91 3341ebeb
13480f 1c 4a5d3aa6 39f 3bdc8 al921a2f
4085f ca3 6b65e619 dlac570c d4e8aaab

h .

2°

2af 8aeeb edle8411 62c2f3f7 3761d197 0437669d

Bang 1: Mot va cham ctiia SHA-0 day du 80 vong. Hai vin ban va cham 1a (Mo, M) va

(Mo, M;’). Luu y rang cac qui tic dém dir liéu khong dugc ap dung ddi véi van ban.
3. Vi du va cham cho SHA-1

hy = compress(ho,My) = compress(hy,M,’)
67452301 ef cdab89 98badcfe 10325476 c3d2elf0

M: 132b5ab6 all15775f 5bfddd6b 4dc470eb
0637938a 6cceb733 0c86a386 68080139
534047a4 a42fc29a 06085121 a3131f73
ad5dabcf 13375402 40bdc7c2 d5a839e2

M’ : 332b5ab6 c115776d 3bfddd28 6dc470ab
€63793c8 Occeb731 8c86a387 68080119
534047a7 e42fc2c8 46085161 43131f 21
0d5dab5cf 93375442 60bdc7c3 f5a83982

h .

1t

9768e739 b662af 82 a0137d3e 918747cf c8ceb7d4

Bang 2: Mot va cham ciia SHA-1 duogc rat gon con 53 vong. Hai van ban va cham 1a M,

M,’. Luu y rang cac qui tac dém dir liéu khong dugc ap dung doi véi van ban.

Tim tién anh thi h?i cho cac hz‘l‘m bam n-bit
v6i it hon nhiéu so véi 2" 1an bam
(eprint.iacr.org/2004/304)

John Kelsey va Bruce Schneier

Tém tit: Ching t6i cung cap mot tan cong tim tién anh thir hai ddi véi tit ca cac ham
bam ldp n-bit v4i lam manh ciia Damgard-Merkle va cac trang thai trung gian n-bit, cho
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phép tién anh thir hai c6 thé tim thiy cho mot van ban c6 2 khéi van ban véi khoang
Jex 24 2 lan tinh. Str dung SHA-1 nhu mot vi du, tin cong ctia chung toi tim thay
tién anh thtr hai cho mot van ban dai 2% byte trong 2'% phép bam, thay cho khi luong
2'%" cho doi trude day. Chung toi ciing cung cap cac cach ré hon mot chut dé tim nhiéu
va cham so v&i phuong phap cta Joux [Joux, Multicollisions in Iterated Hash Functions.
Applications to Cascaded Constructions, Advances in Cryptology- Crypto’2004
Proceeding, Springer-Verlag, 2004]. Ca hai két qua nay 1a dya vao cic van ban mo rong
dugc (expandable message) (cac mau dé sinh ra cac van ban c6 d6 dai thay d6i, tit ca
chung va cham trén két qua bam trung gian ngay lap tic sau khi xr 1y vin ban. Ching
toi cling cung cép cac thuat toan dé tim cac van ban m& rong dugc cho mot ham bam,
béng cach chi st dung mot boi s6 nho cua khoi lugng cong viéc dugc lam nham tim mot
va cham duy nhét trong ham bam.

Update on SHA-1
Vincent Rijmen va Elisabeth Oswald

Viéc nghién ciru cac tAn cong ddi véi SHA-1 trong thoi gian tir cudi nim 2004 duoc day
manh. Tai Rump session ctia Crypto’2004 nguoi ta di du bao vé kha ning sap bi pha
cua SHA-1. Bai bdo eprint.iacr.org/2005/010 ctia Vincent Rijmen va Elisabeth Oswald
“Update on SHA-1” 1a mét vi du. Phién ban trudc ciia két qua ndy da xuit hién trong
tuyén tdp hoi nghi CT-RSA 2005, LNCS 3376, Springer-Verlag do A. J. Menezes bién
tap (cac trang 58-71). Phién ban mdi ndy cod stra mot s 16i. Sau ddy 1a tom tat cua bai
bao “Update on SHA-1":

Chung toi bao cdo cac thi nghiém ma chung toi di thyc hién dé danh gia do an
toan cia SHA-1 d6i véi tin cong ctia Chabaud va Joux [Florent Chabaud,
Antoine Joux, Differential Collisions in SHA-0, Advances in Cryptology-
Crypto’98, LNCS 1462, H. Krawczyk, Ed., Springer-Verlag, 1998, pp. 56-71].
Chung t6i trinh bay mét s6 y tuong dé t6i wu hod tan cong va mot s6 tinh chat cua
thil tuc mé réng vin ban. Cudi cing, chiing t6i chi ra rang phién ban duogc rat gon
ctia SHA-1 véi 53 vong thay cho 80 vong c6 thé tim duoc cac va cham véi it hon
2% phép bam.
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