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Chuong 1
SUDUNG IKEY 1000 LUU CHUNG CHI SO
VA KHOA BI MAT

1.Gi6i thiéu

iKey 1a san phdm cla hang Rainbow Technologies c¢6 thé duoc ding trong viéc
diéu khién céc truy nhap dén cac dich vu mang, cdc mang riéng 4o (VPNs), luu céc
chiing chi s6, cac dit liéu c4 nhan nhay cam khéc ... iKey ¢6 thé duoc cim qua mot
cong USP. Giong nhu mot smart card nhung khong can thiét bi doc (card reader),
hon nita n6 dugc thiét k& nho, gon, tién cho ngudi sit dung trong viéc mang theo va
bao quan (cu thé iKey c6 hinh dang nhu & hinh 1). Trong rat nhiéu trudng hop,
iKey c6 thé thay thé hoan toan cho smart card. Khi Windows c6 thong bdo yéu ciu
smart card (vi du nhu khi ding nhap Windows), thi ngudi sit dung c6 thé thay viéc
stt dung smart card bang céch sir dung iKey.

al

Hinh 1

Khi str dung iKey cho muc dich luu dit liéu ching ta ¢6 thé tam phén ra hai loai dit
liéu twong tng véi hai phuong phéap ghi trén iKey nhu sau: cic loai dit liéu thudng
nhu mat khiu, cdc thong tin riéng, ... c6 thé duoc luu qua hé théng cic tép, thu
muc, va loai dit liéu thit hai 1a cac chiing chi s6 duéi dinh dang PKCS12 (trong dé
c6 ca khoa bi méat). Tuy vao loai dit liéu theo cach phan trén ma qui trinh thuc hién
viéc luu chiing trén iKey dugc tién hanh hoan toan khac nhau.

N6i chung iKey c6 rat nhiéu ing dung, tuy nhién trong tai liéu nay chiing toi chi
dé cap dén hai ting dung cuia iKey va qui trinh cai dat va thiét lap dé sur dung iKey
cho hai muc dich nay:

-Str dung iKey dé luu ching chi s6 va khod bi cia ngudi st dung.

-Stt dung cédc ching chi s6 dang duoc luu trén iKey trinh duyét Web Internet
Explorer va dich vu mail Outlook Express.

2.Cai dat iKey 1000 Series Software

2.1 Cai dat

Phan mém iKey 1000 Series c6 thé dugc cai dit trén cac hé thong dudi day:

e  Windows 95 (OSR 2.1 hodc cao hon) vé6i trg giup MSCAPI (di kem IE 4.0 hoac
phién ban cao hon) va USB

e  Windows 98/2000, Windows NT (service pack 3 hodc cao hon)

e Macintosh OS 8.6 hoac OS 9.



Trong pham vi tai liéu nay ching t6i chi trinh bay viéc cai dat iKey 1000 serial
software trén hé thong Windows 98. Viéc cai dat duoc ti€n hanh qua cac budc sau:
-Cho dia CD-ROM iKey 1000 serial software vao 6 dia CD. Man hinh cai dat s& tu
dong xuat hién (néu truong hop tién ich Autorun khong dugce tu dong kich hoat
ngudi sit dung c6 thé chay trinh setup.exe). Hop hoi thoai "Wellcome" xuat hién.

iKey 1000 Series Software for Windows v 2.1.0 Setup |

wWelcome to the InstallShield Wizard for iKey
1000 Series

The InstallShieldd *fizard will install ik.ey 1000 Seriez on
your computer. To continue, click Mext.

% Bach

Cancel |

Hinh 2

-Chon "Next", man hinh hién thi thong tin vé lincense xuat hién.



ik.ey 1000 Senes Software for Windows v 2.1.0 Setup

License Agreement
Pleaze read the following license agreement carefully.

Fresz the PAGE DOWHN key to zee the ezt of the agreement.

Rainbow Technologes, Inc. i‘
[K.ey Software License and Developer's Agreement

IMPORTAMT: Read thiz before uzing vour copy of Bainbow's saftware.

Thiz document iz a legal agreement between pou [either an individual or an entity] and
Rainbow Technologies [nz.. Use of the software indicates your acceptance of these

terms. Az uzed in thiz License Agreement, the term "Saftware’’ means the B ainbow

zoftware included

an the media or hardware provided with this License Agreement. ﬂ

Do you accept all the terms of the preceding License Agreement’? |f you chooze Mo, the
zetup will cloze. Toinstall Key 1000 Senes, you must accept this agreement.

< Back Tez [ |

Hinh 3

-Chon "Yes", man hinh hién thi thong tin khach hang (Customs information) nhu
hinh duéi day xuat hién.
ikey 1000 Senes Software for Windows v 2.1.0 Setup

Customer Information

Pleaze enter your infarmation.

Pleasze enter your name and the name of the company far whom pou waork.

Uszer Mame:

Compary Mame:

TH

< Back Mest > | Cancel

Hinh 4




-Sau khi nhap tén ngudi sir dung, tén t6 chiic r6i chon "Next", hop hoi thoai xuat
hién nhu hinh duéi
Koy 1000 Seros Soltware for Windows v 21.05etp K|
Information.

Pleasze read the following important infarmation about required
componenks.

Microzoft Smart Card Basze Components and Smart Card Libraries update.

The Microzoft Smart Card B aze Components and Smart Card Libranes update must be ﬂ
iniztalled on your system before the iK.ew wirtual reader drivers can be installed.

If these bwo Microzoft components are not already installed, setup will install theze
companents duning iKeyp 1000 Senesz Software for Windows v 2.1.0 ingtallation.

f o

| etallSheld

< Back

Hinh 5
-Chon "Next", trén man hinh xuat hién hop hoi thoai nhu hinh dudi.
ik.ep 1000 Series Software for Windows v 2.1.0 Setup

Setup Type
Chooze the setup type that best suitz your needs.
LClick the type of Setup pou prefer.
S Listom — Dezcription
Typizal: ik.ey 1000 Software Development it Inztall zelected components
| FretalE hield
< Back | Hent » I Cancel

Hinh 6



-Ngudi str dung c6 thé chon ki€u cai dat "Custom" hoac "Typical", & day ching toi
chon ki€u cai dat 1a "Custom", Chon "Next", trén man hinh xuét hién hop hoi thoai
nhu hinh dudi.

ikey 1000 Series Software for Windows ¥ 2.1.0 Setup

Select Components

Chooze the components S etup will install

Select the components you want tainstall, clear the components you do not want to install

ey include header files 232K &) - Descriptian
iy binaryutility files 4E8 K Adobe Acrobat Reader

. L . . diztributable
i.ey libraries [dllz, bz, objz] 1303 K
ik.ey Java libranes 103 K
iF.ey Metzcape Plugin libraries B1 K
iF.ey zample files B26 K
it.ey SOFE documentation I13E
it-ey mizcelaneous files 9k [—
[ fiiobe Acioba Header distibuiable 5625 K]
Space Required on C: 0k
Space Avalable on C: 2296064 K.

| retalEheld
< Back | Mest > | Cancel |
Hinh 7

-Nguoi sir dung c6 thé lua chon céc thanh phan cai dat, réi chon "Next", trén man
hinh xuit hién hop hoi thoai nhu hinh dudi.



ik.ey 1000 Senes Software for Windows v 2.1.0 Setup

Choosze Destination Location
Select falder where Setup will inztall files.

Setup will install #.ey 1000 Senes in the following folder.

To ingtall to thiz folder, click Mest. Toinstall to a different folder, click Browse and select
anather falder.

C:% . ARainbow Technologiessikey 1000 Series Browse... |

| Fretal| S hield

|' Destination Folder

< Back Cancel

Hinh 8

-Nguoi sit dung c6 thé dung nit 1énh "Browse" dé chon noi phdn mém duoc cai
dat, sau d6 chon "Next", trén man hinh xuat hién hop hoi thoai nhu hinh 9.

iK.ey 1000 Senesz Software for Windows v 2.1.0 Setup E

Select Program Folder

Fleaze select a program folder.

Setup will add program icons to the Program Folder listed below. “ou may type a new folder
hame, or zelect ane fram the existing falders lizt, Click Mext bo continue.

Frogram Faolders:

i.ey 1000 Series Software

Exizting Folders:

.lllll.l ______ e
Avance Sound
COhW0M
CyberLink, PawerD4D

Cygwin

Micrazoft Office Tools

Microsaft Wigual Studio 6.0

icrozoft Web Publizhing

Online Services ;I

[rstal|Shield

¢ Back | Hest > I Cancel |

Hinh 8




-Chon "Next", qua trinh cai dat dugc tién hanh.

Inztalling ik.ey Jawva libraries
A SLibs ) avahl BNk enComtliF.ey. class

o

Hinh 10

-Viéc cai dat két thic khi trén man hinh xuat hién hop hoi thoai nhu hinh dudi.

Chon "Finish" dé khoi dong lai mdy tinh.

computer.

Install5hield Wizard Complete

The InztallShield *wizard haz successfully inztalled ikey 1000
Senes. Before you can usze the program, you must restart pour

ik.ep 1000 Series Software for Windows v 2.1.0 Setup |

% Hes | want bo restart my computer row

complete setup.

£ Mo, | will restart my computer later.

Remave any disks fram their drives, and then click Finizh to

< Hach | Finizh I [Fance]

Hinh 11

Sau khi cai dat néu vao Start/Programs s& thay xuat hién muc "Rainbow

Technologies" nhu hinh du6i day.

@ Acoessones

E R ainbow TEIZ:}'lr'll:lh:lg =
@ Avance Sound

@ Cawon

@ Cygwin

B iKey10005

* v Y EhBAT

Hinh 12

S E)

iy 1000 AP anual

iK.ey 1000 Senes Developer's Guide
ik.ey Certificate b anager

i.ey Editor




Trong doé:

e iKey 1000 API Manual: tai liéu huéng dan st dung cac ham API

e iKey 1000 Series Developer's Guide: tai liéu huéng din phat trién ing dung
iKey (duéi dinh dang mot tép pdf )

e iKey Certificate Manager: tién ich sit dung iKey dé luu va sir dung chiing
chi s6

e iKey Editor: tién ich truy nhap, thi€t 1ap thuodc tinh cho iKey nhu thi€t lap
SO PIN, tao cac hé thong tép, thu muc, ...

Chi y: Néu nguoi stir dung cai dat trinh duyét Netscape trén Windows 98, thi trong
qua trinh cai dat s€ xuat hién hop hoi thoai hoi ngudi st dung c¢6 dung module
PKCS#11 cua Rainbow Tecnologies khong, néu nguoi sit dung muon st dung thi
module PKCS#11 ctia Rainbow Tecnologies s& dugc tich hgp vao Netscape. Tuy
nhién trén thuc t€ néu ngudi st dung dung hé di€u hanh cua Microsoft néi chung
va Windows 98 ndi riéng it khi sir dung trinh duyét Netscape nén chiing tdi khong
dé cap dén diéu nay.

2.2 Hé thong cac thu muc, cac tép cia phan mém .

Trong muc 2.1, ching toi da trinh bay viéc cai dat phadn mém iKey 1000 Series.
Céc tép, thu muc lién quan dén phan mém dugc luu theo duong dan da duoc chon
la "c:\Program Files\Rainbow Technologies\iKey 1000 Series", bao gom cac tép va
thu muc chinh sau:

Tén tép thu muc Chiic niang chinh

Thu muc Acrord32 Trong do co tép tién ich cai Acrobat Reader

Thu muc Bin Trong do co tép tién ich iKey Editor

Thu muc Documents Luu tai lieu "iKey 1000 API Reference Manual" va
"iKey 1000 Series Developer's Guid"

Thu muc Include Luu céc tép iKey header (cac tép .h)

Thu muc Lib Luu céac tép thu vién OBJ, LIB, DLL, cic tép ActiveX
phuc vu cho viéc phit trién ting dung

Thu muc Redist Cac tién ich cai dat iKey, khi nguoi st dung mudn
phat trién c6 thé goi céc tién ich ndy trong ing dung

Thu muc Samples Cédc chuong trinh vi du khai thac iKey dugc viét bang
ngon ngtt C

3. Su dung IKey luu, st dung chitng chi s6 va khoa bi mat

Dé luu va st dung ching chi s6 trén iKey, chiing ta st dung tién ich iKey
Certificate Manager. Nguoi st dung c6 thé chay tién ich nay thong qua dudong dan
Start/Programs/Rainbow Techologies/iKey 1000 Series Software/iKey Certificate
Manager hodc nhip dip chudt vao bi€u tuong cua tién ich trén thanh Teskbar cua
man hinh Windows 98. Khi chay tién ich nay trén man hinh xuat hién hop hoi
thoai nhu hinh 13, trén d6 hién thi nhitng thong tin vé iKey ma ngudi sit dung dang



dung nhu s6 Serial cua iKey, phién ban RSA CSP (RSA Crypto Service Provider),

ﬂil(ey Certificate Manager Properties |
! General Infarmation | Certificates I K.y I:::unfiguraticunl FEl Ennfiguratiunl
iKey Seral Mumber: 044 7-0060-0000-001 7
ey Mame:
—Yerzion |nformation
RS54 C5F Yersion: 1.0.5.246
Cryptoki Library YWerszion: 2E015
ik.ey Libramy Yerzion: 211.1.46
Diriver Werzion: 1.15.2.38
Firrare Werzion: 0y
Cloze |
Hinh 13

D6i véi cac iKey duoc sir dung 1an ddu tién, cdc budc thuc hién dé luu va sir dung
chiing chi s6 trén iKey duoc tién hanh nhu sau:

3.1-Budc 1:Khdi tao dinh dang, dat tén cho iKey:

e Khdi tao dinh dang cho iKey:

-Trén hop hoi thoai trén, ngudi sit dung chon tab "ikey Configuration”, giao dién
"iKey Configuration" xudt hién nhu hinh 14. Trén d6 c6 hai nut 1énh, "Format" va
"Set Name".



ﬂil(ey Certificate Manager Properties |

Format iKey —— Set Key Name

Farmat | Set Mame |

Cloze |

Hinh 14

-Nguoi st dung chon nit 1énh "Format" khi mudn xoa toan bo dit liéu trén iKey
(n€u cod) va dat lai dinh dang cho iKey. Khi chon niit 1énh nay trén man hinh xuét
hién hop hoi thoai khuyén cdo vé6i ngudi sit dung rang moi dit liéu hién c6 trén
iKey s€ bi x04 hét.

ik.ey Certificate M anager |

WARMIMG: Formatting will erase ALL information on wour ikey.
Continue?

Hinh 15

-Néu chip nhan, chon "Yes", trén man hinh xuat hién hop hoi thoai yéu cau ngudi
stt dung nhap SO PIN (Security Officer PIN) xuat hién nhu hinh 16.

10



iKey - Enter PIN |

E nter the Securty Officer PIM.

PIM:

Ixxxxxx

0k, I Caricel

Hinh 16

-SO PIN mac dinh ctia nha san xudt dat ban dau cho tét ca cac iKey la "rainbow",
ngudi st dung cé thé thay doi mat khau ndy bang céch st dung tién ich iKey
Editor (vao menu Access/Modify SO Pin), sau khi nhap SO PIN, chon "OK" qua
trinh format iKey duoc thuc hién va két thic khi trén man hinh xuét hién hop hoi

thoai nhu hinh 17.
iK.ey Certificate M anager ] |
@ our ik.ey waz formatted succezstully,

Hinh 17

e Thiét lap tén cho iKey:

-Sau khi format iKey, néu trudc d6 iKey da duogc dat tén thi ngay ca tén cua iKey
ciing bi xo4. Dé dat tén cho iKey ngudi stt dung chon niit l1énh "Set Name". Trén
man hinh xuat hién hop hdi thoai nhu hinh 18.

ik.ey - Enter Hame |

Enter the iK.ep name.

The name can contain any character and cannot be
greater than 31 charaters in length.

I arne:
Ipvkh

k. I Cancel

Hinh 18

-Nguoi st dung nhap tén iKey, chon "OK", qua trinh thiét 14p tén cho iKey két

11



thudc khi trén man hinh xuét hién hop hoi thoai nhu hinh 19
ikey Certificate Manager |

@ Your IKey's name has been changed succeszfully. The new name iz pvkh

Hinh 19

3.2-Buéc 2: Thiét lap cau hinh sir dung iKey dé luu chig chi s6 va khoa bi
mat.

Dé thiét 1ap ciu hinh cho iKey luu chitng chi s6 ngudi st dung chon tab "PKI
Configuration". Giao dién ctia tab nay nhu hinh 20

ﬂil(ey Certificate Manager Properties |

Generallnfnrmatinnl Certifizates I it.ey Configuration  PKI Configuration

— PEl Starage Configuration

Resize | Change Pazswaord

— ik.en M emany Infarmation

T otal kemony: 3168 [bytes]
temaon uzed by PEI: 0 [bytez]
temaory uzed by others: 540 [bytes]
Free Memorn: TE28 [bytes]
Cloze |
Hinh 20

e Khoi tao vung luu chiing chi so:
-Chon nit 1énh "Initialize", trén man hinh xuét hién hop hoi thoai nhu hinh 21.

12



Initialize PKI Storage |

Enter dezired zize [bytes]:
|m Initialize

If oy are uncertain abouk

what zize to enter, pleaze Cancel
uze the default zize az

shown in the bos and click

Inihalize.

Hinh 21

-Nguoi su dung nhap ¢ ctia viing bo nhé duogc thiét 1ap trén iKey dé luu ching chi
s6 vao muc "Enter desired size (bytes)", roi chon "Initialize", hop hoi thoai khuyén
cdo rang khi thuc hién viéc khdi tao moi chitng chi sd trude day trén iKey sé bi xoa
hét xuat hién nhu hinh 22.

iKey Certificate Manager ] |

Initializing waill ERASE any certificates or other PEI infarmation stored on pour iKep.
Cotinue?

Hinh 22

-Nguoi st dung chon "Yes", hop hoi thoai yéu cau nhap SO PIN xuat hién. Nguoi
stt dung nhap SO PIN, r6i nhan OK. Khi d6 trén man hinh xuat hién hop hoi thoai
yéu cdu thi€t 1ap mat khau bao vé chitng chi va khod bi mat ctia chiing chi s6 (vi
cac chiing chi s6 duoc luu trén iKey dudi dinh dang PKCS12 trong d6 c6 ca khoa
bi mat).

ikey - New Pazzword |

Enter the new certificate pazsword to zet.

Mew Pazsword;

Ixxxxxx

Catfirrn Pazzwaord:

Ixxxxxx

0k, Caricel

Hinh 23
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-Ngudi stt dung nhap mat khau va chon "OK", qu4 trinh thiét 1ap duoc tién hanh va
két thiic khi trén man hinh xuat hién hop hoi thoai nhu hinh 24.

ikey Certificate Manager |

@ Your iKey waz intialized succezsfully.

Hinh 24

e Dat lai viing nhé luu chiing chi s6, thay déi mat khau bao vé chitng chi so
va khoa bi mat trong qua trinh sir dung:

-Trong qua trinh st dung, nguoi sit dung c6 thé dat lai do 16n ving bo nhé danh
cho viéc Iuu chitng chi s6 trén iKey bang cdch chon niit 1énh "Resize".

-Mat khau dung dé bao vé ching chi s6 va khod bi mat cua chiing chi s6 ciing c6
thé duoc thay déi & bat ky thoi diém nao trong qué trinh st dung iKey béing cach
chon niit 1énh "Change Password".

3.3-Budc 3: Luu va sir dung chitng chi so.
Sau khi thuc hién khoi tao viéc st dung iKey dé luu chiing chi s6, dé thuc hién viéc
luu mot ching chi s6 1én iKey va st dung chiing chi dugc luu d6 cho tng dung
Web va ting dung mail nguoi st dung thuc hién nhu sau:
e Luu chiing chi so trén iKey:
-Chon tab "Certificates", giao dién cua tab nay nhu hinh 25:

ﬂil(ey Certificate Manager Properties |

General Information  Certificates | =10 Eunfiguratiunl Prl Ennfiguratiunl

Certificates an kF.ey Import a Certificate to ey

[ rpart |

Cloze |

Hinh 25
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-Chon nut 1énh "Import", trén man hinh xuat hién hop hoi thoai nhu hinh 26

Import Certificate |

Only a certifizate in the pl12 or .pf file format can be imparted onto the ey,

Enter name of the file ko be imported:

Iu:uutlu:u:uk.p1 2 Browse... |

Enter the paszward wuzed ta pratect this file:

Ok, I Cancel

Hinh 26

-Nguoi stt dung chon tép chitng chi s6 (dd duoc chuyén déi sang dinh dang
PKCS12) va nhap mat khiau da dung dé bao vé tép nay (khi thuc hién chuyén doi
dinh dang) r6i chon "OK", qua trinh ghi ching chi s6 1én iKey duoc thuc hién va
két thic khi xuat hién hop hoi thoai nhu hinh 27

ikey Certificate Manager |

@ The certificate wasz succezsfully imported onta the IKey.

Hinh 27

e Dang ky st dung ching chi luu trén iKey véi trinh duyét Internet
Explorer va Outlook Express.

Ngudi sir dung c¢6 thé xem thong tin vé ching chi s6 da dugc ghi trén iKey bing

cach chon nitt 1énh "Display"”, khi d6 trén man hinh xuat hién hop hoi thoai nhu

hinh 28.

15



Certificates on the iKey |

lzzued To lzzued B E wpiration Date Friendly M ame R eqister Lo
H 04t Yan Thuc-.. RootCA911 11./14./2003 <[
FootCa311 FootCA9311 11A10/2004 <Monex Moy <M

| 2

— Register/Unregizter Certificate with the 05 Femove Certificate from ik.ey YWindows 2000 Logan—

Register [mreqrster Femove | Sel Sa Wefault

— Certifizate Intended Purposes

<ol Wigw D etailz

Cloze

e |

Hinh 28

Trén do c6 cac nut 1énh sau:

Register: thuc hién viéc dang ky st dung ching chi s6 nao dé dang duogc
luu trén iKey cho trinh duyét IE va Outlook

Unregister: huy bd viéc dang ky dugc thuc hién bdi niit 1énh "Register”
Remove: xo04 bo mot ching chi nao d6 khoi iKey

Set As Default: thi€t 1ap viéc st dung iKey cho muc dich xac thuc khi
logon vao Windows 2000.

View Details: thuc hién hién thi thong tin chi ti€t vé mot ching chi s6 nao
day dang dugc luu trén iKey.

Close: thoat khoi chitc nang "Display".

Dé diang ky st dung ching chi luu trén iKey cho trinh duyét IE va mail client
Oulook Express, nguoi st dung chon nit 1énh "Register”, qué trinh dang ky s€
dugc thuc hién va két thic khi trén man hinh xuét hién hop hoi thoai nhu hinh 29

ik.ey Certificate Manager |

@ Certificates registered successfully.

Hinh 29
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Sau khi thuc hién dang ky nhu trén, néu nguoi st dung mé trinh duyét IE, vao
menu Tools/Internet Options, khi hop hdi thoai "Internet Options" xudt hién chon
tab "Contents", chon niit 1énh "Certificates", trong danh sich cac ching chi s6 cla
nguoi st dung c6 chiing chi vira dugce dang ky.

Certificate Manager E |

Intended purpoze: |<.¢.II> j

Ferzanal | Other F'eu:uplel |ntermediate Certification .ﬁ.uthnritiesl Trusted F oot Certification £ _4 I 'I

lzzued To | |zzued By I E spiration ... | Friendly Hame |
Hoang%an Thuc-20... FootCA911 11414403 <Monesx
uzer2-2000013-5673... RootCAT411 11427003 <Mone:

Irnpart.... Expart... Bemove Advanced...

Certifizate Intended Purpozes

<ol

_évarced.. |
Wiew |

Cloze

Hinh 30

Tuwong tu nhu vay néu nguoi st dung chay Outlook Express, chon menu
Tools/Options hop hoi thoai "Options" xuét hién, chon tab "Security", roi chon niit
lénh "Digital IDs", hop hoi thoai Certificate Manager xuat hién nhu hinh 28 va trén
dé ciling c6 ching chi vira duoc dang ky.

Sau khi da diang ky ngudi st dung c6 thé dung chitng chi nay cho viéc truy nhap
dén cédc trang web st dung https, hodc glri mail mat. Diéu nay ching toi di trinh
bay trong cic chuong trudc.

Chu y: Mbi 1an st dung nit 1énh "Import” thi chi mét chiing chi s6 va mot khod bi
mat dugc ghi 1én iKey dudi dinh dang PKCS12. Hién tai khi nguoi st dung dung
chuong trinh sinh kho4 dugc cip dé chuyén déi dinh dang cho chiing chi thi trong
tép PKCSI12 c6 it nhit hai ching chi s6 (ctia ngudi st dung va ctia Root CA trong
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truong hop nguoi st dung khong & cac tang thap hon nita trong hé thong MyCA).
Do vay néu chon tép ching chi s6 nay dé "Import" vao iKey thi ngudi sit dung s&
thay trén iKey chi xuat hién duy nhat mot ching chi d6 1a cua Root CA.

Néu trong tuong lai iKey dugc dua vao st dung cho viéc Iuu va st dung ching chi
s0 trén trinh duyét IE va hé mail client Outlook Express thi can thuc hién cac viéc
sau:

-Thay d6i lai chitc niang sinh tép PKCS12 trong chuong trinh sinh khoa dé tép
PKCS12 sinh ra chi luu chiing chi s6 va khoa bi mat cia nguoi st dung.

-Trong qua trinh st dung nguoi dung phai thuc hién cai dat cic ching chi clia cac
CA riéng (hién tai trong tai liéu huéng dan cac ching chi nay duoc cai dat cung lic
vGi ching chi cuia nguoi st dung).

18



CHUONG 2
THIET KE MOT LOAI THIET BI NGHIEP VU

Trong chuong nay ching toi s€ trinh bay viéc thiét k&, xay dung mot loai thiét bi
nghiép vu c6 giao dién USB

1-Giéi thiéu chung vé USB

USB (Universal Serial Bus) st dung mot chudi dit liéu noi ti€p chia sé thoi gian
(time-shared). Mdy tinh bat dau hoat dong nhu 12 mot Master hoi vong tat ca nhiing
thiét bi ngoai vi duoc ghép ndi, trong mot chu ky 1a 1 mS. Mobi thiét bi ngoai vi s€
phic dép bang cach thay thé€ dit liéu clia ban than né tai thoi diém dé trén BUS dit
liu. V6i do rong clia moi Frame dif liéu 1a 1mS. Mdi may tinh ¢6 t6i da 127 thiét bi
ngoai vi dugc dia chi hoa.

Coéng USB dung 4 day noi. Hai day cho nguén (+5V va dat), hai day cho dit liéu, D+
va D-.

C6 2 kiéu Jack cam cho USB nhu hinh 1:

Trong d6 : pin 1: +5V pin 2: D- ; pin 3 D+; pin4 Dat.
Hinh 1. Cdc kiéu Jack cdm ciia cong USB
2-Thiét ké phan cing

2.1-So do khai tong quat
Thiét bi nghiép vu duoc thiét k€ theo so d6 khdi nhu hinh 2.

May Khoi giao Khoi vi Khoi
tinh €% dien €™ xi1y (€% nho

Hinh 2. So do khoi cua thiét bi

Trong do6 :
e Khoi giao dién:
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Vi cac chiic nang:
- Phai ghép vat 1y v6i PC nhu mic dién ap, tré khang, dong dién qua
céac chan tin hiéu.
- Ldy nguon truc ti€p tir PC.
- Xuly vaora.

e Khoi Vixuly:
V6i cac chiic nang sau:
- Diéu khién chung toan thiét bi.
- T6 chiic céc giao thic 1am viéc v6i may tinh.
- Thuc hién céc ham, giao thic truyeén thong v6i mdy tinh.
- T6 chiic céc giao thic 1am viéc v6i khoi nhd.
e Khoi nhé:
Vi chiic nang luu dit cdc thong tin d€ vi xtt Iy thuc hién viéc doc ghi.

2.2-Khoi giao dién.
Khai giao dién st dung linh kién IC USB FT245 BM cua hang FTDI.
IC FT245 BM: dugc mo ta nhu hinh 3.

(LQFP-32 Package ) (Schematic Symbol )
o g2 F E
=] (=] [+]
TERIERE Sl“’lﬁla
AW v ¥
¥oe & E
VY & cC
_ﬁ AVIOUT ¢ | Do 25
[s] 24
EESK L | — T 01 [——
EEDATA — ] oz _3 USBOM D2 23_
vee _F TDI === b3 P2
RESET#H T D4 7 Fy!
— USBOP 0 |—
RETOW FT24SBM T s bs 20
IEOUT T o6 5 RsTOUT 19
— UT# D6 fr—
USEDP XXYY 1 o7 4 18
USEDM i7 [ gnp  =— RESETH# D7
B L. 27 16
] ey
ﬂ ﬂ ﬂ ﬂ ﬂ ﬂ ﬂ ﬂ " o 15
14
o 2 ] ) XTOUT TXE#
g 62% 8 - 32 12
% = _1 EECS RXF#
2 11
EEDATA Sl 1Wu
_:I‘I TEST A PWREN# L
G G G
] N N
D o D

Hinh 3. IC FT245BM.
Ciac dac diém chinh cta linh kién:
e Chuyén do6i dif liéu vao ra USB song song.

20



Toc do dit liu c6 thé dat 8Mbit /gidy.
Giao dién dau n6i 4 day theo chuan.
Cung cép giao thitc lam viéc véi PC.

Bo dém 384 byte FIFO Tx , bo dém 120 byte Rx.
Cung cép ché€ do nghi (Suspend) va phuc hoi (Resume).

biéu chinh RX timeout.
Mach Power-On-Reset trong.
Nguon cung cap 4.4 dén 5.25 VDC .

Vi so do khoi nhu sau hinh 4

vee —3 Send Imimediale § Wakelp
m PWRENW
3.3 Vot
HUHDUT,-_ . LD‘:“H FF(;.IJ!':::I'.'E -
el 128 Byles — = D0
= D1
pi—=- D2
L 4 b— 03
’ pl—- D4
USBDP - pi—pe- D5
i =l . G =
USE i Seriallnterlace usE FIFD - D
Transceiver |aj— ?-IE!HET Protocal Engine Controller  fell—jie= D7
USEDM atf—ian | —] e
e b——— ROW
I —— VR
l T I
g THE®
- FIFD Transmil
=
USE DPLL “i“:;'gs —
=
IWIOUT
XTOUT g = 48MHz EEPROM - E::i
BMHZ %E Clock intertace [
Oscillator [ multiplier i EEDATA
ATH ——= 12MHz
(10— RESETH —eeeefi GEP;IREERSEH'IT'GR g RSTOUTH
TEST  eeeeee—

Chiic nang ctia cac chan dugce liét ké nhu bang dudi day:

Hinh 4. So dé khoi cua FT245BM

Chan | Ky hiéu | Kiéu | Mo ta
1 EESK OUT | Clock t6i EEPROM
2 EEDATA | 1/O | Dit liéu vao ra EEPROM
3 VCC PWR | Nguoén
4 RESET IN | Reset chip
5 RSTOUT | OUT | Pau ra cta tin hiéu reset noi tai.
6 3.3V OUT | 3.3 Vra.
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7 USBDP I/O | Budng dit lieu USB D+
8 USBDM | I/O | Buong dit liéu USB D-
9 GND PWR | bat
10 PWREN | OUT | “Low” khi USB dat cau hinh xong “High” khi Suspend
11 SI/WU IN | Tin hiéu wake up dé USB resume tir Suspeb mode
12 RXF OUT | C& cho phép doc
13 VCCIO | PWR | Nguon cho giao dién FIFO
14 TXF OUT | Co cho phép gui dit liéu
15 WR IN | Tin hiéu ghi dit liéu
16 RD IN | Tin hiéu doc dit liu
17 GND PWR | bat
18- Di I/O | buong bus dit liéu bit7-bit0
25
26 VCC PWR | Nguoén
27 XIN IN | Thach anh vao
28 XOUT OUT | Thach anh ra
29 AGND | PWR | Dat cuia tin hiéu tuong tu vao
32 AVCC | PWR | Nguon cua tin hiéu tuong tu vao.

2.3-Khéi Vi xit Iy

Bang 1. Cdc chdn tin hiéu cua FT245BM.

Khoi vi xtr 1y st dung linh kién AT89C2051 clia hang Atmel dugc mo ta nhu hinh 5.

FOIF/SOIC
T

RSTAVPP 1 20 [vee

{FiD) Fa.o 2 = m[ =i

(KD Paa g3 10 OPLE

xTALEO4 17APE

XTAL 5 =

(T Fa.2 & BEAPL2

(T Faar 1MaPLz
(T PaAC] 8 13 P11 (A1)
T Fasda 12 [P0 AIMD)

GHD 10 AT

Hinh 5 So do chdn cua AT89C2051.

Céc dac diém chinh nhu sau:

Tuong thich v61 ho MSC-51.

V6i Bo nhé Flash c6 thé nap lai 2Kbyte.
Nguon cung cap 2.7 t6i 6VDC.

Tan s6 lam viéc 0 dén 24MHZ.

128x8 bit RAM trong.

15 chan vao ra c6 thé lap trinh.

6 ngudn ngat.
Dong ra qua mdi chan c6 thé dat 20mA.

So d6 khdi duge mo ta linh kién nhu hinh 6
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Hinh 6. So do khoi cua AT89C2051.

Chiic nang cta cac chan dugce liét ké nhu bang dudi:

Chan Ky hiéu Kieu |Mota
1 RST IN Chan reset CHIP
2-3 P3.0,P3.1 I/0 Cac chan vao ra
4.5 XTAL2,1 Thach anh vao mach.
6,9 P3.2-P3.5 I/0 Cac chan vao ra
10 GND PWR | Dat
11 P3.7 I/0 Chan vao ra
12-19 | P1.0-P1.7 Cac chan vao ra
29 VCC PWR | Nguén vao

2.4-Khoi nhé

Khoi nhé st dung linh kién AT24C64 cta hang Atmel. Vé6i so d6 chan va chiic nang
cac chan nhu hinh 7.

23



Pin Configurations

Pin Name | Funetion B-Fin TSSOP
AD - A2 Address Inputs A0 10 B[vce
- Az TEawr
sSDa Serial Data A2z cbEsoL
SCL Sarial Clock Input GHD 4 S3s50A
WF Write Protect
8-Pin PDIF 8-Pin S0IC
A
ADOA aQOvCC A0 s[]VCC
Az TOWP Az TWF
Az003 G [ SCL AZ[13 G 13CL
GND O 4 50O30A GMD 4 EC12Da

Hinh 7. So do chdn va chiic ndng cdc chdn cia AT24C64.

V6i chiic nang c4c chan nhu sau:

A0,A1,A2: Xac dinh dia chi cta thiét bi.
GND : bat.

SDA: Chan dit liéu vao ra.

SCL: Chan Clock.

WP: Bao vé.

VCC : Nguon +5V.

So d6 khoi cua linh kién nhu sau:

WP
LTt —
BND —
BCL FTRAT
N »  Lomic ;
SERIAL |y
»  CONTROL HY. PUMP/TRNG
LEIRG
|Lmn
DEVIEE cowe DATA RECOVERY
ADDAESS
COMPARATOR LOAD |INE
Ay ' | p
L kel DATA 'WORD . e
Ay ADDRCOUNTER : EEFROM

¥ I;ED l * EEHI.HI NUX

D DA
Laialbs

9 | Dy |

Hinh 8. So do khoi cia AT24C64.




2.5-So do nguyeén ly cua thiét bi dugc thiét ké
Trén co 86 y tudng va thuc t€ cua cac linh kién thiét bi dugc thiét ké theo so do6
nguyén 1y & hinh 9.

Hinh 9. So do nguyén 1y cua thiét bi nghiép vu

3. To6 chitc phan mém

3.1 Luu do chung

Qua trinh 1am viéc cua thiét bi dugc mo ta nhu sau: Khi cam thiét bi vao
trong may tinh, mdy tinh s& c6 ngudn cho thiét bi va thiét bi sé hoat dong,
trao doi v6i mdy tinh dé mdy tinh nhan biét thi€t bi 14 mot thiét bi USB
chuén, sau d6 thiét bi s& doi dé xéac dinh qua trinh tiép theo 1a doc hay ghi
va thuc hién theo chic nang d6 cho dén két thic. Qua trinh 1am viéc nay
duogc mo ta nhu luu do 1
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May tinh
nhan TB
S IE 3
h 4
Doc Ghi

Luu do 1. Luu do thudt todn tong thé.

3.2 Ghi:

Thuc chat cua qua trinh ghi dit liéu tr may tinh vao trong thiét bi dugc
thuc hién bdi 2 qua trinh. Thit nhat 1a qua trinh vi xtt Iy nhan di liéu tr
mady tinh va qua trinh 89C2051ghi dit liéu vao khéi nhé. Qua trinh ghi tir
vi xtt ly vao IC nhé duoc thuc hién tiing bit 1 thong qua 2 dudng tin hiéu
SDA va SCL. Qua trinh nay dugc mo ta nhu luu do sau:
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Poc vao Acc

:

Khoi tao IC

I

Gti lénh Ghi

I
Gui dia chi ghi
l

Gtri byte ghi

Luu dé 2. Luu do thudt todn ghi dir liéu.

3.3Poc:
Qua trinh doc dit liéu duoc thuc hién nhu luu d6 3.
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}

Khoi tao IC

:

Gtri 1enh Ghi

I

Gui dia chi ghi

'

Gtri 1énh Doc

'

Poc vao Acc

l

GUri byte ra MT

Luu do 3. Luu do thudt todn doc.
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