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Chuong I
SQUID Proxy Server

1-Gigi thiéu vé Squid

Squid 1a proxy caching server c6 ma nguén ma cho cac mdy khach st dung web,
ho trg cac doi tuong dit liéu cla cac giao thitc FTP, gopher va HTTP. Squid gitt cac
dit liéu va cac doi tugng “nong” (da duoc tai qua) trong RAM, luu trit tam co s& dit
liéu cua cac doi tugng trén dia (phuc vu viéc tim ki€m d6i tugng, DNS, ...).

Squid bao gobm mot chuong trinh chinh squid, mot chuong trinh tim ki€ém hé thong
tén mién dnsserver, mot s6 chuong trinh tuy chon dé€ viét lai cdc yéu cdu va thuc
hién xac thuc, cong cu client. VGi kha nang tié€t kiém bang tan, kha nang bao mat,
va tang toc do truy cap Web. Squid 12 mot phan mém kha tinh vi, mién phi da dua
Squid thanh mot phan mém dugc st dung khd phé bién.

Squid dugc st dung & 2 ché do: ché do tang toc http (httpd-accelerator) dé ting kha
nang cung cip cua Web server, va ch€ do proxy-caching server ma ta thuong st
dung.

2-Cac thuat ngir duoc su dung véi Squid
Internet Object: 12 mot tép, tai liéu, ... dé truy van mot dich vu internet chang han
FTP, HTTP, hoac gopher.

Internet object caching: 12 mot cach luu trit cac cic doi twong duoc yéu cau (di
liéu theo cac giao thiic HTTP, FTP, va gopher) trén hé thong, gan hon so véi viéc
tai doi tuong truc tiép tir dia chi dich. Cac trinh duyét Web c6 thé sir dung Squid
cache cuc bd nhu mot proxy HTTP server, giam thoi gian truy cap cling nhu bang
tan.

Cache hierarchy:

La mot tap cac caching proxy server dugc t6 chitc theo quan hé cha/con va duoc
sdp xép theo thit bac anh em, va cache nao gan Internet gateway nhat dugc coi 1a
cache cha d€ luu trit cdc vi tri tir backbone. Khi cache yéu cau vé mot d6i tugng tix
proxy cha, néu doi tuong khong cé trong cache cha, proxy cha s€ tai doi tugng, luu
trit n6 va chuyén no vé cho proxy con. Diéu nay gidp giam t6i da truy cap bang tin
lién két dén backbone, gitp giam viéc nap thong tin Internet tr mang bén ngoai.

Thém vao quan hé cha/con, squid dua ra mot khai niém anh em: 1a cac cache cung
muc trong cay luu trit (cache hierarchy). M6i moét cache trong cay luu trit quyét
dinh tai cac doi tuong mot cach doc lap; tir cache ctia minh, ctia proxy cha hay tir
cache ctia cac sibling. N6 st dung thuét toan phan giai cache dugc mo ta & dudi.



parent (cache cha):

Trong quan hé cha, cache con s& chuyén cdc yéu cdu t6i cache cha clia n. Néu
cache cha khong ‘gii’ d6i tugng dugc yéu ciu, nd s& chuyén yéu cau d6 thay mat
cho cache con. Cac cache cha thuong duoc dat gan véi Internet hon.

sibling (cache anh em)

Trong quan hé anh em, mot mdy peer chi chuyén cdc doi twong da nam trong
cache. Quan hé nay duoc ding dé 1dy cac thong tin & cache gin hon, khong 1a dinh
tuyén t6i Internet.

Giao thirc ICP (Internet Cache Protocol):

La mot giao thitc sit dung cho viéc truyén thong gitta cdc squid cache. Giao thiic
ICP duoc str dung trong cay cache dé tim cac doi tuong dic biét trong cac sibling
cache. Néu squid cache khong ¢6 tai liéu duoc yéu cau, né gi mot tin hiéu ICP
query tGi cdc cache ‘anh em’ (sibling), va sibling s& tra 10i bang g6i ICP chi ra
“HIT” hoac “MISS”. Cache khi d6 dua vao cac tin hiéu tra 16i, chon cache nao cé
tin hiéu “MISS” dé tai doi tuong vé. ICP ciing hd tr¢ da dudng truyén ctia dong
nhiéu do6i tuong thong qua mot két néi TCP. Trong phién ban hién hanh, Squid
cling ho tro ICP qua Multicast.

Giao thicc HTCP (Hyper Text Caching Protocol): Néu nhu giao thic ICP cho
phép truy van noi dung cuia cac cache khéc, va dé tranh viéc tai lai cdc doi tuong tix
mot mdy server & xa gay lang phi vé thoi gian, tai chinh. Giao thic HTCP cho phép
céc yéu cdu c6 phan header day du dé nhim muc dich quan 1y cache, md rong céc
mién quan 1y cache, c6 kha nang yéu cau xod ndi dung clia cache tir xa va glri cac
hint vé doi tugng web.

Thuat toan phan giai cache (Squid cache resolution algorithm):

- Gtri g6i tin ICP query t6i tat ca cac sibling dugc thiét lap.

- Doi tit ca cdc tin hiéu tra 10i sau mot thoi gian gidi han timeout nao dé (ngam
dinh Ia 2 giay).

- Bat dau tai d6i tugng khi nhan céc tin hiéu HIT tra 10i dau tién, hoac

- Tai d6i tugng tix proxy cha ddu tién tra 10i bang tin hiéu MISS, hodc

- Tai d6i tugng truc ti€p tir nguon (Web server).

3-Cach lam viéc cua Squid va mot s6 chuong trinh di kem

Squid dugc st dung trong 2 ché€ do: ch€ do tang toc Web (trong ché do nay Squid
dugc dung voi Webserver) dé tang kha nang ctia Web server, va ché€ do caching
proxy server dé cho phép tit cd moi ngudi trong mot mang c6 thé 1am viéc véi
Internet thong qua Squid - nghia sé tai cac doi tugng tir Squid proxy vé chit khong
tai doi tuong truc ti€p tr Internet.

Khi mot may client (Web browser) yéu cau mot doi tuong Internet; néu doi tugng
chua c6 trong cache, proxy sé tai doi tugng d6 (hoac tir chinh URL da chi, hoac tur



mot cache proxy cha hoac anh em - ta s€ néi dén & phan dudi). Khi sit dung mot
cay luu trit cache (cache hierarchy) thi hé thong s& sir dung giao thitc ICP dé trao
déi thong tin vé d6i tugng duoc yéu cau, va sit dung thuat todn phan giai cache (da
trinh bay & trén) dé tai doi tuong Vvé.

Mot s6 chuong trinh di kem

e dnsserver: 12 mot tién trinh duoc goi bdi trinh squid dé phan giai dia chi tén
mién thanh dia chi IP.

e unlinkd: 12 mot tién trinh ngoai dugc st dung dé hily két noi cac file cache
khong su dung.

e cachemgr.cgi: 1a mot chuong trinh dua ra nhiing thong tin thong ké vé Squid.

e client: 12 mot cong cu dung dé kiém tra két n6i v6i Webserver.

e Mot s6 chuong trinh xdc thuc ngudi dung dugc di kém véi gbi source cua
Squid, ddt trong thu muc auth_modules/.

4-Tép cau hinh squid.conf

Tép céu hinh squid.conf dinh nghia cdc thong tin c&u hinh cho Squid, bao gom s6
céng HTTP, céng HTTPS (lam viéc v6i SSL), s6 c6ng yéu cau ICP, yéu cdu dén va
yéu cau di, thong tin vé truy cap firewall, va cac thong tin timeout khdc.

Mobi mot tiy chon dugc goi 1a mot thé (tag). Cac dau ‘#” & dau dong duogc 1a dong
giai thich (comment) - trinh biy so qua vé tac dung clia thé. O day ta chi trinh bay
mot s6 thé quan trong hoac can luu ¥, thong tin vé cac thé khac nguoi st dung cé
thé tham khao tlr phan chi thich trong t€p squid.conf. Tép squid.conf sir dung 149
thé va dugc chia thanh 14 phan chinh nhu dudi day. Phan lién quan dén SSL duoc
trinh bay 6 muc 1.4.14.

4.1-Cac tuy chon lién quan dén mang (gém 7 thé)

DPoan nay chita cic céu hinh lién quan dén mang ctia Squid. Bao gom céc tuy chon
doéng vai trd quan trong trong viéc quyét dinh dia chi socket cua Squid dé truyén
thong véi cac Server tir xa hodc cac Neighbor cache. Cdc cong chung ma Squid st
dung dé nghe cac yéu cau va tra 10i TCP hoic ICP va dia chi IP ma Squid rang
buodc dé tao céc dia chi socket.

Dudi day 14an luot giGi thiéu vé cac thé tuy chon lién quan dén mang:

Thé http_port
Thé nay duoc ding dé chi ra dia chi socket ma Squid s& nghe cic yéu cau
HTTP. C6 thé thiét lap nhiéu dia chi socket theo 3 dang: s6 cong, <dia chi
IP>:<s6 cong> hodc <tén may>: <s6 cong>. Trong hau hét cdc trudng hop
ta chi c4n xéc dinh s6 cong, ngdm dinh 12 3128. Néu chay trong ché do ting
toc http, c6 thé ta cin st dung cong 80.



Thé icp_port
Thé nay xac dinh s6 céng ma Squid s& giri va nhan cdc yéu ciu ICP tir cac
neighbour cache. Gia tri ngam dinh la 3130. N6 s& bi ghi dé bdi tuy chon tir
dong 1énh /usr/sbin/squid -u icp_port.

Thé htcp_port
Pugc dung dé chi ra s6 cong ma Squid s€ gli va nhan céac yéu cau ICP t6i
va tir cac neighbour cache. Gia tri ngam dinh 1a 4827.

Thé mcast_groups
Xd4c dinh cac nhém Multicast dé Server dang nhap va nhan cac géi truy véin
ICP multicast. Ngam dinh Squid khong nghe trén bat ky mot nhom
multicast nao.

Thé tcp_outgoing_address
Pugc dung cho cac két ndi véi server tir xa. Thong thuong khong can thiét
lap cho tuy chon nay.

Thé udp_incoming_address
Puoc dung cho cic ICP socket nhan goi tir cache khac. Ngam dinh la
0.0.0.0.

Thé udp_outgoing_address
Pugc diung dé gui ciac goi ICP t6i cache khdc. Ngam dinh 1a
255.255.255.255.

4.2-Cac tuy chon lién quan dén cay luu trit (go6m 9 thé)

Poan nay chi sir dung khi ding nhiéu Squid cache trong mot cay luu trit (cache
hierarchy). S6 mdy server cache, kiéu cau hinh, thoi gian doi dé truyén thong giita
cac server va cac doi tugng khong duoc luu trong cache cuc bo dugc chi dinh &
day.

Thé cache_peer
Puoc dung dé chi ra cac cache khéc trong cay luu trit. Tuy chon nay dugc
chia thanh 5 trudng: hostname, type, http_port, icp_port, options. Dé biét
thém chi ti€t xin doc file /etc/squid/squid.conf.

Thé cache_peer_domain
Thé nay dugc ding dé€ gidi han cdc mién ma cac neighbour cache s& query.
N6 dugc dung dé truyén thong véi cdc cache khédc, phu thudc vao mién
dugc yéu cau.

Thé icp_query_timeout (msec)



Thong thudng Squid s& tu thiét 1ap gia tri ndy, néu ta muon thay doéi thoi
gian giGi han cho g6i ICP query, thi thay doi & day.

Thé maximum_icp query_timeout (msec)
Xac dinh gia tri thoi gian giéi han 16n nhat khi cho géi ICP query. Thong
thuong Squid sé tu quyét dinh gia tri nay.

Thé mcast_icp_query_timeout (msec)
St dung khi dung multicast.

Thé dead_peer_timeout (seconds)
Thoi gian dé Squid khai bdo 12 may peer cache da “chét”. Néu sau mot
khoang thoi gian nay khong nhan dugc cac goi ICP tra 16i, Squid s€ khai
bdo may peer cache nay da chét va s€ khong nhan cac goéi tra 16i tir cache
server nay nita.

Thé no_cache
Str dung tiy chon nay dé bit budc cdc doi tugng chic chin ndo dé khong
dugc nam trong cache.
Vidu:
acl QUERY urlpath_regex cgi-bin \?
no_cache deny QUERY
Tat ca cac URL c6 chia tir cgi-bin \? déu khong duoc luu trit trong cache.
Va mot so tuy chon sau: neighbor_type domain, hierarchy_stoplist

4.3-Nhirng tham so6 anh huong dén cache size (gom 12 thé)
Poan nay cho phép cac cdu hinh chi tiét viéc st dung tai nguyén cua Squid, tap di
liéu cache luu trit trong dia va cac chinh sach thay thé bo nhé.

Thé cache_mem (bytes)
Xdac dinh bo nhé duge sur dung badi Squid: cac doi tugng dang truyén, cic
doi twong ‘néng’, cdc doi tuong khong duoc nam trong cache. Tham s nay
khong xéc dinh kich ¢& tién trinh 16n nhat. Kich ¢& tién trinh Squid c6 thé
16n gdp hai hodc ba lan gia tri thiét 1ap & day.

Thé maximum_object_size (bytes)
Cac doi tugng 16n hon kich thuée nay s€ khong duge ghi vao dia. Néu ban
muon tang toc do hon la viéc tiét kiém bang tan, thi nén thiét 1ap tiy chon
nay vai gia tri nho. Gia tri ngam dinh 1a 4MB.

Thé minimum_object_size (bytes)
Cac doi tuong c6 kich thudc nhé hon kich thuée nay sé khong dugce ghi vao
dia. Gia tri ngam dinh 1a 0 (KB).



Thé maximum_object _size in_memory (bytes)
Cac doi tuong 16n hon kich thudc nay sé khong duoc co gitt lai trong bo nhé
cache.

Thé ipcache_size (number of entries)
Thé nay chi ra kich ¢ cta ipcache.

Thé cache replacement policy
Xac dinh cac tham s6 chinh sach thay thé cac d6i tugng khi can khong gian dia.
Hién tai c6 cac chuén sau:
e LRU (Least Recently Used): day la chinh sidch g6c cua Squid, chinh
sach nay s€ giit lai cac doi tugng thuong xuyén duoc su dung.
e heap GDSF (Greedy-Dual Size Frequency): gitt lai cac do6i tugng thong
dung trong cache.
e heap LFUDA (Least Frequently Used with Dynamic Aging): giit lai cac
doi tugng thong dung (cé kich thude 16n hon so v6i GDSF) trong cache
e heap LRU: 1a chinh sach LRU duoc bo sung thém st dung heap.
Tuy chon nay chi dugc dp dung cho dong tham s6 cache_dir & bén dudi.

Thé memory_replacement_policy
Tham s6 chinh sach thay th€ bo nhé, quyét dinh xem nhiing doi tuong nao
s€ bi loai bo khoi bo nhé khi can dén khong gian bo nhd.

Va mot s6 thé sau: fqdncache size (number of entries), cache swap low
(percent, 0-100), cache swap high (percent, 0-100), ipcache low (percent),
ipcache_high (percent)

4.4-Thu muc luu triv va cac tép log (gom 15 thé)

Poan nay cho phép cau hinh cac file log (kich ¢, tén, duong dan, kich hoat),
thong tin runtime, 16i. Dit liéu nay c6 thé dugc dung dé gd roi khi hé thong gap
truc tric va ciing dé phan tich mau cache.

Thé cache_dir
Xac dinh cdc thu muc cache dé chita cic doi tugng Internet. Thiét 1ap theo
cu phip nhu sau:

cache_dir Type Maxobjsize Directory Mbytes Level-1 Level2 [..]

Type xac dinh kiéu hé thong luu trit dé sir dung. Hau hét moi ngudi s& mudn
st dung ki€u ‘ufs’. C6 thé str dung kiéu Async I/O ‘asyncufs’ (khi bién dich
chay file configure véi tham so6--enable async-io).
Maxobjsize tham chi€u t6i kich thudc doi tuong 16n nhat cho thu muc luu
trit nay. --1 c¢6 nghia la kich thudc bat ky.
Directory 1a thu muc miic cao nhit ma cac file cache swap duoc luu git.
Néu ta muon st dung toan bo dia (hodc phan viing) lam cache, ta c¢6 thé chi
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t6i thu muc két gdn. Thu muc phai ton tai va duoc quyén ghi bdi tién trinh
squid, Squid s& khong tao ra bat ky mot thu muc nao.

Mbytes: 1a khoi luong khong gian dia (MB) su dung cho thu muc nay.
Level-1 1a cac thu muc con (st dung lam cache, luu trit cic doi tugng) dugc
tao & muc dau tién.

Level-2 1a cac thu muc con (st dung lam cache, luu trit cac doi tuong) sé€
dugc tao & dudi mdi thu muc & mic 1. D€ tao cdc thu muc cache swap nay,
ta sit dung lénh /usr/sbin/squid -z.

Ngam dinh: cache_dir ufs -1 /var/spool/squid 100 16 256

Thé cache_access_log
Thé nay chi ra duong dan t6i file access.log

Thé cache_log
Chi ra duong dan t6i file cache.log

Thé cache_store log
Chi duong dan t6i file store.log, file ghi lai cac hoat dong quan ly, ghi lai
cac doi tugng bi loai bo, cac doi tugng duge ghi vao dia.

Thé cache swap log
Xéc dinh vi tri v6i file swap.log

Thé emulate_httpd log on|off
Squid c6 thé mo6 phong dinh dang file log, ma chuong trinh httpd sir dung.

Thé mime_table
Xéc dinh duong dan t6i file cdu hinh mime.conf cua Squid. File nay chita
céc kiéu MIME dugc Squid hé tro.

Thé pid_filename
Xaéc dinh vi tri file ma Squid ghi id tién trinh ctia n6, ngdm dinh la
/var/lock/squid.pid.

Vamot so theé sau: log_ip_on_direct, log_ mime_hdrs on|off, user agent log,
referer_log, debug options, log fqdn on|off, client netmask

4.5-Cac tuy chon lién quan dén cac chuong trinh bén ngoai (gom 18 thé)

Poan nay dua ra cic tuy chon céu hinh cho cac chuong trinh ftpuser, DNS,
Redirector, va authenticator dugc phan phoi cung Squid. Cic chuong trinh bén
ngoai dugc dat trong thu muc contrib/ trong ban phan phéi ma ngudn. St dung
doan nay dé thuc hién mot s6 tidc vu don gian nhu dinh huéng lai URL, xir ly DNS,
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céc chuong trinh xéc thuc. SO ti€n trinh con clia mdi tién trinh ndy ciing ¢6 thé
duoc chi ra & day.

Thé cache dns_program
Xac dinh vi tri cta file thi hanh Iénh tim ki€m dns (chinh la duong dan téi
chuong trinh dnsserver).

Thé dns_children
S6 tién trinh con c6 thé sinh ra véi dich vu tim ki€m DNS.

Thé unlinkd_program
Thé nay xac dinh duong dan t6i chuong trinh xo4 file (lién két khong su
dung nira) unlinkd.

Thé pinger program
Puong dan t6i chuong trinh pinger. Tuy chon nay chi dugc st dung khi ban
bién dich (bang script configure) Squid véi tuy chon ‘--enable-icmp’.

Thé authenticate_program

Xac dinh duong dan t6i chuong trinh thuc hién xac thuc. Néu ta sit dung
chuong trinh xac thuc, ta phai sit dung mot acl kiéu proxy_auth. Squid da ho
trg mot sO chuong trinh xac thuc trong thu muc /auth_module trong géi ma
nguon cta Squid.
Vi du dé sir dung chuong trinh xéc thuc sir dung cac module xac thuc PAM
¢6 san trong Linux, ta bién dich va copy chuong trinh pam_auth tir thu muc
auth_module/PAM/ vao thu muc /usr/local/squid/. Va trong file cau hinh
squid.conf nay ta thém céc dong sau:

authenticate_program /usr/local/squid/pam_auth

acl localusers proxy_auth REQUIRED

http_access allow localusers

http_access deny !localusers
Khi d6, hé thong sé€ chi cho phép nhiing nguoi dung duoc xac thuc truy cap
cache. N6 ki€ém tra username/password dua theo file /etc/passwd.

Thé authenticate children
S6 tién trinh x4c thuc c6 thé duoc goi (ngdm dinh 1a 5).

Thé authenticate ttl
Thé ndy duoc dung dé xdc dinh thoi gian dé kiém tra t6 hop

username/password con trong cache (tinh theo gidy, ngadm dinh 1a 3600).

Va mot so the sau: authenticate ip_ttl, ftp user, ftp_list width, ftp passive,
dns_retransmit_interval, dns_timeout, dns_defnames on|off,
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dns_nameservers, redirect_program, redirect_children,
redirect_rewrites host header.

4.6-Cac tuy chon dé diéu chinh cache (gom 14 thé)

Kha nang cua squid phu thudc nhicu trén doan ciu hinh nay. Poan nay quyét dinh
cac doi tugng duoc refresh lai bdi mot thuat toan phu hop, kich thude header va
phan than cho ca cac yéu cau va tra 16i cho viéc quyét dinh sau d6, hiy két noi khi
may client dong két noi.

Thé wais_relay port
Chuyén ti€p (relay) cac yéu cau WAIS t6i mdy wais_relay host tai cong
wais_relay port.

Thé request_header_max_size (KB)
Xéc dinh kich ¢& 16n nhét v6i phan dau cua cac yéu cau HTTP. Thong
thuong kich ¢& phan dau cua cac yéu cau HTTP 1a nho (512 byte), thay kich
cd gidi han cho phan ddu cta cic yéu cau HTTP ¢6 thé tranh dugc mot so
16i chic chin nao d6 (c4c két noi dai dang, c6 thé 1am tran bo nhé hoic céc
kiéu tan cong tir choi dich vu).

Thé request_ body max_size (KB)
Tuy chon nay xac dinh kich ¢& 16n nhat cho phan than (body) cta céac yéu
cau HTTP. Mot nguoi dung nao d6 glii mot yéu ciu c6 kich thude phan than
16n hon gidi han nay s& nhan dugc mot thong bdo 16i “Invalid request”.
Néu thiét 1ap tham s6 nay bang O thi s& 1a khong ¢6 giGi han nao dugc dat.

Thé reply_body max_size (KB)

Thé nay xac dinh kich c¢& 16n nhat ctia phan than géi tin tra 10i. N6 dugc st
dung dé ngan khong cho ngudi diing download nhitng file qud 16n (chang
han MP3, hodc phim). Kich thudc géi tin tra 1di dugc kiém tra 2 Ian. Trudc
tién 12 kiém tra gid tri do dai noi dung trong phan header, néu 16n hon gid
tri cia tham s6 nay thi yéu cau bi tir ch6i va ngudi dung s€ nhan dugc mot
thong bdo 16i “the request or reply too large”. Néu khong c6 do dai noi
dung & phan nay, va kich thuéc cua goi reply 16n hon gia tri dugc thiét lap &
day, thi két noi cia may client sé bi dong lai.

Thé reference_age

Thiét lap thoi gian dé Squid xo04 cic d6i twong duoc luu trong cache theo
thuat toain LRU (Least Recently Used). LRU thuc hién xod cac doi tuong
dua theo lugng khong gian dia duoc sit dung. Tham s6 nay s€ thiét lap thoi
gian t0i da cho LRU. Vi du: thiét 1ap 1a ‘1 week’, thi cac doi tugng s€ bi x6a
néu n6 khong duogc truy cap téi sau 1 tuan. Gia tri ngam dinh l1a 1 nam. Chd
y: khong str dung tham s6 nay khi st dung cac chinh sach thay thé mé rong
GDSH hoac LFUDA (st dung thé replacement_policy).
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Thé quick _abort_pct (percent)

Cache c6 thé dugc cau hinh dé ti€p tuc download cdc yéu cdu di bi huy.
Nhitng ngudi dung khong kién tri ¢6 thé bi tac boi viec lap cdc yéu cu va
ngay lap tic huy viéc download.
Khi ngudi dung huy mot yéu cau, Squid s& kiém tra gia tri quick_abort so
v6i khoi luong dit liéu da tai duge. Néu luong dit liéu con lai nhd hon
‘quick_abort_min’ KB thi né két thdc viéc tai vé. Thiét lap ‘quick_abort’
bang -1 dé bo chiic nang nay. Va ngugc lai néu luong dit liéu con lai 16n
hon ‘quick_abort_max’ KB con lai, n6 sé hly viéc tai vé. Néu dit liéu con
lai 16n hon ‘quick_abort_pct’ % thi né s€ két thiic viéc tai vé. Gia tri ngam
dinh la:

quick_abort_min 16 KB

quick_abort_max 16 KB

quick_abort_pct 95

Va mot so thé sau:  quick_abort min (KB), quick abort max (KB),
refresh_pattern, negative ttl time-units, positive_dns ttl time-units,
negative_dns_ttl time-units, range_offset_limit (bytes).

4.7-Thoi gian gioi han cho cac két noi (gom 10 thé)

Doan nay thiét lap thoi gian gidi han cho cac két noi. “Timeout” la khoang thoi
gian dugc giéi han ma squid c6 thé chd dé hoan thanh mot yéu cau, néu né vuot
qué thoi gian gidi han nay, squid s& tra vé cho client mot thong bdo 161 ngdm dinh
duoc xdc dinh cho tlirng timeout riéng.

Thé connect_timeout time-units
Thé nay xac dinh thoi gian doi két ndi hoan thanh. Ngam dinh 1a 2 phut
(120 giay).

Thé peer_connect_timeout time-units
Tham s6 nay xac dinh thoi gian doi trong qua trinh két noi téi cache cua
may peer.

Va mot so tuy chon sau: site select_timeout time-units, read_timeout time-
units, request_timeout, client lifetime time-units, half closed clients,
pconn_timeout, ident_timeout, shutdown_lifetime time-units.

4.8-Piéu khién truy nhap (gém 7 thé)

Cac danh sich diéu khién truy cap (acl - access control list) 1a phan quan trong
nhat trong viéc cau hinh Squid cache. Dinh nghia acl dé cho phép, hoic tir chéi céc
acl dugc thuc hién bdi thé ‘access’. Hay néi cach khéc, bang viéc st dung céc acl,
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Squid dugc cau hinh va hoat dong nhu mot firewall (loc dia chi nguon, dich, s6
cong, giao thic, thoi gian...).

Thé acl
Thé nay dugc sir dung dé dinh nghia danh sach truy cap. Ci phdp su dung ctia thé
acl nhu sau:

acl name type stringl ...

acl name type “file” ...

Khi str dung “file”, file phai chita méi d€ muc trén mot dong riéng. ‘name’ 1a tén
danh sdch truy cap ma ta can dinh nghia, ‘type’ 1a kiéu acl, bao gom céc kiéu sau:
e acl name src ip-address/netmask ... : Dia chi clia cic mdy clients

e acl name dst ip-address/netmask : Dinh nghia dia chi ctia cac may URL.

e acl name myip ip-address/netmask : Dia chi IP ctia socket cuc bo.

e acl name srcdomain .foo.com ...

Tén mién dé tim ki€m nguoc thanh dia chi IP ctia cdc mdy client. Pugc st dung dé

diéu khién c4c mién xac dinh nao do.

e acl name dstdomain .foo.com ...: cic server dich tu URL.

e acl name srcdom_regex [-i] xxx ... : cdc mdy client ¢ tén mdy chita v6i xau
chit nay. Vi du: acl name srcdom_regex pvkh, thi squid s€ tim tir ‘pvkh’ trong
tén mién cua may client.

e acl name dstdom_regex [-i] xxx... : twong tu nhu trén, cic mdy server c6 tén
chira xau chit nay.

¢ acl name time [day-abbrevs] [h1:m1-h2:m2]: dinh nghia danh sich truy cap
vé thoi gian, trong d6 day-abbrevs 1a ngay (thi) trong tuan, duoc ky hiéu nhu
sau:

S - Sunday

M - Monday

T - Tuesday

W - Wednesday

H - Thursday

F - Friday

A - Saturday

Luu y: h1:m1 phai nho hon h2:m2

e acl name url regex [-i] Mhttp://.... : cic dia chi URL c6 tén ding véi tén
duoc chi ra.

e acl name urlpath _regex [-i]: cic xau phu hgp trong dudng dan ciia URL.

e acl name port .. : ta cé thé diéu khién truy cap thong qua cong dia chi.

e acl name proto HTTP FTP... : dinh nghia giao thidc truyén.

e acl name browser <string>: miu biéu thic thong thudng xac dinh thong tin
vé trinh duyét. Vi du:

acl trinhduyet browser NETSCAPE
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http_access deny trinhduyet
Squid s€ khong cho phép cac yéu cau tir trinh duyét Netscape clia cdc may
client dugc phép truy cap cache.
acl name ident username : xau phu hop véi tén ngudi dung. Ban c6 thé sir
dung ident dé cho phép nhitng ngudi dung xé4c dinh nao d6 dugc truy cap cache
cta ban. Di¢u nay yéu cdu mot tién trinh ident server chay trén may clia ngudi
dung. Trong file cau hinh squid.conf ban viét mot s6 dong sau:

ident_lookup on

acl friends ident thai toannq khoa

http_access allow friends

http_access deny all
acl name src_as number
acl name dst_as number: Ki€u ndy khong dugc st dung d€ diéu khién truy
cap, cac s6 AS (Autonomous System) nguon (may client) va dich (server) nay
c6 thé duoc sur dung dé dinh tuyén t6i cdc cache xdc dinh nao d6. Chung toi
chua thuc hanh trén 2 tham so nay.
acl name proxy auth username: Danh sich cic ngudi dung ding, dung
REQUIRED dé chdp nhan tén nguoi dung ding. Chid y: proxy_auth doi hoi
mot chuong trinh xdc thuc bén ngoai dé€ kiém tra t6 hgp username/password
(ban c6 thé xem thém phan authenticate_program). Mot luu y khac 1a kiéu
proxy_auth s€ khong dugc st dung trong ché do transparent proxy.
acl name snmp community string: Mot xau truyén thong dé€ gidi han truy
cap cho SNMP Agent.
acl name maxconn number: GiGi han s6 két ndi 16n nhét cua may client c6
nhiéu hon <number> két n6i HTTP duoc thiét 1ap.
Dinh nghia ngam dinh:

acl all src 0.0.0.0/0.0.0.0

acl manager proto cache_object

acl localhost src 127.0.0.1/255.255.255.255

acl SSL_ports port 443 563

acl Safe_ports port 80 21 443 563 70 210 1025-65535

acl Safe_ports port 280 # http-mgmt

acl Safe_ports port 488 # gss-http

acl Safe_ports port 591 # filemaker

acl Safe_ports port 777 # multiling http

acl CONNECT method CONNECT

Thé http_access

Cho phép hoic tir ch6i céc truy cap t6i cong HTTP dua trén cdc danh sdch truy cap
da dugc dinh nghia. Cac rule sé dugc doc tir trén xuong dudi, néu khong cé rule
nao phu hgp, thi dong cudi ciing trong danh sach rule dugc chuyén thanh dugc
phép (n€u né deny) va nguoc lai. Vi ly do nay, nén thong thuong ta s€ dat dong
‘deny all’ hodc ‘allow all’ & cu6i danh séch truy cap dé tranh su 16on xon. Thé
http_access dugc stir dung nhu sau:
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http _access allow | deny [!]aclname ...
Chu y: v6i céc danh sich duoc dinh nghia bang acl, squid s& hiéu biéu thiic trong
do 1a gia tri OR, cOn véi cédc thé ‘access’ nay, Squid hi€u d6 1a nhitng phép AND
(logic). Vi du:

acl Safe_ports port 80 21 443 563 70
Squid hiéu Safe_port 12 nhitng dia chi 80, 21 hoac 443 hoic ... Con trong trudng
hop sau:

acl localclient src 130.3.0.0/16

http_access allow localclient Safe_port
Squid s& chi cho phép cdc mdy cuc bo va véi s6 cong truy cap co trong danh sach
Safe_port méi dugc truy cap cache.

Thé icp_access
Cho phép hoic tir choi céc truy cap t6i cong ICP dua trén cdc danh sdch truy cap
da dugc dinh nghia. Thé nay dugc sit dung nhu sau:
icp_access allow | deny [!]aclname ...
Vi du: icp_access allow all sé tra 16i tat cac ICP query ma may nhan duoc.

Thé miss_access
Pugc diung dé bét cic mdy neighbour sit dung mdy ctia ban nhu la sibling thay cho
parent.

Thé cache peer access
Tuwong tu nhu cache_peer_domain, nhung tuy chon nay duoc su dung phtic tap hon
v6i viée st dung cac phan tu acl. St dung:

cache_peer_access cache-host allow | deny [!]aclname

Thé proxy_auth_realm

Chi ra tén thuc, duoc thong bao cho may client khi xac thuc proxy (phan text ma

ngudi dung sé& thong thdy khi nhac nhap username va password). Ngam dinh la:
proxy_auth_realm Squid proxy-caching web server

Thé ident_lookup_access
Tuy chon nay dugc dung dé thiét 1ap viéc tim ki€ém nhiéu ngudi dung trén hé thong
Unix.

4.9-Cac tuy chon lién quan dén viéc quan tri hé thong (gém 6 thé)

Doan nay bdo cho squid biét nguoi diing va nhém ngudi diing nao cé quyén chay
squid, tén may nao s& duoc hién thi khi thong bdo cdc 16i va ngudi quan tri cache -
12 ngudi c6 thé xem thong tin chi tiét cong viéc thuc hién cta squid.

Thé cache_mgr
Dia chi e-mail ctia nguoi quan 1y cache cuc bo.

17



Va céc tuy chon sau: cache_effective user, cache_effective group,
visible hostname, unique hostname, hostname_aliases.

4.10- Cac tuy chon cho viéc dang ky cache server (gom 4 thé)

Poan nay dugc dung dé diang ky cache server ndy tai dia chi
http://ircache.nlanr.net/Cache/Tracker/, day 1a mot dich vu cung cap thong tin trg
gitip cho ngudi quan tri cache tim ki€ém mot cache server khac theo thit tu dé join
hodc tao ra cac cay luu trit cache (hierarchy).

GOm céc 4 thé sau: announce_period, announce_host, announce _file,
announce_port.

4.11- Cac tuy chon tang toc Web (gom 5 thé)

Squid c6 thé duoc dung nhu thiét bi nap trung gian hoéc thiét bi 1am giam thoi gian
nap cho Webserver. N6i chung squid khong chi gitp cho cdc may client ma con
gilip cac web server giam thoi gian nap tir phia server. Mot s6 Web cache con cé
thé hoat dong nhu 1a web server. Squid khong duoc thiét k&€ dé cau hinh theo cach
nay, do dé Squid chi 1a mot Web cache, khong phai 1a mot Web server.

V6i Transparent caching, Squid ¢ thé dugc ciu hinh mot cach “t6t hon”, né chap
nhan cac yéu cau Web di ra ngoai va luu trit ching trong cache. Khi cac yéu ciu ra
ngodi theo dinh dang Web-server, né s& chuyén chiing thanh cdc yéu cau dinh
dang cache.

Poan nay cho phép cdu hinh khac nhau lién quan t6i ch€ do tang tdc va ciing cho
ché& do transparent.

Thé httpd_accel host
X4c dinh tén may Web server, dugc dung trong ché do httpd_accelerator.
Hoac st dung trong ché€ do Transparent cache, ta phai dung tir khoa ‘virtual’
thay cho tén mdy. Ban c6é thé tham khdo muc 4.3 (Thiét lap ché do
Transparent két hop véi ipchains).

Thé httpd_accel port
Ciac yéu ciu duoc forward t6i mot cong. Chuong trinh Squid s& thiét 1ap két
noi t6i may server tai cong dugc thiét lap trong thé nay. Thong thudng 1a
cong 80, 1a cong ma Web server lang nghe cac két noi.

Thé httpd_accel with_proxy on|off
Puogc stir dung (tuy chon on) khi ta sit dung tuy chon httpd_accel host.

Thé httpd_accel _uses_host_header on|off

Cac yéu cau HTTP/1.1 chita truong Host:header, dua trén tén may tir URL.
Squid c6 thé déng vai trd nhu bo ting toc cho cac HTTP server khac bing
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viéc kiém tra header nay. Thong thudng chi bat tily chon nay khi c4u hinh
Squid chay v6i Transparent proxy.

Va tuy chon sau 1a: httpd_accel_single_host (chiing t0i chua kiém tra tiy chon
nay).

4.12- Cac tuy chon khac (géom 41 thé)

DPoan nay bao gom céc cau hinh vé gidi han do 16n cta logfile, hién thi thong tin
da stra doi dé glii cho cac may client khi gip 16i hodc bi tir chéi truy cap, dinh
nghia kh6i bo nhé cho Squid, quéan 1y mang béng viéc stt dung SNMP, chuyén cac
yéu cau truc ti€p t6i server goc hoac neighbour cache.

Poan nay bao gom cac thé sau: dns_test names, logfile rotate, append_domain,
tcp_recv_bufsize (bytes), err_html text, deny info, memory pools on|off,
memory_pools_limit (bytes), forwarded for on|off, log icp_queries on|off,
icp_hit_stale on|off, minimum_direct_hops, minimum_direct_rtt,
cachemgr passwd, store_avg object size (kbytes), store objects per bucket,
client_ db on|off, netdb low, netdb high, netdb ping period, query icmp
on|off, test_reachability on|off, buffered logs on|off, reload_into_ims on|off,
always _direct, never_direct, = anonymize headers, fake user agent,
icon_directory, error_directory, minimum_retry timeout (seconds),

maximum_single addr _tries, snmp_port, snmp_access,
snmp_incoming_address, snmp_outgoing_ address, as_whois_server,
wceep_router, wcecep_version, wceep_incoming_address,

wceep_outgoing_address,

4.13-Cac tuy chon gidéi han bang tan (gom 41 thé)

Delaypool thuc hién vé6i cdc ACL. Delay pool cung cap mot cach dé giGi han bang
tan cla cac yéu ciu xac dinh dua trén bat ky danh sach nao d6. Cach d6i xtr ctia
Delay duogc lua chon bdi ACL. Trong céc delaypool ctiia ISP c6 thé bé sung mot
mang riéng biét dé cung cép chat lugng dich vu.

Muc nay bao gom cidc thé sau: delay pools, delay class, delay access,
delay parameters, delay initial bucket level (percent, 0-100),
incoming_icp average, incoming http average, incoming dns average,
min_icp_poll_cnt, min_dns_poll_cnt, min_http_poll_cnt, max _open_disk_fds,

offline_mode, uri_whitespace, broken_posts, mcast_miss_addr,
mcast_miss_ttl, mcast_miss_port, mcast_miss_encode_key,
nonhierarchical direct, prefer direct, strip_query terms, coredump_dir,
redirector_bypass, ignore unknown_nameservers, digest generation,
digest_bits_per_entry, digest_rebuild period (seconds),
digest rewrite period (seconds), digest swapout chunk size (bytes),
digest_rebuild chunk percentage (percent, 0-100), chroot,
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client_persistent_connections, server_persistent_connections,
pipeline_prefetch, extension_methods, high response time warning,
high page fault warning, high memory_ warning,
store_dir_select_algorithm, ie_refresh.

4.14-Cac tuy chon ho tro SSL

bay 1a mot tuy chon méi, duge ho trg tir phién ban squid-2.5 trd 1én, cho phép ciu
hinh Squid két hop v6i SSL. Khi st dung chitc nang nay, squid s€ dung server
certificate dé thuc hién xac thuc va trao déi khod véi client. Tuy nhién, cic tuy
chon thudc nhém nay chi kha dung khi ta bién dich Squid véi tuy chon --enable-
ssl.

Cac két noi an toan thong qua dich vu Web su dung giao thiic HTTPS. Véi giao
thic nay thi phia Server thudng sit dung céng 443 dé doi cac yéu cdu két néi an
toan (https) tir phia Client. Hién nay, Squid chi ho trg 2 tuy chon sau:

Thé https_port
Chi ra dia chi c6ng (socket) ma Squid s& ldng nghe céc yéu cdu két n6i bao
mat HTTPS tir phia Client. Tuy chon nay chi duoc st dung khi ban chay
Squid trong ch& do tiang toc (Accelerator). Ban c6 thé chi ra nhiéu dia chi
cong trén nhiéu dong vdi cac ching chi SSL va/hoic cdc tuy chon sau:

cert = dudng dan tGi ching chi SSL ctia squid proxy (theo dinh dang PEM).

key = duong dan tdi file chia khoa bi mat cia squid proxy (theo dinh dang

PEM).

version = Phién ban cua SSL/TLS dugc ho tro
1 Tu dong (ngam dinh).
3 SSLv3
4 TLSv1

cipher = Danh sdch cdc ma phap duoc héd trg ngan cdch nhau boi dau "'
options = Cac tuy chon khéc, quan trong nhat Ia:

NO_SSLv3 Khong st dung SSLv3.

NO_TLSvl Khong stt dung TLSv1.

Thé ssl_unclean_shutdown
Céc trinh duyét s€ dua ra thong bdo 16i khi SSL shutdown.
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Chuong 11
Tich hop mat ma cho Proxy

1-Gi6i thiéu vé OpenSSL va MySSL

OpenSSL phién ban 0.9.7 cta Eric A. Young va Tim J. Hudson. MySSL cung cap
giao thirc truyén thong an toan trén Internet 14 SSLv3 (Secure Sockets Layer) va
TLSvI(Transport Layer Security) voi cac thu vién ma hod manh. B thu vién
OpenSSL phién ban 0.9.7 ¢6 tong dung lugng 1a 14MB vai 1479 file trong d6 co
643 file mi ngudn C v6i dung lugng 13 5,8MB.

OpenSSL hd trg rit nhiéu ma phap, ham bam, cac thuat toan trao doi khoa, chir ky
s6 va xac thuc.
e Ma phép: DES, RC2, RC4, RCS5, IDEA, BLOWFISH, AES, CAST,
RIJNDEAL
e Ham bam: MD2, MD4, MDS5, SHA-1, SHA-0, RIPEMD, MDC2
e Trao dbi khod: RSA, DH, FORTEZZA
e Chir ky sd: DSA, RSA, EC

OpenSSL hd tro ba giao thire truyén théng an toan trén Internet 1a:
e SSLv2
e SSLv3
o TLSvl

V61 muc dich tich hop cac giai phap mat ma ctia nganh vao bg OpenSSL ching t6i
da thuc hién nhitng cong viéc sau day
* Loai bo nhiing phan mi ngudn khong sir dung, nhiing file va tai liéu khong
can thiét.
e Loai bo giao thirc SSLv2. Giao thirc nay da dugc phat hién 1a c6 mot vai ké
ho.
e Loai b6 tit ca cac thuat toan ma hoa, thém vao duy nhat mot thuit toan ma
hoa MK ctia nganh.
Loai bo céc thuat toan bam ngoai tror MD5 va SHA-1.
Loai bo céc thuat toan ky, trao déi khod va chi dé lai RSA.
Loai bo chuong trinh sinh tham s RSA (sinh s6 nguyén t6 theo xac suit)
Tich hop thuat toan sinh s6 nguyén t6 manh thoa mén tiéu chuan an toan.
Tich hop thuat toan ma hod MK1 cta nganh

Sau khi thu gon, bd thu Viép MySSL co téng dung luong 12 3MB voi 400 file
trong do c6 300 file ma nguon .C véi kich thuoc 1a 1,7MB.
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2-Cau truc file va thw muc ciia MySSL

2.1-Cac file va thu muc goc

O murc ngoai ciing, MySSL bao gém 7 file va thu muc dugc mé ta trong bang dudi

day.
T | File, Thu muc M6 ta Kich co Ghi chu
T
1 | Thu muc apps | Thy muc ndy bao gdém cac |3,95MB | Trong 4MB
chuong trinh nhd thuc hién nay chi co
mot sO chlic ning quan trong 500k file ma
nhu tao khod RSA (genrsa.c), nguén C (26
sinh request (req.c), ky va kiém file), con lai
tra certificate (X509.c, 1a hai file thu
verify.c)... vién gmp.a
va mpfr.a
phuc vu cho
cac phép
toan  trong
genrsa.c
2 | Thu muc Gom 28 thu muc va 10 file .c, | 1,85MB
crypto thu muc nay cung cip cic ma
phap, ham bam, thuat toan nén,
cac  chuan pkes7, pkess,
pkcs12 va x509 dugc st dung
trong MySSL.
3 | Thu muc ssl Gdm 30 file .c tao nén thu vién | 350KB
libssl.a, st dung cho cac
chuong trinh truyén thong viét
theo giao thuc SSLv3 hoac
TSLvl (nhu Web Apache
Server, Mozilla client).
4 | Thu muc Chura céc file .h 740KB
include
5 | File config, Céc file cau hinh dé thiét lap | 43KB
Configure, tuy chon ban dau trong
Makefile.orig, | Makefile.ssl
6 | File Fiel nay duoc tao ra khi chay | 10KB
Makefile.ssl | Iénh ./config [tuy chon]
7 | File Makefile Link dén

Makefile.ssl
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2.2-M6 ta thu muc apps

M&i tmg dung trong thu muc nay duoc viét riéng trong mot file C nhung khi bién
dich chi tao ra mdt file chay 1a myssl, cac irng dung dugc két hgp ¢ trong myssl.
myssl co ba ché do hoat dong.

1) Chay 1¢énh ./myssl ma khong c6 tham sO thi MySSL sé& chuyén vé ché do
dong 1&nh, khi d6 xuat hién dau nhac MySSL>_, cac ung dung dugc thuc
thi bang cach goi tén va tham s6 cua no6 (tén ctia ung dung trung véi tén
file .c).

2) Chay mot ing dung bang cach goi 1énh /myssl v6i tham s dau tién 1a tén
mg dung, cac tham sb tiép theo 1a tham sb cta ing dung.

3) Doi tén myssl thanh té€n cua tng dung (hoac tao lién ket) 16i thuc thi ung
dung.

Chu y: Néu goi sai tén ung dung, MySSL s€ liét ké tén cac tng dyng cua no. St
dung tham s6 -h s& cho nhiing trg gitip can thiét.

Chure nang cua cac ung dung dugc mo ta trong bang sau.

TT |FileC | Tén Mo ta Size | Ghichua
ung
dung
1 |cac ca Str dung dé ky moét Certificate, tao | 71
ra cac CRL, hién thi Certificate &
dang text
2 |erle crl St 1y céc file CRL (chang han nhu | 7,5

chuyén mot CRL tr dang PEM
sang dang DER, hién thi CRL &
dang text, ...)

3 |dgstc |dgst St dung ham Hash (MDS5 hoac| 7,8
SHA1) dé bién d6i mot file dau
vao thanh mét file dau ra 1a dit liéu
da dugc xu ly boi MDS5S hoac

SHA1
4 |enc.c enc Ma hoa mdt file stir dung thuét toan 12
MK1
5 | genrsa. | genrsa | Tao ra khoa bi mat RSA (khod | 35
c cong khai e=65537)
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6 | pkesl2. | pkesl2 | Chuyén Certificate thanh dinh | 24.4
c dang I?KCS #12 duoc st dung cho
mot sO6 chuong trinh nhu Netscape
va MS Outlook. Ngoai ra tién ich
nay con dugc sir dung dé chuyén
do6i, hién thi mot Certificate dang
pl2 thanh cac dang khac (PEM,
text).
7 | req.c req Xu 1y va tao Certificate theo dinh | 30,7
dang PKCS #10
8 |rsa.c rsa Tién i‘ch lién quan gién }(h(’)a ?RSA, 6,78
bao gom viéc chuyén doi, kiém tra
khoéa RSA, in cac tham so lién
quan.
9 | rsautil.c | rsautil | Tién ich’dé thuc hién hé mat, hé 7
chir ky s6 RSA
10 | verify.c | verify | Tién ich nay su dung dé chung| 7,4
thuc Certificate
11 | version. | version | Hién thi thong tin vé phién ban cua | 1,5
c MySSL
12 |x509.c [x509 |Ky va hién thi thong tin vé| 29
Certificate
13 | app_ran | GOm céc ham phuc vu doc va ghi file dir | 2,3
d.c liéu gia ngau nhién, dugc sur dung boi cac
tién ich ¢ trén
14 | apps.c | Cac ham duoc st dung boi myssl.c 4,5
15 | myssl.c Gién két cac tién ich o trén dé tao ra mot file 9
chay l1a myssl
Téng: 15 file C trong d6 c6 12 tmg dung nhé (1-12) 280

2.3-Mo6 ta thue muc crypto

Thu muc crypto cung cap thu vién mat ma cho MySSL, bao gom céc thuét toan
duoc st dung trong nhiéu chuan Internet (SHAI, MDS5). Ngoai ra con cung cip
mot thu vién méa khdéi MK1 do Phan vién Khoa hoc thiét ké. Trong MySSL, thu
vién mat ma nay dugc st dung boi cac giao thirc SSL version 3, TLS version 1 va
S/MIME.

Céc file trong thu myc nay tao ra thu vién liberypto.a
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TT | Thu muc Mo ta Size | Ghichu
(KB)
1 |asnl ASN.1 12 mt cach dé ma hoa dit liéu kiéu 286 | Co76
cau truc sang dang nhi phan file C
2 | bio Day la thu vién lién quan dén cac kiéu véo ra 135 |20 file
C
3 | bn Thu vién sb 16n Big Number 141 | 24 file
C
4 | buffer Cép phat bo nhé cho céc con tro 3,5
5 | comp Cung cip phuong phap nén trong MySSL 10
6 | conf Céac ham cho phép cac tmg dung doc file cau 46
hinh cua MySSL
dso Thu vién dong 28,4
err Cac ham thong bao 16i 24
evp Khai bdo ma phap, phuong phap ky, ham 100
bam
10 | hmac Cung cAp ham bam MD5 hoic SHAI 3,6
11 | Ihash Thu vién nay dugc dung gé tao va su ly cac 13,6
hash table (luu trir cac ki€u dir 1iéu 16n)
12 | md5 Ham bam MD5 14
13 | mkl Ma khéi MK1 12,4
14 | objects Thém phan dinh danh cho cac d6i twong (ciu 340
truc, ham ...)
15 | ocsp Giao thue xac dinh trang thai thuc cua 61
Certificate
16 | pem Cac ham trong,thu’ muc nay phuc vu vi¢c doc 40,4
hodc ghi céc cau truc theo dinh dang PEM
(Dt liéu duoc encode theo Base64 va duoc
dong khung béi cac dong header va footer)
17 | pkes12 | PKCS #12 1a chuan ct phap dé biéu dién 442

thong tin ¢4 nhan (khda bi mat, khoa cong
khai, chirng chi sé). Chuén nay dugc mot )
tmg dung hd trg nhu Netscape, MS OutLook.
Cac ham trong thu muc nay duoc st dung boi
tién ich pkes12.c trong thu muc apps
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18 | pkes7 PKCS #7 1a chuan ct phap ctia mot thong bao | 78,3
duoc ma hoa
19 | rand Thu vién sinh s gia ngau nhién 41,9
20 | rsa Cung cip phuong phap ky va ma hoa RSA 49,9
21 | sha Thuat toan bam SHA-1 15,2
22 | stack Lg’u trit danh sach céac doi tuong da duogc sép 6,89
X€p
23 | txt_db Co s¢ dir liéu dang van ban 7,5
24 | ui Cho phép cac ham giao tiép v6i ngudi sir 31,3
dung
25 | x509 Thu vién nay cung cépqcéc ham phuc vu 120
nhiéu muc dich nhu hién thi thong tin vé ?
Certificate, ky Certificate Request, stra d61
nhirng thiét 1ap trong mot Trusted Certificate
26 | x509v3 X509 version 3 114

2.4-Mo ta thu muc ssl

Thu muc ssl cung cap cac ham dé thiét ké nén hai giao thirc 13 SSLv3 va TLSv1.
SSLv3 1a SSL version 3 (Secure Socket Layer) do Netscape Corporation phat trién
tor phién ban 2. TLSv1 (Transport Layer Security) 1a giao thirc dugc thiét ké dua

trén SSLv3.
TT | File Size(KB) | Mo ta
1 s23 clnt.c 7 Céc ham trong cac file s23  dugc sur dung dé
tuong thich véi phién ban 2 cua SSL (SSLv2)
6 |s3_clntc 33 Céc ham lién quan dén SSL client (gui Client
hello, nhan Server hello, trao d61 khoa,
certificate vo1 SSL server)
7 | s3_enc.c 14 Céc ham thuc hign vigc tao khoa va ham ma
hoa két noi SSL
8 s3_lib.c 16 C;ic ham thuc hién két ndi SSL trong qua trinh
bat tay cua giao thirc SSLv3
9 | s3_meth.c 0,6 Cung cip SSL3 method
10| s3_pkt.c 29 | Gém cac ham giri va nhan dit liéu, ham thyc
hién nén, gidi nén dir li¢u
11 | s3_srvr.c 36 Céc ham lién quan dén SSL server (bao gom
cac ham gui Server hello, nhan Client hello,
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trao doi khoa, guri yéu cau Certificate, ki€m tra

Certificate)

12 | s3_both.c 12 Céac ham gui nhan dit liéu, dugc xdy dung dé sir
dung chung cho ca SSLv3 client va SSLv3
server.

13 | ssl_algs.c 0,6 File nay chi c6 mét ham khoi tao cac ma phap
va ham bam duogc ho trg trong thu muc crypto

14 | ssl_asnl.c 8 Luu trit va ghi cdu tric SSL_SESSION theo
dinh dang ASN1

15 | ssl_cert.c 15 Céc ham lién quan dén Certificate trong SSL
(thém, chén mot Cert vao ngan xé&p,...)

16 ssl_ciph.c 23 Tao mdt danh sach cac ma phap, lva chon

phuong phap nén. Trao d6i ma phap

17 | ssl_lib.c 46 Céc ham quan trong tao nén thu vién SSL (lién
quan dén cau trac SSL_CTX, la mot cau trac
chtra thong tin chung cho cac két n61 SSL)

18 | ssl rsa.c 15 Céac ham lién quan dén khoa RSA va certificate
19 | ssl sess.c 17 Cac ham tao va thiét 1ap phién lién lac SSL
(SSL_SESSION)

20 | ssl stat.c 14 Trang thai cua phién lién lac SSL
21 | ssl txtc 3 In ra file hoic BIO cac thong tin vé phién lién
lac cia SSL

3-Cac thuat toan mat ma trong MySSL

MySSL ho tr¢g duy nhat mot thuat toan ma khoi 1la MK1 cung véi hai ham bam
thong dung la MD5, SHAT. Ngoai ra thudt toan ma va ky RSA cing dugc cung
cap.

Trong phan nay chung ta s€ mo ta so qua vé cac ma khoi, ham bam va thuét toan
ma, ky RSA.

3.1-Thuit toan mi khéi MK1

MK 14 thuat toan ma khdi do tac gia Tran Vin Truong thudc phan vién Khoa hoc
Mat ma thiét ké. Thuat toan nay da duoc kiém chimg va st dung nhiéu trong
nganh co yéu Viét Nam. Pay la thuat toan ma khéi vé6i dit liéu dau vao 1a 128 bit,
khoa la 512 bit.

Trong MySSL, thuét toan méa hoa nay dugc xay dung trong thu muc crypto/mkl
v6i hai ché do str dung 1a CBC va ECB.
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Mo ta cac file C trong mk1

TT | Tén file Size | Mota
1 | mkl core.c 4 Céc ham thyc hién ma/gidi ma theo thuat toan
MK1
2 |ml cbe.c 0,8 Ma hod MK theo mode CBC
3 | mkl ecb.c 0,2 Ma hoa MK1 theo mode ECB

e File mkl_core.c
int MKl set encrypt key(const unsigned char *userKey, const int bits,
MKl KEY *key)

Ham nay thuc hién viéc mod rong khod trong ‘userKey’ thanh khoa luu
trong ‘key’ vo1 do dai ‘bits’. Ham nay dugc goi trong qua trinh ma hoa.

Céu trac MK1_KEY duoc dinh nghia théng qua mk1_key_st.

struct mkl key st {
unsigned long rd key[32];
int rounds;

int MKl set decrypt key(const unsigned char *userKey, const int bits,
MK1 KEY *key) {

Tuong ty nhu ham trén nhung stir dung cho qua trinh gidi ma.

void MKl encrypt (const unsigned char *in, unsigned char *out,
const MKl KEY *key) {

Ma hoa mdt khoi 16 byte.
void MKl encrypt (const unsigned char *in, unsigned char *out,
const MKl KEY *key) {

Giai ma mot khéi 16 byte.

void MK1 (unsigned short *data,unsigned short *key, int fEnc)
Ham thyc hi¢n viéc ma hod hoac gidm ma dir li€u trong ‘data’ duya vao co
ma hod fEnc. Dit li¢u dau ra cling dugc tra vé trong ‘data’.

e File mkl cbc.c

void MKl cbc encrypt (const unsigned char *in, unsigned char *out,
const unsigned long length, const MKl KEY *key,
unsigned char *ivec, const int enc) {

Thyc hién viéc ma hoa va gidi ma theo mode CBC (Cipher Block Chaining
mode).

e File mkl _ecb.c

void MKl ecb encrypt (const unsigned char *in, unsigned char *out,
const MKl KEY *key, const int enc) {
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Thyc hién viéc ma hod va giai ma theo mode ECB (Electronic CodeBook
mode).

3.2-Thuét toan ma hoa cong khai va ky RSA

Thu vién ma hoa cong khai va ky dugc cung cap trong thu myc crypto/rsa. Thu
vién nay c6 4 ham chinh. Hai ham thyc hién viéc ky va kiém tra. Hai ham thuc
hién viéc ma hoa va giai ma. Ky va ma hoa RSA dugc sir dung trong giai doan bat
tay giita client va server trong két ni SSL.

e Phuong phap ky RSA trong MySSL str dung padding theo PKCSI1 version 1.5
e Phuong phap ma hoa RSA trong MySSL ciling st dung padding theo PKCSI1

version 1.5 (qua trinh ma hoa RSA duoc sir dung trong qua trinh trao d6i khoa
va trong PKCS7)

MG6 ta file trong rsa

TT | Tén file Size(KB) | M6 ta

1 |rsa asnl.c 2 Chuyén ddi ASN1 ddi véi cau triic RSA

2 |rsa chk.c 3 Kiém tra cac tham s6 RSA

3 |rsa eay.c 14 Thu vién chinh

4 |rsa gen.c 3 Sinh tham s6 cho RSA

5 |rsa lib.c 6 Giao dién

6 | rsa_oaep.c 5 Ché d¢ Padding theo phuwong phap OAEP
(Optimal Asymmetric Encryption
Padding) (c6 trong PKCSI version 2.0)

7 |rsa pkl.c 4 RSA padding PKCS1 version 1.5 (mac
dinh)

8 |rsa sign.c 5 H¢ chit ky RSA

Thu vién RSA dugc xdy dung trén co s¢ cua thu vién Bignum bn, trong do6 c6 su
dung céc ham cua thu vién X509 dé nap va diéu khién cic ham cua thu vién RSA.
Thu vién RSA trong MySSL tuong thich v6i chuan PKCS1 (chuan ma hod RSA).
Vén dé Padding trong RSA sir dung theo PKCS1 version 1.5, ngoai ra ¢6 hd trg
phuong phap padding an toan RSA OAEP (PKCS1 version 2.0).

Céac ham trong thu vién RSA ¢6 thé st dung theo bat ky do 1én nao cia RSA
modulo. Hién nay nguoi ta thuong dung RSA 1024 bits. RSA 4096 bits la rat rat
an toan nhung thoi gian str 1y s€ 1au hon nhiéu so vai 1024.

Thu vién RSA c6 mét cau tric riéng 1a RSA dé luu trit dit liéu, nd bao gdm 8 bién

BIGNUM d¢ luu khoa bi mat va cong khai RSA. Cau triic nay dugc dinh nghia
thong qua rsa_st trong file rsa.h.

struct rsa st
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{

int pad;

long version;

const RSA METHOD *meth;
BIGNUM *n;

BIGNUM *e;

BIGNUM *d;

BIGNUM *p;

BIGNUM *q;

BIGNUM *dmpl;

BIGNUM *dmgl;

BIGNUM *iqmp;

CRYPTO EX DATA ex data;

int references;

int flags;

BN MONT CTX * method mod n;
BN MONT CTX * method mod P
BN MONT CTX * method mod gy
char *blgnumﬁdata,

BN BLINDING *blinding;

}i

Trpng qd(), cc sb 16n n, e, d, p ,q la nhiing tham s6 cua hé mat RSA. ‘dmp1’ la
bién d€ luu gia tri “d modulo p-1°. Tuong tu nhu vay thi dmql la ‘d mod g-1" va
igmp 1a nghich déo cua ‘q mod p’. Cau traic RSA METHOD dé¢ xac dinh cidc ham

ma, gidi ma, ky va kiém tra cua hé¢ mat RSA.

Céu traic RSA_ METHOD duoc xay dung dé khai bao cac ham cho thu vién RSA.
File rsa_lib s& sit dung ciu trac ndy dé tao ra giao dién cho thu vién RSA.

RSA METHOD dugc dinh nghia trong file rsa.h nhu sau.

typedef struct rsa st RSA;

typedef struct rsa meth st

{

const char *name;

int (*rsa pub enc) (int flen,const unsigned char *from,
unsigned char *to,RSA *rsa,int padding);

int (*rsa pub dec) (int flen,const unsigned char *from,
unsigned char *to, RSA *rsa,int padding);

int (*rsa priv enc) (int flen,const unsigned char *from,
unsigned char *to,RSA *rsa,int padding);

int (*rsa priv _dec) (int flen,const unsigned char *from,
unsigned char *to,RSA *rsa,int padding);

int (*rsa mod exp) (BIGNUM *r0,const BIGNUM *I,RSA *rsa);

int (*bn mod exp) (BIGNUM *r, const BIGNUM *a, const BIGNUM *p,

const BIGNUM *m, BN CTX *ctx,BN MONT CTX *m ctx);
int (*init) (RSA *rsa);
int (*finish) (RSA *rsa);
int flags;
char *app data;

int (*rsa sign) (int type,const unsigned char *m, unsigned int
m_length, unsigned char *sigret, unsigned int *siglen,

const RSA *rsa);
int (*rsa verify) (int dtype, const unsigned char *m,



unsigned int m_length, unsigned char *sigbuf, unsigned int
siglen, const RSA *rsa);
} RSA_METHOD;

Céac ham trong cau tric ndy s& dugc gan cho cic ham tuong Gng trong rsa_eay.c.
Sau day chlng ta s€ mo ta cac file cuia thu vién RSA.

e Filersa_eay.c

const RSA METHOD *RSA PKCS1 SSLeay (void)
Ham nay tra vé dia chi cuia mdt hang cau trac rsa pkesl eay meth ki€u
RSA METHOD. Hang cau tric nay dugc gan nhu sau.

static RSA METHOD rsa pkcsl eay meth={
"PKCS#1 RSA",
RSA eay public encrypt,
RSA eay public decrypt, /* signature verification */
RSA eay private encrypt, /* signing */
RSA eay private decrypt,
RSA eay mod exp,
BN mod exp mont,
RSA eay init,
RSA eay finish,
0, /* flags */
NULL,
0, /* rsa sign */
0 /* rsa verify */
bi
Céc ham trong cau tric rsa_pkcsl eay meth dugc xay dung vdi chiic nang dugc
mo ta nhu dudi day.
static int RSA eay public encrypt (int flen, const unsigned char *from,
unsigned char *to, RSA *rsa, int padding)
Ham nay thyc hi¢én phép ma hod RSA. ‘from’ la gid tri dau vao vaoi do dai
la “flen’. ‘“from’ s€ dugc padding mac dinh theo PKCS1 version 1.5 (chi ra
boi ‘padding’) bang viéc goi ham RSA padding add PKCS1 type2(). Sau
khi da padding, ‘from’ s€ dugc bién doi thanh s6 16n f kieu BIGNUM (ham
BN_bin2bn), goi ham liiy thira modulo d¢ tinh ret=f* mod n. Cac sd n va e
l1a nhitng tham s6 khoa cong khai cua RSA da dugc kich hoat trong ‘rsa’.
Gia tri tra vé ret s€ dugc bién doi thanh chudi boi ham BN _bn2bin() dé ghi
vao ‘to’.
Gia tri tra vé ctia ham la —1 néu c6 161, ngugc lai tra vé so6 byte cua RSA
modulo n.

static int RSA eay private encrypt(int flen, const unsigned char *from,
unsigned char *to, RSA *rsa, int padding)

Thuc hién viéc ky theo RSA. Tuwong tu nhu ham
RSA_eay_public_encrypt() nhung khac & cho tinh ret=from* mod n. Néu
¢6 161 ham s& tra vé -1, con khong thi tra vé sb byte trong “from’.
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static int RSA eay private decrypt(int flen, const unsigned char *from,
unsigned char *to, RSA *rsa, int padding)

Ham giai md RSA. Tinh ret=from’ mod n. Sau d6 loai bé padding bang
viéc goi ham RSA_padding _check PKCSI type 2 (mac dinh).Néu co
16i ham s& tra vé -1 con khong thi tra vé s6 byte trong “from’.

static int RSA eay public decrypt (int flen, const unsigned char *from,
unsigned char *to, RSA *rsa, int padding)

Ham nay thyc hién viéc kiém tra chit ky s6. Tuong tw nhu ham trén nhung
luy thira str dung 1a khoa cong khai e: ret=from® mod n. Sau do6 loai bo
padding.

Néu c6 16i ham s& tra vé -1, con khong thi tra vé sb byte trong “from’.

static int RSA eay finish(RSA *rsa)

Giai phong ba bién kiéu BN. MOT CTX trong ‘rsa’.

static int RSA eay init (RSA *rsa)
Gén bién ‘flags’ trong ‘rsa’ nhu sau.
rsa->flags|=RSA FLAG CACHE PUBLIC|RSA FLAG CACHE PRIVATE;
Sau do tra ve gia tri 1.

e File rsa_lib.c )
File nay st dung cidc ham cua file rsa_eay.c d€ tao nén cac ham giao dién chung
trong MySSL.

RSA *RSA new method()
Tao va cdp phat bd nhd cho mot bién ‘rsa’ kiéu cau tric RSA. Sau d6 gan
cho rsa->meth b&éi ham RSA PKCS1 SSLeay() trong file rsa eay.c. Cac
bién con lai trong ‘rsa’ dwgc gan bang 0 hoic NULL.

void RSA free (RSA *r)

Giai phong bién ‘r’.

int RSA size(const RSA *r)
Tra ve so byte cua modulo n trong cau triic RSA ‘1’

void RSA blinding off (RSA *rsa)
Tat co blinding trong bién flags cta ‘rsa’. Gidi phong céc bién blinding
tuong Uing.

int RSA blinding on(RSA *rsa, BN CTX *p ctx)
Thiét 1ap blinding trong ‘rsa’ dé chéng lai timing attack. Day la dang tan
cong ma ké & gitra c6 thé do thoi gian sur Iy cac phep tinh trong RSA de lay
duoc khoa bi mat d. Bé chong lai tan cong nay ngudi ta dung mot sd ngau
nhién r va thay vi thyc hién tién trinh giai ma RSA thong thuong m=c® mod
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n, chiing ta thuc hién m=r" (c.r)* mod n vé6i r'' 1a nghich dao cia r mod n.
Va nhu vay viée do thoi gian giai ma cta ké tin cong sé khong chinh xac
do tham sb ngau nhién r.

Tan coéng nay chi 4p dung cho thoi gian thuc. Trong thyc hanh dang tn
cong nay ciing rat kho thuc hién.

Ham nay s€ thuc hién vi¢c tao ra ) ngau nhién r nhé hon modulo n cua
RSA, sau d6 tinh r' mod n va gan céac gia tri tra vé trong céu triic ‘p_ctx’
(bao gdm ca viéc thiét 1ap co BLINDING). Va trong ham giai ma RSA, néu
co BLINDING duoc thiét 14p thi gia tri ngiu nhién r s& duoc st dung.

e File rsa_sign.c
C6 hai ham thyc hién vi¢c ky mot thong bao va kiém tra. Hai ham nay st dung hai
ham tuong Ung da trinh bay trong file rsa_eay.c

int RSA sign(int type, const unsigned char *m, unsigned int m_len,
unsigned char *sigret, unsigned int *siglen, RSA *rsa)

Thuc hién vige ky chudi ‘m’ véi d6 dai ‘m_len’ dé tao thanh chudi chir ky
trong ‘sigret’ voi d§ dai ‘siglen’ st dung ham RSA private encrypt(tuwong
duong véi ham RSA eay private encrypt).

int RSA verify(int dtype, const unsigned char *m, unsigned int m len,
unsigned char *sigbuf, unsigned int siglen, RSA *rsa)

Thuc hién viéc kiém tra chit ky sb d6i voi thong bao ‘m’, gia trj chit ky s6 &
trong ‘sigbuf’. Gia tri trd vé 1a 1 néu dung, nguoc lai qua trinh kiém tra chix
ky s6 161 hoac khong ding chir ky so.

e Filersa gen.c

RSA *my RSA generate key(int bits, void (*callback) (int,int,void *),
void *cb arg, char *kgn, char *kge, char *kqgd,
char *kgp, char *kqgq)

Ham nay dugc dung dé thiét 1ap khoa cho RSA. Qua trinh sinh khoa dugc
viét trong file _genrsa.c cua thu myc apps. Trong ham nay chi st dung
nhirng tham s6 di co (kqe, kqd, kqp, kqq, kqn) kiém tra va chuyen ddi
thanh cac sé6 BIGNUM rdi gan cho cac bién twong tng trong cau tric RSA
(e, d, p, q, n). Sau d6 tinh mot s6 gid tri con lai nhu dmp1, dmql va ipmgq.

Thuét toan sinh tham s6 cho hé mat RSA tham khao [Khoa]

e Filersa pkl.c
Thuc hién padding trong RSA theo PKCS1 version 1.5. Ky thi dung type 1 con ma
thi dung type 2.

int RSA padding add PKCS1 type 1 (unsigned char *to, int tlen,
const unsigned char *from, int flen)
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Padding ‘flen’ byte trong ‘from’ vao ‘to” (theo PKCSI type 1).
Két qua dugc mdt chudi dang:
to=[01][0xff vo1 d0 dai tlen-flen-3][from]

int RSA padding check PKCS1 type 1 (unsigned char *to, int tlen,
const unsigned char *from, int flen, int num)

Loai bé padding trong ‘from’ dé tra vé& dir liéu nguyén ban trong ‘to’
(PKCSI1 type 1)

int RSA padding add PKCS1l type 2 (unsigned char *to, int tlen,
const unsigned char *from, int flen)

Padding ‘flen’ byte tu ‘from’ thanh ‘to” (theo PKCSI type 2).
Két qua dugc mot chpﬁi ~dang:
to=[02][céac sO ngau nhién véi do dai tlen-flen-3][from]

e Filersa_chk.c

int RSA check key(const RSA *key)
Kiém tra cac tham s6 RSA trong ‘key’: p, q ¢6 la s6 nguyén t6 khong, n cé
bang p.q khong, ...

e Filersa_asnl.c
Khai bao mdt cau traic ASN1_METHOD trong d6 c6 4 ham nhu sau.

static ASN1 METHOD method={

(int (*) ()) i2d_RSAPrivateKey,
(char *(*) ())d2i RSAPrivateKey,
(char *(*) () )RSA new,

(void (*) ()) RSA free};

ASN1 METHOD *RSAPrivateKey asnl meth (void)
{

return (&method) ;

}

Sau d6 cac khai bao cac Macro ASN1 dé tao cac ham i2d RSAPrivateKey() va
d2i_RSAPriveteKey().

3.3-Thuat toan bam MDS5 ‘ 7 ‘
Day Ia thuat toan bam ma dir li¢u dau vao dugc ‘hasing’ dé€ thanh dau ra c6 do dai
la 16 byte.

Trong MySSL thuat toan MDS5 duoc cung cip trong thu muc crypto/md5. Cac
ham trong thu vién nay st dung mot cau truc chung la MD5 CTX dugc dinh
nghia trong file md5.h.

typedef struct MD5state st
{
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MD5 LONG A,B,C,D;

MD5 LONG N1, Nh;

MD5 LONG data[MD5 LBLOCK] ;
int num;

} MD5_CTX;

Trong d6 MD5_LBLOCK 1a 16, MD5 _LONG duogc dinh nghia 1a kiéu unsigned
long.

int MD5 Tnit (MD5 CTX *c)
Khoi tao va gén cac gia tri ban dau cua ‘c’ theo thuat toan MDS.

int MD5 Update (MD5 CTX *c, const void *data, unsigned long len)
Ham nay dugc dinh nghia thong qua ham HASH UPDATE trong file
md32 common.c ¢ thu muc crypto. Ham nay thuc hi¢n viéc bam dir li€u
trong ‘data’ theo thuat toan MDS5 (st dung ham MDS5_Transform).

int MD5 Final (unsigned char *md, MD5 CTX *c)
Tinh dau ra ‘md’ tir cau trac ‘¢’ theo MD5.

void md5 block host order (MD5 CTX *c, const void *data, int num)
Pay 1a ham thuc hién viéc bién doi dit liéu theo cong thirc ctia thuat toan
MDS5. Ham nay sé duoc dinh nghia [a MDS5_Transform()

3.4-Thuat toan bam SHA1 . ] .
Day 1a thuit toan bam ma dir liéu dau vao duogc ‘hashing’ dé thanh dau ra c6 do
dai 1a 20 byte.

Thuét toan nay dugc cung cap trong thu muc crypto/sha. Cac ham trong thu vién
nay st dung mot cau truc chung 1a SHA CTX dugc dinh nghia trong file sha.h.

typedef struct SHAstate st
{
SHA LONG hO,hl,h2,h3,h4;
SHA LONG N1,Nh;
SHA LONG data[SHA LBLOCK];
int num;
} SHA CTX;

Trong d6 SHA LBLOCK la 20, SHA LONG duoc dinh nghia 14 kiéu unsigned
long.

int HASH INIT (SHA CTX *c)
Khoi tao cau trac SHA CTX ‘¢’ voi cac gia tri ban dau theo thudt toan
hashing SHAT.

void HASH BLOCK HOST ORDER (SHA CTX *c, const void *d, int num)
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Pay 1a ham thyc hién viéc bién do6i dir liéu theo cong thirc cua thudt todn
SHA1. Ham nay s€ dugc dinh nghia la SHA1 Transform()

Cac ham SHA1 Update(), SHA1 Final() va SHA1 Transform cling dugc dinh
xac dinh tuong tu nhu trong md5S, st dung cac ham HASH UPDATE(),
HASH FINAL() va HASH TRANSFORM() trong file md32 common.c ¢ thu
muc crypto.

3.5-Thw vién HMAC )
Cac ham HMAC duoc tao ra thuc chat la sit dung cac ham bam MDS5 va SHAIL.
N6 duogc stir dung trong qua trinh xac thuc thong tin.

Thu vién nay dugc cung cip trong crypto/hmac. Cau trac chung ma cac ham
HMAC st dung 1a HMAC CTX dugc dinh nghia trong file hmac.h

typedef struct hmac ctx st

{

const EVP_MD *md;

EVP_MD CTX md ctx;

EVP_MD CTX i ctx;

EVP_MD CTX o cCtx;

unsigned int key length;

unsigned char key[HMAC MAX MD CBLOCK];
} HMAC CTX;

void HMAC Init ex (HMAC CTX *ctx, const void *key, int len,
const EVP MD *md)

Str dung ham bam ‘md’ dé thiét 1ap gi tri cho ‘md_ctx’ va ‘key’ trong ‘ctx’
tr ‘key’ bang cach st dung cac ham EVP Digestlnit(),
EVP DigestUpdate() va EVP DigestFinal(). Sau d6, lan luot 64
(HMAC MAX MD CBLOCK) phan tir trong ‘key’ s& dugc XOR véi
0x36 dé 1am dir liéu cho ham bam ‘md’ va tao gia tri cho ‘i ctx’ trong ciu
trac ‘ctx’. Tuong ty nhu vy, 64 phan tir trong ‘key’ s& duge XOR véi 0x5c¢
dé lam dir liéu dau vao cho ham bam ‘md’ va tao gia tri cho ‘o_ctx’ trong
‘ctx’. Cac gia tri trong ‘i_ctx’ va ‘o_ctx’ sau nay sé& duoc sir dung dé tron
voi1 dir liéu trong ‘md ctx’.

void HMAC Update (HMAC CTX *ctx, const unsigned char *data, int len)

Goi ham EVP_DigestUpdate() dé bam dit liéu trong ‘data’.

void HMAC Final (HMAC CTX *ctx, unsigned char *md, unsigned int *len)
Tra vé dau ra cua ham bam trong ‘md’.

4-Bién dich, cai dat MySSL

Qua trinh bién dich va cai dit duoc hudng dan trén hé diéu hanh Linux (Redhat
Linux 7.2).
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4.1-Bién dich
bé bién dich dugc chuong trinh yéu cau trén hé thong phai cai day du cac cong cu
phat trién nhu gcc, make, perl, ...

Bo chuong trinh MySSL dugc dong goéi dudi dang file tgz (cu thé 1a tép
proxy\myssl-mk]1.tgz trong CD ROM). Copy file nay vao thu muc /tmp va tai nén
bang 1énh:

# tar —xzvf myssl-mkl.tgz

Sau 1énh nay ching ta s€ co thu myc luu bo chuong trinh ngudn MySSL & /tmp.
Chuyén vao thu muc nay, thuc hién I¢nh make dé€ bién dich chuong trinh (tao ra
file chay myssl va cac thu vién tinh .a).

# make

MySSL ciing c6 hai file thu vién 1a libssl.a va liberypto.a nam & thu muc hién tai
(myssl-1.0-betal).

Chu y: Néu khong mubn dung cac tuy chon mdc dinh, hdy dung 1énh sau day dé
xem hudng dan vé viéc thiét 1ap cau hinh cho qua trinh bién dich:

# ./config -h

Lénh nay s€ dua ra mot danh sach cac tham s6 cho chung ta Iya chon dé cau hinh
bién dich. Sau khi da tim hiéu k¥, ching ta dung 1énh sau day:

# .J/config  <options>
Céc tuy chon <options> c6 thé 1a:

--prefix:  xéc dinh thu myc dé cai dit MySSL. Mic dinh la /usr/local
no-threads: Tao thu vién MySSL khong ho tro 1ap trinh da tuyén.

threads: Tao thu vién MySSL hd tro 1ap trinh da tuyén.
no-shared:  Khong tao thu vién chia x¢ (thu vién tinh .a, mac dinh)
shared: Tao thu vién chia x¢ (thu vién dong .so)

no-<cipher>: cipher ¢ day duy nhat 1a mk1, tuy chon nay s& khong ho tro
ma phap <cipher> khi bién dlCh chuong trinh. N6 ¢6 1gi ich
khi cung cap nhiéu thuat toan ma hoa.

386: Tao ma may 80386

-<XXX>: Céc tuy chon cho trinh bién dich (chang han
-DMYSSL NO RSA, -fPIC, ...)

37



4.2-Cai dat ‘
Sau khi da bién dich xong, chung ta thyc hi¢n viéc cai dat chuong trinh bang 1énh:

# make install

Theo mdc dinh, chuong trinh s€ dugc cai vao thu muc /usr/local/ssl. Trong thu
muc ssl nay bao gom cac thu muc con sau day.

TT Tén thu muc/file | Mo ta

1 bin Chura file chay myssl

2 certs Chua cac file Certificate (ding dé test)

3 include Trong nay c6 thu muc con myssl chtra cac file
inculude cua MySSL

4 lib Chtra hai thu vién ciia MySSL 1a libcrypto.a va
libssl.a

5 misc Chtra céc file lién quan khac

6 private Dung dé chira kho4 bi mat RSA

7 file myssl.conf Day 14 file cu hinh 1am vi du cia MySSL

5-Bién dich, cai dat SQUID c6 trg gitup dich vu mat ma tir MySSL
Chung toi st dung Squid phién ban 2.5.Prel1 da duoc stra d6i dé chay véi MySSL.
Bo chuong trinh sau khi stta doi dugc luu dudi dang file nén tgz (tép proxy\squid-
mk1.tgz trén CDROM). Thuc hién viéc tai nén chuong trinh nguoén nhu sau:

tar -xzvf squid-mk1.tgz
Chuyén vao thu muc squid-myssl-2.5.Prel1 thuc hién lénh thiét lap thuoc tinh cho
SQUID str dung cac thudc tinh mat ma tir myssl:

Jconfigure --enable-ssl --with-myssl=/usr/local/ssl

Thuc hién 1énh bién dich:
make

Thuc hién lénh cai dat:
make install

Khi d6 Squid s& dugc cai dat mac dinh vao thu muc /usr/local/squid.
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Chuong 111
Trinh duyét Mybrowser va tich hop mat ma
cho trinh duyét Mybrowser

1-Mozilla 1.0 va trinh duyét Mybrowser

1.1-Gigi thiéu chung vé bo chuong trinh Mozilla 1.0

Mozilla 1a mot trinh duyét Web ma nguén mé& dugc thiét ké béi t6 chiic phan mém
Mozilla (mozilla.org). Phién ban mozilla 1.0 chay 6n dinh, tin cay, va dic biét
hoan toan thoat khoi su phu thudc vao thu vién mat ma cua hé diéu hanh (IE phai
phu thudc vao CRYPT32.dll cia Microsoft), trinh duyét Mozilla xay dung riéng
cho né mot thu vién mat ma NSS (Network Security Service). Trén nén mat ma do,
Mozilla cung cap diy du cac cong cu, dich vu duyét Web an toan dua trén giao
thie SSL, va gui/nhan thu an toan dua trén giao thic S/MIME,... Cau tric chung
ctia bo chuong trinh Mozilla ¢6 thé duge minh hoa trong hinh duéi day:

HTTP, HTTPS, MAIL...

NSS

Operating System

CAu trdc bo chuong trinh Mozilla dugc xay dung dua trén tap hgp rit nhiéu cong
nghé va gom rat cdc thanh phan. Kién tric nay da duoc sir dung dé thiét k& cho
Mozilla browser va Netscape Communicator 6.0, tat nhién trén thuc t€ n6 ciing cé
thé da dugc sir dung cho cdc kiéu ting dung tuong tu khdc.

Sau khi phat hanh ban Mozilla dau tién vao 31/03/1998, xay dung dua trén ma
nguodn co s& (dugc goi la classic code) theo trinh tu tir dudi 1én, véi day du tinh
nang CSS (Cascadding Style Sheets) va mic 1 cia DOM (Document Object
Model). Dua trén classic code d€ tao ra cac tdc vu cho tng dung la rit kho va dé
sinh 16i. Do vay, thay vi tiép tuc thuc hién trén nguyén ban ma co sd, thi kién tric
hién tai dugc tao ra véi su két hop chat ché khi phét trién cac thanh phan xung
quanh cross-platform. Ma nguén co s& méi duoc thiét k€ cung cép cau tric cac
thanh phan theo trinh ty tir trén xudng va ldy trinh duyét Web cta Mozilla 1am co
s nén tang. C6 thé dé dang tao mot tng dung cross-platform mdéi, thong qua viéc
stt dung, C++, JavaScript hoac XUL. Duéi day chiing toi sé€ trinh bay mot s6 cong
nghé méi dugc st dung khi xay dung lén céu tric cua bd chuong trinh nguoén
mozilla 1.0.
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1.2-Mot so cong nghé chinh trong bé chuong trinh Mozilla 1.0
1.2.1-XPCOM
XPCOM viét tat cua cum tir Cross-Platform Component Object Module, 1a mot mo
hinh duogc st dung trong viéc xay dung cidc phan mém cross-platform. Ciing nhu
mot ung dung, XPCOM st dung tap hop céc thu vién nhan XPCOM dé lua chon
nap va quan ly cdc thanh phan XPCOM. C4c thanh phan XPCOM c6 thé duoc viét
bang ngon ngit C, C++, JavaScript va ching ciing c6 thé duoc st dung boi C, C++,
JavaScript v6i phan mé rong cho Perl hodc Python.
Du6i day 1a cac platform XPCOM tro gitp:

e Microsoft Windows
Linux
HP-UX
AIX
Solaris
OpenVMS
MacOS
BSD
Cac cong cu can dé nguoi sit dung xay dung phadn mém XPCOM goém c6: bo bién
dich C++, Perl, va mot s6 cong cu GNU.

Microsoft COM va XPCOM

Néu so sanh XPCOM vé6i Microsoft COM, thi giita chiing c6 nhiin diém giéng
nhau va khdc nhau nhat dinh. Tro gitp cdc thanh phan uy quyén la mot trong
nhitng diém khdc nhau gitta ching.

Microsoft COM trg gitp co ch€ uy quyén rat tinh vi trong viéc thu xé&p cach céc
kiéu ting dung khdc nhau giao tiép véi cac thanh phan, 4p dung cho céc tién trinh
doc 1ap tham chi trén ca cdc may khac nhau. MSCOM cho phép ngudi st dung tao
cac thanh phan vé6i cdc mo hinh dinh tuyén khac nhau hoac han ch€ mot thanh
phan d6i v6i mot mo hinh dinh tuyén cu thé. Cac thanh phan c6 thé dugc tao nhu
cac tién trinh bén trong (chay bén trong cac tng dung) hoac cac tién trinh bén
ngoai (chay nhu mot ing dung doc 1ap). Mot thanh phan dinh tuyén don phai cé
tuyén riéng cua ban than thanh phan do, va cac tuyén khac phai sit dung co ché uy
quyén dé truy cap né. mot tap hop céc thanh phin dinh tuyén c6 thé chia sé mot
tuyén nhung can ¢6 mot su uy quyén. Cac thanh phan dinh tuyén tu do khong can
phai ¢6 cdc co ché uy quyén bén trong nhu céc tién trinh tuong tu khac.

XPCOM dugc thiét k€ cho muc dich cung cap su tro gidp thié€t 1ap module thanh
phan & mic tng dung. Néu gnuoi sit dung muon truy cap dén mot thanh phan tur
xa, ngudi sit dung can viét mot co ché€ uy quyén riéng phu trach dit liéu tién va hau
xUr ly cho d6i tugng & xa. C6 mot s6 thanh phan c6 sdn c6 thé gitp ngudi sit dung
thuc hién di€u nay, bdi vay né khong thuc su khé nhu nhitng gi da nghe.
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Xét & mic cu thé, XPCOM va MSCOM c6 vé giong nhau: ca hai déu dat nén tang
cho giao dién va yéu cau tat ca cac giao dién khac phai xuat phat tir giao dién co s&
nhu nhau. Giao dién co s& nay dinh nghia ba phuong thiic QueryInterface, AddRef
va Release. Mac du c¢6 su thira k&€ 14n nhau, nhung céc thanh phan MSCOM va
XPCOM ciing khong c¢6 su tuong thich hodc c6 thé thay déi cho nhau, boi vay dé
ching c6 thé lam viéc véi nhau can c6 thém phan ma gan dinh, lién két. Mot vi du
rat cu thé cho diéu nay chinh 1a phan ngudn déng go6i nhing cho Mozilla. N6 cho
phép trinh duyét xuat hién nhu mot MSCOM ActiveX control trong khi trinh duyét
hoat dong bén trong mot trén cac thanh phan XPCOM.

Su khdc nhau 16n nhét giira XPCOM va MSCOM 1a & cho: XPCOM la cong nghé
nguén md. Néu trong qué trinh nguoi st dung phat trién phan mém MSCOM, dé
hiéu dugc su khdc nhau trong phuong phap céc thu vien MSCOM nap va tao cac
thnah phan ctia nguotri stt dung thi nguoi stt dung chi ¢6 cach phai dua hoan toan
toan vao cdc tai liéu da dugc Microsoft cong bo. Tuy nhién, néu Microsoft thay doi
cac thu vién hé thong né s€ c6 anh hudng dén su tic dong cac thanh phan ma
nguoi st dung xay dung va cac tng dung sit dung cac thanh phan do.

Trai lai, chuong trinh ngudn xay dung nén cac thu vién s€ lam cho cau tric cla
XPCOM that su ¢6 gid tri cho nguoi sit dung kiém tra, theo ddi, g& roi trong sudt
qua trinh xay dung tng dung. Ngudi st tham chi ¢6 thé thay doi ca phan ngudn co
s cho phit hgp véi cau tric cua ban than ho, diéu nay hoan toan khong thé thuc
hién duogc doi véi MSCOM.

Néu ngudi st dung chua that sy sdn sang v6i cdc phdn mém c6 nguén md, cé thé
lam quen véi cdc du d4n nguon moét ¢6 tiéng nhu: OPENBSD, Linux, OpenLDAP,
OpenSSL, ...

XPCOM, cac tuyén, CORBA va mot so thong tin khac

Chiing ta cling can biét cach ma XPCOM quan ly cac doi tugng & xa, cac tuyén va
cac scripting. Mot s6 cong nghé XPCOM dugc thira ké trt OMG CORBA. CORBA
12 mot cong nghé thanh phan ngon ngit trung 1ap platform dugc tiéu chuan hod boi
Object Management Group (OMG). N6 bao ham hau hét cac cdu tric cho cac thu
tuc goi cac doi tugng tir xa, mot ngodn ngit dinh nghia giao dién (IDL),...

XPCOM khong trg gidp cac doi tuong tr xa nhu CORBA, nhung ciing khong han
ché nguoi st dung trong viéc viét cac thanh phan st dung socket hoac cac cong cu
khdc dé giao ti€p véi céc thanh phan khdc. Rat nhiéu céc tng dung XPCOM lam
cho viéc st dung HTTP nhu mot cong cu dua ra cac thu tuc tir xa goi t6i cac thanh
phan dugc khai bao trén Web server. Mai lién hé gitta XPCOM va CORBA chinh
1a bo bién dich IDL ctia XPCOM, duoc goi la XPIDL, né dugc 14y tir bo bién dich
IDL nguén mé ciia CORBA.

XPCOM tro gitip scripting thong qua mot ting bd sung duoc goi 12 XPConnect,
bao gébm mot JavaScript engine va mot co ché thu vién kiéu. Diéu nay cho phép ma
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nguoén JavaScript ¢6 thé quan ky cac thanh phan cia XPCOM tham chi cho phép
thiét 1ap cac thanh phan XPCOM tir ngon ngit JavaScript va c6 thé truy nhap boi
ma nguon C++.

1.2.2- Giao dién nguoi dung: XPToolkit

Ban ddu, dé phat trién giao dién can viét bang ngon ngit C++cho mébi platform.
Mozilla cung cap mot tap hop cac cong cu goi la XPToolkit (Cross-Platform
Toolkit), cac cong cu ndy ¢ thé duoc st dung dé dinh nghia su xuat hién cta giao
dién nguoi ding va tac dong lén ting dung c6 st dung cac chuian W3C.

XPToolkit giam thiéu s6 lugng ma nguon dinh danh platform can thiét khi xay
dung ting dung kiéu nhu cdc browser va céc mail client. XPToolkit nang cao hiéu
luc cho mot tap chudn céc dich vu widget va graphic dé biéu dién cdc phan tir UI,
cho phép diéu khién mic diém (pixel level) ctia UI khi can thiét.

o XUL

XUL (XML-based User Interface Language) cung cap mot phuong thic xuét hién
cua Ul va tinh logic cua tng dung khi sit dung XML, CSS, va JavaScript (hoac
C++).

XUL 1a XML don gian véi cdc dinh nghia cho mot s6 kiéu phan tt, va trong d6 c6
lic JavaScript dugc nhing vao ma nguon. Cic phan to dugc biét nhu 1a XUL
widget va bao goém cédc diéu khién UI nhu 1 cdc menu, tree, drop-down boxes.
XUL gidp cho cdc ngudi phat trién s& dé dang thao tdc hon khi biét vé SGML -
Standard General Markup Language (nhu HTML) va JavaScript dé thiét k& giao
dién nguoi ding. Ung dung JavaScript ¢6 thé truy nhap t6i XPCOM (va hdu hét cic
thu vién) st dung XPConnect, nhu vay c6 thé dung né dé xay dung cdc tng dung
hoan chinh.

Su két hop gitra giao dién va kha nang tac dong dugc goi la "chrome". Chrome
duoc nap tu céc t&p c6 duoi .xul va duge di kem véi tép JavaScript va CSS. Ma
script trong cdc tép d6 c6 du hiéu luc thay déi va mé& rong tic dong cla trinh duyét,
do vay di€u nay chi dugc phép véi nhiing script dang tin cay. Nguoc lai, cac
"skins" lai 12 su két hop clia céc giao dién d6 hoa va CSS, trong d6 chi thay déi su
xuat hién cua trinh duyét ma khong thay déi kha niang tiac dong.

Hau hét Ul cia trinh duyét dugc viét bdi ma nguén XUL. D€ thém mot nit 1énh
trén toolbar thi chi viéc bé sung va dinh vi niit 1énh vao céu tric cay biéu dién céc
nit 1énh va xay dung ma ngudn diéu khién nit 1énh ndy bing XML va JavaScript.

XUL da 1am cho ban than né c¢6 thé phat trién Ul bang cdch sit dung céc cong

nghé web quen thudc. Mot trong nhitng muc dich cia XUL la ngudi khai thac
khong chinh quy c6 thé tao céc tinh ning méi mot cich dé dang va ding chung
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ching v6i cdc dac tinh khéac. Diéu nay s& cho phép Ul ¢6 dugc su phit trién song
song moOt cich manh mé, dem lai 1gi ich cho cdc nhém ma nguén mé khac.

Hién tai ngon ngit XBL (eXtensible Bingdings Language) duoc su dung rong rai
mac du rit phic tap. Vi du, XBL cho phép viéc tao cac widget méi ma c6 thé truy
nhap thong qua XUL, tu dong 14y cac phuong thic va cac tinh chat tr cic thanh
phan XPCOM, va md rong céc diéu khién su kién bao gébm ca viéc bat phim.

e XBL

XUL cung cap mot s6 16n cidc widget dang ton tai nhu la cic text boxe va scroll
bar. XBL 1am cho c6 thé thay déi cac phan tir XUL dang t6n tai va tao cdc phan tir
mdi.

Céc tép XBL bao gom tap hop cac rang budc, moi rang budc dé6 mo ta kha nang tac
dong ctia mot phan tr XUL. C4c rang budc nay c6 thé xac dinh & nhu sau: noi
dung con (child content), nhu la cdc method va cac propertiec cia mot phan tir
XUL, noi ma tién trinh va dit liéu c6 thé hoic 1a JavaScript noi tuyén hoic 1a tro t6i
cac su kién giao dién XPCOM ma phan tir nay dang thuc hién tac vu, nhu la cac su
kién phim va chuot tuong thich véi cac kiéu tinh chat khac nhau.

Vi du, mot widget méi ctia anh da dugc gan nhin ¢6 thé duoc tao khi mé rong box
widget dang ton tai bang cdch thém mot anh va gdn mot nhan nhu sau:

<binding name="captionbinding" extends="xul:box">

<content>
<xul:box xmlns="there.is.only.xul">

<xul:image inherits="image:src"/>

<xul:text inherits="caption:value"/>
<xul:box/>

</content>

</binding>

Sau d6 chiing ta gan rang buoc bing cach st dung doan ma dudi day vao trong tép
CSS tuong ting.

captionimg
behavior: url("mybindings.xbl#captionbinding”);
/

Poan ma trén dugc bat dau bang tén cia phan tr méi duoc dinh nghia (& day 1a
captionimg). URL chi ra tén tép sau tir khoa binding (& day la captionbinding) ma
da dinh nghia truéc dé.
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Tong hop két qua trong XUL ¢6 dang nhu sau:

<captionimg
caption="My image caption” image="myimage.png"/>

1.2.3- XPFE

XPFE duoc viét tat cua Cross-Platform Front End, 12 tén nhan dugc tir Mozilla
browser front end (chrome). Dinh nghia va sit dung thuat ngit nay l1a khong ro
rang, nhung xu huéng hién nay 1a st dung XPFE khi n6i dén giao dién nguoi dung
trinh duyét Mozilla dugc xay dung dua trén XPToolkit.

1.3-Téi thiéu hoa bo chuong trinh Mozilla 1.0

Trén co sO tim hi€u cdc cong nghé, kién tric bo chuong trinh nguén cta ban
Mozilla 1.0 chung toi t6i thiéu vdéi tiéu chi: xay dung trinh duyét web Mybrowser.
Sau khi da t6i thiéu trinh duyét ndy s& dugc tich hop thuat toan ma hoa MK1 ctia
nganh, st dung ching chi s6 dé xac thuc,... Trong muc nay ching toi chi giGi thiéu
vé cong viéc t6i thiéu hod, phan tich hop mat ma s& dugc dé cap ¢ trong phan ti€p
theo.

Cong viéc t6i thiéu hod c6 thé dugc chia ra lam cdc budc sau:

e Tim hiéu t6ng quan va phan tich chic ning cua timg module chuong trinh
nguon.

e Thuc hién loai bd phan chuong trinh nguon thuc hién cdc chiic nang khong that
quan trong doi vdi cac tinh nang cua mot trinh duyét Web, va ca cac module
chuong trinh véi vai tro 1a cdc module plug-in khiac (gébm cac thu muc nhu:
accessible, extensions, calendar, ...).

e Loai bd phan chuong trinh trg gitp cac platform khong st dung: véi tiéu chi chi
st dung trén hé diéu hanh Windows (Win95/98/SE/2000/XP/ME) nén ching ta
loai bo cac thu muc, file va doan ma nguon hoé trg cac platform nhu: mac, beos,
unix, 0s2, qt, photon, gtl.

e Thay déi giao dién, tén san pham

Sau khi thuc hién t6i thiéu bo chuong trinh nguén Mybrowser gom cic thu muc
chinh dudi day:

Thu muc Build: Chia céc script (thudng viét bang Perl) va cdc chuong trinh dugc
stt dung d€ xay dung va quan ly ma ngudn Mybrowser. Nhitng chuong trinh nay
khi chay tao ra cac tép Makefile va thiét 1ap thu muc dist.

Thu muc caps: chita cic giao dién C++ va chuong trinh nguéon thuc hién viéc xac
dinh kha nang cta viéc thiét 1ap co ché an toan va st dung ching chi s6 co so.

Thu muc config: Chita céc script va chuong trinh dugc sit dung dé thiét lap cdc
bi€n moi truong, thi€t 1ap cac lua chon trong makefile.
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Thu muc Docshell: Chita cdc giao dién va ma nguon C++ thuc hién viéc nap va
hién thi mot trang web don. Phan ngudn trong thu muc embedding sé& tich hop
phan chuong trinh ngudn nay véi cac thudc tinh trinh duyét & midc cao hon nhu
forword, back va history.

Thu muc dom: Chita cc giao dién va ma nguén C++ dé thuc thi va luu vét cac doi
tuong DOM (Document Object Model) trong Javascript. N6 thiét 1ap cdu triic con
C++ dé tao, huy bo va thao tic véi cdc d6i twong duoc tich hop sén (built-in) va
dugc dinh nghia bdi ngudi dung (user-defined) trén co s& ngon ngit Javascript.

Thu muc editor: Chita cac giao dién C++, ma nguon C++ va XUL thuc hién trinh
soan thao c6 nhing c6 thé soan thao ca plaintext va HTML. N6 dugc sir dung cho
trinh soan thao HTML cho trinh duyét.

Thu muc embedding: Chtta cac giao dién va ma C++ cho cac chic nang cua trinh
duyét & mic cao (nhu forward, back, history). Ma nguon trong webshell s€ tich
hop cdc giao dién nay theo nén va cdch ma platform d6 duoc sé& tro gidp (nhu
ActiveX).

Thu muc _expat: Chita ma nguoén C++ dé phan tich cic ki€u dinh dang phd thong
nhu XML va DTD. Phan nguon nay xudt phat tir ing dung expat ctia James Clark.

Thu muc gfx: Chita cac giao dién C++ va ma doc lap platform xu ly do hoa va
hinh &nh. N6 ¢6 thé dugc st dung dé vé& hinh chit nhat, dudng thang, anh... N6
khong xir 1y widget hodc cac thli tuc v& cu thé; né chi cung cép thao tdc co ban dé
VE.

Thu muc htmlparser: Chia cic giao dién va ma C++ cho viéc phan tich, biéu hién
HTML, XUL va cac noi dung khac duéi dinh dang cdu tric hinh cay trong bd nhg.
N6 khong thuc hién viéc bd tri hodc hién thi noi dung; né chi bién doi tir mot dong
(stream) thanh mot cdu tric dit liéu.

Thu muc intl : Chia cac giao dién C++ va ma cho viéc phat trién trén timg viing
(localization). N6 chita ma cua cac tap ky tu, cac dinh dang dia phuong, cac dinh
dang vé ngay thang thoi gian cho timg viing khac nhau.

Thu muc jpeg: Phan chuong trinh xur 1y anh JPEG.

Thu muc_js: Phan chuong trinh biéu thi, phan tich, tich hop va thuc thi céc
JavaScript scripts.
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Thu muc layout: Chita cic giao dién C++ va mi cho layout engine. N6 thay déi
kich c& va can 1€ cdc thanh phin cua noi dung theo CSS1 va CSS2 (kiéu trang
nhiéu tang). Ma nay ciing dugc biét 1a “NGLayout” va “Gecko”.

Thu muc modules: Chita ma C cho rat nhiéu cédc dic tinh khiac nhau dugc xay
dung va tich hop cho trong Mybrowser. N6 chita cac ma dé quan 1y cac dang anh
khac nhau (nhu .PNG, .GIF), cho phép cic mdy ao drop-in Java (dugc goi la OJI,
cho “Giao dién Java m&”), ho trg plug-ins va doc cac dang nén khac nhau (nhu
JAR, .ZIP, .ZLIB).

Thu muc_netwerk: Chia cac giao dién va ma C++ thuc hién truy nhiap mang &
muc thap (st dung socket, file va memory cache) ciing nhu truy & nhap mic cao
hon (st dung céac giao thic khac nhau nhu http, ftp, gopher, castanet). Phan ma
nguon nay ciing dugc biét dén véi céc tén “netlib” va “Necko”.

Thu muc nsprpub: Chita ma nguon C cho “C” Runtime Library nén chéo (cross
platform). Thu vién “C” Runtime dinh nghia lai cic ham C co ban nhu cac ham
cap phat va thu hoi bo nhd, cac ham 14y thoi gian va ngay thang, doc va ghi cac
file, quan 1y tuyén (thread), so sdnh cdc chudi theo tit ca cdc nén. Ma nay ciling
dugc biét dé€n véi tén goi la “nspr” va “Netscape Portable Runtime”.

Thu muc profile: Chia cic giao dién C++, ma C++, XUL va Javascript dé tao ho
so ngudi ding méi, quan 1y céc ho so nguoi dung da ton tai, thay déi cac profile tir
Mozilla Classic va st dung cdc profile mic dinh ctia cdc ISP pho thong.

Thu muc rdf: Chita cc giao dién va ma nguon C++ dé truy nhap t6i nhiéu dit lieu
khdc nhau va t6 chiic méi lién hé cha ching theo RDF. RDF la tir viét tit cla
“Resource Description Framework”, day 12 mot chudn md. Phidn ma nguén nay
doc va ghi dir liéu tir hé thong file cuc bo, co s& dit liéu, Internet va tir cic nguon
khac st dung cu phap nhu URL.

Thu muc security: luu cic tép chuong trinh nguén cung cap céac dich vu mat ma
nhu cac ham ma hoa dit liéu, cac ham bam, cac thuat toan chit ky so, trao déi khoa,
cac giao thic bao mat SSL, TLS va cac chuian mat ma khac nhu PKCS5, PKCS7,
PKCS12, ...

Thu muc sun-java: Chita ma C dé Mozilla c6 thé truyén thong véi Sun JVM (Java
Virtual Machine). N6 khong gom ma nguoén cho ban than may ao.

Thu muc uriloader: Chita céc giao dién va ma nguén C++ dé goi chinh x4c trinh
hién thi n6i dung dugc chia trong mot URL nhét dinh. Vi du, néu ma nay xéc dinh
rang noi dung 12 mot thong diép mail, thi né tim ki€m trinh lang nghe thich hop
(c6 thé 1a Netscape Messager) va chuyén thong bdo mail nay t6i né dé hién thi.
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Thu muc view: Chia giao dién va ma nguén C++ cho cdc ki€u hién thi khac nhau
(nhu scrolling view). Mot kiéu hién thi bao ham noi dung nhung khong chia
thanh tiéu dé, ciac duong vién hoac su trang tri khéc.

Thu muc webshell: Chta cac giao dién C++ va ma C++, script shell cia Linux va
céc tép khac dé thuc hién nhing Mozilla trong cic chuong trinh khac trén nhiéu
platform v6i cac cach khac nhau (nhu plug-in, thanh phan ActiveX, cic 16p
XPCOM).

Thu muc widget: Chita cic giao dién va ma nguén C++ thuc hién su diéu khién
khong phu thuoc vao nén (widgets), nhu cédc thanh cudn, nit bam radio, ciac hop
liet ke.

Thu muc xpcom: Chia giao dién C++ muc thip, ma C++, ma C, mot it ma
assembly va cdc tién ich dong lénh dé cai dit cong cu co ban cua thanh phan
XPCOM (chuén nay cho “Cross Platform Component Object Model”). XPCOM la
mot co ch€ ma cho phép Mybrowser xudt cac giao dién va lam cho ching c6 thudc
tinh tu dong va san sang do6i véi cac Javascript script, Microsoft COM va ma
Mybrowser C++. Mot vai cac 16p XPCOM muc thap va cac giao dién dugc dinh
nghia & day (nhu su kién lap cho tat ca cdc nén). XPCOM thi tuong thich va than
thién v6i Microsoft COM (tit nhién XPCOM la cross-platform).

Thu muc xpfe: Chita cac giao dién C++, ma C++ va XUL cho viéc cai dat “Cross
Platform Front End”. V& co ban, day 1a noi ma chuong trinh Mybrowser khéi dong
va quan ly céc thanh phan khéic dé thuc hién céc tic vu. Ma nay chita mot it ma
phu thuoc nén;

Thu muc xpinstall: Chita cic giao dién va ma nguon C++ cho viéc thuc thi dac
diém SmartUpdate tir Mozilla Classic. XPInstall cung c4p mi cho céc tép dugc tai,
giai nén ching va cai dat ching theo cach khong phu thudc vao platform.

Két luan: Véi bo chuong trinh nguén Mozilla ¢6 dung lugng trén 300MB, ching
t0i t6i thi€u dé chi st dung chiic nang cht yéu 1a mot trinh duyét Web véi dung
luong khoang 80MB, sau khi thuc hién bién dich san pham dugc dong goi thanh
mot bd cai ¢6 dung luong xap xi 7 MB. Trinh duyét Web nay dugc dat tén la
Mybrowser véi tat ca nhiing tinh nang thong dung nhat cia mot trinh duyét Web.

2-Tich hop mat ma cho Mybrowser

Module chuong trinh cung cip cac dich vu mat ma trong bo chuong trinh nguoén
Mybrowser, dugc géi gon hoan toan trong mot thu muc riéng ¢ tén la “security”.
Moéi quan hé giita module nay véi cdc module thuc hién céc chiic niang khdc c6 thé
dugc mo ta nhu mo hinh dudi day:
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HTTP, Mail, FTP

Operating System

Trong d6:  -HTTP, Mail, FTP: Cac thanh phan tng dung cia Mybrowser
-PSM (Personal Sercurity Manager): Quan ly dich vu bao mét riéng
st dung cho Mybrowser.
-NSS (Network Sercurity Services): Cac dich vu bao mat mang.
-NSPR (Netscape Portable Runtime): Nén tang cong nghé cho
Mybrowser.

Nhu vay phan 16i ctia cdc chuong trinh thuc hién céc thuat todn mat ma nam trong
module NSS, viéc thuc hién giai phap thay th€ cac thuat toan chi dugc thuc hién
trong module nay. Con d6i véi module PSM chi 1a mot module trung gian, néu cé
can thi ciing chi 1 su thay déi mot s6 giao dién cho phlt hop véi qud trinh da duoc
thuc hién & NSS.

NSS Ia bo chuong trinh nguén cung cdp mot thu vién doc lap thuc hién cac dich vu
bao mat phuc vu cho viéc phét trién cdc ting dung cross-platform. Khi xay dung
mot ting dung sir dung NSS, tng dung do c6 thé duoc cung cap céc giao thic SSL
vl, SSL v2, TLS, cdc chuin mat ma kho4 cong khai PKCS#5, PKCS#7, PKCS#11,
PKCS#12, S/MIME, chiing chi s6 theo chuin X.509 v3 va rat nhiéu cdc chuén mat
ma khac.

Duéi day 1a cdc chudn mat ma duoc xay dung trong NSS:

e Giao thic bao mat tang socket phién ban 2 va 3 (SSL v2 va v3): Day la giao
thic cho phép thiét 1ap mot két noi tin tudng va thuc hién ma hoa di liéu trao
déi qua lai trong mdi phién lién lac giita server/client. Giao thiic nay duoc thiét
k& va cong bo bdi Netscape.

e Giao thiic bao mat tang van tai phién ban 1 (Transport Layer Security): La mot
giao thic dugc thiét k&€ va cong bd bdi IETF dua trén co s SSL, do d6 n6 hoan
toan tuong thich véi SSL.

e PKCS#1 (Chuin mat mi khod cong khai - Public-Key Cryptography Standard):
Chu4n RSA cho viéc thuc hién mat ma khoéa cong khai trén co s& thuat toan
RSA.

e PKCS#3: Chudn RSA cho viéc thuc hién trao déi kho4 Diffie-Hellman.

e PKCS#5: Chudn RSA cho mat mi trén co s& mat khau, chang han ma phdp ma
mat khau dung lam khod dé ma kho4 bi mat khi luu tri.

e PKCS#7:Chudn RSA cho viéc dinh dang dit liéu duoc sir dung béi céc tng mat
m3, ching han dinh dang dit liéu chit ky so.

e PKCS#8: Chudn RSA cho viéc luu trit va ma hod khod bi mat.

e PKCS#9: Chuin RSA cho viéc lua chon cédc kiéu thuoc tinh, duoc stt dung cho
PKCS#7, PKCS#8, va PKCS#10.
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PKCS#10: Chuan RSA cho ct phdp yéu cau chiing chi s6 (khi mot ngudi sur
dung muon dugc cap ching chi s6 theo chuian RSA, yéu ciu ciia ngudi sir dung
dugc dinh dang theo qui dinh ctia chudn PKCS#10).

PKCS#11: Chuan RSA cho viéc truyén thong véi cdc module va cdc thé mat ma
(nhu smart card).

PKCS#12: Chuan RSA cho dinh dang duoc sir dung trong viéc Iuu trit va trao
d6i khod bi mat, ching chi so6 va cdc dit liéu bi mat khéc.

S/MIME: Pinh dang thong biao IETF trén co s& chuidn Internet MIME
(Multipurposse Internet Mail Extensions) pho thong, cung cdp mot phuong
phap phu hop cho viéc gti/nhan dit lieu MIME da dugc ky va ma hoa.

X509 v3: Chuéin ITU cho dinh dang ctia cac chiing chi s6 dugc st dung cho xac
thuc trong mat ma khod cong khai.

OCSP (giao thtc xac dinh trang thai cua ching chi s6 thai gian thuc): Giao thiic
xac dinh tinh hgp 1é cua mot ching chi s6 thoi gian thuc.

Mo ta danh sich cac chiing chi s6 bi huy bo (Certificates Revoked List) va
chiing chi s6 PKIX: C4c chuén cho viéc phat trién co s& ha tAng khod cong khai
theo chuén X5009.

Cé4c thuat todn ma hoa dit liéu: chudn ma hod My AES (American Encryption
Standard), chudn ma ho4 dit liéu DES (Data Encryption Standard), Triple DES,
RSA, RC2, RCA4.

Cac thuat toan ham bam: SHA-1 (Security Hash Algorithm), MD2, MDS5.

Céc thuat toan chit ky s6 va trao doi khoa: RSA, DSA, Diffie-Hellman.

Loai boé mét so6 thudt todn ham bam, trao doi khod, chit ky s6:

Véi tiéu chi chi giit lai phan nguon thuc hién thuat toin ma hoa va chit ky s6 RSA,
thuat toan thuc hién ham bam SHA-1, ching t6i thuc hién loai bd phan chuong
trinh nguon thuc hién cac thuat toin DSA, DH, MD2, MD5 theo cac budc dudi
day:

e Loai bo cic tép chuong trinh nguon thuc hién cdc thuat todn trén trong
module NSS bao gom (cu thé 1a trong thu muc security\nss\lib\freebl):
dsa.c, dh.c, dh_bsf.c, md2.c, md5.c

e Loai bo cac ID dinh danh cho cac thuat toan trén:

-Loai bd dinh danh ban dau cho cac thuat toan trong tép

security\nss\lib\util\secoidt.h. Vi du d6i v6i thuat toan DSA ching ta can bo

phan dinh nghia:
SEC_OID_ANSIX9_DSA_SIGNATURE = 124,

SEC_OID_ANSIX9_DSA_SIGNATURE_WITH_SHA1_DIGEST = 125,
SEC_OID_BOGUS_DSA_SIGNATURE_WITH_SHA1_DIGEST = 126,

-Loai bé dinh nghia viéc sir dung c4c thuat todn trén cho tng dung Web, ching
han d6i véi thuat todn ham bam MDS3 trong tép chuong trinh nguén secdig.c bo
phan nguon:

case SEC_OID_MD2:

case SEC_OID_MD?5:
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Tich hop thudt todn ma hoa MK1I :

Trong phan trén ching toi da liét ké cac thuat toan da duoc NSS cung cip cho

Mybrowser, nhu vay dé tich hgp mot thuat toan ma hoa méi cho Mybrowser c6 hai

gidi phap dé thuc hién:

e Dé nguyeén céc thuat toan c6 sin, bé sung thuit todn mdéi va ngudi st dung cin
chon thuét toan nay khi thuc hién kich hoat mot ting dung cia Mybrowser. Giai
phdp nay don gian hon trong thuc hién viéc bo sung, tuy nhién vé mat nghiép
vu bao mat 1a khong dam bdo (c6 thé gay nhadm 14n trong qué trinh sit dung),
hon nita s€ giy phtc tap trong qui trinh st dung tng dung.

e Loai bo hoan toan cac thuét toan c6 san, tich hop duy nhat mot thuat toin ma
hod theo yéu cdu dat ra, thiét 1ap cdc thuoc tinh dé moi tng dung cla
Mybrowser déu stt dung thuat todn nay khi sir dung dich vu mat ma. RS rang
vGi giai phap nay chdng ta hoan toan yén tam vé tinh “dugc sir dung” ctia thuat
todn, va don gian trong qui trinh st dung.

Trong hai giai phap trén chiing toi chon giai phap thit hai va thuat toan dugc ching
toi lya chon la thuat toan ma khoi véi 512 bit khod, 128 bit IV c6 tén la thuat toan
MK1, mot két qua nghién citu cia nganh. Duéi day 1a qui trinh thyc hién viéc tich
hop thuat toain MK1 cho Mybrowser thuc t€ thuat toan nay dugc st dung nhu thé
nao.

Budc 1: Thuc hién loai bd céac thuat todn c6 san trong NSS bao gom:

e Loai bo cdc tép chuong trinh thuc hién cac thuat todn trén, bao gdm céc tép sau
day trong thu muc \security\nss\freebl: arcfive.c, arcfour.c, des.c, des.h,
desblapi.c, rijndael.c, rijndael.h, ...

e Loai bo cac ID dinh danh cho cac thuat toan trén

-Loai bd ID dinh danh thuat toan, chang han d6i véi thuat toan DES trong
tep \security\nss\lib\freebl\secoidt.h loai bo cic dinh nghia:
SEC_OID_CMS_3DES_KEY_WRAP = 180,

SEC_OID_DES_EDE3_CBC =7,

SEC_OID_RC5_CBC_PAD =8,

SEC_OID_DES_ECB =9,

SEC_OID_DES_CBC =10,

SEC_OID_DES_OFB = 11,

SEC_OID_DES_CFB = 12,

SEC_OID_DES_MAC = 13,

SEC_OID_DES_EDE = 14,

-Loai bo cac dinh nghia str dung cac thuat toan ma hoa trén cho cac tng
dung ma mat khiu, ma kho4 bi mat, bao mat Web, bdo mat Mail tuong tu
nhu da tién hanh vé6i cac thuat toan MD2, MD5, DSA.

Sau khi bo phan chuong trinh nguén thuc hién céc thuat toan trén, viéc ti€p theo bo

phan giao dién trong PSM. Chang han d6i v6i SSL v3, loai bd phan nguén cho phép

nguoi s dung Iva chon thuat todn ma hoa:
{"security.ssl3.fortezza_fortezza_sha",

SSL_FORTEZZA_DMS_WITH_FORTEZZA_CBC_SHA},
{"security.ssl3.fortezza_rc4_sha", SSL_FORTEZZA_DMS_WITH_RC4_128_SHA},
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{"security.ssl3.rsa_rc4_128_md5", SSL_RSA_WITH_RC4_128_MD5},
{"security.ssl3.rsa_fips_des_ede3_sha",

SSL._RSA_FIPS WITH_3DES_EDE_CBC_SHA},
{"security.ssl3.rsa_des_ede3_sha", SSL_RSA_WITH_3DES_EDE_CBC_SHA},
{"security.ssl3.rsa_fips_des_sha", SSL_ RSA_FIPS_WITH_DES_CBC_SHA},
{"security.ssl3.rsa_des_sha", SSL_RSA_WITH_DES _CBC_SHA},
{"security.ssl3.rsa_1024_rc4_56_sha",
TLS_RSA_EXPORT1024_WITH_RC4_56_SHA},
{"security.ssl3.rsa_1024_des_cbc_sha",
TLS_RSA_EXPORT1024_WITH_DES CBC_SHA},
{"security.ssl3.rsa_rc4_40_md5", SSL_RSA_EXPORT_WITH_RC4_40_MDS5},
{"security.ssl3.rsa_rc2_40_md5", SSL_RSA_EXPORT_WITH_RC2_CBC_40_MD5},
{"security.ssl3.fortezza_null_sha", SSL_FORTEZZA_DMS_WITH_NULL_SHA},
{"security.ssl3.rsa_null_md5", SSL_RSA_WITH_NULL_MDS5},

Budc 2: Tich hop thuét toan ma hoa va giai ma di liéu MK1.

B6 sung cédc tép chuong trinh (tép mkl.c, mk1.h) thuc hién thuat toan ma khéi
MK vao thu muc “security\nss\lib\freebl”, stta d6i makefile trong thu muc nay
dé chuong trinh duoc bién dich.
Dinh nghia ID dinh danh thuat todin MK1, stta d6i do dai ctia khoa va IV cho
phu hgp v6i thuat todn. ID dinh danh cho thuét todin MK1 dugc dinh nghia nhu
sau:

SEC_OID_MK1_512_ECB =142,

SEC_OID_MK1_512_CBC =143,
Thiét 1ap thuoc tinh st dung duy nhat MK1 cho cac nhém ham dugc PSM su
dung. Ching han doi thong tin vé cdc thuat todn ma hod duoc trg gitp cho giao
thire SSL:

static const SSLCipherSuiteInfo suiteInfo[] = {
{0,CS(TLS_RSA_WITH_MK1_512_CBC_SHA), S RSA, K_RSA, C_MKI1, B_512, M_SHA,
0,0,0, },};

Sau khi qud trinh thay th€ cic thuat todn ma hod boi thuat toan MK1, co ché su
dung MK cho cac tng dung cia Mybrowser dugc 1an lugt mo ta dudi day.

MK1 véi qui trinh thiét 1ap va kiém tra mat khiu diang nhap co s& dit lieu luu
khod va ching chi:
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Doc mat kh4u, sinh salt

v

Tao Key va IV tu mat
khau va salt

v

Dung MK1 ma hoa mot
chudi dit liéu c6 dinh
duoc BM

v

Luu BM, salt vao co s&
dit lieu

Thiét ldp madt khdu

DPoc mat khiu, ban ma,
salt

v

Tao Key va IV tir mat
khau va salt

Dung MK1 giai ma BM
dugc BR

v

So sdnh két BR vé6i chudi
dit liéu c6 dinh

Kiém tra mdt khdu

Trong d6 salt 12 mot gid tri ngau nhién dugc sinh ra méi 1an thiét 1ap mat khau.
Thuat todn sinh khod va IV tir mat khdu va dugc biét dén 1a cdc thuat todn
PBDKF1 (theo PKCS#5 phién ban 1.0) va PBDKF2 (theo PKCS#5 phién ban 2.0).

e MKI sur dung v6i PKCS#12:

Thuc hién kiém tra mat khau
dang nhap nhu & trén, néu
thanh cong luu lai Key, IV

Thuc hién kiém tra mat khau

dang nhap nhu & trén, néu

thanh cong luu lai Key, IV

Poc mat khau 14n hai, tao salt,
sinh Keyl, IV1

Dung MK1, Keyl, IV1 giai ma
tép PKCS12 cho khod bi mat v
ching chi s6

boc khod bi mat (da ma) va

chiing chi tir CSDL

v

Dung MK1, Key, IV ma hoa
khoa bi mat. Luu chiing chi s6

va khoa bi mat vao CSDL

Dung MK1, Key, IV giai ma

khod bi mat dé st dung

Qui trinh nap chiing chi s6
va khoa bi mdt

Qui trinh doc chiing chi so'va

khoa bi mdt

e MKI1 Véi viéc bao mat web thong qua cac giao thitc SSL v3, TLS
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St dung giao thiic SSL v3 hoac
TLS, thiét 1ap két ndi gitta SQUID
server va Mybrowser, thiét 1ap cac
thuoc tinh cho phién lién lac, trong
d6 c6 ID thuat todn ma hod MK,
khoa va IV st dung cho thuat toan

'

Dung MK1 ma hod dit liéu duoc
trao ddi giita Mybrowser va
SQUID server

Str dung SSLITLS bdo mdt Web

3-Bién dich Mybrowser

Bo chuong trinh nguon Mybrowser 12 mot bo chuong trinh rat do so, c6 thé bién
dich trén nhiéu platform (Microsoft, Linux, Macintosh ...), két qua bién dich Ia
mot phan mém hoan chinh véi chic nang chinh 1a trinh duyét Web, ngoai ra phan
mém con bao gom rat nhi€u cdc chiic nang khéac theo dugc tich hgp tir cdc module
chuong trinh.

C6 hai cdch véi cdc yéu cdu vé cau hinh phan ctng va phdn mém khdc nhau dé
bién dich bo chuong trinh nguén: dung moi truong gia Linux trén platform
Windows thong qua tién ich Cygwin hoac dung tién ich nmake cta Visual C++ véi
su trg giup ctia mot s6 module khac. Trong tai liéu nay chdng toi chi trinh bay viéc
st dung tién ich nmake ctia Visual C++ dé bién dich.

Yéu cdau vé phan ciing
May tinh dung dé€ bién dich can c6 cau hinh t6i thiéu nhu sau:
e Pentium 133 MHz tr¢ 1én (tuy nhién theo nhan xét ctua ching toi khi thuc
hién bién dich trén thuc t€ v6i cac may tinh c6 toc do bo vi xu ly bé hon 500
MHz thi dé dich duoc bo chuong trinh mat tuong doi nhiéu thoi gian)
e 64 MBRAM, 128 MB thi t6t hon.
e Dia ciing can trong it nhit 1a 1 GB d6i v6i NTFS hoac 2 GB do6i v6i FAT
(theo tai liéu huéng dan bién dich) .
e Dugc cai dat Win95, Win98, hoac Windows 2000.

Yéu cdu vé phan mém
Trén mdy tinh dung dé bién dich phan mém, can ci dit c4c tién ich sau:
e Microsoft Visual C++ 6.0 hoac cao hon.
e MSVC++ Service Pack 5.
e MSVC++ Professor Pack
e Netscape Wintools.
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e Perl5 for Win32.
e Zip for Win32

e GNU Tools for Microsoft Windows gébm cdc thanh phan nhu: ash, bzip2,
Cvs, cygwin, ....

Thiét l1ap cac bién moi truong va bién dich:

Thiét ldp cdc bién moi truong

Trude khi thuc hién bién dich can thiét 1ap cac bi€n moi trudng bang cdc 1énh sau
t DOS commandline:

set MOZ_BITS=32

set MOZ_DEBUG=1 néu ngudi sit dung debug build, ngugc lai dé trong

set MOZ_SOURCE=duong dan t6i noi luu bo chuong trinh ngudn.

set MOZ_TOOLS=duong dan t6i noi cai dat Netscape wintools.

set OS_TARGET=WIN95 néu dich trén win95, win98, va WINNT néu dich trén
windows NT.

set WINOS=%OS_TARGET%;

set PATH=%PATH%;c:\cygwin\bin; %MOZ_TOOLS%\bin;

set _MSC_VER=1200 néu dung Visual C++ 6.0

set DISABLE_TESTS=1 dé loai bo viéc dich trong cdc thu muc test.

set MOZ_DISABLE_JAR_PACKEGING=

Thiét 1ap moi truong cho Visual C++ bang cich chay tép c:\Program
files\Microsoft Visual Studio\VC98\Bin\vcvars32.bat.

Thuc hién bién dich
Chuyén thu muc hién hanh thanh \mycagroup va chay lénh:

nmake /f client.mak build_all

Dé tao bo cai dit cho phan mém cén thuc hién bién dich bo cai nhu sau:
Chuyén thu muc hién hanh thanh
\mycagroup\xpinstal\wizard\windows\builder.

Chay lénh perl build.pl

Két qua bo cai phidn mém Mybrowser dugc sinh trong thu muc
\mycagroup\dist\install.
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Chuong IV
Bao mat dich vu web thong qua Proxy

1-Cau hinh va cai dat hé thong

1.1-Web Server

1.1.1-Thiét ldp cdu hinh cho Apache Web Server

Chung toi st dung Web server la Apache trén phién ban Linux 7.2. Khi thuc hién
cai dat Linux 7.2 Apache dong thoi ciing da duoc cai dat. Dudi day ching toi trinh
bay viéc thiét 1ap mot trang Web trén Apache.

Mo tép config cho Apache (tép /etc/httpd/httpd.conf), tim chudi “ServerName” va
bo ddu comment & dau, thém vao tén may hoac dia chi IP ciia may chay Apache.
Cu thé dé cau hinh cho mot virtual host ¢6 tén 1a rootra thi trong file httpd.conf
cau hinh nhu sau:

ServerName 200.1.1.1
<VirtualHost 200.1.1.1>
DocumentRoot "/home/httpd/htdocs-ra/"
ServerName rootra
Errorlog logs/ra/error log
CustomLog logs/ra/access log common
ScriptAlias /cgi-bin/ "/home/httpd/cgi-ra/"
<Directory "/home/httpd/cgi-ra">
AllowOverride None
Options ExecCGI
Order allow,deny
Allow from all
</Directory>
</VirtualHost>

Sau d6 thuc hién 1énh khéi dong Apache:
/etc/init.d/httpd start
Muon khai dong lai Apache thi thuc hién 1énh:
/etc/init.d/httpd restart
1.1.2-Chay Window va cai dat Internet Information Server
Khi cai Windows 2000 Server hoac WinNT, IIS da duogc cai dat san va cau hinh
mic dinh. Chiing ta chi c4n kiém tra xem dich vu Web ctia IIS da chay hay chua.

Néu chua chay (stop) thi phai khéi dong dich vu nay (running) truée khi sit dung
Squid.
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1.2-Thiét lap cau hinh Proxy Server

Dé Squid chay duoc véi MySSL ching ta phai ciu hinh squid chay & ch€ do tang
toc Web (xem chuong vé Squid). Sau d6 sé€ thém cac tuy chon dé hé trg MySSL.
Phién ban 2.5 ctia Squid chi h6 tro 2 tuy chon sau:

v" https_port
Chi ra dia chi c6ng (socket) ma Squid s& ldng nghe céc yéu cdu két n6i bao
mat HTTPS tir phia Client. Tuy chon nay dugc su dung khi ban chay Squid
trong ché€ do tang téc (Accelerator). Ban c6 thé chi ra nhiéu dia chi céng
trén nhi€u dong véi cac ching chi SSL va/hoac cédc tuy chon sau:
cert = duong dan t6i chiing chi SSL ctia squid proxy (theo dinh dang PEM).
key = tén thiét bi nghiép vu luu khod bi mat (cu thé 1a thiét bi SD)

version = Phién ban cua SSL/TLS duogc ho tro

1 Tu dong (ngam dinh).
3 SSLv3
4 TLSv1

cipher = Danh sdch cdc ma phap dugc hoé trg ngan cdch nhau bgi dau ':'.
options = Cac tuy chon khac, quan trong nhat Ia:

NO_SSLv3 Khong st dung SSLv3.

NO_TLSvl Khong stt dung TLSv1.

v" ssl_unclean_shutdown: Cic trinh duyét s€ dua ra thong bdo 16i khi SSL
shutdown.

File cau hinh cho squid.conf st dung cho ché€ do Accelerator chi can thém mot
dong nhu sau:

https_port 443 cert=dir/server.crt key=SD
Trong d6 dir/ 1a thu muc chia file server.crt.

V6i so do trén, file cau hinh cta chiing ta nhu sau;

## squid.conf support authentication Squid Server (SSL)

## map to Real Server
dns_nameservers 200.1.1.1

## Visible
visible hostname 128.1.1.2
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## SSL - Chi ra tén Certificate File va Key File cho Squid Server
https_port 443 cert=/tmp/srv.crt key=SD

## virtual host
## Phai thiét 1ap 1a on khi trén Web Server ¢6 nhiéu Virtual Host
httpd_accel_uses_host_header on

## accelerator option
httpd_accel_port 80
httpd_accel _host 200.1.1.1

## ACCESS CONTROLS
http access allow all

1.3-Cai dat va thiét 1ap cau hinh Mybrowser

1.3.1-Cai ddat trinh duyét Mybrowser

Bo cai dat phan mém Mybrowser dugc luu trén dia CD-ROM, ngudi su dung c6
thé cai dat phdn mém trén cac platform: Windows 95/Windows 98/Windows
NT/Windows 2000/Win Me hoic WinXP. Qua trinh cai dat trén cdc hé diéu hanh
nay hoan toan giong nhau, do doé tt ca cac budc thuc hién qui trinh cai dat trong
tai lieu nay c6 thé dp dung cho tét cac céc platform trén.

Dé cai dat phan mém, ngudi sit dung dat dia CD-ROM vao 6 dia, chuong trinh
Autorun s€ tu dong kich hoat tién ich thuc hién viéc cai dat phadn mém (trong
truong hop tién ich khong dugc tu dong kich hoat ngudi sir dung ¢6 thé chay trinh
setup.exe). Khi d6 trén man hinh xuét hién hop hoi thoai "Wellcome" nhu hinh 1.

57



-_:'! Mycagroup Setup - Welcome [_ [ |

YWwelcome to Mycagroup Setup. ou are about to ingtall
kycagroup verzion 1.0.0.0071 4041574,

[tiz strongly recommended that you exit all Windows programs
before running this Setup program.

My CA

Click Cancel to quit Setup and then cloze any programs youl
have running. Click Mest to continue the S etup prograrm.

Group

Cancel |

Hinh 1

Nguoi st dung chon "Next", trén man hinh xuat hién hop hdi thoai "License" nhu
hinh 2.
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-_:'! Mycagroup Setup - Software License Agreement [_ [ |

Pleasze read the following license agreement. ze the scroll bar o view the rest af thiz
agreement.

b pC8s Group Mail Client % '#feb Browser Product. ;I
Copyright by bMoC Group - PYEH - 2002/2003.
Thiz Product contents features below:
1.Run on *in35AIn33 4 00 MT 4.0 40 20005650 Me din Hp.
2 Embed ztrong F.ey Echange and Client Authentication
wzing MyCh certificates [belong ko FYEH].
3.5trang data encroption Algarithm - ME1 [Belang to PYEH]
And many other features.

]
Click Aiccept if pou accept the termz of the preceeding license aareement. If Mo iz clicked,
getup will quit.

< Back |

Hinh 2

ﬂnl

Nguoi st dung chon nit 1énh "Accept”, trén man hinh xuat hién hop hoi thoai

"Setup type" nhu hinh 3

-_:'! Mycagroup Setup - Setup Type [_ [ |

Click the type of setup you prefer, then click Mest.

M ? gﬁ &~ LComplete Frogram will be installed with the most

""""""""""" common ophons.

" Custom r'ou may chooze the optionz you want
to inztall. Recommended for advanced
Lzers anly.

(roup

:4%Program Fileshmycagroup.orgsMucagroup Browse... |
< Back | Mext > I LCancel |

Hinh 3

" Destination Directony
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Ngudi st dung c6 thé chon mot trong hai céch cai dat: cai dat toan bo phan mém
"Complete", hoac cai dat cac thanh phan theo yéu cau clia nguoi st dung. Nguoi
st dung ciing c6 thé dat duong din dén noi phan mém s& dugc cai bang céch sir
dung nit 1énh "Browse". Sau khi di thuc hién chon kiéu cai dit ciing nhu noi cai
dat, nguoi st dung chon ntt 1énh "Next", trén man hinh xuat hién hop hoi thoai
"Quick Launch" nhu hinh 4.

'_;'jr Mycagroup Setup - Quick Launch [ |] |

Quick Launch startz Mycagroup Faster by keeping portions of the
Erogram in computer mernar.

Y'ou can access Quick Launch through the icon on the
M ? 874 Windows taskbar tray.

- MB z43FM

(roup

Check the box below to activate Quick Launch when pou restart
WaLr cornpLber.

[T Use Quick Launch for faster startup times when possible

¢ Back | Cancel |

Hinh 4

Khi nguai st dung st dung chitc nang "Quick Launch" chuong trinh cai dat s€ tao
mot biéu tuong ctia phan mém Mybrowser trén thanh TaskBar, dé ngudi sur dung
c6 thé kich hoat nhanh ting dung. Chon "Next", trén man hinh xudt hién hop hoi
thoai nhu hinh 5.
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-_:'! Mycagroup Setup - Start Install [_ [ |

Setup has enough information to start copying the program files.
[F wou want ta review or change settingz, click Back. [f you are
zatizfied with the curent settingz, click Install to begin copying
filez.

My CA

[Eetup Type: -
Complete

Selected Components:
g’zﬂ"ﬁp’ M avigator [Required]
b ail & Mewszgroups [Required)
Perzonal Security kM anager
Chatzilla
Debugger
|nzpectar

Lluality Feedback Agent _ILI
Kl b

< Back | Inztall I Cancel |

Hinh 5.

Pé bat ddu qua trinh cai dit ngudi sit dung chon "Install", qud trinh cai dat duoc
bat dau.

<% Install Progress [_ (]

MyCA Group

Currently installing Mail & Hewsgroups

]
Preparing file: Mycagroup []

Hinh 6

Qua trinh cai dat két thdc khi trén man hinh xuit hién logo clia cia phain mém
nhu hinh 7.
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Ban CU‘E'u Chinh hﬁ

MyCA Group WebBrowser

PVKH-zw
{ .
i

Hinh 7

Sau khi logo bi€n maét trén man hinh xuat hién giao dién chinh cua phan mém
Mybrowser nhu hinh 8.

Mycagroup {Build ID: 0000140474} Mi=] E3

. File Edit %iew Go Bookmarks Toolz Window Help
=N

000Q I ¢

+| 4 Home [EJBookmarks %3 The Mycagrou.. 5% Latest Builds

Sidebar Tabz=* X

YWhat's Helated

Search

Bookmarls

4

Add... Manage Search...
M amne
b mm Perzonal Toalbar Fal...
[+ E3Mycagroup Project B

= o] Imported |E Favorites

_E Channels b Dore | |=I=| ih|
Hinh 8

Sau khi cai dat xong néu nguoi sit dung vao md menu Start/Programs/ sé thiy c6
muc Mycagroup/MyBrowser nhu hinh 9.
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E o (=3 Microscft web Publishing ¥
___ (5 Microscft Visual Studin 5.0 #
Favarites r @ WirZip r
@ D , @ Cryguin k
Documents @ Trio Applications r
I% Settings 4 @ Canon CAPT Toolz k
E Acrobat Reader 5.0
% Find ' (5 ActiveState ActivePerl 55 *
@ Help W] Microsoft wiord
o0 (= Lachiet mtdEva 300 g
ml'-ﬂ Bun... @ Microzoft Office Tool: r
= Microzoft Access
-E & Log Off Pwkh... Microsaft Excel
= = ticrozoft Outloak,
= Shut Down. Microzaft PowerPaint

=z

b pagroup » i b yBrowzer
Hinh 9

- FEE

|E

1.3.2-Cai dat CA Certificate

Certificate ctia noi ma da cap Certificate cho Squid Server dé xac thuc Squid
Server. Muc dich chinh ctia viéc ndy dé x4c thuc Proxy Server. Mit khac néu ban
da cai dat ding CA certificate, nhung c6 16i khong xac thuc duge Proxy Server thi
tiic 12 Proxy Server d6 la gia mao. Dé chay chuong trinh Web Client ban chon
Start/Programs/Mycagroup/Mybrowser, xudt hién giao dién chinh cta trinh duyét
nhu hinh 10 du6i day.
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Mycagroup {Build ID: 0000140474}
Window Help

. File Edit

» 5% Home

0000,

FTJBookmarks 3 The Mycagrou... %3 Latesk Builds

Yiew Go  Bookmarks Tools

| [@kﬁearch ] c:_:gﬂ .

Sidebar

Search
Bookmarks

MName

What's Related

add... Manage Search... |,

Tabs» X

[» F3Personal Toolbar Folder

[» E3Mycagroup Project

[+ E3Imparted IE Favarites

i. I‘% @ |Dcn:l_|rnent: Crome

| I

Hinh 10

D€ cai dat CA certificate ban chon File/Open file... sau d6 chon tép ching chi clia
CA (c6 thé 1a RootCA hodc None-RootCA). Chon Open, xuat hién hop thoai nhu

hinh 11 du6i day.

Dovnloading Certificate

You have been asked to trust a new Certificate Autharity (Ca.

Do ol wank to krust "CA" For the Following purposes?
Trust this Ca& ko identify web sites,

[] Trusk this CA ko identify email users.

[ Trust this CA to identify saftware developers.

Before trusting this CA for any purpose, wou should examine its certificate and its policy and
pracedures (f available],

Excamine C& certificate

[

(0] 4 ] [ Cancel ] [ Help

)

Hinh 11
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Ban check vao muc "Trust this CA to indentify web sites", sau d6 chon OK. Dé
hién thi thong tin vé CA ban chon View, xudt hién hop thoai nhu hinh 12 dudi day.

Certificate Viewer:"CA"

General | Details

This certificate has been yverified for the following uses:

Issued To

Camman Mame (CH) A

Crganization (0 MyCA Graup

Crganizational Unik (0L MyCa User

Serial Murnber 1]

Issued By

Comman Mame (Cr) A

Crganization (0 MyCA Group

Crganizational Unit (0L MyCA User

Yalidity

Issued On 100312003

Expires On 11/30/2003

Fingerprints

SHA1L Fingerprink CLECFR 15404 22,74 110 CF 7004336 B5 A% AR 24 3B ED:FO

MDES Fingerprink 20 DE: D3 38:8F:97 6519 FOOF: 1 a2 PR RS a2
Hinh 12

Dé kiém tra xem chung chi cua CA da duoc cai vao Web browser hay chua ban
chon Edit/Preferences.../Privacy & Security/Certificates/Manage
Certificates.../Authorities, khi d6 xuat hién hop thoai nhu hinh 13 duéi day.
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%, Certificate Manager

Your Certificates | Other People's | Web Sites | Authorities

You have certificates an file that identify these certificate autharities:

Certificate Mame Security Device | i)
= My CA Group
A Software Security Device
[ wiew || Edt || Delete |

Hinh 13
Trong vi du ctia ching toi thi chitng chi dé xdc thuc Proxy Server c6 tén 1a CA.

Chu y: Trong file hosts (n€u Web client chay trén nén Linux thi & trong thu muc
/etc, néu Web client chay trén nén Windows thi & trong thu muc \windows), ta thuc
hién anh xa dia chi thanh tén virtual host nhu sau:

128.1.1.2 raol
128.1.1.2 rao2

2-Cac mo hinh thuc hién bao mat dich vu Web
Dé don gian ching toi thé dua ra mot mo hinh hé théng nhu sau: mot mdy Web
Client thuc hién truy cép trang web dat trén may chii Web Server, dat gitra Web
Client va Web Server 1a mot may Squid Proxy Server (c6 chay MySSL).
e Mayl:C6 thé sir dung hé diéu hanh Linux hoic Windows, cai dit Web Server
nhu MS IIS hodac Apache Server.
e May2: Sir dung hé diéu hanh Linux, cai dat Squid két hop véi MySSL
e May3:C6 thé sir dung hé diéu hanh Linux hoic Windows, cai dit trinh duyét
Mybrowser.

Chi y:
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e Trén may2 (Squid) thuc hién hai Iénh sau:
/usr/local/squid/sbin/squid -z
/usr/local/squid/sbin/squid -D -N -X

e Chay trinh duyét Mybrowser, st dung giao thic https dé két noi t6i Squid
trén may2. Vi du v6i Apache duoc cai trén mayl, tai may3 ta go dia chi:
https://128.1.1.2 s€ hién trang chu mac dinh cia Apache. Véi IIS duoc cai
trén mayl, tai may3 ta go https://128.1.1.2/CertSr s€ hién trang chu cua
IIS.

e Viéc hd trg SSL chi duoc thuc hién khi cdu hinh Squid chay trong ch& do
tang toc Web (Accelerator).

e Web Server hoat dong & ché€ do binh thuong (khong hé trg SSL). Chiing ta
khong dong gi vao Web Server.

2.1-Mo hinh thi nghiém qua Ethernet

Mo hinh thir nghiém qua Ethernet dugc ching toi thi€t 1ap don gian nhu sau: May
1 1a may Web Server, c6 thé chay MS IIS (Windows) hoac Apache Server (Linux),
vGi dia chi Ethernet 1a 200.1.1.1/24. May nay duogc n6i v6i May 2 1a Proxy Server
thong qua HUB 2. Mdy Proxy Server 1a may cai hé diéu hanh Linux RedHat 7.2 va
chay chuong trinh Squid+SSL, c6 dia chi Ethernet thit nhat ethO 1a 200.1.1.2/24 va
dia chi Ethernet thit 2 eth1 1a 128.1.1.2/16. M4y 3 1a Web Client chay trén hé diéu
hanh Windows hoac Linux, ¢6 dia chi Ethernet 1a 128.1.1.3/16 va Web Client truy
cap vao Web Server sir dung trinh duyét Mybrowser. Mo hinh cu thé nhu sau:

May 2

May 3 May 1
Web Client 128.1.1.2/16 N?gglde 200.1.1.2/24 Web Server
(Linux, Win) (Limes) (Linux, Win)
128.1.1.3/16 200.1.1.1/24
HUB 1 HUB 2

Mo hinh thur nghiém qua Ethernet

2.2-Mo6 hinh thir nghiém qua Dial-up

Mo hinh thir nghiém qua Dial-up duoc ching to6i thiét 1ap don gian nhu sau: May 1
1a mdy Web Server, c6 thé chay MS IIS (Windows) hodc Apache Server (Linux),
vGi dia chi Ethernet 1a 200.1.1.1/24. May nay duoc n6i v6i May 2 1a Proxy Server
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thong qua HUB. Mdy Proxy Server la mdy cai hé di¢u hanh Linux RedHat 7.2 va
chay chuong trinh Squid+SSL, c6 dia chi Ethernet la 200.1.1.2/24 va dia chi
Internet 1a 128.1.1.2/16. May 3 1a Web Client chay trén hé di€u hanh Windows
hoac Linux, cé dia chi Internet 1a 128.1.1.3/16 va Web Client truy cap vao Web
Server st dung trinh duyét Mybrowser. Mo hinh cu thé nhu sau:

S

Modem Modem
128 1.1.3/16 128.1.1.2/16
; Squid
Web Client M;./lSSL 200.1.1.2/24 Web Server
(Linux, Win) L) (Linux, Win)
200.1/1.1/24 -
May 3 Mav 2 May 1
ay
HUB

Mo hinh thir nghiém qua Dial-up

3-Thuc hién bao mat dich vu Web

Cac dich vu web dugc truy cap bao mat tir trinh duyét Mybrowser thong qua Proxy
(stt dung Squid+MySSL) hoan toan trong suét doi v6i nguoi su dung, hoat dong
nhu thong thudng. Nhung thong tin trang web trén dudng truyén sé dugc bao mat
theo chuan SSLv3/TLS1. Trong phién ban nay thi chua hé trg ddy di mo hinh xac
thuc SSLv3/TLS1: Web client guri client-hello-message sang Proxy Server, khi
nhan dugc hello message tir phia Client thi Proxy Server gui server-hello-message,
sau budc nay thi 2 bén da thoa thuan xong cac thuat toan ma hoa, xac thuc (MK,
RSA) va khoa cuia phién lién lac. Sau d6, Proxy Server ti€p tuc gui certificate sang
client. Bén client sir dung CA certificate da dugc cai trong Web Client dé x4c thuc
Proxy Server. Web Client gtti Client-done tG6i Proxy Server va ngugc lai Proxy
Server gti lai tra lai Server-done. Pén day, moi yéu cau cia Web Client t6i Proxy
Server va nguoc lai déu dugc bao mat, va yéu ciu nay sé dugc Proxy dich va gti t6i
Web Server nhu thong thuong. Nhu vay, so v6i mo hinh xac thuc day du thi Web
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Client ciing phai gui certificate sang dé Proxy Server ti€n hanh viéc xdc thuc
Client. Méi day da ra ban Squid-3.0 hé trg ddy di mo hinh xédc thuc SSLv3/TLSI,
nhung chua dugc hoan thién, trong tuong lai ching ta s€ sir dung ban Squid nay.
Du6i day ching toi s€ gidi thiéu viéc thiét 1ap, thuc hién dich vu bao mat Web voi
Web server la IIS trén Windows 2000. DB6i voi Web server khac hoan tuong tu, vi
chiing ta khong hé can thiép dén Web server trong qua trinh thuc hién bai todn bao
mat

3.1-Truy nhap trang Web

Dé sir dung dich vu truy cap Web bdo mat, ban chay chuong trinh Mybrowser,
chon Start/Programs/Mycagroup/Mybrowser, va go trang web cén truy cap téi nhu
hinh 14 duéi day.

v Mycagroup {Build ID: 0000140474} O]
o File Edt %iew Go Bookmarkz Tool: ‘wWindow Help

= G O @ O | httpe: £ fmank | QSEﬂlCh ‘:.':_:ga .

. Search Pvkh Search fo...

.+ 4% Home C3Bookmarks 5% The by

Sidebar Tabzw X
Wwhat's Related
Search

Bookrmarks
Add... Manage Search...
Marne |
[» E3Personal Toolbar Folder  |*

k!

[ E3Mycagroup Project

[ E3lImparted IE Favaorites

t: Dane == 5
Hinh 14

Néu ban khong thuc hién cai dat CA certificate (da cdp chung chi cho Proxy
Server) hodc viéc xac thuc Proxy Server sai, thi Mybrowser s€ dua ra hop thoai
canh bdo rang khong biét CA da cép ching chi cho Proxy Server, do d6, viéc xac
thuc Proxy Server coi nhu 16i. Hop thoai thong bdo viéc xdc thuc Proxy Server nhu
hinh 15 duéi day.
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Server Certificate Hot Yet Yalid [z|

"mayi" is a site that uses a security cerkificate to encrypk data
during transmission, but its certificate will nok be walid until
10/31/2003 11:05 AM,

ou should check to make sure that vour computer's time
(currently set ko Thursday, February 27, 2003 12:43:51] is
carreck,

Would wou like o continue anywaw?

l (04 II Cancel ] [ Help ]

Hinh 15

Né&u cong viéc xac thuc Proxy Server ding thi xuét hién hop thoai canh bdao nhu
hinh 16 du6i day.

Security Warning f'5_<|

I' ‘fou have reguested an encrypted page. The web site has identified itself correctly, and
information you see or enter on this page can't easily be read by a third party,

alert me whenever I am about to view an encrypted page,

Hinh 16

Chon OK dé tiép tuc, khi d6 trang web bao mat nhu hinh 17 dudi day.
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n 0 o @ 0 |"?~l}hhttps:,l',l'ma';.f6,l' |[@k5earch] cf_gc .

.| 48 Home | £JEookmarks %3 The Mycagrou... 5 Lakest Builds

: infternet =
Sidebar Tabs* X
IinformationServer
What's Related
Search
Eiookmarkes The Web Server Designed For Windows NT Server

Add... Manage Search. ..
Mame
[ E3Personal Taolbar Folder

| Why muot add fhe latest feahumres to your Indemeat Infoomation Senrec?

! Online

[+ E3Imparted IE Favarites Llicrosoft® Internet
Information Zerver (113)
makes it easiet to do
husitiess with internal or
external customers down

L

[» E3Mycagroup Project
Sample Pages
f Application Ideas

Tty the hyrpetlinks above to sed
cotitent ywou can publish with Iy
Information Server. To leatn mof

the hall or around the
T T ole sin mabe products that wou cat use to cif
ekl i pages. visit the Microsoft Web
Hinh 17

bén day dich vu truy nhap trang web tir trén Web Server duogc thao tadc hoan toan
nhu cic trinh duyét web khéac.

3.2-Tai tép

Cac thao tac doi véi dich vu tai tép tir trang Web cua Web Server cling nhu d6i vé6i
céc trinh duyét khdc. Cu thé, ban c6 thé chia ra 1am 2 trudng hop: ghi trang web
vao hé thong, va download tép.

3.2.1-Ghi trang web
Vi du ban da truy cap vao trang web cua Web Server c6 tén la may6 nhu hinh 18 ¢

trén, muon ghi trang web vao hé thdng clia minh ban chon File/Save Page As... nhu
hinh 18 dudi day.
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Save Page As...
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Send Page... £t
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| work Cffline CHAFPTEE. ¥ Logoing Server Activity
b Exxit Chrl+cp CHAPTEE B: Publishing Information and Applic:

CHAPTEE 2. Uamg the FTF and Gopher Servic
CHAPTEE 10 Confimuning Eeostry Entries
CHAPTEE. 11: Troubleshooting and Error Iess:
APPENDTE A Slossary

Copynight Information

Index

[» E3Imparted IE Favarites

LR ee

Hinh 18

3.2.2-Download tép

Gia str ban da truy cap vao trang web ctia Web Server c6 tén 1a may6 nhu hinh 18 &
trén. Mudn download tép, ban dat con tro chudt vao tép can download va bam phai
chudt, sau d6 chon Save Link Target As... nhu hinh 19 du6i day.
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what's Related
Search i :
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[+ E3Personal Toolbar Folder @ CHAPTEE 1: Instaling Inte s :
L R Cpen Link in Mew Tab
S y open Link in Mew Window
[+ EaMycagroup Project @ CHAPTEE. 2 nderstanding P =
- el et Bookmark This Link.
[+ E3Imported IE Favorites @ CHAPTEE 3 Confiouring Eﬂl : Link Target fs...

Copy Link Location

Internet Information Server

@ CHAPTER 4: Networking fi ~ Bockmark This Page

Save Page As...

e Send Page
@ CHAPTER 5. Securing You £rage.
Intruders Properties
Hinh 19

Vi thao tac dé cho phép ban tai tép va ghi vao hé thong cua ban, nhu hinh 20 duéi
day.
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Sawve in; |E} tiendq ﬂ ﬁ '

L;b [)phato

ty Recent
D ocuments

Desktop

£

by Documents

8

by Computer
My Metwork  File name: 01 s [~ \il
Places
Save as ype: |Wel:| Fage, HTHL only ﬂ %
Hinh 20

Ban chon noi cin luu tép tai vé va sau d6 chon "Save" dé hé thong tai tép, & vi du
trén chung toi tai tép 01_iis ghi vao thu muc c:/tiendq.
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