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Chuong I
Giao thuc Secure Socket Layer

1. Gi6i thiéu

Secure Sockets Layer (SSL) 1a mot giao thic cé thé dugc dat & gilta giao thiic
tang mang két noi dinh hudng tin tuéng (TCP/IP) va tang giao thiic ung dung
(FTP, HTTP, telnet ...). SSL cung cap dich vu truyén thong c¢6 bao mat giita client
va server bang viéc cho phép client va server xac thuc 1an nhau sir dung chit ky s
va bao mat thong tin trao doi qua lai bang cdch ma héa cac thong tin do.

Giao thitc ndy duoc thiét k€ dé c6 thé trg gidp mot loat céc thuat todn st dung
cho viéc ma héa, ham bam va chit ky s6. Giao thitc SSL c6 ba phién ban:

-SSLv2: day la phién ban dau tién cua giao thic SSL do Netscape
Corporation thiét k€&, chua c6 trg gitp chain certificate.

-SSLv3: day la phién ban SSL version 3.0 do Netscape Corporation thiét
k€, da cé tro gitp chain certificate va dugc suport cho tat ca cac trinh duyét pho
thong.

-TLSv1: day la giao thitc Transport Layer Security version 1.0, dua trén co
s6 cua SSLv3, duoc thi€t k& boi IETF (Internet Engineering Task Force) nhung
hién né chua dugc support cho tat c cic trinh duyét thong dung (chang han
Netscape 1a khong c6 giao thiic nay).

e

Chu y:

-Mot dic diém quan trong cuia SSLv3 va TLSv1 1a c6 tro gitp viéc nap chudi céc
certificate (certificate chain). Vé6i dic diém dugc bo sung nay s& cho phép server
va client c6 thé thuc hién viéc xéac thuc 1An nhau ma c6 thé doi twong thuc hién
xdc thuc khong can phai cai cac intermediate issuers.

“-TLSv1 dua trén nén tang 1a SSLv3 trong d6 c6 bd sung phan block padding cho
céc thuat todn ma khoi, chuan ho4 thit tu cdc message va bé sung thém céc thong
bao trong phién lién lac.

-C4c phién ban trén ciing nhu cdc thuat todn ma ho4, thuat todn trao déi khoa,
ham bam hoan toan c6 thé dugc chi ra cu thé khi thiét 1ap cau hinh st dung SSL
cho Web server (Apache server), va mot so trinh duyét (trong cdc trinh duyét pho
thong IE khong c6 thudc tinh nay).

V6i nhu cau thuc t€ hién nay SSLv2 it dugc s dung. Bén canh d6 do ¢6 su tuong
ung gitta SSLv3 va TLSv1, hon nira hién tai trong thuc t€ TLSv1 chua dugc tich
hop cho mot so trinh duyét phé thong (Netscape chang han) nén trong phan nay
ching t6i chi trinh chi tiét vé giao thic SSLv3 (d6i v6i TLSvI hoan toan tuong
tu).

2-Giao thirc SSLv3

Giao thitc SSLv3 gom hai thanh phan Handshake protocol va Record protocol.
SSLv3 Record protocol cung cip co ché bao mat vGi cac thuat toan ma hoa nhu
DES, RC4,... va la giao thic két néi tin tudng véi viéc st dung ham kiém tra
MAC trong qué trinh trao déi dit liéu. Con SSLv3 Handshake protocol thuc hién
viéc xdc thuc doi tdc, trao doi cdc gid tri secure st dung cho SSLv3 Record
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protocol. Toan bo giao thitc SSLv3 va mdi lién hé cua né véi tang tng dung va
tang TCP c6 thé mo ta nhu so d6 dudi day:

SEL
SEL Change [ SSL Alert
Handshake Cipher Spec | Protocal HTTP Telnst PP
Protacol

550 Record Protocol

TCF

IF

Hinh 1.
Dud6i day ching toi s€ trinh bay tuan tu chi tié€t cac tién trinh dugc thuc hién khi
st dung giao thic SSLv3.

2.1-Tang giao thirc SSLv3 Record

Giao thic SSLV3 Record 1a mot tdng giao thic. Do6i véi moi tAng giao thic néi
chung, mot goi dit liéu s€ bao gom cac truong do dai, mo ta va ndi dung dit liéu.
SSLv3 Record nhan dit liéu can guri tir tang trén phan nho thanh ting block, nén
dit lieu, b6 sung dit lieu kiém tra, mi hoa va gti. Khi nhan dit liéu vé tién trinh
dugc thuc hién ngugc lai: gidi ma, kiém tra, g& nén va sap xép lai réi gtri 1én ting
trén. Cu thé c6 thé dién giai cdc giai doan trong giao thiic nay nhu sau:

Phan manh dir liéu

Nén dit liéu

Ma hod va MAC

Chuyén xuong tang TCP

Hinh 2.
Trong d6 Application data c6 thé 1a dit lieu ctia SSL handshake protocol, SSL
change Cipher Spec, SSL Alert protocol hoac dit liéu ctia cac ung dung khac nhu
HTTP, Telnet, ... D€ phan biét dugc ting loai dit liéu d6 trong méi frame dit liéu



ctia SSL record déu c6 phan header d€ phan biét. Cu thé méi frame dit liéu c6 cau
truc nhu sau:
enum {
change_cipher_spec(20), alert(21),
handshake(22), application_data(23), (255)
}ContentType;
struct{
ContentType type;
ProtocolVersion version;
uint16 length;
opaque fragment[SSLPlaintext.length];
} SSLPlaintext;
Trong do:
type chinh la phan header chi ra loai dit liéu gi.
version phién ban SSL.
length do dai dit liéu that theo byte (16n nhat 1a 2'4-1).
fragment dir liéu.

o Nénvagd néndu liéu:
Sau khi nhan dugc dit liéu tir ting trén, giao thic SSL record s€ thi€t 1ap nén cac
frame dit liéu c6 cau tric 1a cac SSLPlaintext. Cac frame nay s& dugc thuc hién
nén bang thuat todn nén duoc thiét 1ap bdi handshake protocol tao thanh cdc
frame dir liéu twong tng dugc goi 1a SSLCompressed c6 cau tric nhu sau:
struct{
ContentType type;
Protocol Version version;
uint16 length;
opaque fragment[SSLCmpressed.length];
} SSLCompressed;
Trong do
type va version gilt nguyén tir SSLPlaintext.
length do dai SSLCompressed.fragment theo byte, khong qud 2'*-1 +1024
(tdc 1a thuat toan nén khong duoc lam tang thém do dai ctia dit liéu that qua 1024
byte).
fragment dit liéu nén.
Tuong ting khi g& nén dit liéu néu do dai dit liéu nhan dugc lon hon 2'*-1 bytes
thi s& xuét hién thong bdo 16i.

o Thuc hién ma hoa va MAC
Dé bao vé dit liéu trén dudng truyén giao thiic SSL st dung thuat todn ma hod va
MAC dugc dinh nghia trong CipherSpec hién tai. D3i v6i moi phién lién lac sau
khi thuc hién xong giai doan handshake hai bén s€ thi€t 1ap duoc thuat todn ma
hoa chung, va tinh dugc cac thudc tinh cho ham MAC. Thuat todn ma hod va
ham MAC sé& thuc hién bién déi ciu triic SSLCompressed thanh SSLCiphertext.
Khi nhan dugc SSLCiphertext qua trinh giai ma sé thuc hién thao tic ngugc lai.
SSLCiphertext c6 cau tric nhu sau:

struct{
ContentType type;



Protocol Version version;
uint16 length;
select (CipherSpec.cipher_type){
case stream: GenericStreamCipher;
case block: GenericBlockCipher;
Hragment;
}SSLCiphertext;

Trong do6:

type, version gilt nguyén tir SSLCompressed.

length do dai theo byte cua SSLCiphertext.fragment (khong qua
21442048).

fragment dir liéu sau khi ma hod SSLCompressed.fragment, bao gom ca
MAC.

-Truong hop khong ma hod hodc dung thuat todn ma dong:
stream-cipher struct{
opaque content[ SSLCompressed.length];
opaque MAC][CipherSpec.hash_size];
}GenericStreamCipher;

stream_cipher: tén thuat todn ma ho4.

V61 MAC dugce sinh nhu sau:
hash(MAC_write_secret+pad_2+
hash(MAC_write_secret+pad_1+seq_num+
SSLCompressed.type+SSLCompressed.length+
SSLCompressed.fragment))

pad_1 gia tri 0x36 dugc lap lai 48 1an v6i MD5, 40 lan vé6i SHA.
pad_2 gia tri Ox5c dugc lap lai 48 l1an v6i MD5, 40 lan v6i SHA.
seq_num so thi tu ctia frame dang xu 1y.

hast tén th tuc thuc hién ham hash dugc dinh nghia trong CihperSpec.

Chu y:
Ham hash dugc thuc hién trudgc khi ma hoa tic 1a khi tht tuc ma hoa thuc hién dit
liéu dau vao c6 ca két qua ctia ham hash.

-Truong hgp ma khoi:
V6i truong hgp ma khoi cu tric cua GenericBlockCipher nhu sau:
block_cipher struct{
opaque content[ SSLCompressed.length];
opaque MAC]CipherSpec.hash_size];
uint8 padding[GenericBlockCipher.padding_length];
uint8 padding_length;
} GenericBlockCipher;
padding bo sung dé do dai ctia plaintext chia hét cho do dai ciia block ma
khoi dugc dung.



padding_length do dai cua padding.

Chu y:

-Ciing nhu doi véi truong hgp dung ma dong, doi véi truong hop dung ma khoi
dir liéu dau vao khi ma mot frame bao gom ca két qua ham MAC.

-Gia tri khdi dau cua IV dung cho frame dit liéu dau tién dugc tao trong qua trinh
thiét 1ap phién lién lac (Handshake), con khi thuc hién ma hod cac frame ti€p
theo, IV s€ 1a block cudi cling cua ciphertext cuia frame truGe no.

Da6i v6i cac loai dir liéu cua cac tng dung sit dung SSL nhu HTTP, Telnet, ...
chung ta khong quan tam. Duéi day chiing toi s€ trinh bay chi tiét dinh dang cua
cac loai dit liéu trong giai doan thi€t lap phién lién lac (Handshake, change
Cipher Spec, Alert protocols).

2.2-SSLv3 Handshake protocol

Cac tham s6 mat ma lién quan dén mot phién lién lac dugc thuc hién
thong qua SSLv3 Handshake Protocol, n6é ndm ngay bén trén SSL Record Layer.
Khi SSL client va SSL server bat ddu mot phién lién lac ching can thong nhat vé
phién ban cua giao thiic s€ dugc dung, lya chon thuat todn ma hoa cho phién lién
lac, c6 thé ¢6 hoidc khong viéc xdc thuc 14n nhau, va sir dung thuat toan ma hod
khod cong khai d€ sinh khod chung cho phién lién lac do.
C6 thé mo phong giai doan thuc hién thiét 1ap phién lién lac boi so d6 dudi day:

ClientHello Thiét lap protocol version, ID phién,
—» thuat todn ma hod, phuong phap
«ServerHello nén, trao déi gid tri random
< Certificate
<Certificate Request Server glii certificate va yéu cau
Client gui lai certificate né€u dugc
| ServerHelloDone thit 1ap xdc thuc client
Certificate
»  Client gtri certificate néu duoc yéu
Certificate Verifv > cau
ChangeCipherSpec q
Finished >
) Change CipherSuit va két thic giai
<ChangetherSDec doan Handshake
< Finished
Client Server

TAt ca cdc messages trao doi qua lai gifta server va client phai duoc biéu dién
theo mot cdu tric dinh truée. Dinh dang cta cau tric dit liéu trong giai doan
handshake nhu sau:



enum {
hello_request(0),client_hello(1),server_hello(2),certificate(11),
server_key_exchange(12),certificate_request(13),
server_hello_done(14),certificate_verify(15),
client_key_exchange(16),finished(20),(255)
}
struct {
HandshakeType mstype;
uint24 length;
select (HandshakeType) {
case hello_request: HelloRequest;
case client_hello: ClientHello;
case server_hello: ServerHello;
case certificate: Certificate;
case server_key_exchange: ServerKeyExchange;
case certificate_request: CertificateRequest;
case server_hello_done: ServerHelloDone;
case certificate_verify: CertificateVerify;
case client_key_exchange: ClientKeyExchange;
case finished: Finished;

}

Cu thé qua trinh thuc hién SSLv3 Handshake qua cdc budc trao déi dit liéu
gitta client/server nhu sau:

e Hello Messages.
-Khi mot client c6 nhu cau két ndi tdi server, server s€ glri mot message goi 1a
Hellorequest t6i client d6. Dudi day la dinh dang ctia géi Hellorequest:
struct { } Hello;
-Nhan duoc helllorequest, Client guti clienthello gom: protocol version, mot gia
tri random, Session ID, danh sich cac thuat toan ma hod, danh sach cac mode
nén dit liéu. dinh dang ctia géi clienthello:
struct {
uint32 gmt_unix_time;
opaque random_bytes[28];
}
opaque SesionID<1..32>;
uint8 CipherSuite[2];
enum {null(0),(255)} CompressionMethod;
struct {
ProtocolVersion client_version;
Random random;
SessionID session_id;
CipherSuite cipher_suites<0..2"16-1>;
CompressionMethod compression_methods<0..2/8-1>;
} ClientHello;
Trong do:
random_bytes: 28 byte sinh tir bd sinh random.



gmt_unix_time: thoi gian hién hanh.

client_version: phién ban SSL clietn dung.

session_id: s0 ID cuia phién lién lac

cipher_suites: danh sach céac thuat todn ma hoa client co.

compression_methods: danh sach cac thuat todn nén client co.
-Sau khi nhan dugc clienthello, server s& gui tra 10i bang go6i dit lieu goi 1a
serverhello gom protocol version, gia tri sinh ngau nhién, Session ID, danh sach
cac thuat toan ma hoa trong danh sach clienthello ma né c6 va cac ch€ do nén.

Dinh dang cua géi ServerHello:
struct {
ProtocolVersion server_version;
Random random;
SesionlD sesion_id;
CipherSuite cipher_suite;
CompressionMethod compression_method;
}ServerHello

Trong d6 mot s6 tham s6 can chi y sau:

cipher_suites: mdt thuat todn ma hod dugc chon tir danh sich céac thuat
todn cua client gui sang.

compression_methods: mot thuat todn nén dugc chon trong cic thuat toan
client gui sang.

o Server Certificate

Server gt ti€p server certificate (c6 ca danh sach cédc chain certificate, ciing c6
thé 12 null trong trudng hgp server khong c6 certificate). Dinh dang cla goéi
Certificate:

opaque ASN.1Cert<1..2/24-1>

struct {

ASN1.Cert certificate_list<1..2A24-1>;
} Certificate;

e Server Key Exchange message
Trong trudng hop khong c6 certificate, hodc c6 certificate nhung chi st dung dé
ky (DSS certificate, signing-only RSA certificate) hoic FORTEZZA KEA key
exchange duoc dung, server s€ glri ServerKeyExchange:
struct{
select(KeyExchangeAlgorithm) {
case diffie_hellman:
ServerDHParams params;
Signature signature_params;
case rsa:
ServerRSAParams params;
Signature signature_params;
case fortezza_kea:
ServerFortezzaParams params;



}ServerKeyExchange;

Chu y:
-Bién params 12 mot kiéu céu triic trong d6 luu cdc tham s6 thuc hién thuc hién
mot thuat todn trao ddi khod cong khai ndo d6. Chiang han véi Diffie-Hellman
params gom p, g, va tham s6 khod cong khai ctia server gx mod p.
-Signature & day chi 12 mot cau tric chi ra thuat todn bam va két qua st dung
ham bam cdc gia tri random cla client, server va params cta server. Chang han
v6i dsa:

Signature 1a SHA(ClientHello.random + ServerHello.random +
ServerParams).

o C(ertificate Request
Sau d6 Server s€ gt tiép CertificateRequest v6i dinh dang nhu sau:
struct {
ClientCertificateType certificate_types <1..2/8-1>;
DistinguishedName certificate_authorities <3..2216-1>;
} CertificateRequest;
Trong d6 ClientCertificate Type liét ké céc ki€u certificate (rsa_sign, dss_sign, ...)
ma server ¢ thé chap nhan. DistinguishedName 13 danh séch cdc DN cua cac
certificate duoc server chip nhan Ia certificate authority (CA certificate).

e Server hello done
Pay 1a message thong bao hét giai doan gui serverhello, dinh dang ctia goi nay
nhu sau:
struct{ } ServerHelloDone;

o C(lient certificate

Client chi dugc phép gli gbi dit liu nay sau khi da nhan duoc goi
ServerHelloDone va né ciing chi dugc gui néu server cé yéu cau certificate. Néu
khong c6 mot certificate nao tuong ting v6i mot trong cac kiéu certificate, va do
mot CA nao d6 trong CertificateRequest server guri cho thi client s€ glri thong
bdo no_certificate, khi d6 tuy thudc vao viéc c6 yéu cau hay khong yéu cau xac
thuc client ma server dua ra khuyén cdo hoac bdo 16i trong qué trinh handshake.
Truong hop néu client c6 certificate n6 s€ dugc gui trong géi c6 dinh dang
certificate chuing toi da néu ¢ trén.

e C(lient key exchange message
Goéi nay dugc gui tur client v6i dinh dang nhu sau:
struct {
select (KeyExchangeAlgorithm) {
case rsa: EncryptedPreMasterSecret;
case difie_hellman: ClientDiffieHellmanPublic;
case fortezza_kea: FortezzaKeys;

}
}ClientKeyExchange;

Trong do:



- Néu rsa dugc chon EncryptedPreMasterSecret s€ la két qua ma hoa khod cong
khai RSA (v6i cac tham s6 khoa cua server) ctia dau vao 1a 48 byte (46 byte
random sinh bdi client, 2 byte chi version cao nhat clia giao thiic ma client
duogc support)

- Néu DH dugc chon, ClientDiffieHellmanPublic 1a thanh phan cong khai ctia
client (gy mod p).

- Néu fortezza_kea dugc chon, FortezzaKey 1a mot céu tric chi ra day du cac
thanh can cho cho viéc thiét 1ap khoa riéng cta phién lién lac do.

o C(ertificate verify
Day la g6i dit liéu thong bao qua trinh xac thuc 14n nhau gitta client va server.

o Finished
Két thic giai doan Handshake (g6i dit liéu ndy chi dugc trao doi ngay sau khi
qua trinh thong nhat thuat todn ma hoa két thuc).

2.3-Change cipher spec va Alert protocol
e Change cipher spec protocol

Giao thitc nay chi bao gdom mot message trong dé thuc hién chiic nang thong bao
viéc thiét 1ap cac thudc tinh mat ma cho phién lién lac da hoan thanh. Message
nay chi c6 mot byte duy nhat véi gia tri la 1.

struct{

enum {change_cipher_Spec(1),(255)} type;
}ChangeCipherSpec;

Change cipher spec message duoc gui tir ca may client 14n mdy server dé thong
bao cho bén nhan biét bat dau tir cac frame dit liéu tiép theo s€ duoc ma hod boi
CipherSpec va khoa vira thiét 1ap duogc. Client glri message ngay sau khi giri xong
KeyExchange message, con server gui ngay sau khi nhan va xt ly xong
KeyExchange tur client.

e Alert protocol
Mot trong nhitng kiéu dir lieu dugc suport bdi SSL record layer 12 kiéu alert
(message thong bdo). Cac alert message truyén tai cdac thong bdo 16i trong qué
trinh thiét 1ap cling nhu trao déi dit liéu cua mot phién lién lac. Cling nhu céc loai
message khac, alert message cling dugc ma hod va nén.
CAu truc cua alert message nhu sau:
enum {warning(1),fatal(2),(255)} AlertLevel;
enum {
close_notify(0),
unexpected_message(10),
bad_record_mac(20),
decompression_failure(30),
handshake_failure(40),
no_certificate (41),
bad_certificate(42),
unsuported_certificate(43),
certificate_revoked(44),



certificate_expired(45),
certificate_unknow(46),
illegal_parameter(47),
(255)
} AlertDescription;
struct {
AlertLevel level;
AlertDescription description;
} Alert;

Qua trinh tinh khoa cho phién lién lac:
Néu moi budc trong qua trinh handshake déu troi chdy, server/client sé thuc hién
xong budc xac thuc 14n nhau va hai bén thiét 1ap dugc thuat toan ma hod, thuat
toan MAC va gia tri "mam khoa" chung st dung cho phién lién lac d6.
Cac thudc tinh mat ma sau khi thiét 1ap gitra hai may s€ duoc luu vao CipherSpec
dung trong sudt phién lién lac d6. Cau tric cua CipherSpec nhu sau:
enum {stream,block} CipherType;
enum {true, false} IsExportable;
enum {nul, rc4, rc2, des, 3des, des40, fortezza} BulkCipherAlgorithm;
enum {null, md5, shal} MACAIgorithm;
struct {

BulkCipherAlgorithm bulk_cipher_algorithm;
MACAIgorithm mac_algorithm;
CipherType cipher_type;
IsExportable is_exportable;
uint8 hash_size;
uint8 key_masterial;
uint8 IV_size;
} CipherSpec;

Gia tri mam khoa duoc dat vao bién pre_master_secret (truong hgp thuat toan
trao d6i khod RSA duoc dung, gid tri mam khod duogc server giai ma tir bién
EncryptPreMasterSecret, néu thuat toan DH dugc chon gid tri mam khod s€ la
g/x.y mod p, ...), tr gia tri khod ban dau nay qua trinh tinh khoa cho phién lién
lac duoc thuc hién trén moéi may nhu sau:
-Chuyén pre_master_key thanh master_secret bang céch:
master_secret=MD35(pre_master_secret + SHA('A" +pre_master_secret +
ClientHello.random + ServerHello.random)) +
MDS5(pre_master_secret + SHA('BB' +pre_master_secret +
ClientHello.random + ServerHello.random)) +
MD5(pre_master_secret + SHA('CCC' +pre_master_secret +
ClientHello.random + ServerHello.random)) ;
-Chuyén déi tir master_secret thanh keys va MAC secrets: tir master_secret s&
dugc bam thanh cac gia tri khod, IV va MAC secret st dung cho cac thudc tinh
duoc chi ra trong CipherSpec hién tai.
key_block=
MD5(master_secret + SHA('A' +pre_master_secret +
ClientHello.random + ServerHello.random)) +
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MD5(master_secret + SHA('BB' +pre_master_secret +
ClientHello.random + ServerHello.random)) +
MD5(master_secret + SHA('CCC' +pre_master_secret +
ClientHello.random + ServerHello.random)) + ....;
cho dén khi key_block du cho nhitng thudc tinh dugc chi trong CipherSpec, tic 1a
du dé lap day cac bién:
client_write_ MAC_secret[CipherSpec.hash_size]
server_write_ MAC_secret[CipherSpec.hash_size]
client_write_key[CipherSpec.key_masterial]
server_write_key[CipherSpec.key_masterial]
client_write_IV[CipherSpec.IV_size]
server_write_I'V[CipherSpec.IV_size]

Néu do6i v6i cac thuat todn ma hod none-export, thi qua trinh tinh khod, IV va
MAC secret dén day 1a két thic. Con doi véi cac thuat todn ma hod exportable thi
qua trinh tinh khod can thém mot budc nita:
filnal_client_write_key=MDJ5(client_write_key +

ClientHello.random +

ServerHello.random));
filnal_server_write_key=MDJ35(server_write_key +

ClientHello.random +

ServerHello.random));
va IV thi dugc tinh nhu:
client_write_IV=MD5(ClientHello.random + ServerHello.random);
server_write_IV=MD5(ClientHello.random + ServerHello.random);
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Chuong 11
St dung chirng chi sé vo6i dich vu Web

Sau khi duoc cap ching chi nguoi st dung c6 thé ding né cho nhiéu muc dich
khac nhau. Trong chuong nay ching toi trinh bay viéc sit dung ching chi dugc cap
trén ting dung Web. Cu thé 12 viéc st dung mot ching chi thiét 1ap mot tng dung
thuong mai dién tir & mitc dé mo (E-shop) trén Apache server dé moi ngudi si
dung chi ¢6 thé truy cap dén né qua https, va cai dit mot chitng chi vao trinh duyét
Internet Explorer trén moi truong Windows, mot chitng chi cho Netscape trén
Linux, dé nguoi st dung c6 thé dung mot trong hai trinh duyét trén truy cap dén E-
Shop béang céch str dung https.

1-Cai dat chiing chi duoc cap cho trinh duyét

1.1-Cai dat chitng chi cho trinh duyét Internet Explorer

1.1.1-Buoc 1: Cai ddt tién ich tro giup

Céc chiing chi hé théng MyCA cap cho nguoi dung hién tai déu sir dung thuat todn
chit ky s6 RSA v6i s6 modulo 1024 bit (day cling chinh la do dai khoa cong khai
cuia nguoi dung), tuy nhién doi véi ting dung Internet Explorer 5.0 (hoac phién ban
thap hon) chi cho phép cai dat cac ching chi v6i do dai khoa cong khai khong qua
512 bit. Vi vay dé c6 thé cai dat dugc ching chi da dugc cap cho trinh duyét IE,
nguoi sit dung can cai dat phan mém hoé trg trudc. Tién ich thuc hién viéc cai dat
phan mém ho trg 1a tép ie5Sdom.exe dugc cung cap cuing chuong trinh sinh khod
(trong dia mém thi nhat).

Dé cai dat ngudi st dung chi can nhép ddp chuot vao tén tép ie5dom.exe, khi dé
trén man hinh xuat hién hop hoi thoai nhu hinh 1.
Microzoft Windows High Encryption [128-bit] Pack !

the strongest pozsible encryption [128-bit] to protect information pou gend over the

@ The Microgzoft Windows High Encreption Pack upgrades “Windows with the ability bo uze
L]
[nternet. Do pau want to install the Microsoft Windows High Encroption Pack?

Hinh 1
Nguoi sit dung chon nit 1énh "Yes", qua trinh nang cap dugc tién hanh va két thidc
khi trén man hinh xuét hién thong bao nhu hinh 2.

Microzoft Windows High Encryption [128-bit] Pack ;

@ “Y'ou st restart wour computer before the new zettings will take effect.

Do wou want to restart pour computer now?

12



Ngudi st dung chon niit 1énh "Yes" dé€ két thic qua trinh cai dit, mdy tinh s& duoc

khdi dong lai dé tién ich da cai ¢6 hiéu luc.

1.1.2-Buoc2: Cai ddt chitng chi cho Internet Explorer
Gia stir nguoi st dung duoc cép chiing chi dudi dinh dang PKCS12 1a tép

2000001.p12. Dé cai dit chitng chi cho Internet Explorer, ngudi sit dung chon vao

tép nay, roi nhan chuot phai.

EX Exploring - gkw32 =]k

J File Edit “ew Go Favortes Tool:  Help |

J Address | Chgkw32 vl
M ame I Size | Type | todified :I

I&' 2000001 183KE  Application 310402 1:8!
2000001 1B EEY File 9/171/02 224

m Install PEX l Perzonal Infarmation ... 9/712/02 4:31

2 AddtoZip RED File 9/11/02 2.2

ch & Addto 2000001.zip Security Certificate 91002 1:5

oy Application Extenzion  7/6/021:19

&lier  endIo P} Application 74302122

inf ot File 9/10/02 1.5

™ Copy File 3/10/02 1.5

Flwty—— Application 9/10/02 1:5:

Fir ~ Create Shortcut File 5/10/02 1.5

Rc Delete Security Certificate 9/5/02 9.07

e Rename File T2 52
4 | Properties | _'IT?’

Hinh 3

Chon chtic nang "Install PEX", trén man hinh xuit hién hop hoi thoai nhu hinh 4.
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Certificate Manager Import Wizard

Welcome to the Cerificate Manager

Import Wizard

Thiz wizard helps to copy certfizates, certificate trust lists,
and certificate revocation lists friom wour disk to the
certificate store.

What i1z a certificate?

A certificate iz a confirmation of pour identity izzued by a
certification authonity, Certificates contain information uzed
to protect data, or to establizh secure network,
connechions.

What iz a certificate store?
A certificate store iz a system area where certificates,

certificate tuzt liste, and certificate revocation listz are
stored.

Click Mest to continue or Cancel b exit.

Cancel

Hinh 4

Nguoi st dung chon "Next", trén man hinh xuat hién hop hoi thoai nhu hinh 5.

Certificate Manager Import Wizard

Select File to Import
Y'ou can zpecify the file to be imported.

File name:

Browsze. ..

Mate: bore than one certificate can be stared in a zinale file in the following formats;
Perzonal Infarmation Exchange- PECS #12 [PR=]
Cryptographic Message Syntaw Standard- PE.CS #7 Certificates [.p7b]

Microzoft Serialized Certificate Store [ zst]

¢ Back | Hest > | Canicel

Hinh 5
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Ngudi sit dung chon "Next", trén man hinh xuat hién hop hdi thoai nhu hinh 6.

Certificate Manager Import Wizard

Hinh 6
Nguoi st dung nhap mat khau (12 mat khau do trung tap cung cap khi trung tam

CA thuc hién viéc chuyén déi dinh dang ctia chitng chi trudc khi cap cho ngudi st
dung). Chon "Next", trén man hinh xuét hién hop hoi thoai nhu hinh 7.
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Certificate Manager Import Wizard |

Select a Certificate Store
Certificate stores are sypstem areas where certificates are stored.

Select the certificate stare for the new certificates.

o Atamnatically select the cerificate store based on the wpe of certificate

" Place all certificates inta the following store

[Eertifizate stare:

Browse... |

< Back I Mest = I Cancel |

Hinh 7
Nguoi st dung chon "Next", trén man hinh xuat hién hop hoi thoai nhu hinh 8.

Certificate Manager Import Wizard |

Completing the Certificate Manager
Import Wizard

Y'ou have successfully completed the Certificate bManager
Import wizard.

You have selected the following for the import operation;

Certificate Store Selected by wizard  Automatically Selecte

Content PF=
File Mame C:hglow 32520000071

1] | o

Cancel |

< Back

Hinh 8
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Nguoi stt dung chon "Finish", trén man hinh xuat hién hop hoi thoai nhu hinh 9 (cé
thé phai doi trong it giay, tiy thudc vao toc do may tinh).

Root Certificate Store |
& Do wou want ko ADD the following certificate ko the Root Store?

Subject : WM, MuCa Group, BCY, RootCa, RootCAT angbat@yahoo. com

lzzuer : Self lzsued

Timne % alidity : Thursday, September 05, 2002 through Saturday, September 04, 2004
Senal Mumber : 00

Thurmbprint (zhal] : 8226500164 40424FAF BOCE7443 7IFI53ET 2345FC36
Thurmbprint [md5) : 2ZEEA3573 1DDACE 32 FEFFAECT 454A10E 3

Hinh 9

Nguoi st dung chon "Yes", trén man hinh xuat hién hop hoi thoai thong bao qua
trinh cai dat ching chi da két thic.

Certificate Manager Import Wizard |

@ The import was successiul.

Hinh 10
Sau khi cai dat né€u nguoi st dung ma trinh duyét IE, chon menu /Tools/Internet

Options, chon tab "contents" roi chon nit 1énh "Certificate” s& thdy xuét hién
chiing chi vira dugc cai dat trong muc
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Certificate Manager Ed |

Intended purpoze; |<.ﬁ.ll> j

Perzonal | Other F'eu:uplel |ntermediate Certification .ﬁ.uthnritiesl Trusted B oot Certification &i_4 I "I

lzzued To | |zzued By | E =piration ... | Friendly Mame |
Hod ng tan Thitc-20.. RootCa, 910403

<Mones

Irnpart.... Expart... Bemove Advanced. ..

Certificate Intended Purpozes

<Al

Cloze

_adanced.|
Wiew |

Hinh 11

Mudn xem lai thong tin vé chiing chi cia minh ngudi sit dung chon nit 1énh

"View", trén man hinh xuat hién hop hoi thoai nhu hinh 12.
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Certificate |

General I Detailsl Certification F'athl

O

=1 Certificate Information

This certificate is intended to:

#findows Sustem Component Verification -
syfindows Hardware Driver Werification

stillow data on digk to be encrypted

stillow secured communication on [nternet

wd|lowy you ko digitally zsign a Certificate Trust List

stillow data to be signed with the current time ;I

Izsued to:  Hodng Yan Thirc-2000001-123456739-
123456789-12-12-1930

lzzued by: RootCh,

Valid from 3/10/02 to 3/10/03

@ Y'ou have a private key that conresponds to this certificate.

|zaien Statement..

Hinh 12

Cung véi viéc cai dat ching chi cia ngudi st dung, cic chiing chi ciia CA (khi su
dung mo hinh chain CA) ciing dong thdi dugc cai dat, n€u chon tab "Trust Root
Certificate Authorities" s€ thdy xuit hién RootCA phat hanh ra ching chi cla
nguoi st dung nhu hinh 13 (& day ching chi ctia nguoi st dung duoc RootCA ky
nén trong danh sach chi c6 mot CA duoc cai dat d6 1a Root CA).
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Certificate Manager Ed |

Intended purpoze; |<.ﬁ.ll>

[

Other F'eu:uplel Intermediate Certification Authoriies  Trusted Root Certification Authorities I 1 I "I

lzzued To | |zzued By | E =piration ... | Friendly Mame | :l
Root SGC Authority Root SGC Authonby 11410 Microzoft Root 5.
FootCa, R oatC, 9/4/04 <Manes
Secure Server Certifi...  Secure Server Certifica.. 148410 WerSign/RSA Se...
Thawte Perzonal Ba... Thawte Perzonal Bazic...  1/1/21 Thawte Perzonal ...
Thawte Perzonal Fre... Thawte Perzonal Free... 141721 Thawte Perzonal ...
Thawte Perzonal Pre...  Thawte Perzonal Premi.. 141421 Thawte Perzonal ...
Thawte Premium Ser.. Thawte Premium Serv... 141421 Thawte Premium ...
Thawte Server CA, Thawte Server Ch, 11/ Thawte Server Ch,
Thawte Timestampin... Thawte Timestamping ... 1/1/21 Thawte Tirmestam... lI
Irnpart.... | Expart... Bemove Advanced. .. |
Certificate Intended Purpozes
<Al
Wi |
Hinh 13

Noi dung ching chi cuia Root CA sé& dugc luu vao Registry (trong muc
/system/certificates/Root/Certificate).

Sau khi cai dat xong cac ching chi, nguoi sit dung can thiét lap cau hinh cho IE:
Chon menu Tools/Internet Options/Advanced, hop hdi thoai xuit hién nhu hinh 14.
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nternet Options

Generali Security; Euntent; Connectionz | Programs  Advanced ;

Settings:

) Do not search from the Address bar ___A__j
O Just display the results in the main window
O Just go bo the most kely site
é Security
[ Check far publisher's certificate revacation
[ Check far server certificate revacation [requires restart)
[ Da not save encrypted pages to disk
Empty Temporary Internet Files folder when browser iz clozed
Enable Profile Azsistant
Use Fortezza
[ UsePCT 1.0
[ Use55L 20
a0
[ UseTLS 1.0
Warh about invalid site certificates
YWarn if changing between zecure and not gecure mode
Warr if forms subrittal iz being redirected -

Restore Defaultz 1

] 4 i Cancel 1 Apply 1

Hinh 14

Trong muc "Settings" chon "Use SSL 3.0" (hoac "Use TLS 1.0"), r6i nhan "OK".

1.2-Cai dat ching chi cho trinh duyét Netscape
Qua trinh cai dat chiing chi cho Netscape theo cac budc sau:

-Trén menu cua trinh duyét Netscape chon chiic nang "Security”, hop hdi thoai
xudt hién nhu hinh 15
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Hinh 15

-Chon "Yours" trong muc "Yours Certificates", r6i chon "Import a Certificate",
trén man hinh xuat hién hop hoi thoai nhu hinh 26

£5—+ Netscape: Password

Hinh 26

-Nguoi st dung nhap mat khiu dé truy nhap t6i co s& dit liéu Iuu ching chi cha
Netscape (mat khau nay nguoi st dung thiét 1ap bang cdch sit dung muc Passwords
trong hop hdi thoai 15), chon "OK", trén man hinh xuat hién hop hoi thoai nhu
hinh 17.
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i File Name to Import

Filter
/ genkey/ %
Directaries Files
2000002 . crt A}
2000002 . kevy
2000002 .pl
2000002 .req
2000002 . req txt
FPIN
FootCh.crt J
Selection
/genkey/ 2000002 .ﬁlzl
(]l | Filter | Cancell

Hinh 21

-Nguoi st dung chon tép ching chi can cai dat (& day la tép 2000002.p12), roi
nhan "OK", trén man hinh xuat hién hop hoi thoai nhu hinh 18.

Enter password protecting data to he imported:

I LR

Ik | Clearl Cancell

Hinh 18

-Nguoi stt dung gd mat khiu (1a mat khau do trung tam cung cap khi thuc hién cap
chiing chi cho nguoi st dung), nhan "OK" trén man hinh xuat hién hop hoi thoai
nhu hinh 19
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#7- Netscape: Prompt

Enter a nickname for the cerificate:

200000z

I Clear Cancel

Hinh 19

-Nguoi stt dung nhap tén chitng chi (tén nay chi c¢6 y nghia khi hién thi trong danh
muc céc chiing chi duoc cai dat), nhan "OK" hop hoi thoai xuét hién nhu hinh 20
thong bao viéc cai dat ching chi da thanh cong.

©

Your cerificates have been successfully imported.

o]

Hinh 20

-Sau khi cai dat xong ching chi, ta thdy ching chi vira duoc cai dat xuat hién trong

danh séach céc chiing

chi da duoc cai dat nhu hinh 21.
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Hinh 21

-Nguoi st dung nit 1énh "view" trén man hinh s& xuat hién hop hoi thoai hién thi
thong tin vé ching chi vira duoc cai dat.
-+ Netscape: View A Personal Certificate

MyCA User Certificate

Hinh 22
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-Néu ding & day khi chon niit 1énh "Verify" trong hinh 21 s& xuat hién thong bao:

L= Netscape: Verify A Certificate

Hinh 23
-Dé chitng chi c6 hiéu luc, ngudi sit dung cin thiét 1ap thuodc tinh cho Netscape

chdp nhan Root CA vira cai 1a Certificate Authority, bang cach: trong hinh 21 chon
muc "Signers", khi d6 hop hoi thoai hinh 21 c6 dang nhu hinh 24.
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Wi=+ Netscape:

GlobalSign Partners CA

Thawte Persanal Basic CA
Thawte Personal Freemail Ca

srmany, Class 0 ©a- - T T I

Messenger ClabalSign Primary Class 1 CA
" Clobal3ign Primary Class 2 CA

Java/JavaS cript GlobalSign Primary Class 3 CA
Certificates GlobalSigh Root Ca

Yours 0 e e e e e

up

Feople

Web Jites ermany, Class 1 CA

Signers TC TrustCenter, Cermany, Class 2 Ca

TC TrustCenter, Cermany, Class 3 CA
| TC TrustCenter, Cermany, Class 4 Ca

Hinh 24

-Trong danh séach céc ching chi cia CA chon Root CA-MyCA Group, r6i chon niit

lénh "Edit" trén man hinh xuat hién hop hdi thoai nhu hinh 25

i-+ Metscape: Edit A Certification Authority

Hinh 25
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-Nguoi st dung check vao cac lua chon trong muc "This Certificate belong to a
Certifying Authority" r6i nhan "OK".

-bén day né€u chon nut 1énh "Verify" trén hinh 23 s€ c6 thong bdo nhu hinh 26.

41" Netscape: Verify A Certificate

Hinh 26

2-Cap nhat CTL va CRL tu Public Database Server

Dé cap nhat CRL, tai cdc CTL ctia ngudi khac (st dung cho muc dich bao mat
Mail ching han), hoic tai chudi céc chitng chi clia cic CA ting trén, ngudi st dung
c6 thé dung trang publicdatabase.

Dé truy cap duoc t6i publicdatabase ngudi st dung can thiét 1ap cau hinh trén mdy
ctia minh nhu sau:
-Doi vé6i trudng hop ngudi st dung ding moi truong Linux cin bd sung
thém dong:
200.1.1.1 publicdatabase
vao t&p /etc/hosts
-D6i v6i ngudi stt dung dung moi trudng Windows can bé sung dong :
200.1.1.1 publicdatabase
vao tép c:\Windows\hosts
Trong d6 200.1.1.1 1a dia chi IP cua may Public Database Server.

Khi truy cap t6i trang http://publicdatabase, giao dién chinh cta trang
publicdatabase xuét hién nhu hinh 27
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Download CA certificates chain from LDALP

[For nonBoot CL, Weh =serwver & browsers]

Download Certificate from LDALP

[For nonRoot CL, Web serwvers £ Webh browsers]

Tpdate CEL=
[CREL=s Update Page]

Hinh 27

Qui trinh st dung cac chic nang trén trang Publicdatabase ching toi da trinh bay
ky trong chuong 4 tai liéu vé hé thong phat hanh va quan 1y ching chi s6 theo mo
hinh tap trung.

3-Cai dat thiét lap cau hinh phan mém E-shop c6 st dung chiing chi
duoc cap trén Apache server.

E-shop 1a mot bo chuong trinh ngudn mang tinh moé phong viéc thuc hién mua ban
hang hoéa thong qua mdt trang Web (thuong mai dién tlr) trén moi truong Linux,
toan b0 phan mém luu trén mot tép eshopcom.zip. Sau khi g& nén tép
eshopcom.zip ta dugc thu muc eshop.com trong dé c6 toan bo cac tép chuong trinh
mo phong quéa trinh mua ban trén web, va giao dién dé thuc hién qu4 trinh do.

Qua trinh cai dat va thiét 1ap E-shop duoc tién hanh thong qua cac budce sau:

3.1-Cai dat phan mém E-shop

Mot s6 yéu cau vé phan mém khi thiét 1ap E-shop:

-Viéc trao déi va luu trit dit lieu khi chuong trinh thuc hién dugc tdc gia ctia phan
mém st dung hé quan tri co s& dit lieu MySQL, do d6 dé chuong trinh ¢6 thé chay
duoc can cai dat MySQL.

-Ban chit cua bo chuong trinh 1a tao nén mot trang Web trén Web server, do dé
can cai dat Apache server.

Dé khdi tao E-shop cén thuc hién:
-G0& nén tép eshopcom.zip duoc thu muc eshop.com
-Tao co s& dit lieu tréen MySQL bing cdch chuyén thu muc hién hanh thanh
..../eshop.com/db va chay 1énh:
mysqladmin create eshop
-Khdi tao co s& dit lieu eshop bang cdch thuc hién Iénh:
mysql eshop < eshop.sql
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Qua trinh cai dat chuong trinh E-shop két thiic, d€ sit dung chuong trinh cén thiét
1ap céu hinh trén Apache server.

3.2- Thiét lap cau hinh E-shop c6 sit dung chiing chi trén Apache server

Sau khi cai dat phan mém E-shop, dé thiét 1ap co ché chi cho phép cdc browser
truy nhap dén thong qua kénh bao mat https, gia st nguoi muon thiét 1ap eshop da
dang ky va duogc cdp ching chi ding cho Web server véi ID 1a 2000003. Khi dé
can thuc hién cac budc thiét 1ap nhu sau:

-Thuc hién viéc két n6i t6i Public Database Server ctia hé théng dé dowload
céac CRL do cdc CA cua hé thong phat hanh (né€u mudén ki€ém soat duoc tinh hop 1é
cla tat ca cac ching chi ctia nguoi dung trong toan bo hé thong thi can tai tat ca
cdc CRL cutia cdc CA vé). Viéc tai CRL thong qua Public Database Server chiing
toi da trinh bay trong muc 7.2. Sau khi ¢6 tép CRL, chuyén cic tép nay vao thu
muc:

/etc/httpd/conf/ssl.crl/RootCA.crl

(6 day ching toi chi trinh bay viéc st dung mot tép CRL do Root CA phat
hanh)

-Chuyén tép Iuu khod riéng (dugc sinh bdi phan mém sinh khoa va sinh tép
yéu cau) vao thu muc:

/etc/httpd/conf/ssl.key/2000003.key

-Chuyén ching chi duoc hé thong MyCA cap, RootCA .crt, chain.crt (néu 1a

nonroot CA cap ching chi) vao thu muc:
/etc/httpd/conf/ssl.crt/2000003.crt
/etc/httpd/conf/ssl.crt/RootCA.crt
/etc/httpd/conf/ssl.crt/chain.crt

-Thuyc hién viéc thiét 1ap E-shop trén Apache nhu sau:
<VirtualHost 200.1.1.1:443>
DocumentRoot /homme/Thuchv/eshop.com/

ServerName eshop.com
ErrorLog logs/eshop /error.log

CustomLog logs/eshop/access.log common
SSLEngine on
SSLProtocol +SSLv3 +TLSvl
SSLCertificateFile /etc/httpd/conf/ssl.crt/2000003.crt
SSLCertificateKeyFile /etc/httpd/conf/ssl.key/2000003.key
SSLCertificateChainFile /etc/httpd/conf/ssl.crt/chain.crt
SSLCACertificateFile /etc/httpd/conf/ssl.crt/RootCA.crt
SSLCACertificatePath /etc/httpd/conf/ssl.crt/
SSLCARevocationFile /etc/httpd/conf/ssl.crl/RootCA.crl
SSLVerifyClient require
SSLVerifyDepth 10
</VirtualHost>
-Khoi dong lai Apache biang cdch thuc hién 1énh:
/etc/rc.d/init.d/httpd restart

4-Str dung https truy nhap téi E-shop
4.1- Str dung trinh duyét Internet Explorer truy nhap t6i E-Shop
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4.1.1-Truong hop chitng chi cua client va server chua bi huy bo

Dé két noi duoc E-shop, trong tép c:\windows\hosts can dugc bd sung dong sau:
200.1.1.1 eshop.com

Sau khi thuc hién viéc cai dat cdc ching chi va thiét 1ap c4u hinh cho IE, dé két noi

t6i E-Shop trén Apache Server st dung https, trén man hinh Internet Explorer xuat

hién khuyén cdo nhu hop hdi thoai 28.

- I
Security Alert

E i) ou are about to views pages aver a secure connechion,
o

Ay information you exchange with this site cannot be
wigwed by anyone elze on the 'Web.

[ In the future, do ot show this warming

Maore [nfo I

Hinh 28
Chon "Ok", trén man hinh xuét hién hop hoi thoai nhu hinh 29

Client Authentication |

— [dentification

The Web site pou want to view requests identification.
Select the certifizate to uze when connecting.

More [nfo... | e Eertificate...l

ak. I Cancel |

Hinh 29

Ngudi stt dung chon chiing chi cia minh dé Server xdc thuc (néu khong mudn xac
thuc client thi can bd muc SSLVerifyClient trong tép cau hinh ctia Apache Server,
khi d6 hop hdi thoai trén s€ khong xudt hién), r6i nhan "OK", trén man hinh xuat
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hién hop hoi thoai nhu hinh 30. Thong bdo vé qud trinh xac thuc ching chi giita

Server va browser.

Securty Alert

changed by others. Howewver, there iz a problem with the zite'z

@ |nfarmation you exchanage with this site cannat be viewed or
o
zecunty certificate.

o The zecurity certificate iz from a trusted certifying authority,

6 The securty cerfificate date iz walid.

The name on the zecurnty certificate does not match the
hiarne of the zite.

Do you want to proceed?

d  Wiew Certificate |

X]

Hinh 30

Chon "Yes", trong qua trinh 1am viéc, mdi khi c6 su thay déi trang truy nhap trén
Server s€ c6 hop hoi thoai khuyén cdo xuat hién nhu hinh 31, muén cho hop hoi
thoai nay khong xuit hién check vao muc: " In the future, do not show this

warning".

Security Alert l

t'ou are about to leave a zecure Internet connechan. [t
o will be pozsible for others to wigw infarmation pou zend.

Lo pou want ko continue?

[T Inthe future, do not show this waming

Hao | tore Info

Hinh 31

Cu6i cung trang https://eshop.com s€ hién thi trén man hinh IE nhu hinh 32,
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a The Exchange Project - Microsoft Internet Explorer

J File Edit “iew Favortes Toolz  Help |

j«,*,@ﬁ@@@;&%v >

Elash Fanard Stop  Refresh  Home Search Favortes  History b ail

J &ddress @ https: Aeshop. commd j o Go J Links **

;@} The Exchange Projeatf@{-—’ @ T

Top : Cataloglog In | Create an Account | Cart Contents | Checkout | Conta

| Cateqaories | | Welcore To 'The Exchange Project!! | Shopping

Hardware-= [&] iz ermpty!
Software-= (4]

=
L
DVD Mowies-> [17] What's New Here? % Specials
e =

| Marufactiurers |
IF‘Iease Select =

Sunday 0& February, 2000
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4.1.2-Truong hop mét trong hai chitng chi bi huy bo

-Truong hgp chiing chi cta client da bi huy bod, qua trinh két ndi tGi server
s€ khong thuc hién dugc, trén man hinh IE xuét hién thong bio "The page
cannot be displayed" (chu y ring thong bdo nay chi xuét hién khi thuoc
tinh SSLVerifyClient duoc thiét 1ap 1a require).

-Truong hgp ngugc lai, n€u ching chi cua server da bi huy bo va tép CRL
c6 thong tin vé viéc ching chi cua server da duogc huy bo cai dat cho client thi qua
trinh lam viéc gitta client va Server van thuc hién dugc tuy nhién trong qua trinh
két ndi s€ khong thuc hién xac thuc server.

4.2- Stt dung trinh duyét Netscape truy nhap t6i E-Shop

4.2.1-Truong hop chitng chi cua client va server chua bi huy bo

Sau khi thuc hién viéc cai dat ching chi, dé két n6i t6i E-Shop trén Apache Server
st dung https, nguoi st dung chay trinh duyét Netscape, ms& trang
https://eshop.com.
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=+ Netscape: Untitled

Hinh 33

Trén man hinh Netscape xuat hién hop hoi thoai nhu hinh 34, thong bdo vé chiing
chi trén server.

1=+ Netscape: Certificate Name Check

Hinh 34

Néu nguoi st dung muon xem thong tin vé chiing chi cua server thi chon vao muc
"More Info", hop hoi thoai nhu hinh 35 xuit hién
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i1+ Netscape: View A Certificate

Hinh 35

Tir hop hoi thoai 34 chon "Continue", trén man hinh xuat hién hop hoi thoai nhu
hinh 36, d€ nguoi sir dung chon chiing chi 1am viéc véi server.

{)=* Metscape: Select A Certificate

Hinh 36
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Chon "Continue", trén man hinh xuat hién hop hoi dé ngudi sit dung nhap mat
khau dé truy nhap co s& dit liéu ctia Netscape

Flease enter the password ar the pin for
Communicator Cerificate DE.

*++kEt+

] | Clearl Cancell

Hinh 37

Ngudi st dung nhap mat khiu réi chon "OK", trén man hinh xuét hién hop hoi
thoai thong bdo qua trinh xac thuc da két thuc:

‘You have requested a secure document. The document and any information
yvou send back are encrypted for privacy while in transit.

For maore infarmation on security choose Page Info from the Yiew menu.

[T Show this &lert Mext Time

o]

Hinh 38

Khi chuyén tir trang web sir dung ché do bao mat sang trang web khong st dung
ché& do bao mat trén man hinh xuat hién hop hoi thoai nhu hinh 39

You have reguested an insecure document. The document and any infarmation
you send back could be observed by a third pary while in transit,
For more information on security choose Page Info from the Wiew menu.

[T Show this &lert Mext Time

Continue Loading Cancel Loading

Hinh 39

4.2.2-Truong hop mot trong hai chitng chi bi huy bo
Néu chiing chi ctia client bi huy bo, khi thuc hién két ndi t6i server qua trinh duoc
thuc hién tir hop hoi thoai 34 dén hop hoi thoai 37. Tuy nhién qua trinh két noi dén

server ¢O sit dung ch€ do bao mat s€ khong thanh cong véi hop hoi thoai thong
bdo:
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Hinh 40

Néu ching chi cua server bi huy bo, khi mot client (da cap nhat CRL trong dé
chiing chi cua server da bi huy bo) két n6i dén server c¢6 st dung ché do bao mat sé
khong thanh cong, trén man hinh xuat hién thong bao:
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Chuong 11T
St dung chirng chi sé v6i dich vu Mail

1. Giéi thiéu

Mot trong nhiing ting dung quan trong cua chiing chi s6 dé 1a ma hoa va xac thuc
thu dién tir. Nguoi stt dung ¢6 thé cai ching chi s6 (cia minh) da dugc phat hanh tir
mot Trung tam cap ching chi s6 vao mot hé mail ndo d6 dé thuc hién trao déi thu
dién tir c6 bao mat v6i mot nguoi dung khac ma cung chung hé thong CA. Trong
chuong nay chiing t6i nham gidi thiéu cdch st dung chiing chi s6 dugc cap boi hé
thong MyCA trén Outlook Express.

Gia thiét rang ban da c6 mot tai khoan ngudi diing dugc cip trén mdy Server, va
ban da dugc cap mot ching chi s6 tuong Gng véi tai khoan do (nhat thiét dia chi
email dang ky trong ching chi s6 phai trung véi dia chi email cta tai khoan trén
may Server).

Thiét 1ap hé thong ctia chdng toi nhu sau:
e Mot mdy cai Windows 2000 Advanced Server va Exchange Server 2000.
e 2 may Windows 98.

Trén may Server tao 2 tai khoan nguoi dung la userl va user2 c6 dia chi email 1a
userl@myca.org va user2@myca.org. Trén 2 may windows 98 lan luot tirmg may
tao dia chi email tuong tng vGi dia chi email dugc cép trén Server. Nhu vay, 2
ngudi ding trén 2 mdy c6 thé gui thu cho nhau binh thudng (khong xac thuc va ma
hod). Dé c¢6 thé giri thu bdo mat gifta 2 ngudi sit dung nay thi ho can phai cé chiing
chi s6 ma dugc cap cung mot hé thong CA nao do.

Str dung hé thong céap chitng chi MyCA dé phat hanh 2 ching chi s6 cho 2 ngudi
st dung c¢6 dia chi email lan lugt 12 userl@myca.org va user2@myca.org. 2 ngudi
ding nay dem chiing chi cia minh cai vao Outlook. Dén day ho c6 thé gui thu c6
ma hod va xac thuc cho nhau. Dudi day chiing toi s€ trinh bay chi ti€t nhiing viéc
lam nay.

2. Pua ching chi s6 vao Outlook
Chay Outlook, giao dién chuong trinh nhu Hinh 1.
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kX Inbox - Dutlook Express M=l E3
J File  Edt “iew Toolz Meszage Help |
. 2% 2 e o X = "
e b ail Eeplr Eeplmsl Fanarnd Firt [E(ete SendrHecy
@ Inbox
Folders x|[tTo % [Fom [ 5ubject
I'_;}] COutlook Express
El@ Local Folders There are nioitems in thiz view,
el
1 Outhox 1| | 1
5P Sert ltems
(& Deleted ltems AIE | U
i & Subject:
ot Drrafts _|
There iz no meszage selected.
0 meszage(z], 0 unread |Q Wiorking Online i
Hinh 1

Dé cai ching chi s cua ban vao Outlook (chi ¥ 12 ban phai chuyén déi ching chi
theo dinh dang PKCS#12 néu chiing chi s6 dugc cap tir hé thong CA do nguoi
dung sinh khod), ¢ giao dién chinh cua Outlook chon Tools => Options =>
Security, khi d6 xuat hién hop thoai nhu Hinh 2.
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ﬁl Options |

General | Fead I Send I Compose I Signatures I Speling I
Securty | Connection I M aintenance

Security Zones

Select the Internet Explorer security 2one o uze;

% {Intemet zone [Less secure, but more functionalt

" Resticted sites zone [More secure)

Secure Mail
Diigital D= [alzo called certificates] are special Digital |Ds..
documents that allow you ta prove vaur identity in =

electronic tranzachionz.

i

To digitally zign meszages or receive encypted Get Digital 10...
meszages, you must have a digital 1D, =

¥ Encrpt contents and attachments fior all outgoing messages
¥ Digitally sign all outgoing mezzages

Advanced...

Tell me mare....

I

k. I Cancel | Sl |

Hinh 2

V6i hop thoai nay ban chon Digital IDs..., xuat hién hop thoai nhu Hinh 3.
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Certificate Manager Ed |

Intended purpoze:; |<.ﬁ.ll> j

Perzonal | Other F'eu:uplel |ntermediate Certification .ﬁ.uthnritiesl Truzted B oot Certification &i_4 I "I

lzzued To | |zzued By | E =piration ... | Friendly Mame |

Irnpart.... Ewpart.. | Hemoyve I Advanced...

Certificate Intended Purpozes

Cloze

e
e |
_ G|

Hinh 3

Trong muc Personal ctia hop thoai Certificate Manager & trén chua c6 ching chi
nao duogc cai vao Outlook. Chon Import... xuat hién hop thoai nhu Hinh 4.
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Certificate Manager Import Wizard

certificate store.

connechions.

stored.

What i1z a certificate?

What i1z a certificate store?

Click Mest to continue or Cancel to exit.

Welcome to the Cerificate Manager

Import Wizard

Thiz wizard helps to copy certfizates, certificate trust lists,
and certificate revvocation lists friom wour disk to the

A certificate iz a confirmation of pour identity izzued by a
certification authonity, Certificates contain information uzed
to protect data, or to establizh secure network,

A certificate store iz a system area where certificates,
certificate tuzt liste, and certificate revocation listz are

Cancel
Hinh 4
Chon Next> d€ ti€p tuc, xuat hién hop thoai nhu Hinh 5.
Certificate Manager Import Wizard

Select File to Import
riou can gpecify the file to be imported.

File narne:

Browse. ..

Mate: More than one certificate can be stored in a zingle file i the fallowing formats:

Perzonal Infarmation Exchange- PECS #12 [[PF<)

Cryptographic Meszage Syntax Standard- PECS 87 Certificates [ pvb)

Microsaft Senalized Certificate Stare [Lzst]

< Back | Hext = | Cancel

Hinh 5
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Hop thoai yéu ciu chon tép ching chi ctia ban. Chon Browse... dé chi ra tép chiing
chi, nhung chd y rang tép chiing chi nay véi dinh dang PKCS#12. Trong vi du cua
ching t6i thi nguoi dung c6 tép ching chi 1a 2000017.p12 dat trong thu muc
d:\tiendq\test\user \genkey, dugc thé hién trong Hinh 6 va Hinh 7.

Look in: | ‘= genkey =l ﬁl

=] z00001 7 chain
2000017 key infa
2000017 mpcant
200001 7.pl myssl
200001729 PIN
200001 7.req_tst FootCa,

File name: — [2000017 | Open |
Files of type: I,-’.'-.II Files [*.%) j Cancel |

o
Hinh 6

Certificate Manager Import Wizard |

Select File to Import
Y'au can zpecify the file to be imparted.

File name:
D Shiendgitestiuzer] \genkey 200001 7 p12

Mote: More than one certificate can be stored in a zingle file in the following formats:
Perzonal Information Exchange- PECS #12 [[PF<)
Crpptographic Mezsage Syntax Standard- PECS #7 Certificates [ p7b)

bicrozoft Senalized Certificate Store [ zst]

< Back Hest > Caricel

Hinh 7
Chon Next> dé ti€p tuc, xudt hién hop thoai nhu Hinh 8.
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Certificate Manager Import Wizard

Hinh 8
Hop thoai yéu cau ban vao mat khau giai ma tép chiing chi (vio ding mat khau khi

ban chuyén déi dinh dang PKCS#12). Chon Next> dé ti€p tuc, xudt hién hop thoai
nhu Hinh 9.
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Certificate Manager Import Wizard

Hinh 9
Hop thoai yéu cau lua chon noi luu trit ching chi cua ban, & day chon muc

Automatically select the certificate store based on the type of certificate. Chon
Next> dé ti€p tuc, xuét hién hop thoai nhu Hinh 10.
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Certificate Manager Import Wizard |

Completing the Certificate Manager
Import Wizard

Y'ou have succeszfully completed the Certifizate bManager
Irpart wizard.

'ou have selected the following for the import operation;

Certificate Store Selected by wizard  Automatically Selecte
Content FFe

File Mame D:Mtiendghtestiuger]
1] | i

¢ Back

Canicel |

Hinh 10

Chon Finish d€ két thiic, néu thanh cong s& xuat hién hop thoai nhu Hinh 11,

Certificate Manager Import Wizard |

@ The import was successiul.

Hinh 11

Chon OK, nhu vay ban da hoan thanh cong viéc cai chiing chi s6 vao Outlook. Dé
kiém tra lai diéu ndy, ban vao Tools => Options =>Security => Digital IDs...
xuat hién hop thoai Certificate Manager trong muc Personal xuat hién dong mo
ta chiing chi ctia ban. Vi du, chiing t6i cai ching chi cua userl nhu Hinh 12.
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Certificate Manager Ed |

Intended purpoze:; |<.ﬁ.ll> j

Perzonal | Other F'eu:uplel |ntermediate Certification .ﬁ.uthnritiesl Truzted B oot Certification &i_4 I "I

lzzued To | |zzued By | E =piration ... | Friendly Mame |
fuzerl-200001 71234 RootCad 411 11/26/03

<Mones

Irnpart.... Expart... Bemove Advanced...

Certificate Intended Purpozes

<ol

Cloze

_adanced.|
Wiew |

Hinh 12

Dé hién thi chi ti€t noi dung ching chi ban chon View, khi d6 xuét hién hop thoai
¢6 dang nhu Hinh 13.
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Certificate |

General I Detailsl Certifization F'athl

O

=1 Certificate Information

This certificate is intended to:

#findows Sustem Component Verification -
syfindows Hardware Driver Werification

stillow data on digk to be encrypted

stillow secured communication on [nternet

wd|lowy you ko digitally zsign a Certificate Trust List

stillow data to be signed with the current time ;I

Issued to:  uzerl-2000017-12344321-27-11-2002-20-11-2002
Izzued by: RootCA1411

Valid from 11/26/02 to 11/26/03

@ Y'ou have a private key that conresponds to this certificate.

|zaten Statement..

Hinh 13

Dén day ban ¢6 thé thuc hién giri thu dién tlr ¢6 xéc thuc va ma hod v6i mot ngudi
st dung khéc ciing di cai chiing chi s6 cta ho trén Outlook. Chu ¥ rang ching chi
sO cua ban va nguoi st dung kia phai dugc cap cung mot hé thong CA, & day
ching toi dang sir dung hé thong MyCA dé cap chiing chi s6, CA phét hanh chiing
chi c6 tén la RootCA1411.

3. St dung chitng chi s6 dé xac thuc va ma hoa thu dién tur trén Outlook

Trong muc nay ching toi sé& trinh bay tng dung ching chi s6 dé x4c thuc va ma
hod thu dién tir trén Outlook, véi diéu kién 1a ban da thuc hién cai dat thanh cong
chiing chi s6 cia minh vao Outlook (da trinh bay & trén). Van dé dat ra 1a ban chua
c6 khoa cong khai cta doi tdc dé ma hod, nguoc lai d6i tc cua ban ciing chua c6
kho4 cong khai ciia ban dé thuc hién viéc kiém tra chit ky. D€ giai quyét van dé
nay, lan dau tién ban gui thu dién tir cho d6i tac chi thuc hién ky 1én ndi dung dé
va chd ¥ rang ndi dung thu khong yéu cau bao mat, déng thoi trong Outlook phai
dat tuy chon gui ching chi cua ban kém theo. Khi nhan duoc thu cta ban, doi tac
s& ¢6 chimg chi s6 cta ban, va sau d6 doi tac gii chiing chi s6 cta ho bang cich
tuong tu nhu ban di lam. Dén day ban va doi tac c6 thé thuc hién gli thu c6 xac
thuc va ma hoa cho nhau. Cong viéc nay sé duogc trinh bay chi tiét dudi day.
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Certificate Manager Ed |

Intended purpoze:; |<.ﬁ.ll> j

Perzonal Other People I Intermediate Certification .ﬁ.uthnritiesl Truzted B oot Certification &i_4 I "I

lzzued To | |zzued By | E =piration ... | Friendly Mame |

Irnpart.... Ewpart.. Hemoyve Advanced...

Certificate Intended Purpozes

_adanced.|
e |

Cloze

Hinh 14

Trong Hinh 14, muc Other People trong hop thoai Certificate Manager khong
c6 chitng chi ctia d6i tdc ma ban can trao déi thu dién tir mat. Lan ddu tién ban gli
chitng chi clia minh cho ddi tdc bang cach ky 1én bic thu (chon Sign), va sau d6
chon Send dé giri. Chi y trén Outlook ca bén glii va bén nhan phai dugc dt 2 tuy
chon: Include my digital ID when sending signed messages va Add the
senders' certificates to my address book nhu Hinh 15. Hop thoai con cho phép
thiét 14p thuat toan ma hoa (& day chiing toi dat 1a DES).
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Advanced Security Settings [ 7] |

Encrypted meszages

% W arn on enciypling messages with legs than this strength;

A6 bitz

Encrvption level vou wish to receive [thiz preference iz included
with digitally signed meszage pou send):

|DES =l

[ always encrvpt to myzelf when sending encrvpted mail

Drigitally Signed meszages
V¥ Include my digital ID when sending signed messages
[T Encode message before signing [opague sighing]

v &dd senders’ certificates to my address book.

Revocation Checking
% Check: far revoked Digital D=

& Only when online

" Newer

] I Cancel |

Hinh 15

Trong vi du cua ching toi, d6i tac can gui ¢6 dia chi email 1a user2@myca.org nhu
Hinh 16.
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gt Mezzage - Uzer Defined H=] E3

File Edit “iew Inzert Fomat Tool:  Meszage Help |

EE AN Y
Send 50t Copy  Faste  Undo Check Speling | Attach  Priority Sign
To IuserE@m_l,lca.n:nrg 8
E&Ce |
Subject: | Thr mail
[rorTime ] E.|/B 7 UA|ZSEE|ESEE
=
Chao cac ban!
Chiing t6i thit xdc thuc mail.
=
| 7

Hinh 16

Chon Send va sau d6 chon Send/Recv. Khi d6 doi tdic md Outlook, nhan dugc mot
thu trong Inbox nhu Hinh 17.
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ﬁj Inbox - Outlook Express M=l E3

J File Edt “iew Toolz Meszage Help |

. 2 9 9 & X =2 .
e b ail Eeply Eremlinll Farard Bt [ElEte Send/Recy
Folders x |[tTa]% [Fom [ Subject -
43 Dutlook Express Eg userl Thi mail

E@ Local Folders

G Outbox
B Sent [tems
& Deleted ltems
" 5B} Drafts
1] | i3
|'I mezzage(z], 1 unread |g YWiorking Online | o

Hinh 17

M6 thu nhan duoc tir user1, xuat hién hop thoai nhu Hinh 18.

& Meszage - User Dehined _ O] =]

J File Edit ‘“iew Toolz Meszage Help |

g D2 = X 7 O ¥ E2

Henl Heplnalls Eanyand Print Delete Prewviouz MHext Addrezzes

From: uzer] R

Date: Sunday, December 07, 2002 6:44 Ak
To: uzere

Subject:  Thd mail

Secunty: Digtally signed and verfied

Security Help
Digitally Signed Message

n
Q This message has been digitally signed by the sender.

Signed e-mail from others allows you to verify the authenticity of a message -- that
the message is from the supposed sender and that it has not been tampered with

=

v

Hinh 18
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Ngoai nhiing thong tin vé ngudi giti va nhan thi ¢6 thém muc Security: Digitally
signed and verified, tic 12 bic thu ndy da dugc ky tir ngudi gui va duge kiém tra
1a ding. Muon xem noi dung thu, chon Continue, s& hién thi noi dung thu nhu

Hinh 19.
& Meszage - Uzer Defined Mi=] E3
J File Edit “iew Toolz Meszage Help
PR < "R = X > v
Reply Reply &l Fonward Frint Delete Previous et
From: uzer] R
Date: Sunday, December 07, 2002 6:44 Ak
To: uzer?
Subject:  Thid mail
Securnity: Digitally zsigned and verified
Chao céc ban!
Chiing t6i thit xdc thue mail.
A

Hinh 19

Sau d6 doi tdc s€ gl ching chi ctia ho cho ban nhu ban da timg 1am & trén. Dé
kiém tra ring ching chi ctia d6i tdc da c6 trong Outlook hay chua ban chon muc
Other People cta hop thoai Certificate Manager, muc nay chia chiing chi cta

cac doi tac cua ban. Vi du nhu Hinh 20.
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Certificate Manager Ed |

Intended purpoze:; |<.ﬁ.ll> j

Perzonal Other People I Intermediate Certification .ﬁ.uthnritiesl Truzted B oot Certification &i_4 I "I

lzzued To | |zzued By | E =piration ... | Friendly Mame |
20000 RoatCAT411 11/26/03

‘user2-200001 8-5679,..

<Mones

Irnpart.... Expart... Bemove Advanced...

Certificate Intended Purpozes

<ol

Cloze

_adanced.|
Wiew |

Hinh 20

Dén day ca 2 bén déu c6 ching chi clia nhau, va ¢ thé thuc hién giri thu cé xac
thuc va bdo mat cho nhau. Vi du ban c¢6 thé soan mot thu dién tir nhu Hinh 21.
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gt Mezzage - Uzer Defined [ _ |O] =]
J File Edit “iew Inzert Fomat Tool:  Meszage Help |
e N N Y
Send 50t Copy  Faste  Undo Check Speling | Attach  Priority Sign
T IuserE@m}lca.arg R
Cc | o
Subiject: IXén:: thiug & m3 hod
[rorTime ] E.|/B 7 UA|ZSEE|ESEE
Chao ban!
T6i giti mail bao gém ca xdc thuc v ma ho4|
| 7

Hinh 21
Chu y, dé gtri thu ¢6 xdc thuc va ma hod ban chon cé 2 tuy chon Sign va Encrypt.

Chon Send va Send/Recv, dé gt t6i doi tdc cua ban. Bén nhan nhan duogc thu,
hién thi n6i dung c6 dang nhu Hinh 22.
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& Meszage - User Defined M=l E3

J File Edt “iew Toolz Meszage Help |

E@!«J»ﬂ%%@&‘

Eeply Eeplnalls Eamvand Frirt Drelete Frevious Hext Addrezzes
From: uzerl a
Date: Sunday, December 01, 2002 707 Ak
To: Lzerd ﬁ

Subject: ¥ thic vy me ho,
Securnity:  Digitally zigned and verified; Encrypted

Security Help
Digitally Signed & Encrypted Message

Q This message has been digitally signed and encrypted by the
sender.

Signed e-mail from others allows you to verify the authenticity of a =
| Z
Hinh 22

Dé xem noi dung thu, chon Continue (giai ma), khi d6 xuat hién noi dung thu c6
dang nhu Hinh 23.
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& Meszage - User Defined M=l E3

J File Edt “iew Toolz Meszage Help |

ﬁe%aﬂ%%aq‘

Fieply Feply &l Fonward Frirt Drelete Frevious Hext Addrezzes
From: uzerl a
Date: Sunday, December 01, 2002 707 Ak
To: Lzerd ﬁ

Subject: ¥ thic vy me ho,
Securnity:  Digitally zigned and verified; Encrypted

[
Chao ban!
Téi giti mail bao gém ca xédc thuc va ma hoa.
H
| /

Hinh 23

DPay la buc thu glri ¢6 xac thyc va ma hod (trong muc Security: Digital signed
and verified; Encrypted).

4. Cap nhat danh sach cac chiing chi da huy bo

Mot ngudi dung ¢6 thé huy bo ching chi ctia minh (véi rat nhiéu ly do), dé€ huy bo
mot ching chi ban ¢6 thé tham khao chuong 6. Do vay, thong thudng mdi phién
lam viéc ban nén cap nhat lai danh sach cac chiing chi da bi huy bo do CA cua ban
phat hanh, diéu nay gitp ban c6 thé biét duoc trang thdi chitng chi ciia doi tic
(chiing chi da bi huy bo hay chua?), ban tham khao chuong 7. Khi da 1dy duogc
danh sach cac ching chi huy bo (gia st tép chain.crl) thi cac budc thuc hién cap
nhat vao Outlook tuong tu nhu doi véi viéc cai mot ching chi vao Outlook, ching
toi s€ khong trinh bay lai & day.

Trong muc nay ching toi gia sir rang ngudi sit dung c¢6 tén userl véi dia chi email
la userl@myca.org da huy bo ching chi. Trudc khi lam viéc, nguoi st dung user2
ti€n hanh cap nhat danh sach cac ching chi bi huy boé do hé thong CA ctia minh
phat hanh. Ngudi st dung user2 st dung Outlook soan thu va gui thu cé xac thuc
va ma hod cho userl, sau chon Send dé gtii cho userl thi s& xuét hién thong bdo
nhu Hinh 24.
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Outlook Expresz Mail |

Outlook, Express was unable ta locate the digital
|Crs af the following recipients:

uzer] digital 1D iz revoked

Y'ou can chooge to gend this meszage without
encrypting it, or you can cancel sending thiz message.

Cancel |

Hinh 24

Outlook thong bdo 1a chitng chi ctia userl da bi huy bo, user2 s& khong thé thuc
hién giri thu ¢6 xdc thuc va bao mat cho userl duogc nita. Chd y ring, user2 van c6
thé giri thu kém theo chit ky cho userl boi ching chi ctia user2 chua bi huy bo nén
userl van c¢6 thé kiém tra chit ky ctia user2.

Ngugc lai, khi userl gt thu cé xdc thuc va ma hod cho user2 thi dicu gi sé xay ra

khi ma ching chi cta userl da bi huy bo?. Khi nhan dugc thu cua userl, user2
hién thi noi dung s& c6 dang nhu Hinh 25.
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& Meszage - User Defined M=l E3

J File Edt “iew Toolz Meszage Help |

E@!«J»ﬂ%%@&‘

Eeply Eeplnalls Eamvand Frirt Drelete Frevious Hext Addrezzes
From: uzerl ﬁ
Date: taonday, December 02, 2002 707 Abkd
To: Lzerd ﬁ

Subject: Tho revoke
Security:  Digitally zigned - zsigning digital D iz revvoked: Encrypted

Security Help
Digitally Signed & Encrypted Message

Q This message has been digitally signed and encrypted by the
sender.

Signed e-mail from others allows you to verify the authenticity of a =

| Y

Hinh 25

Trong muc Security: c6 thong bdo Digitally signed - signing digital ID is
revoked, tic 1a bic thu nay da duoc ky boi mot ching chi da huy bo. Chd y rang,
néu userl gui thu chi chon Encrypt (ma khong ky 1én thu d6) thi user2 van doc

duoc binh thuong (tic l1a giai ma duoc), bai ching chi cta user2 chua bi huy bo.
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