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Chuong I
Chir ky so6 dua trén mat ma hién dai

1-Gié6i thiéu

Mot yéu t6 goc trong mat ma (cryptographic primitive) 1a nén tang trong xac thuc,
ching thuc, va chong chéi bo d6 1a chit ky s6. Muc dich ctia mot chit ky s6 1a dé
cung cip phuong tién cho mot thuc thé dé gan két dinh danh clia né v6i mot thong
tin. Qud trinh ky gay ra su bién d6i thong diép va mot s6 thong tin bi mat dugc giit
boi thuc thé thanh mot cdi duoc goi 1a chit ky. Mo ta chung clia né nhu sau.

Thuat ngir va cac ky hiéu

e M la tap céc thong diép ma c6 thé duoc ky.

e S1a mot tap cdc phan tr goi 1a céc chit ky, c6 thé 1a cdc chudi nhi phan véi
do dai xac dinh.

e S, la mot phép dnh xa tir tap thong diép M té6i tap chir ky S, va duoc goi la
phép 4nh xa ky (signing transformation) cho thuc thé A (Alice). Phép dnh
xa S, duoc giit bi mat bdi A, va s& duogc sir dung dé tao cdc chit ky s6 cho
cac thong diép tur tap M.

e V, la mot phép anh xa tu tap M x S t61 tap {true, false}. V, duoc goi la
phép dnh xa kiém tra (verification transformation) céc chit ky cua A, da
duoc cong bo cong khai, va duoc sir dung bdi cdc thuc thé khac dé kiém tra
cac chit ky da tao boi A.

Pinh nghia Cic phép danh xa S, va V, cung cap mot luge do6 chit ky s6 (digital
signature scheme) cho thuc thé A. Doi khi thuat ngit k§ thuat chit ky s6 (digital
signature mechanism) dugc stt dung.

Vi du (digital signature scheme) M = {m,, m,, m;} va S = {s,, s,, s;}. Hinh & bén
trai du6i day biéu dién mot ham ky S, tir tip M va hinh & bén phai bi€u dién ham
kiém tra V, tuong ung.

(mlr Sj)

m 53 (my, s,)
m; 52 (my, s3)
ms 0 S| (m,, ;) True

(my, s5)
Sa (m,, $3) False
(m3, s;)
(m3, s,) Vi
(mj, s3)

Ham ky va kiém tra ctia lugc do chit ky s6.



Thu tuc ky
Thuc thé A (signer) tao mot chit ky cho mot thong diep m € M bang cach thuc
hién nhu sau:

1. Tinh s = S,(m).

2. Chuyén giao cip (m, s). s duoc goi 1a chit ky cua thong diép m.

Thu tuc kiém tra
Dé kiém tra ring mot chit ky s trén mot thong diép m da duoc tao bsi A, mot thuc
thé B (verifier) thuc hién cdc budc sau:
1. Lay ham kiém tra ky V, cta A.
2. Tinhu =V ,(m,s).
3. Chép chit ky da duoc tao bdi A néu u = true, va bac bo chit ky néu u =
false.

Nhan xét (concise representation) Cic phép anh xa S, va V, thuong dugc dac
trung mot cdch gon hon bdi mot khod; tic 13, c6 mot 16p céc thuat todn ky va kiém
tra ky duogc cong bo cong khai, va ting thuat todn d6 duogc dinh danh bdi mot khoa.
Do vay, thuat toan ky S, ctia A dugc xac dinh bdi mot khoa &, va yéu cau A phai
giit bi mat khoa k,. Tuong tu, thuat kiém tra ky V, clia A duoc x4c dinh boi khoa
l, dugc dua ra cong khai.

Nhan xét (handwritten signatures, cac chit ky viét tay) Cac chit ky viét tay duoc
coi nhu mot 16p dac biét cta cac chit ky s6. Truong hop nay, tap cac chit ky S chi
bao gdm mot phan tir d6 1a chit ky viét tay cua A, goi 1a s,. Him kiém tra chit ky
don gian kiém tra xem chit ky trén thong diép duoc ky mot cach c6 chu y boi A 1a
Sy

Mot dac trung khong mong muoén, dé 1a chit ky viét tay khong phu thudc vao
thong diép (message-dependent). Do d6, can c6 céc bat buoc thém duoc 4p dat 1én
cac k¥ thuat chit ky s6 nhu thao luan ¢ dudi day.

Cac tinh chit yéu cau déi v6i cac ham ky va kiém tra ky

C6 mot vai tinh chit ma cdc dnh xa ky va kiém tra ky phai thoa man.

(a) s 1a mot chit ding cua A trén thong diép m néu va chi néu V,(m, s) = true.

(b) N6 1a khong thé tinh to4dn dugc d6i véi thuc thé khac A dé tim mot s € S ma
Vim,s) = true,véim € M.

Hinh trén thé hién tinh chat (a). C6 mot dudng miii tén trong biéu dé cho V, tir (m,,
s;) dén true tuong tGng v6i mot dudng miii tén tit m; t6i s; trong bi€u d6 S,. Tinh
chat (b) dam bao tinh an toan cho phuong phap - chit ky rang budc A duy nhat véi
thong diép da duoc ky.



Chua c6 phuong phéap nao chinh thic chiing minh duge rang céc luge do6 chit ky s6
thod man ton tai tinh chat (b) (mac du su ton tai duoc tin 1a ding); tuy nhién, cling
c6 mot vai ting cur vién rat tot. Muc sau giGi thiéu mot 16p dac biét gobm cac chit ky
s6 nay sinh tr cic k§ thuat ma hod khod cong khai. Su mo ta vé chit ky s6 trong
muc ndy la rat téng quét, né c¢6 thé dugc md rong chi ti€t hon nita, nhu gi6i thiéu
trong & phia sau.

2- Chir ky so tir hé ma c6 thé dao nguoc
Trong muc nay quan tam dén mot 16p cac luoc do6 chit ky s6 ma duoc dua trén hé
thong ma hoa khoa cong khai c6 dang dac biét.

Gia st E, 1a mot anh xa ma hoa khoa cong khai v6i khong gian thong diép M va
khong gian ban ma C. Hon nita, gia st rang M = C. Néu D, 12 4nh xa gidi ma tuong
ting véi E, thi khi d6 ca E, va D, déu 1a cac phép hoén vi:

D/E,(m)) =E/(D(m)) =m,v6i¥ m € M.

Mot luoc d6 ma hod khod cong khai theo kiéu nay dugc goi 1a reversible (c6 mot
16p rong hon céc chit ky s6 ma c6 thé duoc coi 1a su phdt trién tir cdc thuat todn
mat ma khong thuan nghich, nhu & cdc muc 3.2.4 va 3.2.5). Chd y rang diéu kién
M=C la cén thiét dé cho dang thic 1a ding v6i V m € M; mat khac, D (m) s&
khong c6 nghia véim & C.

Cau tric cho mot luge do chir Ky s6
Gia st M 1a khong gian ban r6 ctia luge do chit ky.
Gia su C = M, khong gian chit ky S.
Gia su (e, d) 1a cap khoa ctia luge d6 ma hoa khoa cong khai.
Dinh nghia ham ky S, 1a D,. Diéu nay c6 nghia la chit ky ctia mot ban rd
meMlas =D, m).
5. Dinh nghia ham kiém tra ky V, boi
v (m,s) _ {true, néuE (s)=m,

b=

false, con lai.

Lugc d6 chit ky ¢6 thé duge don gian hon néu A chi ky cdc ban rd c6 cau tric dic
biét, va céu tric nay la dugc biét cong khai. Cho M’ 1a mot tap con cua M véi cac
phan tir cia M’ ¢6 cdu tric dac biét da dinh nghia, do d6, M’ chi chita phan khong
dang ké cdc ban rd. Vi du, gia st ring M bao gém tat ca cdc chudi nhi phan vdi do
dai 1a 2t, v6i t 1a s6 nguyén duong. Cho M’ 1a tap con cia M bao gom tat ca cac
chudi ma t bits dau tién duoc lap lai t bits con lai (vi du, 101101 1a thuoc tap M’
vGi t=3). Néu A chi ky cdc ban rd nam trong tap con M’, diéu nay duoc dé dang
nhan biét béi mot ngudi ki€m tra ky.

Dinh nghia lai ham kiém traky V, 1a



v (ms) true, néuE (s)eM
m,s)=
4 false, conlai.

V6i céc gia thiét méi ndy, A chi can chuyén giao chit ky s vi ban rd m = E.(s) ¢6
thé dugc khoi phuc lai bing céch 4p dung ham kiém tra ky. Mot luge d6 nhu vay
duoc goi la digital signature scheme with message recovery. Hinh sau minh hoa

cach sir dung ham chit ky nay. Pic diém cua su lua chon cdc ban o vé6i cau triic

dac biét dugc tham khao nhu 1a viéc chon cac ban r6 ¢ phan du (redundancy).

e
E.(s) nguon khoa
m’ \ ld
S
Chap  nhan ~ Dym)=s
néum’ € M’
Tm
Verifier B nguon ban
oM’
Signer A

Lugc do chit ky s6 khoi phuc ban rd.

Su stra d6i duoc trinh bay & trén (dua do du vao) 12 mot cdi gi d6 nhiéu hon phép
thu gon khong gian dugc ky; n6 la hoan toan cot yéu néu mot ai dé hy vong thoa
man yéu cu cla tinh chat (b) d6i v6i cdc ham ky va kiém tra ky da néu ra & trén.
Hay xem tai sao lai nhu vay, chud y ring mot thuc thé B c6 thé chon ngiu nhién
mot phin tir s € S nhu 1a mot chit ky va 4p dung E, dé 1ay u = E.(s), vi S= M va E,
1a cong khai. B c6 thé 14y ban rd m = u va chit ky trén m 1a s, sau d6 chuyén giao
(m, s). D& dang kiém tra rang s s& duoc chip nhan nhu 1a mot chit ky da dugc tao
bdi A cho m, nhung trong khi d6 A khong dong vai tro gi. Trong truong hgp nay
ching ta néi ring B da gia mao chit ky cia A. Day 1la mot vi du dugc goi
existential forgery. (B da tao ra chit ky ctia A trén ban r6 ma ban ré nay khong
theo su lua chon cua B).

Néu M’ chi chita mot phan nho cac ban tin tr M, thi x4c sudt d€ mot ai d6 gia mao
dugc chit ky cta A theo cach nay la rat nho.

Nhan xét (chit ky s6 so véi su tin cady) Mac du cac luge do chit ky s6 dua trén ma
hoda khod cong khai thuan nghich 1a rat hap dan, chiing yéu cau mot phuong phap
ma hod nhu 12 mot goc mat ma. C6 nhitng tinh huong ma mot ky thuat chit ky so



dugc yéu cau nhung su ma hod bi ngan cdm. Trong nhiing trudng hop nhu vay thi
cac luogc do chit ky s6 nay khong thich hop.

Chix ky s6 trong thuc té
V6i céc chit ky s6 thuc su cdc tdc dung trong thuc t€, cac phuong 4n cu thé cla céc
khdi niém trudc d6 chic chan phai c6 thém céc tinh chat khac. Mot chit ky s& phai
1. dé dang tinh todn boi ngudi ky (ham ky 1a dé dang ap dung);
2. dé dang kiém tra boi ngudi khac (ham kiém tra ky 12 dé dang 4p dung); va
3. ¢6 khoang thoi gian phl hop, vi du, an toan vé phuong dién tinh todn tranh
dugc gia mao cho dén khi chit ky khong can thiét cho muc dich cua n6.

Giai quyét tranh chap

Muc dich ctia mot chit ky s6 (hodac phuong phap ky bat ky) 1a dé cho phép giai
quyét céc tranh chap. Vi du, mot thuc thé A pht nhan da ky l1én mot ban rd hodc
thuc thé B khang dinh sai mot chit ky trén mot ban rd 12 duoc tao ra béi A. Dé khic
phuc céc van dé nhu vay thi mot T6 chic tin cay thit ba (Trusted Third Party, TTP)
hodc quan toa (judge) dugc yéu ciu. TTT can phai 1a mot thuc thé ma tit ca cac
bén tham gia dong y cong nhan tir trudc.

Néu A phti nhan ring ban rd m dang luu gitt & B 13 da duoc ky bdi A, thi B c6 thé
dua ra chit ky s, trén m t6i TTP cung v6i m. Cac quyét dinh cua TTP sé ung ho B
néu V,(m, s,)=true va ung hd A néu nguoc lai. B s&€ chap nhan quyét dinh d6 néu B
tin cay rang TTP c6 cing phép 4nh xa kiém tra ky V, nhu A da c6. A s& chap nhan
quyét dinh d6 néu A tin cay rang TTP da st dung V, va tin rdng S, khong bi pha.
Do vay, viéc giai quyét hop 1y tranh chdp yéu céu céc tiéu chudn sau phai duogc
thoa man.

Nhing yéu cau dé giai quyét cac chir ky bi tranh chap
1. S, vaV, cé cac tinh chat (a) va (b) da noi trén.
2. TTP c6 ban sao ding ctia V ,.
3. Phép anh xa ky S, phai dugc git bi mat va van con an toan.

Cic tinh chit nay 1a can thi€t nhung trong thuc t€ thi c6 thé khong dam bao dugc
ching. Vi du, gia thiét cho rang S, va V, ¢6 cdc dic diém nhu yéu cdu trong tinh
chat 1 c6 thé 1a khong cho mot luge d6 chit ky dac biét. Mot kha nang khdc dé 1a A
khéang dinh sai ring S, da bi phd. Pé vuot qua cdc van dé nay yéu cdu mot phuong
phdp thoa thuan dé phé chuin chu ky thoi gian ma A s& chdp nhan trdch nhiém doi
v6i 4nh xa kiém tra. Mot hoan canh tuong tu c6 thé xay ra d6i véi viec huy bo thé
tin dung. Nguoi st dung card chiu trach nhiém dén tan khi thong bao véi cong ty
phat hanh card rang card da bi mat hoac da bi danh cap.

3 - Cac dinh nghia va phan loai
Cac dinh nghia
1. Chit ky so (digital signature) 1a mot chudi dir liéu lam nhiém vu lién két



mot thong diép (& dang s0) vdi thuc thé tao ra no.

2. Thuat toan sinh chit ky sO (digital signature generation algorithm hoac
signature generation algorithm) 1a mot phuong phap tao ra mot chit ky so.

3. Thuat to4n kiém tra chit ky s6 (digital signature verification algorithm hoic
verification algorithm) 12 phuong phap dé kiém tra ring mot chit ky so 1a
ddng tin (ttc 1a thuc su da dugc tao bdi thuc thé da dugc chi ra).

4. Luoc do chit ky s6 (digital signature scheme hoac mechanism) bao géom
thuat ton sinh chit ky va thuat toan kiém tra chit ky di kem.

5. Quy trinh sinh chit ky s6 (digital signature signing process hoac procedure)
bao gom mot thuat todn sinh chit ky s6 (todn hoc), di cing v6i mot phuong
phédp dinh khuon dang dit liéu cho thong diép dé c6 thé ky duoc.

6. Tién trinh kiém tra chit ky so (digital signature verification process hoic
procedure) bao gébm mot thuat toan kiém tra ky, di ciing v6i mot phuong
phép khoi phuc dit liéu tir thong diép.

Trong chuong nay, hau hét cac muc (nhu cht ky ElGamal, chit ky Rabin) chi lién
quan don thuin dén cdc luoc do chit ky s6. Nhung dé st dung duoc mot luge do
chit ky s6 trong thuc té€ thi con can nhiéu hon thé€ (chi ¢6 luoc d6 chit ky thoi thi
chua du), c6 nghia l1a can dén quy trinh sinh chit ky s6 (thém vao cach padding
ching han). Cé nhiéu quy trinh lién quan dén rat nhiéu luoc dé khac nhau di ndi
lén nhu 12 cdc chudn thuong mai thuc su; 2 quy trinh nhu vay, d6 1a 1ISO 9796 va
PKCS #1, duoc trinh bay trong riéng cho hé chit ky s6 RSA. Ky hiéu stt dung cho
phan con lai ctia chuong nay duoc cung cap trong bang sau. Cac tap va cac ham da
liét ké trong bang nay la duoc cong bo cong khai.

Ky hiéu y nghia
M tap cac phan tir duoc goi la khong gian ban ro.
M tap cac phan tir duoc goi la khong gian ky.
S tap cac phan tir duoc goi la khong gian chit ky.

R anh xa 1-1 tit M t6i M, goi 1a ham phan du.
M, anh cua R (tic 1a, My=Im(R)).
R! nghich anh cta R (tic 13, R’ : M->M).

74 tap cac phan tlr goi 1a tap chi so chit ky (indexing
set for signing).
h ham mot chiéu trén mién M.

M, anh cta h (ttc 13, h: M->M,); M,cM duge goi 1a
khong gian gia tri bam.

Ky hiéu cho céac ky thuat chit ky s6.

Cha y (giai thich bang trén)
(i)  (khong gian ban rd) M 1a tap cac phén tir ma tir d6 mot ngudi ky c6 thé
thém vao chit ky so.



(ii)

(iii)
(iv)

(khong gian ky) M la tap cac phan tir ma tir d6 cac phép anh xa chit ky
(s€ dugc trinh bay sau nay) dugc d4p dung. Cic phép anh xa chit ky
khong dugc ap dung truc ti€p vao tap M.

(khong gian chir ky) S 1a tap cac phan ti tuong Gng vé6i cac ban rd trong
M. Nhitng phan tir nay dugc sit dung dé rang budc ngudi ky vé6i ban rd.
(tap chi s6) ® dugc sit dung dé dinh danh cdc phép anh xa ky cu thé.

Phan loai cac luoc do chir ky so
Trong hai muc sau s& trinh bay 2 16p téng quat cta cac lugc do chit ky s6, ma ¢
thé téng két ngin gon nhu sau:

@

(ii)

Céc luge do6 chit ky s6 ¢6 phan phu luc (digital signature scheme with
appendix) yéu cau ban 1o goc c¢6 & dau vao clia thuat todn kiém tra chit
Kky.

Cac lugc d6 chir ky khoi phuc ban ro (digital signature scheme with
message recovery) khong yéu cau ban ro goc trong dau vao cho thuat
todn kiém tra chit ky. Trong trudng hop ndy, ban ro goc tu duoc khoi
phuc lai tir chit ky.

Pinh nghia Lugc d6 chit ky (khoi phuc ban rd hoac ¢é phan phu luc) dugc goi la
lugc do chit ky s6 c6 tinh ngiu nhién (randomized digital signature scheme) néu
| 21 > 1; va nguoc lai, lugc d6 chit ky dugc goi la tat dinh (deterministic).

Hinh sau minh hoa su phan loai nay. K§ thuat chit ky s6 tit dinh c6 thé bi chia nho
hon thanh cac luoc do: one-time signature schemes va multiple-use schemes.

Digital
Schemes

Randomized
Message v one-time
Recovery Deterministic [,
\\
\\ .
“ multiple-use
Signature
Randomized
Appendix i
" one-time
Deterministic

A multiple-use

Phan loai cac lugc do chit ky so.



4- Luoc do chir ky s6 cung phu luc

Lugc dé chit ky s6 ¢6 phan phu luc, nhu da trinh bay & trén, dugc sit dung phé bién
trong thuc t€. Chiing dua trén cac ham hash mat ma hon la trén cac ham phan du,
va it bi nguy hiém hon doi v6i cac tan cong existenial forgery.

Pinh nghia Cic lugc d6 chit ky s6 ma yéu cau ban 15 1a dau vao cua thuat toan
kiém tra ky duoc goi 1a lugc dé chit ky s6 c¢6 phan phu luc (digital signature
schemes with appendix).

Céc vi du vé k¥ thuat tao chit ky s6 ¢6 phan phu luc 1a cac Iugc do chit ky s6 DSA,
ElGamal va Schnorr.

Thuat toan
Toém tat: timg thuc thé tao mot khoa bi mat dé ky céc thong diép, va tuong tng 1a
mot khoé cong khai dugc sir dung dé céc thuc thé khéc kiém tra chit ky.
1. Thyc thé A Iya chon mot khod bi mat, khod nay xdc dinh tap S,={S,
k e} cua cac phép anh xa. Mo6i S, 12 4nh xa 1-1 tit M, vao S va dugc goi la
mot anh xa ky.
2. S, dinh ra dnh xa tuong tng V, tt M, x S vao {true, false} nhu sau:
- true,néu S m)=s*,
I
false, truong hop con lai,
VoIV e M, s*eS; m=h(m)véime M. V, duoc goi 1a 4nh xa kiém tra ky
va duoc tao ra sao cho né c6 thé tinh dugc ma khong can biét gi vé khod bi
mat cua ngudi ky.
3. Khoa cong khai cua A 1a V,, va khoa bi mat cia A latap S,.

Thuat toan
Toém tat: thuc thé A tao ra mot chit ky s € S cho thong diép m € M, chit ky nay
duoc kiém tra bdi thuc thé B vé sau nay.
1. Sinh chit ky. Thuc thé A thuc hién nhu sau;
(a) Chon mot phan ta k € R.
(b) Tinh 7 = h(m) vas* =S i (7).
(c) Chit ky ctia A trén m [a s*. C4 m va s* 1a ¢6 thé ti€p can dugc boi
cac thuc thé khac mu6n kiém tra chit ky.
2. Kiém tra ky. Thuc thé B thuc hién nhu sau:
(a) Nhan dugc khoa cong khai V, cua A (c6 xac thuc)
(b) Tinh 7t = h(m) vau = V4 (M, s *).
(c) Chap nhan chit ky néu va chi néu u=true.



Hinh sau dua ra bi€u d6 ciia mot luge do chit ky s6 ¢6 phan phu luc. Cac tinh chat
duéi day duoc yéu cdu doi véi cac dnh xa ky va kiém tra:
(i)  v6imbik € ®, Sy, c6 thé tinh dugc mot cach hiéu qua;
(ii)  V, tinh duoc cé hiéu qua; va
(iii)  n6 khong thé tinh todn dugc doi vé6i céc thuc thé khac A dé timm € M
va s* € Sthod man V (M, s*) = true, V6i it = h(m).

Lugc do6 chit ky s6 cung phu luc.

Chu y (vé st dung cac ham bam) Hau hét cac luoc d6 chit ky s6 khoi phuc ban 1o
duoc ap dung cho cac thong diép cé do dai xac dinh, trong khi d6 thi luoc do chit
ky s6 cung phu luc lai dugc ap dung cho cac thong diép vé6i do dai tuy y. Ham mot
chiéu (one-way function) h trong trén duoc chon la ham bam khong va cham
(collision-free hash function). Mot phuong 4n khédc thay cho viéc bam 1a ngét
thong diép thanh cdc khoi voi do dai xéac dinh 16i tir d6 ¢6 thé dugc ky riéng tiing
khoi st dung lugc d6 chit ky s6 khoi phuc ban rd. Vi viéc sinh chit ky 1a twong doi
cham d6i v6i phéan 16n cdc luge do, va vi viéc sap x€p lai thit tu nhiéu khoi da ky ¢6
su rui ro an toan, nén phuong phap dugc vu tién la sir dung ham bam.

5-Luoc do chir ky khoi phuc thong bao

Cic luoc do chit ky s6 trinh bay trong muc nay c6 diac diém d6 1a cic thong diép
da ky c6 thé dugc khoi phuc lai tir chit ky ctia né. Trong thuc t€, dic di€ém nay chi
st dung cho céc thong diép ngan.

Pinh nghia Mot lugc d6 chit ky khoi phuc thong bao 1a mot luge do chit ky s6 ma
viéc biét trude thong diép 1a khong dugc yéu cdu cho thuat todn kiém tra chit ky.

Céc vi du vé céc ky thuat cung cap chit ky s6 khoi phuc thong bdo 1a cac luoc do



ky khod cong khai: RSA, Rabin va Nyberg-Rueppel.

Thuat toan

Toém tdt: Moi mot thuc thé tao mot khod bi mat duge st dung ky cac thong diép, va
mot khoa cong khai tuong ting duoc sir dung boi céc thuc thé khic dé kiém tra cdc
chit ky.

1. Thuyc thé A lya chon mot tap cdc dnh xa S,={S, .- k € ®@}. Mdi S, 1a mot
anh xa 1-1 tur M, t6i S va duogc goi la anh xa ky.

2. S, dinh nghia mot dnh xa tuong tng V, c6 tinh chat sao cho V,0 S, , 1a 4nh
xa dong nhat trén Mg v6i V k € 2. V,, dugc goi 1a d4nh xa ki€m tra va duoc
tao sao cho n6 c6 thé duoc tinh todn ma khong cin biét gi vé khoa bi mat
clia nguoi ky.

3. Khoa cong khai cua A 1a V,, va khoa bi mat cua A latap S,.

Thuat toan
Toém tat: thuc thé A tao mot chit ky s € S cho thong diép m € M, n6 c6 thé duoc
kiém tra boi thuc thé B vé sau. Thong diép m dugc khoi phuc lai tir s.
1. Sinh chit ky. Thuc thé A thuc hién nhu sau:
(a) Chon mot phan tlr k € 2.
(b) Tinh 7 = R(m) vas* =S 1 (). (R 1a mot ham phén du)
(d) Chitky cha A 1a s*; n6 c6 thé dung duoc boi céc thuc thé khac mudn
kiém tra chit ky va khoi phuc ban 16 m.
2. Kiém tra. Thuc thé B thuc hién nhu sau:
(a) Nhan dugc khoa cong khai V,, cua A (cé xac thuc)
(b) Tinh 7t =V (s*).
(c) Kiém traring meMy . (Néu m¢g My thi bac bo chit ky).

(d) Khoi phuc ban rd m tir i bing céch tinh R (7).

Lugc do6 chit ky s6 khoi phuc thong bao
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Hinh trén cung cap mot biéu do vé luge do chit ky khoi phuc thong bao. Dudi day
12 céc tinh chét yéu c4u d6i véi cdc dnh xa ky va kiém tra ky.
(i) v6imdik € @ S,, tinh dugc mot cach hiéu qua;
(il)  V, tinh duoc hiéu qua; va
(iii) n6 khong thé tinh todn dugc d6i véi céc thuc thé khdc A dé€ tim s* e
M thod min V(s ¥)eMp.

Cha y (vé ham phdn du) Ham phan du R va ham nguoc R cla n6 1a biét cong
khai. Chon ham phan du R thich hgp Ia rdt quan trong dé dam bao an toan hé
théng. DE minh hoa cho van dé nay, gia st ring Mz=M,. Gia st R va S, , 1a céc
song dnh tir M vao My va tix Mg vao S. Diéu nay noi 1én rang M va S ¢6 cling s6
luong phan tir. Do vay, v6i moi s* € S, V,(s*) € Mg, va sé dé dang tim duoc cic
thong diép m va cac chit ky s* twong tng ma sé€ dugc chap nhan bdi thuat toan
kiém tra ky nhu sau:

1. Chon ngau nhién k € 2. va ngiu nhién s* € S.

2. Tinh =V (s*)

3. Tinh m=R"!(7)
Phan tr s* 1a chit ky ding cua thong diép m va duogc tao ra ma khong can biét vé
tap cac anh xa ky S,.

Vi du (vé ham phdn du) Gia st M = {m: m € {0, 1}"}v6i mot s6 nguyén duong
xdc dinh n va Mg = {t: t €{0, 1}*}. Dinh nghia R: M -> M, b&i R(m) = mllm, (v6i
ky hiéu Il 1a phép ghép day); nhu vay, M, = {mllm: m € M} < M. V6i gid tri n 16n,
thi ty s6 IMgl/IM{l = (1/2)" 1a khong dédng ké. Ham phéan du nay Ia thich hop dam
bao rang khong c¢6 cach chon khon ngoan nao cho s* vé phia ké tan cong s€ ¢o
dugc xdc sudt khong nhd sao cho Vi (s *)e My .

Nhan xét (vé chon ham phdn du) Miac di ham phan du R 1a dugc biét cong khai va
R 1a dé tinh todn, su lua chon R 1 rit quan trong va khong duoc lam doc lap véi
st lua chon clia cac 4nh xa ky S,. Muc “Céc tdn cong c6 thé doi vé6i chit ky RSA”
cung cap mot vi du vé ham phan ham phan du 1am t6n thuong dén lugc dé chit ky.
Mot vi du vé ham phin du ma dugc chdp nhan 12 mot chuin quoc t€ duogc dua ra O
sau nay. Ham phéan du nay khong phu hop véi tat ca cac luoc do chit ky khoi phuc
thong bdo, nhung dp dung duoc cho lugc d6 chit ky s6 RSA va Rabin.

Nhan xét (vé mot lop ddc biét cua cdc luoc do chit ky s6) 6 trén da trinh bay mot
16p cdc luoc d6 chit ky khoi phuc thong bao dugc phét trién tir cac phuong phdp ma
hoda khoa cong khai thuan nghich. Cac vi du bao géom cac lugc d6 ma hoa RSA va
Rabin. Cac k¥ thuat ky twong ting duoc trinh bay & phia sau.

Chu ¥ (tao cdc chit ky c¢6 phan phu luc tir cdc luoc do ky khoéi phuc théng bdo)
Mot luoc d6 chit ky khoi phuc thong bao bat ky ¢6 thé bién thanh mot luge d6 mot
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lugc do chit ky cuing phu luc don gidn bang cach bam (hash) cédc thong diép va sau
do6 ky lén cédc gia tri hash d6. Nhu vay, thong bdo phai dugc yéu cau nhu dau vao
cuia thuat toan kiém tra ky. Biéu dé cho tinh huéng nay dugc minh hoa trong hinh
sau. Ham phéan du R 1a khong quan trong nita cho d6i vé6i do an toan cua luge do
chit ky, va c6 thé 1a cac ham 1-1 bat ky tir M, t6i M.

Lugc do6 chit ky khoi phuc thong bao nhan duoc tir lugc
d6 chit ky cung phu luc.

6-Cac kiéu tan cong trén luoc do ky

Muc dich chinh ctia mot ké tan cong l1a gia mao chit ky; diéu dé c6 nghia la tao cac
chit ky ma s& duoc chip nhan nhu 1a cic chit ky clia céc thuc thé khac. Dué6i day
dua ra tap hop céc tiéu chuén theo ¥ nghia dé phd vd luoc dé ky.

1.

total break (phd hoan toan). Ké tdn cong khong nhitng cé thé tinh toan
thong tin vé khoa bi mat ctia ngudi ky, ma con tim ra thuat toan ky c6 hiéu
luc tuong duong véi thuat toan ky cia ngudi ky.

selective forgery. Ké tan cong c6 thé tao ra dugc mot chit ky hop 1é cho mot
thong diép dac biét hoac 16p cac thong diép uu tién da lua chon. Viéc tao
cac chit ky khong truc ti€p doi hoi dén chinh nguoi ky.

. existential forgery. Ké tdn cong c6 thé gia mao mot chit ky cho t6i thiéu 1a

mot thong diép. Ké tan cong c6 rit it hoac khong diéu khién dugc thong
diép ma chit ky cuia ching 1a ¢6 dugc, va ngudi ky ¢ thé tham gia vao qud
trinh gia mao.

C6 2 kiéu tan cong co ban dua vao cic luoc d6 chit ky so khod cong khai.

1.

2.

key-only attacks. Trong cdc tdn cong kiéu ndy, ké tdn cong chi biét khod
cong khai ctia nguoi ky.
message attacks. Ké tan cong c6 thé kiém tra cdc chit ky twong ting khong
nhitng cac messages da dugc bi€t ma con duoc Iua chon. Kiéu tan cong nay
c6 thé duoc chia nho thanh 3 16p duéi day:
(a) known-message attack. Ké tdn cong c6 cac chit ky cla tap cac
thong diép da duoc biét nhung khong phai la duoc chon bai anh ta.
(b) chosen-message attack. Ké tan cong 1y cac chit ky ding tir danh
sach cac thong diép da dugc chon trude khi ti€n hanh pha vo luge
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do chit ky. Tan cong nay la non-adaptive (khong thich nghi) theo
nghia caic messages dugc chon truée khi cé duge bat ky mot chit ky
nao. Cac tan cong messages lua chon chong lai lugc d6 chit ky la
tuong tu vGi cac tan ban ma lua chon dua vao cac lugc d6 ma hoa
khoa cong khai.

(¢c) adaptive chosen-message attack. Ké tan cong duoc phép st dung
ngudi ky nhu 12 mot oracle; ké tan cong c6 thé yéu cdu cic chit ky
cuia cac messages tuy thuoc vao khoa cong khai cua ngudi ky va
hin ta c6 thé yéu cau cdc chit ky clia cic messages phu thuoc vao
cac thong bao hoac cac chir ky da co trude do.

Chu y (vé adaptive chosen-message attack) N6i chung, adaptive chosen-message
attack 1a dang tdn cong rat khé chong nhat. Cé thé tudng tuong ring khi da nhan
dlt mot luong cdc messages va cdc chit ky twong ting, ké tdn cong c6 thé tir d6 rit
ra mau va sau d6 gia mao cht ky theo lva chon cua minh. Trong khi adaptive
chosen-message attack c6 thé khong thé thuc hién dung Ién trong thuc t€, mot lugc
d6 ky duoc thiét k€ tot du sao cling phai dugc thiét k& dé bao vé chong lai dugc kha
nang nay.

Chu y (xem xét vé sy an toan) Mic d6 an toan da yéu cau trong mot lugc d6 chi
ky sO c6 thé thay doi tuy theo tng dung. Vi du, trong cdc trudng hop ma ké tan
cong chi ¢ thé sip dat tdn cong key-only attack thi chi can thi€t k€ mot luge do
ngin chin ké tdn cong khong thanh cong theo kiéu selective forgery. Trong cac
truong hop ké tdn cong c6 kha ning tdn cong kiéu messgage attack, thi can thiét
phai d¢ phong kha nang existential forgery.

Cha y (vé cdc ham hash va cdc tién trinh tao chit ky s6) Khi mot ham hash /4 duoc
st dung trong mot luge do6 chit ky so (truong hop thuong xay ra), thi 4z nén la mot
phin ¢6 dinh clia quy trinh ky do vay ké tan cong khong thé 14y dugc mot chit ky
ding, thay th€ i bing mot ham hash yé€u, va sau d6 sip dit tan cong kiéu selective
forgery attack.

7- Ham bam

Mot trong nhitng thanh t6 co ban trong mat ma hién dai la cic ham hash mat ma,
thuong dugc goi 1a ham bam mot chiéu (one-way hash function). Mot dinh nghia
dugce don gian hoa sé dugc trinh bay & dudi day.

Dinh nghia Mot ham hash 12 mot ham tinh toan hiéu qua thuc hién anh xa céc
chudi nhi phan v6i do dai tuy § vao cac chudi nhi phan ¢6 do dai c6 dinh, duoc goi
la cac gia tri hash (hash-values).

V6i ham hash ¢6 dau ra 1a cac gia tri hash n-bit (vi du, n = 128 hoac 160) va c6 cac

tinh chat mong mudn, x4c suit dé mot chudi dugc chon ngiu nhién 4nh xa vao mot
gid tri hash n-bit (anh) cu thé 1a 2™. y tudng co ban 1a mot gia tri hash ding nhu 12
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mot dai dién ddy du cia mot chudi dau vao. DE str dung trong mat ma, ham hash h
thuong dugc chon sao cho vé mit tinh toan 12 khong thé tim duoc 2 dau vao khac
nhau ma c6 cung chung mot gia tri hash (tic 1a, 2 dau vao va cham x va y thoa
man A(x)=h(y)), va khi nhan dugc mot gid tri hash cu thé thi n6 khong thé tinh
todn dé tim ra mot dau vao (pre-image) x thod man A(x)=y.

No6i chung, trong mat ma thuong ting dung cac ham hash trong céc chit ky s6 va
toan ven dit liéu. Trong cac chit ky s6, mot message dai thuong duge bam (st dung
ham hash cong bo cong khai, da thoa thuan 2 bén) va chi gia tri hash dugc ky. Bén
nhan nhan message va sau d6 bam message da nhan duoc, va kiém tra riang chit ky
nhan dugc 1a ding véi gid tri hash nay. Di€u nay tiét kiém ca khong gian va thoi
gian so véi viéc ky truc ti€p vao message, tic 1a bao gdm chia cdc message thanh
cac khai c6 kich thude phu hop va ky ting khoi riéng biét. Diéu can chd y & day
rang khong c6 kha niang tim 2 messages vdi cing mot gia tri hash 12 mot yéu cau
an toan, vi néu khac diéu nay, thi chit ky trén mot message da hash cé thé giong
vGi message da hash khéc, diéu nay cho phép nguoi ky thuc hién ky mot message
va tai mot thoi diém sau lai khing dinh di ky mot message khdc (trdo doi
message).

Cac ham hash ¢6 thé dugc sir dung cho viéc toan ven dit liéu nhu sau. Gia tri hash
twong ing v6i mot dau vao dic biét dugc tinh tai mot thoi diém. Tinh toan ven cua
gi4 tri hash nay 1a dugc bdo vé bang mot cdch nao dé. Tai mot thoi diém ti€p theo,
dé kiém tra rang dit liéu ddu vao 1a khong bi thay doi, gid tri hash dugc tinh lai st
dung message ban dau va duogc so sanh 1a bang véi gid tri hash cii. Nhiing ing
dung cu thé bao gébm ca viéc bao vé virus va phan phoi phan mém.

Mot tng dung thi 3 cua cac ham hash 1a st dung trong cac giao thiic lién quan
cam két trudc, bao gom cac lugc do chit ky s6 va cdc giao thic nhan dang.

Cac ham hash dugc ban t6i & trén dugc biét cong khai va khong cé khoa bi mat
(secret key). Khi duoc st dung dé nhan bié€t xem message dau vao da bi thay doi
hay chua thi ching duoc goi 1a modification detection codes (MDCs). Lién quan
tGi ching con c¢6 cac ham hash gom c6 mot secret key, va cung cép tinh xac thuc
nguyén ven ban dau nhu la toan ven dit liéu, nhiing ham bam nay duoc goi la
message authentication codes (MACs).
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Chuong II
Luoc do chir ky s6 RSA

1- Lugc do chir ky RSA

Khong gian ban r6 va khong gian ban ma cta luge d6 ma hod khod cong khai RSA
déulaz,=1{0,1,2, .. n-1} v6i n = pq la tich ctia 2 s6 nguyén t6 khac nhau dugc
chon ngiu nhién. Vi 4nh xa mi hod 12 mot song anh, nén cic chit ky c6 thé duoc
tao bang cach ddo nguoc vai trd cia ma hod va giai ma. Lugc do chit ky RSA 1a
mot lugc d6 chit ky so tat dinh ma cung cap viéc khoi phuc message. Khong gian
ky M, va khong gian chit ky S déu 1a Z,. Ham phan du R: M->Z, dugc lua chon va
duoc biét cong khai.

Thuat toan

Tém tdt: Mdi thuc thé tao mot khod cong khai RSA va mot khod bi mat RSA
twong ting. Méi thuc thé A thuc hién nhu sau:

Sinh ngiu nhién 2 s6 nguyén t6 16n khac nhau p va ¢, xap xi vé kich thudc .
Tinh n = pg va ¢ = (p-1)(q-1).

Chon ngau nhién mot s6 nguyén e, / < e < ¢, thoa man ged(e, ¢) = 1.

S dung thuat toan Euclidean md rong dé tim s6 nguyén duy nhéit d, I < d
< ¢, thoa man ed =1 (mod ¢).

5. Khoa cong khai cta A 1a (n, e); Khoa bi mat cua A 1a d.

b =

Thuat toan
Tém tat: Thuc thé A ky mot message m € M. Thuc thé B kiém tra chit ky clia A va
khoi phuc lai message m tu chit ky.
1. Tao chit ky. Thuc thé A thuc hién nhu sau:
(a) Tinh m = R(m), 1a mot s6 nguyén trong khoang [0, n-1].
(b) Tinh s = % modn.
(c) Chitky ctia A trén m 1a s.
2. Kiém tra ky. Dé kiém tra chit ky s cia A va khoi phuc message m, B 1am
nhu sau:
(a) Nhan dugc khoa cong khai cua A 1a (n, e). (c6 xac thuc)
(b) Tinh 7 = s¢ modn.
(c) Kiém traring m € Mg ;néu sai, khong chdp nhan chit ky.
(d) Khoi phuc m = R™! (i)
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Chitng minh viéc kiém tra chit ky. Néu s 1a mot chit ky cua message m, thi
fii=s°modn,v6i #ii=R(m).Vi ed =1 (mod @), nén s¢= m*

cung tim m, R_l(n?):R'l(R(m)):m.

= m(mod n).Cudi

Vi du (tao chit ky RSA véi cdc tham s6 nho)

Sinh khoa. A chon 2 s6 nguyén to p = 7927, g = 6997, va tinh n = pg = 55465219
va ¢ = 7796 x 6996 = 55450296. Chon e = 5 va giai ed = 5d =1 (mod 55450296),
tim dugc d = 44360237. Khoa cong khai cua A 1a (n = 55465219, e = 5); va khoa
bi mat ctia A 1a d = 44360237.

Tao chit ky. D€ don gian, gia st ting M = Z, va hAam phan du R: M -> Z, 1a 4nh xa
Rm) = m v6i V m € M. Dé ky lén message m = 31229978, A tinh
fii=R(m)=31229978, va tinh chit ky s=m modn = 31229978*3637 1104
55465219 = 30729435.

Kiém tra ky. B tinh 7 = s® modn = 30729435° mod 5465219 = 31229978. Cubi
cung, B chap nhan cht ky vi m da ding yéu cau ham phan du (tic 1a, me Mg, ).

va khoi phuc m = R™!(#1)= 31229978.

2-Cac tan cong doi véi chit ky RSA

(i)  Phan tich s6 nguyén
Néu ké tan cong c6 thé phan tich public modulus n ctia thuc thé A, thi sau
do han c6 thé tinh ¢ va ti€p d6, sit dung thuat toan Euclidean md& rong, suy
ra private key d tix ¢ va luy thira cong khai e bang cach giai bai todn ed = 1
(mod ¢). Nhu vay, c6 nghia 1a da phd v& hoan toan hé thong (fotal break
attack). D€ chong lai diéu ndy, A phai chon p va ¢ dé viéc phan tich n 1a
khong thé thuc hién dugc.

(ii) Tinh chat nhan caa RSA

Luoc do ky RSA (ciing nhu phuong phdp ma hod) ¢6 tinh chat nhan, doi khi
duoc xem nhu tinh chit dong cau (homomorphic property). Néu s, = m,?
mod n va s, = my" mod n 1a cc chit ky trén cidc messages m; va m,, tuong
ung (hoac hon nita la cac chit ky trén cac messages sau khi da sir dung ham
phan du), thi s = 5,5, mod n c6 tinh chat 1a s = (m;m,)* mod n. Néu m =
m,;m, c6 tinh du ding (tic 14, m € My) thi s 1a chit ky ding cua message m.
Do d6, mot diéu rat quan trong d6 1a ham phan du R khong cé tinh chat
nhan, tic 1a, véi tit ca cac cap a, b € M, R(a.b) #R(a).R(b). Vi du sau chi ra
ring diéu kién nay cho R 12 can thiét nhung khong phai 1a diéu kién du dé
dam bao an toan.
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Vi du (vé ham phan du khéng an toan) Cho n 1a mot RSA modulus va d 1a private
key. Goi k = /lg n /1a do dai bit clia n, va cho ¢ 1a mot s6 nguyén duong ¢6 dinh
thoa man ¢ < k/2. Cho w = 2’ va cac messages la cac s6 nguyén m € [1, n27-1].
Ham phan du R ¢6 dang R(m) = m2' (¢ bits nho nhat trong biéu dién nhi phan cua
R(m) = 0). Nhu vay, v6i cac su lua chon n, thi R s€ khong c6 tinh chat nhan. Tan
cong existential forgery attack trinh bay & trén c6 xac suat thanh cong la (1/2)".
Nhung v6i ham phan du nay, s& bi tan cong kiéu selective forgery attack (rit
nghiém trong), n6 s€ dugc trinh bay dudi day.

Gia sir mot ké tdn cong mudn gia mao chit ky trén message m. Ké tan cong biét n
nhung khong biét d. Han c6 thé sip dat tan cong theo chosen-message attack dé
l1ay chit ky trén m. Str dung thuat toan Euclidean m& rong cho n va

A =R(m)=m2" =mw. Tai mdi buéc trong thuat toin md rong Euclidean, cic s6
nguyén x, y, va r dugc tinh sao cho thod man biéu thitc xn + ym =r. C6 thé chira
rang tai mot budc nao d6 ton tai y va r thoa man lyl < n/w va r < n/w véi
w<~/n.Néu y > 0, 14y cdc s6 nguyén m, = rw va m; = yw. Néu y < 0, thi 14y céc
s6 nguyén m, = rw va m; = -yw. Trong ca 2 truong hgp, m, va m; déu c6 do du
can thi€t. Néu céc chit ky s, = m,? mod n va s; = m;* mod n 1a chit ky ding tir
ngudi ky, thi ké tan cong c6 thé tinh chit ky can gia mao chit ky trén m nhu sau:

d d d
m
e Néuy>0,tinh 5_2:_2:(ﬂj =(£] =Hldmodn;
yW

§3 mgl y

d d d
e Néuy<O,tinh 22 = mzd :[ﬂ] :(EJ ~m? modn.

-53 - my yw y
Nhu vay, ké tdn cong c6 mot message da dugce ky theo lua chon ctia minh véi do
du can thiét. Tan cong nay 1a mot vi du clia tan cong chosen-message attack cung
cép selective forgery. Diéu nay nhdn manh rang phai than trong khi lwa chon ham
phan du R.

3- Chit ky RSA trong thuc té

(i) Bai toan reblocking

Mot dé nghi st dung RSA trong thuc t€ 1a thuc hién viéc ky message va sau d6 ma
hoa chit ky d6. Nhu vay, di€u quan tam & day la quan hé gitta cac kich thudc cta
cdc modulus khi thuc hién cai dat tha tuc nay. Gia st raing A mu6n ky va sau dé
ma hoa mot message cho B. Va gia st rang (n,, ¢,) va (ng, ep) tuong (ing 1a public
key cua A va B. Néu n, > ny, thi c6 kha nang message m khong duoc khoi phuc
bdi B, nhu 1a minh hoa trong vi du dudi day.

Vi du (vé bai todn reblocking) Cho n, = 8377 x 7499 = 62894113, ¢, = 5, va d,, =
37726937; va ng = 55465219, ey, = 5, dy = 44360237. Chii ¥ ring n, > ng. Gia sit
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ring m = 1368797 12 message cling v6i phan du dé ky bang private key ciia A va
sau d6 dugc ma hoa str dung public key cua B. A thuc hién tinh toan nhu sau:
1. s=m" modn,= 1368792 mod 62894113 = 59847900.

2. c=5" mod n,=59847900° mod 55465219 = 38842235.
D€ khoi phuc message m va kiém tra chit ky, B tinh toan nhu sau:

1. §=c9B mod np = 388422353927 mod 55465219 = 4382618.

2. ™=8°A modn, =4382618> mod 62894113 = 54383568.
Nhan thay rdang m=m. Ly do & day 1a s 16n hon modulus ng. Xdc suélt xay ra tinh
huong nay 1a (n, - ng)/n, = 0.12.

C6 nhiéu cdch dé khic phuc van dé reblocking.

1. reordering. Vin d¢ giai ma sai s€ khong bao gio xay ra néu phép toan su dung
modulus nhé hon dugc thuc hién truée. C6 nghia 13, néu n, > ng, thi thuc thé A
nén ma hod message st dung public key ctuia B, va sau d6 ky 1én ban ma nhan
duoc bang private key clia A. Tuy nhién, trat su cua cic phép toan lai 1a ky
message truéc va sau dé ma hoa chit ky; Néu dé A ma hoa truée va sau dé maéi
ky, thi ké tan cong c6 thé bo dugc chit ky va thay thé né bang chit ky ctia hian
ta. Mac du ké tdn cong s€ khong biét cdi gi da dugc ky (message m), nhung
ciing c6 thé c6 cac tinh hudng c6 lgi cho hén ta. Do vay, reordering 1a mot giai
phép khong khon ngoan.

2. 2 moduli cho mét thuc thé. Mdi thuc thé sinh ra cac moduli riéng biét cho viéc
ma hod va ky. Néu modulus ky cia mdi ngudi ding 12 nho hon tat ca cic
moduli ma c¢6 thé, thi viéc giai ma sai khong bao gid xdy ra. Diéu nay co thé
dugc bao dam bdi yéu cdu moduli giai ma 1a cdc s6 (t + 1)-bits va céc so dé ky
la t-bits.

3. Quy dinh dang cua modulus. Trong phuong phap nay, chon cac s6 nguyén t6 p
va q sao cho modulus n c6 mot dang dac biét: bit 16n nhat 1a 1 va k bits sau do
14y gia tri 0. Mot modulus n t-bits c6 thé duoc tim theo cdch sau. Vi n c6 dang
theo yéu cdu thi 2" < n < 2! + 2! Chon ngéu nhién s6 nguyén t6 p c6 [ t/2 -
bits, va tim s6 nguyén (6 q trong khodng [2v Yplva L@ + 25%Y/p; khi d6 n
= pq 1a mot modulus cé dang da yéu cau (xem vi du sau). Su lua chon nay cho
modulus n khong hoan toan chong duoc van dé giai ma sai, nhung lam cho xéc
sudt xdy ra 1a mot s6 nho khong ddng ké. Gia su n, 1a thoa mén céc diéu kién
trén va s =m“ mod n, 1a chit ky trén m. Hon nita gia st ring c6 s ¢6 gidtri 1 &
mot trong k + 1 bits cao, nhung khong phai bit cao nhat. Khi d6 s, vi né nho
hon n,, phai c¢6 gia tri O & vi tri bit cao nhit va tat yéu phai nho hon modulus
khac ¢6 dang tuong tu. Xac suat dé s khong c6 gid tri 1 6 k + 1 bit cao, ngoai vi
tri cao nht, 12 nho hon (1/2)%, s& 12 rit nho néu chon k khoang 100.

Vi du (vé quy dinh dang ciia modulus) Gia st muon tao mot modulus n 12-bits

thod man bit cao nhat 1a 1 va cac bits ti€p theo 1a k = 3 bits 14y gia tri 0. Bat dau
chon s6 nguyén t§ p 6-bits p = 37. Chon s6 nguyén t6 q nim trong khoang [ 2'/p |
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=56 va [ (2" + 2%/p] = 62. Nhu vay, cic kha nang c6 thé cta p 1a 59 va 61. Néu
chon p = 59, thi n = 37 x 59 = 2183, c¢6 bi€u dién nhi phan 1a 100010000111. Néu
chon q = 61, thin =37 x 61 = 2257, ¢6 biéu dién nhi phan 1a 100011010001.

(ii) Ham phan du

Dé tranh dugc tan cong ki€u existential forgery attack trén luoc d6 chit ky RSA,
yéu cau phai ¢6 mot ham phan du R phu hgp. Muc sau dua ra mot ham phan du
nhu vay ma dugc chap nhan nhu 12 mot chuin quoc t€. Lua chon c4n than mot ham
phan du 1a c6t yéu dé an toan hé thong.

(iii) Luoc do chir ky RSA cung phu luc

Trén day da trinh bay cach stra luge d6 chit ky khoi phuc thong bdo dé nhan dugc
lugc do chit ky ciing phu luc. Vi du, néu stt dung thuat todn hash MD5 dé hash céc
messages c6 do dai bit tuy y thanh chudi bits c¢6 do dai 128, sau d6 Thuat todn ky
RSA dugc st dung dé ky cac gia tri hash ndy. Néu RSA modulus n ¢6 do dai k-bit,
thi mot ham phan du phi hgp R véi yéu ciu dau vao 1a s6 nguyén 128-bit va dau ra
la s6 nguyén k-bit. Sau day c6 trinh bay mot phuong phdp dé 1am viéc nay ma
thuong dugc su dung trong thuc t&€ (PKCS#1).

(iv) Cac dac diém hiéu xuat ciia viéc sinh chit ky va kiém tra chir ky

Cho n = pq la 2k-bit RSA modulus véi p va ¢ 1a 2 s6 nguyén t6 k-bit. Tinh mot chit
ky s = m? mod n cho message m yéu cau O(k’) phép toan (s& duogc trinh bay ¢
chuong IV). Vi ngudi ky biét p va ¢, anh ta ¢6 thé tinh s, = m? mod p, s, = m* mod
¢, va xac dinh s sir dung Dinh 1y phan du Trung hoa. Miac du do phtc tap tinh toan
cua tht tuc nay van con O(k’), nhung né c6 két qua t6t hon nhiéu trong mot s
truong hop.

Viéc kiém tra cdc chit ky nhanh hon nhiéu so véi ky néu Iu§ thira cong khai duogc
chon 12 mot s6 nho. Néu thuc hién nhu vay, thi kiém tra ky chi con O(k?) phép
todan. Cac gid tri dugc goi ¥ cho luy thira cong khai e trong thuc t€ 1a 3 va 2'¢ + 1
(viec chon e = 2' + 1 dugc dua trén thuc t€ d6 1a e 1a mot s6 nguyén t6 va

7 modn c6 thé duoc tinh chi bang 16 phép binh phuwong modular va 1 phép tinh
nhan); tat nhién, p va q phai duoc chon thoa man diéu kién ged(e, (p - 1)(g - 1)) =
1.

Lugc d6 ky RSA 1a 1y tudng phit hgp v6i mot s6 trudng hop ma viéc kiém tra chi
ky 1a phép toan dugc thuc hién nhi€u 1an. Vi du, khi Trusted Third Party (TTP) tao
ra mot ching chi s6 (public-key certificate) cho mot thuc thé A, n6 chi yéu cdu
sinh mot chit ky, va chit ky nay c6 thé dugc ki€ém tra nhiéu l4n boi cac thuc thé
khéc nhau.

(v) Lua chon tham so

Pén nam 1996, s6 bit nhd nhit la 768 bits duge gidi thiéu cho RSA signature
moduli. Mot modulus t6i thiéu 1a 1024 bits dugc gi6i thiéu cho cic chit ky con
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duge st dung trong mot thoi gian dai hon nita hoac chiing la quan trong cho su an
toan tong thé cua mot mang 16n. Con lai 1a than trong dé nhan thic su phat trién
cua bai todn phan tich s6 nguyén, va dé chudn bi diéu chinh cdc tham s6 twong
ung.

Khong ¢6 diém yéu trong luoc d6 ky RSA dugc thong bao khi sir dung Iu§ thira
cong khai e duoc chon 1a s6 nho nhu 1a 3 va 2'° + 1. Khong khuyén cdo chi ra gidi
han do 16n ctia lu§ thira bi mat d dé tang hiéu luc cta viéc sinh chit ky.

(vi) Bandwidth efficiency

Bandwidth efficiency cua céc chit ky v6i luge d6 chit ky khoi phuc thong bdo dua
trén ty s6 cua logarithm (co s6 2) kich thuGe khong gian ky M, vé6i logarithm (co
s0 2) kich thudc khong gian anh cua ham phan du M. Do d6, bandwidth efficiency
dugc xdc dinh bdi ham phan du R. Véi luge do chit ky s6 RSA (va Rabin), ham
phan du chi ra trong chuén ISO/IEC 9796 14y céc messages k-bit va ma ching
thanh cac phan tir 2k-bit trong M,, tir d6 ¢6 duoc chit ky dang 2k-bit. Bandwidth
efficiency trong truong hop nay la 1/2. Vi du, v6i modt modulus c6 kich thuéce 1a
1024 bits, thi kich thu6c 16n nhit ciia mot message c6 thé duoc ky 1a 512 bits.

(vii) System-wide parameters

Mbéi thuc thé phai c6 mot RSA modulus riéng biét; s& khong an toan khi sir dung
mot modulus trén toan hé thong goi 1a system-wide parameters, khi d6 s€ bi tan
cong ki€u common modulus attack. Lu§ thita cong khai e c6 thé 1a mot system-
wide parameter, giong nhu trong mot s6 tng dung khac.

(viii) Su doi lap giira cac messages ngin va dai

Gia st n 1a RSA modulus 2k-bit ma dugc sir dung dé ky cac messages k-bit (tic 12,
bandwidth efficiency 1 1/2). Gia sit thuc thé A muon ky mot message m kt-bit. C6
mot cach 1a chat m ra cac khoi k-bit sao cho m = m,lim,ll... llm, va ky tung khoi
riéng biét. Nhu vay, yéu cau bandwidth s€ 1a 2kt bits. Thay cho cach nay, A thuc
hién hash message m thanh céc chudi bit ¢6 do dai [ < k va ky 1én gid tri hash. Yéu
cau bandwidth cta chit ky nay la kr + 2k, v6i kt 1a do dai bit clia message m. Vi kt
+ 2k < 2kt, v6i V t > 2, nhu vay, hau hét cac phuong phap c6 bandwidth hiéu qua
nhat 1a d€ sir dung chit ky RSA cuing phu luc. V6i mot message c6 do dai bit toi da
1a k-bits, thi nén st dung Iuoc d6 ky RSA khoi phuc thong bao.

4-Dinh dang chuan ISO/IEC 9796

ISO/IEC 9796 dugc cong bo vao nam 1991 boi T6 chic cdc chuin quoc t€ (ISO -
International Standards Organization) nhu 12 mot chuidn quoc t€ dau tién vé cac chit
ky s6. N6 chi rd mot quy trinh chit ky s6 st dung mot k§ thuat chit ky s6 hd trg
khoi phuc message.

Ciéc dac diém chinh ctia chuin ISO/IEC 9796 nhu sau:
(1) NO6 duoc dua trén mat ma khod cong khai;
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(ii) thuat toan chit ky cu thé khong dugc chi ra, nhung né phai 4nh xa k bits
t61 k bits;
(iii) n6é duogc st dung dé ky cdc messages c6 do dai bi gi6i han va khong sir
dung ham hash mat ma;
(iv) né ho tro khoi phuc message va
(v) no chi rd cach kéo dai message (padding), khi can thiét.
Céc vi du vé céc k¥ thuat phu hop véi chudn nay 1a RSA va Rabin cai bién. C4c
phuong phép cu thé st dung cho padding, ham phan du, va cit ngin trong chuin
ISO/IEC 9796 ngan ngira nhiéu phuong phép gia mao chit ky binh thuong. Bang
sau cung cap cac ky hiéu cho muc nay.

Ky hiéu y nghia

k do dai bit ctia chit ky.

d do dai bit cua message m sé dugc ky;
thod man d < 8 [ (k + 3)/16.

z s0 bytes clia message da duoc kéo dai; z =[ d/8 |,

r sO bits thém vao; r=8z-d + 1.

t s6 nguyén nho nhat thod man rang mot chudi 2¢
bytes ¢6 t6i thiéu k - 1 bits; 7 =[ (k-1)/16 .

Ky hiéu cho chuén ISO/IEC 9796.

Vi du (vé cdc gid tri ciia tham sé chudn ISO/IEC 9796) Bang du6i day dua ra danh
sach vi du cac gia tri cia cac tham s6 trong quy trinh ky mot message 150-bit va
mot chit ky 1024-bit.

Tham s6 | k (bits) d (bits) z (bytes) r (bits) ¢ (bytes)
Gia tri 1024 150 19 3 64

(i) Quy trinh ky ctia chuan ISO/IEC 9796
Quy trinh ky bao gébm 5 budc nhu & phia bén trdi hinh sau.
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(a) ISO/IEC 9796 signature process (b) ISO/TEC 9796 verification process

Message Signature

'

Padding Signature opening
YE .
vy B S Rejen

Signature opening

Redundancy YES

v ﬂ)b Reject
| Truncating and forcing| Signature opening
l YES —>NO Reject

| Signature production |

Signature accepted

1. padding. Néu m 12 mot message, tao message da dugc kéo dai MP = 0™'llm véi
1 <r <8, sao cho s0 bits trong MP 1a boi ctia 8. S6 bytes cia MP 1a z: MP =
m,lim,,Il...Ilm,/l m, v6i mbi m; 1a 1 byte.

2. message extension (m& rong message). Message da dugc mé rong, ky hiéu Ia
ME, nhan duoc tir MP bang cdch n6i lap lai MP vé phia bén trdi cia né cho dén
khi dugc chubi c6 t bytes: ME = ME,IIME__II...IIME,IIME, (v6i mbi ME, 1a 1
byte). Néu t khong 1a bdi cua z, thi cac bytes cudi cung dugc noi vao la mot tap
con cdc bytes cua MP, tap con nay gom céc bytes lién ti€p ctia Mp tinh tir bén
phai. Chinh x4c hon, ME;,; = m 04,4 V61 0<i<t- 1.

3. message redundancy (phan du message). Phan du dugc thém vao ME dé nhan
duoc chudi ciac byte MR = MR,IIMR,, ,II...IIMR,IIMR; nhu sau. MR ¢6 duoc
bang cdch chén t bytes cia ME vdéi t bytes phan du va va sau dé diéu chinh byte
MR,, ctia chuéi thu duge. Chinh xdc hon, MR, , = ME, va MR, = S(MR)) véi 1
<i<t, 6 day S(u) duogc goi la shadow function cua byte u, va duoc dinh nghia
nhu sau. Néu u = u,llu; v6i u; va u, 1a cic chudi nho (cac chudi c6 do dai bit 1a
4), thi Su) = =)l =wn,) véi = la phép hodn i

0123456789 A BCDEF
_[E358942F00367Ac1
cac chubi bit ngian dugc bi€u dién boi céc ki tu hexa.) Cudi cing MR dugc 14y
boi thay thé MR,, bing r @ MR,,. (Muc dich cia MR,, 1a d€ cho phép ngudi
kiém tra chit ky c6 thé khoi phuc duoc do dai d cia message. Vid =8z -1+ 1,
nén chi can biét z va r. Nhitng gid tri ndy c6 thé suy ra tir MR.)

4. truncation and forcing (cat ngan va rang buoc). Tao s6 nguyén trung gian k-bit
IR tr MR nhu sau:

(a) ndi thém mot bit ¢ gia tri 1 vao bén trai cia k - 1 bits thap nhat ctia MR.

J. (D€ ngén gon, n dugc viét bing
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(b) sura byte thip nhit u,llu, cua két qua, thay th€ né boi u,lI0110. (Lam viéc
nay dé dam bao rang IR = 6 (mod 16).)
5. signature production (tao chit ky). Mot k¥ thuat ky duoc sir dung dé 4nh xa céc
sO nguyén k-bit thanh cac s6 nguyén k-bit (va cho phép khoi phuc message). IR
duge ky st dung k¥ thuat nay; ky hiéu s 1a két qua ky.

Chii y (vé RSA, Rabin) Chuan ISO/IEC 9796 c¢6 y dinh ding cho cac k§ thuat chit
ky s6 RSA va Rabin. Véi cac luge do dac biét nay, tao chit ky duoc mo ta ro rang.
Cho e la luy thira cong khai ctia cac thuat toan RSA va Rabin, n 1a modulus, va d 1a
lu§ thira bi mat. Trudc hét, tao phan tir dai dién RR nhu sau:

(1) bang IR, néu e 1a 1€, hodc néu e 1a chin va ky hiéu Jacobi ctia IR (coi

nhu mot s6 nguyén) déi véi modulus n la 1;

(i)  bang IR/2 néu e 1a chan va ky hiéu Jacobi cua IR d6i v6inla-1.
Chit ky ctia m 1a s = (RR)? mod n. Chuén ISO/IEC 9796 qui dinh rang chit ky s nén
nhd hon (RR)! mod n va n - ((RR)® mod n).

(ii) Qui trinh kiém tra cta chuan ISO/IEC 9796
Qui trinh kiém tra mot chit ky s6 theo chudn ISO/IEC 9796 c6 thé dugc chia ra 3
giai doan, nhu & bén phai hinh trén.
1. signature opening. Gia st s 1a chit ky can ki€m tra. Thi cac buéc sau dugc thuc
hién:
(a) 4p dung 4nh xa kiém tra cong khai cho s dé khoi phuc s6 nguyén IR’.
(b) Khong chap nhan chit ky néu IR’ khong phai mot chudi k bits véi bit 16n
nhat 1a 1, hoac néu 4 bit nhd nhat khong c¢6 gia tri 0110.
2. message recovery. Chudi MR’ 2t bytes duoc xay dung tir IR’ bang cédch thuc
hién cac budc sau:
(a) Cho X 1a chudi k - 1 bits nho nhét cua IR’.
(b) Néu uyll u;ll u,ll0110 12 4 chudi ¢6 4 bit nhd nhat cua X, thay thé byte
nho nhat ctia X boi n'(uy)llu,.
(c) MR’ duoc 14y bang céch thém vao X cac bit 0 (tir 0 dén 15 s6) dé chubi
két qua la 2t bytes.
Cac gid tri z va r dugc tinh nhu sau:
(a) Tix 2t bytes cia MR”, tinh t tdng MR’,; @ S(MR’,; ;), 1 <i < t. Néu cic
téng déu bang 0, thi khong chap nhan chit ky.
(b) Cho z 12 gia tri nho nhét cua i d€ MR’,, @ SOMR”’,; ;) # 0.
(c) Cho r 1a chudi 4-bit thap nhét (least significant) ctia tong da tim dugc &
bude (b). Khong chap nhan chit ky néu gid tri hexa cla r khong nam
trong khoang 1 va 8.
Tt MR’, chudi z-byte MP” duoc xay dung nhu sau:
(a) MP’,,=MR’,,, véi 1 <i<z
(b) Khong chap nhan chit ky néu r - 1 bits 16n nhat cia MP’ khong phai tat
caco gia tri 0.
(¢c) Gia st M’ 1a chudi 8z - r + 1 bits nhé nhat cia MP’.
3.redundancy checking. Chit ky s duoc kiém tra nhu sau:
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(a) Td M’ xay dung chudi MR”’ bing cach 4p dung cdc budc message
padding, message extension, va message redundancy cua tién trinh ky.
(b) Chap nhan chit ky néu va chi néu k - 1 bits nhé nhét cia MR’ 1a bang

k - 1 bits nho nhat cia MR,

5-Dinh dang chuan PKCS #1

Céc chuin mat ma khod cong khai (PKCS) 1a mot bo cdc dac td bao gém cic k§
thuat cho ma hoa va chit ky RSA. Trong muc nay trinh bay quy trinh tao chit ky so
trong chuan PKCS #1 (“RSA Encryption Standard”).

K§ thuat chir ky s6 trong chudn PKCS #1 khong st dung dic tinh khoi phuc
message cua luoc do chit ky RSA. N6 yéu cdu mot ham hash (hoic MD2 hoac
MD5), do d6, 1a lugc d6 chit ky s6 cung phu luc. Bang sau liét ké cac ky hiéu st
dung trong muc nay. Cac chit hoa sir dung cho cdc chudi cic ky tu hex. Néu X la
mot chudi cac ky tu hex, thi X, 12 ky tu hex thit i tinh tir phia trai lai.

Ky hiéu y nghia Ky hiéu y nghia

k do dai octet chan (k>11) EB khoi ma
n modulus, 2*®P<n<2® ED dir lieu da ma

p.q cdc thira s6 nguyén t6 clia n octet chuoi bit c6 d6 dai 8
e luy thira cong khai ab gid tri octet dang hexa
d lug thira bi mat BT | ki€u khoi
M message PS chuoi padding

MD message digest S chir ky

MD’ so sdnh véi message digest 11Xl do dai octets ctia X

Cic ky hiéu cho chuian PKCS #1.

(i) Pinh dang dit liéu chuan PKCS #1

Dit liéu 1a mot octet string D, v6i IIDIl < k-11. BT 12 mot octet ma biéu dién hexa Ia
00 hoac 01. PS 1a mot octet string véi IIPSIl = k-3-IIDIl. Néu BT = 00, thi tit ca cac
octets trong PS 1a 00; néu BT = 01, thi tat ca cac octets trong PS Ia ff. Khoi dit liéu
da dinh dang (duoc goi 1a khoi ma) 1a EB = OOIIBTIIPSIIOOIID.

Chu y (vé su hop Iy trong dinh dang dit liéu)

(i)  Dau khéi 1a 00 dé chic chin ring octet string EB, khi dugc hi€u nhu s6
nguyén, 1a nh6 hon modulus n.

(i)  Néu kiéu khai 1a BT = 00, thi hodc D phai bat ddu bing mot octet khac
0 hoac do dai cua n6 phai biét, @€ cho phép phan tich EB khong mo hé.

(iii)  Néu BT = 01, thi phan tich khong mo hé 1a luon c6 thé.

(iv)  V6ily do & (iii), va dé can tr& mot s6 tdn cong nao d6 trén k§ thuat
chit ky, BT = 01 dugc khuyén cdo.

Vi du (vé dinh dang dit liéu chudn PKCS #I cho cdc gid tri ddc biét) Gia su rang

modulus n 1a 1024-bit (k = 128). Néu IIDIl = 20 octets, thi IIPSIl = 105 octets, va
IIEBIl = 128 octets.
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(ii) Quy trinh ky cua chuan PKCS #1
Tién trinh ky bao gdm céc budc nhu & bén trai hinh sau.

(a) PKCS#1 signature process (b) PKCS#1 verification process
Message Signature a£d Message
| Message hashing | |Octet-string-to-integer conversion|
YES NO
| Message digest encoding | - REJECT
| RSA computation |
| Data block formatting | L - -
[Integer-string-to-octet conversion|
|Octet-string-to-integer conversion| | Parsing |
YES NO
| RSA computation | v - REJECT
| Data decoding |
- - YES NO
|Integer—str1ng—to—octet conver310n| v ——» REJECT
|Message digesting and comparison|
Signature v YES NO REJECT

Signature accepted

Pau vao cta quy trinh ky 1a message M, luy thira bi mat cua nguoi ky la d va
modulus n.

1. message hashing. Hash message M st dung thuat todn message-digest
da chon dé nhan dugc octet string MD.

2. message digest encoding. MD va dinh danh thuat toan hash dugc két hop
thanh mot gid tri ASN.1 (Abstract Syntax Notation One) va sau d6 dugc
ma dang BER (Basic Encoding Rules) dé nhan dugc mot chudi dit lieu
dang octet string D.

3. data block formating. V&i chudi dit liéu vao 1a D, st dung dinh dang dit
liéu ¢ trén dé tao ra octet string EB.

4. octet-string-to-integer conversion. Gia st cac octets cuia EB la EB|lI

EB,Il...Il EB,. Dinh nghia EB;la s6 nguyén ma biéu dién nhi phan la
octet EB; (bit nhd nhat & bén phai). Biéu dién s6 nguyén EB la
3" 2% EB (Vi EB, =00 van>2 %" nén 0 <m<n.).

5. RSA computation. Tinh s = m® mod n.
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6. integer-to-octet-string conversion. Chuyén s6 nguyén s thanh mot octet
string ED = ED,ll ED,ll..II ED,, vG6i cac octets ED, thoa man

s=Y" 2V ED, . Chirky 12 S = ED.

(iii) Quy trinh kiém tra chit ky ciia chuan PKCS #1
Quy trinh kiém tra chit ky bao gém cdc budc & bén phai hinh trén. Dau vao cla
quy trinh kiém tra 12 message M, chit ky S, Iu§ thira cong khai e, vd modulus n.
1. octet-string-to-integer conversion.
(a) Bac bo S néu do dai bit cua S khong phai la boi cua 8.
(b) Chuyén S thanh s6 nguyén s nhu trong budc 4 cuia tién trinh ky.
(¢) Khong chap nhan chit ky néu s > n.
2. RSA computation. Tinh m = s® mod n.
3. integer-to-octet-string. Chuyén m thanh mot octet string EB véi do dai 1a
k octets, nhu budc 6 cua tién trinh ky.
4. parsing. Phan tich EB thanh khai ki€éu BT, padding string PS, dit liéu D.
(a) Khong chap nhan chit ky néu EB khong dugc phan tich khong map
mo.
(b) Khong chap nhan chit ky néu BT khong 1a 00 hoac 01.
(c) Khong chap nhan chit ky néu PS ¢6 s6 octet nhd hon 8 octets hoac
mau thuan véi BT.
5. data decoding.
(a) Giai ma BER dit liéu D dé 14y message digest MD va mot dinh danh
thuat toan hash.
(b) Khong chdp nhan chit ky néu dinh danh thuat toan hash khong xac
dinh 12 MD2 hoac MDS5.
6. message digest and comparion.
(a) Thuc hién hash message M véi thuat todn message-digest da chon dé
nhan dugc MD’.
(b) Chap nhan chit ky S trén M néu va chi néu MD’ = MD.
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Chuong III
Module thue hién ky va kiém tra chir ky so sir dung
chitng chi so

Trong chuong nay ching t6i gidi thiéu hai phan chinh, phan tha nhat gidi thiéu vé
mot s6 chuin duoc st dung trong qua trinh sinh chit ky va kiém tra chit ky, phan
thit hai gi6i thiéu vé cdc thu vién cung cap cdc ham thuc hién ky va kiém tra chit
ky trén mot tép dit liu (trong d6 c6 ca vi du vé viéc xay dung hai module chuong
trinh ky/kiém tra chit ky st dung cdc thu vién da néu). Ching ta c6 thé hinh dung
cac buoc snhu sau: khod bi mat RSA duoc sinh theo PKCS#1, luu dudi dinh dang
PKCS#8, khoa bi mat va chitng chi s6 dugc stt dung dé thuc hién ky mot tép dit
liéu, két qua dugc luu dudi dinh dang PKCS#7.

1-Mot s6 chuan mat ma khoa cong khai

1.1-Gidi thiéu vé PKCS#1: Chudn md hod RSA

Chuén PKCS#1 mo ta mot phuong phap ma hod dit liéu sir dung hé thong mat ma
khoa cong khai RSA. Chudn nay bao gém cédc phan sau: key generation, key
syntax, encryption process, decryption process, signature algorithms.

1.1.1- Sinh khod

Mot thuc thé (vi du, user) s€ sinh bo tham s6 RSA (n, e, d), véin =pq (p, q 12 2 s6
nguyén t6 16n) duoc goi 1a modulus, de-1 chia hét cho ca (p-1) va (g-1), e duoc goi
la public exponent va d dugc goi la private exponent. Goi k la do dai octet cta n thi
né phéi thoa man diéu kién: 2°*" <»n <2%  nhu vay k,,,, = 12 octets thi mdéi thoa
man chuidn PKCS#1.

Chiing ta ¢6 mot s6 nhan xét sau:
e public exponent c6 thé dugc chudn hoa trong mot s6 ting dung: e 14y gia tri
3 vaF, (65537) da dugc chi y trong X.509 phu luc C.
e Mot s6 diéu kién dé chon s6 nguyén t6 1a probable prime, nén cdc diéu
kién an toan khong nim trong chuin nay. Nhu vay ching ta phai xem xét
lai cach sinh s6 nguyén t6 (provable prime).

1.1.2- Cu phdp khod
Public-key syntax theo kiéu ASN.1 (Abstract Syntax Notation One) nhu sau:
RSAPublicKey ::= SEQUENCE {

modulus INTEGER, -- n

publicExponent INTEGER -- e

}

Private-key syntax theo kiéu ASN.1 nhu sau:
RSAPublicKey ::= SEQUENCE {
version Version,
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modulus INTEGER, -- n

publicExponent INTEGER, -- e
privateExponent INTEGER, -- d

primel INTEGER, -- p

prime2 INTEGER, -- ¢

exponentl INTEGER, -- d mod (p-1)
exponent2 INTEGER, -- d mod (gq-1)
coefficient INTEGER -- (inverse of q) mod p

/
Version ::= INTEGER

1.1.3- Tién trinh md hod

Tién trinh ma hod bao gébm 4 budc: dinh dang encrytion-block, chuyén déi octet-
string-to-integer, phép tinh RSA, va chuyén déi integer-to-octet-string (dé thém
thong tin tham khao tai liéu PKCS#1). Goi dit liéu can ma hoa la mot octet string
D, modulus n, public-key e, private key d. Két thic tién trinh ma hoa ching ta
nhan dugc encrypted data 1a mot octet string ED. Length(D) phai 16n hon k-11
octets (v6i k 16n hon bing 12 octets), chudi padding PS t6i thi€u 1a 8 octets (day 1a
mot trong nhitng diéu kién bao mat ctia chudn PKCS#1). Ching ta c6 mot s6 chd y
sau:

e Trong mot s6 ting dung ctia chuin nay dé ma hod content-encryption keys
va message digests thi length(D) < 30, do vay RSA modulus phai t6i thiéu
1a 328 bits (41 octets) (1a mot trong nhitng dicu kién an toan).

e Tién trinh mi hoa khong cung cap kiém tra tinh toan ven ctia dir liéu da
duoc ma hoé c6 thé bi thay d6i khi luu chuyén. Tuy nhién, cau tric cta khoi
ma hod bao dam rang xac suit ma su thay doi d6 khong dugc nhan ra 1a nho
hon 27°.

1.1.4-Tién trinh gidi md

Tién trinh gidi ma bao gém 4 budc (nguogc lai tién trinh ma hod): chuyén déi octet-
string-to-integer, tinh todin RSA, chuyén ddi integer-to-octet-string, va phan tich
encryption-block. D€ c6 thém thong tin moi cac ban tham khao tai liéu PKCS#I.

1.1.5- Cdc thudt todn chit ky s6

Cac thuat toan chit ky so trong PKCS#1 dugc dua trén tién trinh ma hoa va gia ma
RSA (& trén). Tién trinh ky bao gom 4 budc: message digesting, data encoding,
RSA encryption, va octet-strintg-to-bit-string conversion. Su khac nhau giita tié€n
trinh ky trong PKCS#1 va PKCS#7 trong phan encrypted message digest d6 la viéc
thé hién bit string doi véi PKCS#1 va thé hién octet string trong PKCS#7. Do vay,
trong muc nay ching toi s€ khong trinh bay ma s chi tiét trong phan PKCS#7
(muc 3).

Nhan xét:
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e VGi PKCS#1 v2.0 thi phan RSA encryption/decryption dugc hd tro thém
kiéu RSAES-OAEP (RSA Encryption Scheme - Optimal Asymmetric
Encryption Scheme). Lugc d6 ma hoa nay duoc xem nhu 1a an toan ching
minh duoc.

e V6i PKCS#1 v2.1 phan RSA signature/verification dugc hd tro thém kiéu
RSASSA-PSS (RSA Signature Scheme with Appendix - Probabilistic
Signature Scheme). Lugc do chit ky nay dugc xem la an toan ching minh
dugc, do kho gia mao chit ky tuong duong véi viéc tinh ham ngugc trong
thuat todn RSA. Luoc d6 dua thém cdc ham sinh hash va mask dugc xem
nhu 1a cac black boxes hoac random oracles. Nhung trén 1y thuyét thi mot
ké tan cong ciing c6 thé thay thé€ mot ham hash khac ham hash ma signer da
chon, nén goi ¥ rang ham sinh mask ciia EMSA-PSS (ham encoding ctia
thuat toan RSASSA-PSS) giong ham hash. Nhu vay, theo ki€u nay thi tit ca
cac encoded message s€ phu thuoc vao ham hash va n6 s€ khé khan cho doi
phuong thuc hién viéc thay th€ ham hash khac.

Dé két thic phan gidi thieu vé PKCS#1 ching t6i dua ra mot s6 thong tin vé RSA
encryption/decryption va RSA signature/verification dé cdc ban tién tham khéo.
e Version 1.5: RSA encryption/decryption theo kiéu RSAES-PKCS1-V1_5,
RSA signature/verification theo kiéu RSASSA-PCKSI1-V1_5.
e Version 2.0: RSA encryption/decryption duoc hd trg thém kiéu RSAES-
OAEP (RSA Encryption Scheme - Optimal Asymmetric Encryption
Scheme).

Version 2.1: RSA signature/verification dugc hd tro thém kiéu RSASSA-PSS (RSA
Signature Scheme with Appendix - Probabilistic Signature Scheme).

1.2-Gidi thiéu vé dinh dang PKCS#7

Chuin PKCS#7 mo6 ta mot dinh dang tong quat cho dit liéu ma ¢ thé ¢ phan mat
ma 4p dung vao dé, cu thé 1a: cdc chit ky s6 va cac boc s6 (digital envelope, trudc
tién noi dung dugc ma hoa baéi khod content-encryption key véi thuat toan content-
encryption algorithm, va content-encryption key dugc ma hoa bdi RSA public key
clia ngudi nhan, sau dé két hop noi dung da ma hod va khod da ma hoa theo chuan
PKCS#7). Dinh dang nay cho phép su dé quy, vi du, c6 thé ky 1én dit liéu s6 da bi
boc truéc d6. Chuén nay cho phép c6 thé c6 cdc thudc tinh tuy ¥ nhu thoi gian ky,
duoc xac thuc di cung véi ndi dung ciia mot message. Trong truong hop don gian
cua dinh dang 1a viéc phat hanh céc certificates va cic CRLs.

Chuén nay c6 thé hd tro nhiéu kién tric quan 1y khod dua trén certificate (vi du,
dang PEM trong RFC 1422). Su quyét dinh cta kién tric nhu la: nguoi phat hanh
certificate ndo duoc xem nhu 12 top-level, cac thuc thé certificate nao dugc uy
quyén chiing thuc, distinguished name nao dugc chdp nhan, va ngudi phat hanh
certificate dua vao cic policy nao.
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Trong chudn ndy dua ra ct phdp tong quat cho 6 ki€u noi dung sau: data, signed
data, enveloped data, signed-and-enveloped data, digested data, va encrypted data.
Trudc khi mo ta 6 ki€u noi dung nay chiing t6i dua ra cd phdp tong qudt (nd s&
thay d6i phu thuoc vao kiéu noi dung dit liéu) ctia chuan PKCS#7 nhu sau:

Contentlnfo ::= SEQUENCE {
contentl'ype ContenT'ype,
content [0] EXPLICIT ANY DEFINED BY contenType OPTIONAL

/
ContentT'ype ::= OBJECT IDENTIFIER

Giai thich:

contentType xac dinh ki€u cua noi dung dit lieu (6 ki€u). N6 1a mot dinh danh
object, tiic 1a nd 12 mot chudi s6 nguyén duy nhat dé biéu dién kiéu noi dung dir
liéu.

content n01 dung dit liéu.

Duéi day chiing toi s& di mo ta chi tiét 6 kiéu noi dung dit liéu.

1.2.1- Data content type
Data content type 12 mot octet string, dinh nghia theo ASN.1 kiéu Data don gian
nhu sau:

Data ::= OCTET STRING

1.2.2- Signed-data content type

Signed-data conten type bao gom noi dung ctia kiéu nao d6 va tuong ing message
digest dd dugc ma hod khong cho ai hodc cho nhiéu ngudi ky. Chiing ta hiéu
message digest dugc ma hoda cho mdt signer 1a mot chit ky trén ndi dung cua signer
d6. Kiéu ctia noi dung c6 thé duoc ky bdi nhiéu ngudi 1én d6 (parallel). Hon nita,
trong truong hgp don gian nhat tic 1a khong cé signer nao ky trén ndi dung do,
nghia la phat hanh céc certificates va cac CRLs.

Diéu nay néi 1én rang vdi tng dung riéng biét str dung signed-data content type véi
mot chit ky s6 clia mot signer 1én noi dung cuia kiéu noi dung dit liéu. Véi ting
dung riéng biét khdc sir dung trudong hop suy bién dé phdt hanh cic certificates va
cac CRLs.

Qua trinh ky dit liéu dugc xay dung theo cic budc sau:

e Tao message digest. VGi moi signer thi message digest duoc thuc hién trén
noi dung v6i mot thuat todn bam xac dinh. Néu signer can xac thuc mot s6
thong tin khac thi cac thong tin nay cling dugc bam boi thuat toan trén.

e Message digest dugc ma bang private key cuia signer.
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e Encrypted message digest duoc dat vao gid tri SignerInfo. Certificates va
CRLs cho tung signer, hodc khong thudc signer nao ciing dugc dua vao
SignerInfo.

e Dua tit ca cac thuat toan message-digest algorithm cua cac signer va cac
gid tri SignerInfo tuong tng vao SigneData.

Ngudi nhan s& kiém tra chit ky bang céch giai ma encrypted message digest cuia
tlng signer véi public key ctia signer tuong tng, sau d6 so sanh v4i message digest
tim duoc v61 message digest da tinh doc 1ap.

Kiéu noi dung dit liéu dugc ky dugc dinh nghia trong ASN.1 1a SignedData nhu
sau:

SignedData ::= SEQUENCE {
version Version,
digestAlgorithms DigestAlgorithmldentifiers,
contentlnfo Contenlnfo,
certificates [0] IMPLICIT ExtendedCertifictesAndCertificates OPTIONAL,
crls [1] IMPLICIT CertificateRevocationLists OPTIONAL,
signerInfos Signerlnfos
/
DigestAlgorithmldentifiers ::= SER OF DigestAlgorithmldentifier
Signerinfos ::= SET OF SignerInfo

Kiéu thong tin signer dugc dinh nghia trong ASN.1 1a SignerInfo nhu sau:

SignerInfo ::= SEQUENCE {
version Version,
issuerAndSerial Number IssuerAndSerial Number,
digestAlgorithm DigestAlgorithmldentifier,
authenticateAttributes [0] IMPLICIT Attributes OPTIONAL,
digestEncryptionAlgorithm DigestEncryptionAlgorithmldentifier,
encryptedDigest EncryptedDigest,
unauthenticateAttributes [1] IMPLICIT Attributes OPTIONAL

/
EncryptedDigest ::= OCTET STRING

Qua trinh tao message digest va ma hod message digest dugc chi ti€t trong muc 9.3
va 9.4 trong tai licu PKCS#7. Du6i day ching toi chi dua ra mot s6 chi y cua cac
quad trinh nay.
e Su khéc nhau giita qua trinh ky trong chuian PKCS#7 va PKCS#1 1a chit ky
trong chuédn PKCS#1 duoc biéu dién & dang bit string (c6 thé str dung X.509
macro SIGNED).
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e Dinh danh thuat todn bam trong DigestInfo thay vi thoa thuan mot thuat
todn bam s& giam dwoc moi nguy hiém. Vi du, ké tdn cong c6 thé tim ra
dugc message v6i message digest nhan dugc. Han s& gia mao chit ky bang
cach 14y mot message véi cung thuat toan bam ma da duoc ky trude do, va
biéu dién chit ky trudc d6 1én message mai.

1.2.3- Enveloped-data content type
Envelope-data content type bao gébm noi dung da dugc ma (mot so ki€u) va cac
khod ma no1 dung dugc ma (encrypted content-encryption keys) cho mot hodc
nhiéu ngudi nhan. Sy két hop ndi dung da dugc ma va khod ma noi dung da duge
ma cho mot nguoi nhan duoc goi la digital envelope cho ngudi do. Envelope-data
content type duoc 4p dung dé biéu dién digital envelope clia mot hodc nhiéu ngudi
trén noi dung cua dit liéu, digested-data, hoac signed-data content type. Qua trinh
dit liéu duoc boc theo cac budc sau:
e Sinh ngau nhién khoa content-encryption key (v6i mot thuat toan content-
encryption algorithm).
e Véi timg ngudi nhan, conten-encryption key dugc ma hod bai public key
tuong ting (két qua la encrypted conten-encryption key).
e Véi ting nguoi nhan, encrypted conten-encryption key va mot s6 thong tin
khéac duogc dua vao gia tri RecipientlInfo.
e Noi dung dugc ma hoa su dung conten-encryption key, thu duoc encrypted
content.
e Tap hop ciac gid tri Recipientlnfo vé6i encrypted content vao gid tri
EnvelopedData.

Nguoi nhan m& vo boc s6 bang cdch giai mda mot trong cic encrypted content-
encryption keys véi private key clia minh, két qua nhan duoc conten-encryption
key va giai ma encrypted content véi conten-encryption key da tim dugc. Private
key clia nguoi nhan duge tham chi€u boi mot tén phat hanh va mot s6 serial duy
nhat dinh danh certificate cho public key tuong tng.

Envelope-data content type dinh nghia trong ASN.1 c6 ki€u EnvelopedData nhu
sau:

EnvelopedData ::= SEQUENCE {
version Version,
recipientlnfos Recipientlnfos,
encryptedContentlnfo EncryptedContentInfo
}
Recipientlnfos ::= SET OF Recipientlnfo
EncryptedContentlnfo ::= SEQUENCE {
contentT'ype ContentType,
contentEncryptionAlgorithm ContentEncryptionAlgorithmldentifier,
encryptedContent [0] IMPLICIT Encrypted Content OPTIONAL
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/
EncryptedContent ::= OCTET STRING

RecipientInfo type dugc dinh nghia trong ASN.1 1a ki€u RecipientInfo nhu sau:

Recipientlnfo ::= SEQUENCE {
version Version,
issuerAndSerial Number IssuerAndSerial Number,
keyEncryptionAlgorithm KeyEncryptionAlgorithmldentifier,
encryptedKey EncryptedKey

/
EncryptedKey ::= OCTET STRING

Qua trinh ma hoa khoa va ma hoa noi dung da duoc chi tiét trong muc 10.3 cua
chudn PKCS#7. Chiing t6i chi dua ra chd y sau: Mot s6 thuat todn content-
encryption algorithm lam viéc v6i do dai dau vao la boi cta k octets, voi k > 1, va
ting dung dua ra mot phuong phéap don gian diéu khién do dai dau vao khi ma do
dai khong 1a boi cua k. V6i phuong nay sé thuc hién pad thém vao ddu vao bang
kéo dai phan cudi véi k - (1 mod k) octets véi tat ca cac gia tri la k - (1 mod k), v6i |
la do dai cta dau vao. Nhu vay, phuong phap nay chi tot khi k < 256 (< 2048 bits),
vGi k 16n hon van 1a moét bai toan mé (PKCS#7 v1.5). Trén windows st dung tools
dé update gitip cho viéc import certificate v6i khoa c6 do dai 16n hon 2048, phai
chiang da giai quyét dugc van dé nay.

1.2 4- Signed-and-enveloped-data content type

Signed-and-enveloped-data content type bao gom encrypted content, encrypted
content-encryption key cho mot hodac nhiéu ngudi va cap encrypted message
digests (mot ban dugc ma bdi private key clia signer va mot ban ma content-
encryption key) cho mot hodc nhiéu signers. Nhu vay, dinh dang nay 1a su két hop
ctia 2 phan: Signed-data content type va enveloped-data content type. Qua trinh
xay dung dit liéu signed-and-enveloped-data content type theo cdc budc sau:

e Khod content-encryption key (cho mot thuat todn content-encryption
algorithm) dugc sinh ngau nhién.

e Vi ting nguoi nhan, content-encryption key dugc ma hod véi public key
tuong Ung.

e V§i timg nguoi nhan, encrypted content-encryption key va mot s6 thong tin
v€ nguoi nhan cing dugc dua vao gid tri RecipientInfo.

e Vi tiing signer, message digest dugc thuc hién trén noi dung véi thuat todn
bam da chi ra bdi signer.

e Vi ting signer, message digest va mot so thong tin khac dugc ma hoa véi
private key cutia signer, va két qua thu dugc encrypted content-encryption
key.

e Vi timg signer, cap encrypted message digest va mot sO thong tin khac
cung duoc dua vao gia tri SignerInfo.
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e NOi dung dugc ma v6i content-encryption key, nhan dugc encrypted
content.

e Hop tit ca cac thuat toan bam, cac gia tri SignerInfo, va cac gia tri
Recipientlnfo  cung v6i  encrypted content vao  gid  tri
SignedAndEnvelopedData.

Khi ngudi nhan muén md vo boc s6 va kiém tra cdc chit ky thi thuc hién 14n luot
nhu muc 3.4 va 3.3, ching toi s& khong nhac lai & day va chi chi y rang: phuong
phap nay khong c6 céc thuoc tinh xéc thuc nén né duoc ing dung dé boc thong tin
v€ nguoi ky hon la viéc thuc hién ky.

Signed-and-enveloped-data content type dinh nghia trong ASN.1 1a ki€u
Signed AndEnvelopedData nhu sau:

SignedAndEnvelopedData ::= {
version Version,
recipientlnfos Recipientlnfos,
digestAlgoritms DigestAlgorithmldenfifiers,
encryptedContentlnfo EncryptedContentlnfo,
certificates [0] IMPLICIT ExtendedCertificatesAndCertificates OPTIONAL,
crls [1] IMPLICIT CertificateRevocationLists OPTIONAL,
signerlnfos Signerlnfos

}

Qua trinh digest-encryption dugc thuc hién nhu muc 3.2 nhung ¢6 diém khdc d6
la: qua trinh nay thuc hién 2 budc. Budc thit nhat thuc hién nhu muc 3.2. Budc tha
2 lay két qua cua budc 1 nhung khong ma dang DER. Muc dich cua viéc nay la
chong viéc mot ké tan cong khoi phuc duge message digest ciia noi dung. Néu viéc
nay thuc hién dugc thi ké d6 s€ xac dinh dugc danh sach cac tng vién ndi dung va
sau d6 xac dinh dugc noi dung thuc su bang cac so sanh cdc message digest cia ho
v6i message digest ding.

1.2.5- Digested-data content type
Digested-data content type bao gobm ndi dung va mot message digest cua ndi dung
dé. Cong viéc nay duoc yéu cau dé€ dam bao tinh toan ven clia noi dung dit liéu.
Qua trinh thuc hién bam di liéu theo cac budc sau:
e Mot message digest dugc thuc hién trén ndi dung v6i mot thuat toan
message digest algorithm.
e Message digest algorithm va message digest cung dugc dua vao gid tri
DigestedData.

Nhu da dé cap ¢ trén, nguodi nhan kiém tra message digest biang céch so sdnh
message digest nay véi mot message digest duogc tinh doc 1ap trén ndi dung.
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Digested-data content type dugc dinh nghia trong ASN.1 1a kiéu DigestedData nhu
sau:

DigestedData ::= SEQUENCE {
version Version,
digestAlgorithm DigestAlgorithmldentifier,
contentlnfo Contentlnfo,
digest Digest

}
Digest ::= OCTET STRING

1.2.6- Encrypted-data content type
Encrypted-data content type gom c6 ndi dung da dugc ma hoa encrypted content.
Kiéu nay dugc dinh nghia trong ASN.1 1a ki€éu EncryptedData nhu sau:

EncryptedData ::= SEQUENCE {
version Version,
encryptedContentlnfo EncryptedContentlnfo

/

1.3- PKCS#8: Private-Key information Syntax Standard

Chuin PKCS#8 mo ta mot ct phdp vé thong tin clia private-key. Thong tin ndy bao
gbébm mot private key cho thuat todn khoa cong khai va tap hgp cdc thuodc tinh cta
n6. Dong thoi chudn nay cling mo té cd phdp cla céc private key da duoc ma hoa.
Thuat todn ma hod dua vao password (da dugc mo ta trong PKCS#5) cling dugc st
dung dé ma hod thong tin vé private key.

Chuén nay dua ra tap hop cac thuoc tinh 1a nhim muc dich cung cap mot cdch don
gian cho mot user thiét 1ap tin cay vé thong tin: distinguished nam hoac public key
cua top-level CA. Trong khi d6 su tin cay nay c6 thé dugc thiét 1ap v6i mot chit ky
s0, ma hod v6i mot secret key (user da biét). Trong chudn nay chiing toi trinh bay 2
muc: private-key information syntax (PrivateKeyInfo) va encrypted private-key
information syntax (EncryptedPrivateKeyInfo).

1.3.1- Private-key information syntax
Cu phap vé thong tin private key c6 ki€u PrivateKeyInfo (ASN.1) nhu sau:

PrivateKeylnfo ::= SEQUENCE {
version Version,
privateKeyAlgorithm PrivateKeyAlgorithmldentifier,
privateKey PrivateKey,
attributes [0] IMPLICIT Attributes OPTIONAL

/
Version ::= INTEGER
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PrivateKeyAlgorithmldentifier ::= Algorithmldentifier
PrivateKey ::= OCTET STRING
Attributes ::= SET OF Attribute

Giai thich:

version sO phién ban cua cu phdp (d€ tuong thich véi lan sira tiép theo), trong
chuén nay thi s6 version 1a 0.

privateKeyAlgorithm xéc dinh thuit toin sinh ra private key (vi du,
rsaEncryption).

privateKey mot octet string ma nodi dung ctia né la gia tri cua private key.
attributes tap cac thudc tinh, chiing I1a cac thong tin mé rong da duoc ma hoa di
cung v6i thong tin private key.

1.3.2- Encrypted private-key information syntax
Cu phép vé thong tin private key c6 kiéu EncryptedPrivateKeyInfo (ASN.1) nhu
sau:

EncryptedPrivateKeylnfo ::= SEQUENCE {
encryptionAlgorithm EncryptionAlgorithmldentifier,
encryptedData EncryptedData

/

EncryptionAlgorithmldentifier ::= Algorithmldentifier

EncryptedData ::= OCTET STRING

Giai thich:

encryptionAlgorithm xac dinh thuat toan ma thong tin vé private key dugc ma hoa
(vi du, ppbeWithMD5 AndDES-CBC).

encryptedData dit 1iéu private key da dugc ma hoa.

Qua trinh ma hod theo 2 budc:
e Thong tin private key dugc ma (encode) dang BER, sau buéc nay thu dugc
mot octet string.
e Octet string (thu duoc cua budc 1) dugc ma hoa véi secret key, sau bude
nay thu dugc mot octet string 1a két qua cua qua trinh ma hoa.

2-Module thuc hién viéc ky/kiém tra chir ky

2.1-Module thuc hién ky moét tép dit liéu sut dung chitng chi s6

2.1.1-Cdc thu vién cung cdp cdc ham thuc hién viéc ky

Dé xay dung module thuc hién ky mot tép dit liéu chiing ta chi can sit dung hai thu
vién libcrypto.a, sign.o va mot t&€p C header la sign.h. Trong dé thu vién libcrypto.a
cung cip cac ham tac vu cho viéc thuc hién xay dung ham thuc hién ky mot t&p dir
liéu trong thu vién sign.o.

Dud6i day 1a mot so cau tric dit liéu va cac ham chinh dugc cung cép trong hai thu
vién trén:
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Thu vién libcrypto.a:
-C4u tric luu ching chi s6
X509 *x509;
-Cau tric Ivu khoa bi mat
EVP_PKEY *pkey;

-C4u tric luu doi tuong dir lieu PKCS#7
EVP PKEY *pkey;

-C4u tric Iuu cac thong tin lién quan dén chit ky so (thoi gian, doi tuong Ky,

)
EVP_PKEY *pkey;
-Ham doc chiing chi s6 tir mot file dang PEM

if ((x509=PEM read bio X509 (incert,NULL,NULL,NULL)) == NULL) goto
err;

-Ham doc khoa bi mat s6 tir mot file dang PEM

if ((pkey=PEM read bio PrivateKey (inkey, NULL,NULL,NULL)) == NULL)
goto err;

-Ham khéi tao mot doi tuong PKCS7 méi
p7=PKCS7 new();

-Ham b6 sung chiing chi s6 cho mot doi tugng PKCS7
PKCS7 add certificate(p7,x509);

-Ham b6 sung dit liéu can ky cho mot d6i twuong PKCS7
PKCS7 content new(p7,NID pkcs7 data);

~Ham thuc hién ky doi v6i mot d6i tugng PKCS7

if (!PKCS7 dataFinal (p7,p7bio)) goto err;

-Ham thuc hién ghi két qua ra mot tép

PEM write PKCS7 (fb,p7);

Thu vién sign.o:
Thu vién nay chi cung cdp mot ham duy nhat tir viéc sit dung cac ham trong thu
vién libcrypto.a:
int signdata(char *infile,char *outfile, char *certfile, char *keyfile)
Trong do

infile: dudng dan va tén tép can ky

outfile: dudng dan va tén tép luu két qua chit ky so.

certfile: duong dan va tén tép ching chi s6 dudi dang PEM

keyfile: duong dan va tén tép khoa bi mat dué6i dinh dang PEM
Gid tri tra vé: 1 khi qu4 trinh ky thanh cong

0 khi qua trinh ky gap 16i

Tép sign.h

Khai bao ham signdata() nhu sau:
#include <stdio.h>

#include <string.h>

int signdata (char *infile,char *outfile, char *certfile, char
*keyfile);

Cac thu vién libcrrypto.a, sign.o va sign.h dugc luu trong thu muc Lib\libsign trén
CD-ROM.
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2.1.2-Chuong trinh vi du thuc hién viéc ky mot tép dir liéu

Dé mo ta cu thé hon viéc xay dung chuong trinh thuc hién goi ham ky dit liéu sur
dung ching chi s6 va khéa bi mat, ching toi xay dung mot module chuong trinh vi
du thuc hién ky mot tép dir liéu. Module chuong trinh vi du dugc luu trong thu muc
Example\sign, noi dung thu muc nay gom cac tép dudi day:

Tép \Lib\libcrypto.a: thu vién cung cap cac dich vu mat ma khéa cong khai.
Tép \Lib\sign.o: thu vién cung cap ham ky tép dit licu.

Tép \sign.h:

Tép \data.txt: vi du vé tép dit liéu sé duoc ky.

Tép \signdata.c: t&p chuong trinh thuc hién tic vu ky

Tép\userl.crt: tép ching chi s6 duoc sit dung khi ky.

Tép\userl.key: tép khda bi mat twong tng véi tép chiing chi s6 userl.crt.

Tép \chuky.p7: t&p két qua dudi dinh dang PKCS#7

Tep \Makefile: stt dung dé bién dich chuong trinh vi du

Tép \Readme: huéng dan bién dich va st dung chuong trinh.

Dudi day la toan bo ndi dung tép chuong trinh nguén signdata.c
/*St dung cac tép header*/

#include <stdio.h>

#include <string.h>

#include "sign.h"

int main(int argc, char **argv)

{

/*Khai b&o cic bién nhan tham sé diu vao*/
int 1i;

char *infile=NULL;

char *outfile=NULL;

char *certfile=NULL;

char *keyfile=NULL;

/*Nhan cac tham sb dau vao*/
argv++;
argc--;
for (;7)
{
if (argc <= 0) break;
if (strcmp(*argv,"-in") == 0)
{
if (--argc < 1) goto bad;
infile= * (++argv);
}
else if (strcmp (*argv,"-out") == 0)
{
if (--argc < 1) goto bad;
outfile= * (++argv);
}
else if (strcmp (*argv,"-cert") == 0)

{
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if (--argc < 1) goto bad;
certfile= * (++argv);

}

else if (strcmp(*argv,"-key") == 0)
{
if (--argc < 1) goto bad;
keyfile= * (++argv);
}

else goto bad;

argv++;

argc--;

}

/*Kiém tra cac tham sé dau vao*/
if ((infile==NULL) (outfile==NULL) || (keyfile==NULL) ||
(certfile==NULL))
{

bad:
printf ("Su dung: sign [args] \n");
printf (" -in Ten tep du lieu can ky\n");
printf (" -out Ten dau ra duoi dang PKCS7\n");
printf (" -cert Ten tep chung chi (PEM)\n");
printf (" -key Ten tep khoa (PEM)\n");

goto err;

}

/*Goi ham thuc hién viéc ky lén tép dir liéu*/
i=signdata(infile,outfile,certfile, keyfile);

/*Quéa trinh ky khéng thanh céng*/
if (1==0){
printf ("Qua trinh ky tep %s khong thanh cong!\n",infile);
}

/*Quéa trinh ky thanh céng*/
else

{
printf ("Qua trinh ky tep %s thanh cong!\n",infile);

}
return 1;
err:
printf ("Wrong args command") ;

}

Dé bién dich module chuong trinh ching ta thuc hién 1énh sau:
make
khi d6 tién ich signdata s& dugc sinh, dé sir dung tién ich chiing ta thuc hién lénh:
./signdata -in data.txt -out chuky.p7 -cert userl.crt -key userl.key
Néu qua trinh ky thanh cong két qua cho ta tép chuky.p7k, noi dung cua tép nay
nhu duéi day:

MITIEOgYJKoZIhvcNAQcCoIIEKzCCBCcCAQExCzAIBgUrDgMCGgUAMASGCSOGSIb3
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DQEHAaCCA08wggKLMI IBOKADAGECAGIBFzANBgkghkiGOwOBAQUFADBOMRSWHQYJ
KoZIhvcNAQkBFhBSb290Q0FAeWFob28uY29tMO8wDQYDVQQODEWZSb290Q0EXEJAQ
BgNVBAsSTCU15Q0EgVXN1cIETMBEGALIUEChMKTX1DQSBHcm91 cDELMAKGA1UEBhMC
Vk4wHhcNMDQWMTAXMIM1OTM3WhcNMDQWNDEWMIM1OTM3WjBaMROwGwYJKoZIThveN
AQkBFg51c2VyMUBwdmt oLmNVvbTEOMAWGA1UEAXMFAXN1cjExDTALBgNVBASTBHB2
a2gxDTALBgNVBAOTBGlhbmcxCzAIJBgNVBAYTANRhMIGeMAOGCSgGSIb3DQEBAQUA
A4GMADCBiAKBgEAACAABAAAaAAKgAg6hBR5GYpeFATMRDbOEYyzpTa7TAX1GgXs76
zwsvi8U2SJ/foi+CKITEfdyRs1XiX5VPiT+3G/3XsCNOVVH2R b 7+zNye3ardNXqg
BiPYtNgnk8yTSMikkC2FOEWLCVQOg6WNfBPe5fbl1Jol/83fYi661ybWZAGMBAAG]
UzBRMAkGA1UJEWQCMAAWEQYJYIZIAYb4QgEBBAQDAGWgMASGA1UdDWQEAWIF4DAk
BglghkgBhvhCAQOEFxYVTX1DQSBVc2VyIENLIcnRpZmljYXRIMAOGCSGGSIb3DOEB
BQUAA4GBADjgQGRIFzZB8X3vErQeP5ARax5cNf/Utp5Grona6XQkYvMyQCIBNieG
vJVN6PMINL1 fb6JQRUJEIOVO6QBNtuLnallOcFDTxaA2xzkHrtNK3YvuTMR/ENfF
ZSuzxk7TTAXtWACE+vtD7Q0ttgMPzUpfCEC35)3cHEU/xgHADO1Y1IMYIBczCCAWSC
AQEwbjBOMRB8WHQYJK0ZIThvcNAQkKkBFhBSb290Q0FAeWEF0ob28uY29tMQ8wDQYDVQQD
EwZSb290Q0ExEjJAQBgNVBASTCUL5Q0EgVXN]1cjETMBEGALIUEChMKTX1DQSBHcmI91
cDELMAKGA1UEBhMCVk4CAgEXMAKGBSsOAWIaBOCgXTAYBgkghkiGOwOBCQMxCwYJ
KoZIhvcNAQcBMBWGCSGSIb3DQEJBTEPFWwOWNDAOMTUXNZAIND1aMCMGCSgGSIb3
DOEJBDEWBBQtHNJmIPAGMPkFbZwQPpjgPuDT5jANBgkqghkiGIwOBAQEFAASBgGBY3
YJHAPZX7FJGLNSgQTs8LxWnlfTebP/tHovPrF80glilF3vPRhrb6xDeQ0ms8jdLu
4/Qex/icxRwELMzeQAyAazt3pFaScKuwMZ+VLR3NVwvIP2xgggOYQa5xm85C3dRX
NBLA1C9L9feca9mmNGSsl1fIKweI015+/rJpp0S30

————— END PKCS7-----

2.2-Module thuc hién viéc kiém tra chit ky so
2.2.1-Cdc thu vién cung cdp cdc ham thuc hién viéc kiém tra chit ky

Dé xay dung module thuc hién kiém tra chit ky chiing ta chi can st dung hai thu
vién libcrypto.a, verify.o va mot t€¢p C header la verify.h. Trong dé thu vién
libcrypto.a cung cap cac ham tiac vu cho viéc thuc hién xay dung ham thuc hién

kiém tra chit ky lén mot tép dit liéu trong thu vién verify.o.

Du6i day 1a mot s6 cdu tric dit liéu va cac ham chinh dugc cung cdp trong hai thu

vién trén:

Thu vién libcrypto.a:

-C4u tric dit liéu PKCS7

PKCS7 *p7;

-C4u tric dit liéu luu thong tin chit ky s6 dudi dinh dang PKCS7

PKCS7 SIGNER INFO *si;

-CAu tric dit liéu luu chitng chi s6 theo chudn X509

X509 STORE_CTX cert ctx;

-Cac ham thuc hién mé cac tép dit liéu va tép PKCS7

data=BIO new(BIO s file());

detached=BIO new(BIO s file());

-Cac ham thuyc hién doc céac tép dit liéu va t&p PKCS7

if (!BIO read filename (detached,datafile)) {
goto err;

}
if (!BIO read filename (data,sigfile)) {
goto err;

}
-Ham tao doi twong PKCS7 tir mot buffer dit liéu dang PKCS7
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if ((p7=PEM read bio PKCS7(data,NULL,NULL,NULL)) == NULL) goto
err;

-Cac ham tao d6i tugng luu chitngchi s6 cua RootCA tir mot tir mot tép dudi
dinh dang PEM

cert store=X509 STORE new () ;

X509 STORE set default paths(cert store);
X509 STORE load locations(cert store,cafile,NULL);

-Ham kiém tra tinh hgp 1¢ cha chitng chi
X509 STORE set verify cb func(cert store,verify callback);
-Ham kiém tra chit ky s0 trong d6 c6 ca qua trinh kiém tra hién trang ctia
chiing chi s6 duoc str dung dé ky
1=PKCS7 dataVerify(cert store, &cert ctx,p7bio,p7,si);

Thu vién verify.o:

Thu vién nay chi cung cap mot ham duy nhat tir viéc sit dung cac ham trong thu
vién libcrypto.a:

int verifydata(char *datafile,char *sigfile, char *cafile)

Trong dé:
datafile: duong dan va tén tép dit liéu da dugc ky
sigfile: duong dan va tén tép chit ky dudi dinh dang PKCS7
cafile: duong dan va tén tép ching chi s6 CA dudi dinh dang PEM.
Gid4 tri tra vé: ham tra vé gi4 tri 1 néu kiém tra chit ky thanh cong
ham tra vé gia tri 0 néu qua trinh kiém tra chit ky khong hogp 1¢ (chit
ky sai, ching chi s6 CA hoic chiing chi s6 duoc st dung dé ky khong hop 1¢)

Tép verify.h:

Khai bdo ham verifydata nhu sau:

#include <stdio.h>

#include <string.h>

int verifydata(char *datafile,char *sigfile,char *cafile);

Ca ba tép trén duoc luu trong thu muc /Lib/verify trén CD-ROM.

2.2.2-Module chuong trinh vi du viéc kiém tra chit ky

Dé mo ta cu thé hon viéc xay dung chuong trinh thuc hién goi hAm kiém tra chit ky
st dung, chiing t6i xay dung mot module chuong trinh vi du thuc hién kiém tra chit
ky 1én mot tép dir liéu. Module chuong trinh vi du dugc luu trong thu muc
Example\verify, noi dung thu muc nay gom cac tép dudi day:

Tép \Lib\libcrypto.a: thu vién cung cap cic dich vu mat ma khéa cong khai.
Tep \Lib\verify.o: thu vién cung cap ham kiém tra chit ky 1én mot tép dit liéu.
Tep \verify.h: tép header khai bdo ham kiém tra chit ky

Tép \data.txt: vi du vé tép dit liéu da duoc ky.

Tep \verifydata.c: tép chuong trinh thuc hién tdc vu kiém tra chit ky

Tep \RootCA .crt: tép ching chi s6 CA dugc sir dung dé kiém tra chit ky.

Tép \chuky.p7: tép chit ky dué6i dinh dang PKCS#7
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e Tép\Makefile: str dung dé bién dich chuong trinh vi du
e Tép\Readme: hudng dan bién dich va sir dung chuong trinh.

Duéi day la toan bo ndi dung tép chuong trinh verifydata.c

/*St dung tép verify.h*/

#include "verify.h"

int main(int argc, char **argv)

{

/*Khai bao cac bién luu duong din va tén cac tép 1a tham s dau vao*/
char *datafile=NULL;

char *sigfile=NULL;

char *cafile=NULL;

int 1i;

/*Nhan tham sé dau vao*/
argv++;
argc—-;
for (;7)
{
if (argc <= 0) break;
if (strcmp(*argv,"-datafile") == 0)
{
if (--argc < 1) goto bad;
datafile= * (++argv);
}
else if (strcmp (*argv,"-sigfile") == 0)
{
if (--argc < 1) goto bad;
sigfile= * (++argv);
}
else if (strcmp (*argv,"-cafile") == 0)
{
if (--argc < 1) goto bad;
cafile= * (++argv);
}
else goto bad;
argv++;
argc—-;

}

/*Kiém tra cac tham sb dau vao*/

if ((datafile==NULL) || (sigfile==NULL) || (cafile==NULL))
{

bad:
printf ("Su dung: verify [args] \n");
printf (" -datafile Ten tep du lieu da duoc ky\n");
printf (" -sigfile Ten tep chu ky dang PKCS7\n");
printf (" -cafile Ten tep chung chi CA (PEM)\n");

goto err;

}

/*Goi ham kiém tra cht ky*/
i=verifydata (datafile,sigfile,cafile);
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/*Kiém tra chit ky thanh céng*/
if (i) {

printf ("\nVerify Failed!!!\n\n");

}

/*Chu ky khéng hop léx/
else

{

printf ("\nSignature OK!!!\n\n");

}

return 0;
err:

exit (0);
}

Dé bien dich module chuong trinh ching ta thuc hién 1énh sau:

make

khi d6 tién ich verifydata s& dugc sinh, dé sir dung tién ich chiing ta thuc hién lénh:

Jverifydata -datafile data.txt -sigfile chuky.p7 -cafile RootCA.crt
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