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MO PAU

Pam bao su an toan cua thong tin trén cic mang may tinh la mot cong viéc rat
phiic tap. Thong tin trén cdc mang may tinh c6 thé gap rat nhiéu hiém hoa tir cic
hiém hoa ngéu nhién cho dén nhiing hiém hoa c6 y. T4t ca nhitng hiém hoa déu
dan dén mat mat thong tin dudi nhiéu géc do khac nhau. Do vay bao vé thong tin
trén cac mang may tinh 1a mot cong viéc hét stc can thiét. Cong nghé thong tin
cang di sau vao cudc song thi van d¢ an toan thong tin cang phai duoc quan tam.
Tin hoc hod toan bo cac hoat dong cua xa hoi 1a mot xu thé tat yéu. Trong mot
xa hoi duoc tin hoc hoa cao thi vai tro ctia cac hé thong thong tin may tinh I1a hét
stic to 16n. Boi van dé an toan thong tin trén cdc mang mdy tinh 1a mot cha dé
tuong do6i rong bao ham nhiéu linh vuc khic nhau. Cho nén trong di€u kién cta
nudc ta 1a mot nuée phu thudc hoan toan vao cong nghé nhap ngoai thi van dé an
toan cling can phai duoc nghién cttru sao cho phut hgp véi hoan canh ctia chiing
ta. Lam thé& nao vira tin dung dugc stiic manh clia cac hé thong phan mém thuong
mai hién nay nhung vin kiém sodt dugc mitc do an todn cuia thong tin trén mang

12 mot trong nhiing van dé dang dugc quan tam.

Noi dung nghién citu phan nay nhiam muc dich nghién ctu xay dung giai phéap
bao vé thong tin trén cdc mang mdy tinh duoc xay dung trén nén tang mo hinh
mang Winsock. M6 hinh mang Winsock 12 mot mo hinh mang dugc phat trién
manh mé su dung rong rai ngay nay. Do vay dinh huéng nghién cttu vao mo hinh

nay la can thiét va ¢4 y nghia thuc tién.
Trong phan tai liéu nay, ching toi sé trinh bAy mot s6 van dé sau:
e Mo hinh Windows Socket,

e MO hinh SecureSocket,
e Thiét ké chuong trinh thir nghiém.



CHUONG 1. MO HINH WINSOCK

1. Winsock Model

Dé thuc hién muc tiéu bdo vé thong tin trong CSDL, chiing t6i lwa chon m6 hinh
mang Winsock dé ti€p can dén muc tiéu. SG di chung to6i lwa chon mo hinh
Winsock vi nhitng ly do sau:

e Winsock 1a mot mo hinh dugc sir dung rong rai hién nay.

e Winsock 12 mot mo hinh m&, cho phép ta can thiép dé dat duoc nhing

muc tiéu mong muon.

Mot mo hinh mang ma chiing ta da biét duoc xem nhu mot kién triic mang chuéan
12 mo6 hinh mang OSI. Muc dich cia mo6 hinh nay la dong nhét va dinh nghia mot
tap cdc ham chung dé xir Iy moi truyén thong mang gita cic mdy tinh ndi mang

vé1 nhau.

Mo hinh mang Winsock ciing dugc xay dung trén tinh than cia mo6 hinh mé OSI
tuy nhién c6 nhitng diém khdc biét. M6 hinh mang Winsock dugc t6 chiic thanh
cac phan sau:

e Winsock application: Cung cdp nhitng chitc nang cua cac tang 5,6,7
trong mo hinh OSI.

e Network system: cung cdp cac chic nang cua cac tang 1,2,3,4 trong
mo hinh OSL.

e Winsock API: cho phép tang trén truy nhap cac dich vu cua tang dudi.

Ta c6 thé minh hoa m6 hinh mang Winsock trong hinh sau.



Windows Sockets
APP.

Windows Sockets
< API

Bo giao thic
TCP/IP

Network Driver
<4+—  Network system

Network
Interface

M6 hinh mang Winsock

Winsock APP. 1a mot chuong trinh tng dung cung vé6i giao dién nguoi dung. N6
ciing c6 thé 1a mot thu vién dong DLL trung gian cung véi API mic cao hon va
cac ung dung cua néd. Trong mo hinh Winsock ta xem mot tng dung bat ky ma
truy nhap Winsock DLL nhu 1a mot tng dung cia Winsock.

Winsock API (WSA) cung cap truy nhap t6i Network system va cac tng dung
ctia Winsock st dung céc dich vu ctia hé thong dé giri va nhan thong tin.

Network system truyén va nhan dit liéu ma khong hé quan tam dén noi dung va
nglt nghia cta né. Khi Winsock APP. glri mot khoi dit liéu, Network system c¢6
thé chia khoi dit liéu d6 thanh nhiéu doan khéc nhau va hop nhét lai tai ddu nhan
truc khi chuyén giao. N6 ciing c6 thé xem dit liéu nhu mot dong céc bytes va
yéu ciu ting dung hop nhat lai sau khi chuyén giao. Dit liéu dugc xem nhu the
nao phu thudc vao cac dich vu tang van tai dugc yéu cau. Nhung trong bat ky
trudong hop nao thi Network system ciing chuyén giao dit lieu ma khong quan
tam dén ndi dung va ngit nghia cta dit liéu.



M6 hinh mang Winsock vé ban chat 1a dang don gian cia mo6 hinh OSI. Tuy vay,
cac tang chic nang ctia mo hinh OSI van ton tai trong mo hinh Winsock & miic

quan niém.

Windows Socket doc 1ap véi giao thic cho nén né c6 thé thich nghi véi nhiéu bo
giao thic khac nhau. N6 ciing doc 1ap véi thi€t bi mang cho nén cac ting dung
tréen Windows Socket ¢6 thé chay trén bat ky thié€t bi mang nao ma Windows
system hé tro. Windows socket c¢6 thé hd trg mot s6 bo giao thitc khic nhau
dong thoi.

Ung dung ctia Windows socket lién hé vé6i tng dung chay trén mot mdy tinh
khéc c6 thé minh hoa trong hinh sau.

Network Host A Network Host B
APP. < » APP. Window
socket
Presentation |4 » Presentation APP.
Session < p» Session Window
4+ socket
< > . API
Transport Router Session
Network
Network «——p| Network «—»| Network
system
Data Link <4—» Data Link <4—» Data Link
Physical «——p| Physical «—»| Physical

Truyén thong giita cdc tdng dong miic

Cac tang dong mic hoi thoai v6i nhau st dung ciing giao thic d6 1a tap cac qui
tdc dé giao tiép giita cac ting dong mitc. C4c qui tic mo ta nhitng yéu ciu va
phic dap phu hop véi trang thai hién tai. Hoi thoai gitra hai tang dong mic doc
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lap v6i hoi thoai giita cac tang dong mitc khac. Hoi thoai gitra hai tang dong miic
chi Ia quan niém chtt khong phai dong dit liéu thuc té.

2. Xay dung cac DLL trén Winsock

Toan bo dong thong tin trén mang trong cic Platform Windows déu chuyén qua
Winsock. Van dé dat ra 12 1am thé nao dé ¢6 thé khong ché€ duoc dong thong tin
nay dé phuc vu cho cic muc tiéu riéng biét. Can thiép truc ti€p vao cdc Modul
trong Winsock 12 mot viéc 1am khé cé thé thuc hién duoc boéi doi véi nhiing
ngudi phat trién ting dung thi Winsock chi nhu mot chiéc hop den. Ching ta chi
c6 thé biét duoc giao dién véi Winsock ma thoi. Vay cach ti€p can 1a nhu thé
ndo. Ching t6i ti€p can theo ki€u xay dung mot APl méi trén Windows Socket
APIL. Dong thong tin truc khi chuyén qua Winsock s& qua mot ting mdéi do ta
xay dung va & tAng nay ching ta c6 thé khong ché duge dong thong tin mang.

MS Windows

New API message
filter ‘

v v
Task A Task B

v v

New API DLL

v v

Winsock DLL

Dong thong tin voi New API DLL

Khi xay dung mot ting mdi trén ting Winsock c¢6 nhi€u k§ thuat phai giai quyét.
Mot trong nhiing k¥ thuét can phai quan tam d6 la xtr 1y cac message dugc guri tir
Winsock cho tng dung. Néu khong chian dugc dong message ndy thi khong thé

5



diéu khién duoc qua trinh truyén thong giita ting dung tai client va phan tng
dung tai server. Ching han khi ta chén thém mot packet vio dong packet clia ting
dung. Néu ta khong xu 1y dugc cdc message gui tt Winsock cho tng dung thi
hau nhu chic chin connection giua client va server s& bi huy bd va qud trinh trao
d6i thong tin gitta client va server s& bi huy gitta chimg. K§ thuat dugc chon xir
1y & day la sir dung k¥ thuat subclass. Muc tiéu chinh cua né la chan toan bo cac
message gui tr Winsock cho tng dung, xt Iy nhitng message can thiét va tra lai
nhiing message cua ung dung cho tng dung xtr 1y.

3. Su lién két giira Client va Server trong mo hinh Winsock
Dé céc socket tai Client va Server c6 thé giao ti€p dugc v6i nhau thi chiing phai
c6 cung kiéu. Céc tng dung Client phai c¢6 kha nang xdc dinh va nhan ra socket
tai server. Ung dung tai server dat tén socket ctia né va thiét 1ap nhiing dic tinh
dé nhan dién ctia n6. Do vay ma client ¢6 thé tham chiéu n6. Mébi tén socket cho
TCP/IP bao gém dia chi IP, s6 hiéu cong ciing nhu giao thic. Client c6 thé sir
dung céc ham dich vu cia Windows Socket dé tim ra s hiéu céng clia server,
dia chi IP cua server néu biét duoc tén cua server. Khi client socket lién hé
thanh cong véi server socket thi hai tén ctia chiing két hop lai dé tao thanh mot
lién két. Méi lién két ¢6 5 thanh phan sau:

e @Giao thuc,

e Dia chi IP cua Client,

e S0 hiéu cong cua Client,

e Dia chi IP cua Server,

e S6 hiéu céng clia Server.
Khi mot socket duoc md, né c6 nhitng dic tinh chua ddy di. D€ hoan tat dic tinh
ctia nd, tng dung mang phai gan cho né mot tén va lién két né v6i mot socket
khac. Cac phép toan send va receive cua socket rat giong véi cac phép toan read
va write tGi file. Khi close mot socket ¢6 nghia la giai phéng né khoi ting dung
va tra vé cho hé thong dé c6 thé sir dung cho viéc khac.

Socket 1a diém cu6i cia mot lien két truyén thong, né dugc tao ra boi phadn mém
va cho phép ting dung mang dang nhap vao mang. Ca client va server déu doi hoi
socket dé truy nhap mang. MG mot socket thong qua goi ham socket() c6 khai
bao ham nhu sau:



SOCKET PASCAL FAR socket(int af, /*B0o giao thic*/

int type, /¥*kiéu giao thic*/
int protocol); /*tén giao thuc*/
tng dung Windows socket
socket()

socket handle
1. Protocol
2. local IP address 4. remote IP address
3. local port S.remote port

Server cin phai chuin bi socket ciia minh dé nhan dit liéu con client cin chuin
bi socket cia minh dé gtri dit liéu. Khi viéc chudn bi xong s& tao ra mot lién két
gifta cac socket cta client va server. Mo6i lién két 1a duy nhat trén mang. Khi lién
két gitta cac socket dugc thiét 1ap c6 nghia client va server nhan dién dugc nhau
va ¢6 thé trao déi dit liéu dugc véi nhau.

4. Cac trang thai cua socket

Trong phan nay ching toi sé trinh bay cdc phuong phap khac nhau phat hién
trang thdi hién thoi cua socket va cic phép chuyén t6i nhitng trang thdi mdi.
Trang thai hién thoi ctia socket xdc dinh cac phép todn mang nao sé dugc ti€p
tuc, cdc phép todn nao s€ bi treo lai va nhiing phép toan mang nao sé bi huy. Moi
socket c6 mot s6 hitu han cdc trang thdi c6 thé va winsock API dinh nghia cic
diéu kién cho phép chuyén gitta céc su kién mang va céc 10i goi ham cua tng
dung. C6 hai kiéu socket: datagram socket va stream socket. Mdi kiéu socket ¢

nhing trang thdi va nhitng phép chuyén khac nhau.

4.1. Cdc trang thdi ctia socket kiéu datagram

So do6 trang thdi ctia socket kiéu datagram c6 thé biéu dién trong hinh sau.




named
(writable)

open
(writable)

sendto(),connect()

output buffer
i lieu dé send An s
dit liéu dén . san sang
' hone
moi dir liéu

dugc doc

readable not writable

dir lieu
da nhan send
hong

So do6 trang théi ctia socket kiéu datagram

So d6 trén minh hoa tit ca cdc trang thdi ma ta c6 thé xac dinh bing chuong
trinh. N6 ciing chi ra cidc phép chuyén xdy ra khi ting dung thuc hién 16i goi ham
ctia winsock hoac nhan cac packet tir cic may 6 xa. Trong so do nay ciing chi ra
riang vé6i socket ki€u datagram thi c6 thé ghi ngay dugc ngay sau khi né dugc mé
va n6 c6 thé doc ngay khi né duoc dinh danh, tng dung c6 thé tién hanh giri dit
liéu ngay sau 101 goi ham socket()...

4.2. Cdc trang thdi cua socket kiéu stream

Ta c6 thé minh hoa céc trang thdi cta socket ki€u stream trong so do trang thdi
sau.



named va
listening

A
bind(),
listen() connection close
pending pending
accept() \
connect
\ 0 connected
open >

closesocket()

not
writable

readable

OOB data
readable

So doé trang thdi ciia socket kiéu stream

6 trang thai open socket dugc tao ra thong qua 16i goi ham socket() nhung tai
thoi diém nay socket chua dugc xdc dinh ¢6 nghia né chua dugc lién két v6i mot

dia chi mang cuc b va mot s6 hiéu cong.

6 trang thai named va listening: luc nay socket daduoc xac dinh va san sang dén
nhan cac yéu cau két noi.



connect pending: yéu cau két n6i da duoc nhan va cho tng dung chap nhan két

noi.

connected: lién két dugc thiét 1ap gitta socket cuc bd va socket & xa. Lic nay c6

thé gi va nhan dit liéu.

readable: Dit liéu da nhan dugc boi mang va san sang cho ung dung doc (c6 thé
doc bang cdc ham recv() hoac recvfrom())
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CHUONG 2. XAY DUNG SOCKET MAT MA

1. Giéi thiéu
Chung toi phdt trién giao dién tai ting giao van cho truyén thong TCP/IP dugc
goi 12 Secure Socket dé€ phuc vu cho muc tiéu nén va ma hoa dit liéu truyén qua

Internet va cdc mang PSTN.

Secure Socket dugc cai dit tai cdc tram, Server va trong FireWall dé€ dam bao an
toan va truyén thong téc do cao giita tram va cdc mdy tram.

Secure Socket cung cap giao dién lap trinh ting dung Winsock chuén cho céc tng
dung TCP/IP chang han nhu Web Browser, telnet, ftp ma khong bat ky su thay
déi nao doi véi céc trinh ing dung va TCP/IP.

Trong tai liéu nay s€ mo ta cu tric cua Secure Socket, cach thic lam viéc va lgi
ich d6i v6i moi trudng truyén thong tir xa.

Trong cdc co quan cé nhi€éu mdy ca nhan, Server duoc két néi v6i mang LAN
ctia co quan. Cac nhan vién trong co quan truy nhép thu dién tir, CSDL tai Server
tlr cic may ca nhan trén ban lam viéc cia minh. Ngay nay, Internet tang trudng
rat nhanh, n6 tré nén quen thudc d6i véi cac nhan vién khi truy nhap cac Server
tai cong so cta ho tr cac tram tir bén ngoai cong so.

C6 hai rui ro chinh khi truy nhap dit liéu tir xa qua Internet:

e Dit liéu c6 thé bi ddnh cép,
e Nghe trom hodc thay doi.

Chiing t6i s& dé xuat mot phuong phédp truyén thong cé nén va ma hod dit liéu
moi trudng tinh todn tir xa. Sir dung phuwong phdp nay, ching toi phdt trién
chuong trinh ma hod va nén dit liéu duoc goi 1a Secure Socket c6 thé cung cip
kha nang truy nhap tir xa hiéu qua va an toan qua Internet va PSTN ma khong
can thay d6i thiét bi mang, phdn mém truyén thong hodc phan mém ting dung.
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2. Cac yéu cau khi thiét ké

e Khd ndng thich nghi: Cac dac tinh an toan can phai lam viéc dugc véi
moi platform phan cing, phan mém, céc tha tuc truyén thong hoac cic
thiét bi truyén thong khac nhau. Vi du IP an toan ma hod dit liéu truyén
gilta cdc router chi dam bao an toan cho nhitng dit liéu truyén qua
nhitng router da cai dat IP an toan. Ma ho4 dit liéu end-to-end c6 thé
giai quyét van dé nay ma khong can phai chd y dén nhiing chiic nang

cua router.

e Trong suot: Khong cin phai c¢6 nhitng thay d6i trong cdc trinh ting
dung bdi vi kha nang thay déi nhiing tng dungj dang ton tai hién nay
12 hau nhu khong thé.

e (6 khd ndng mo réng: C6 nhi€u thuat toin ma hod va nén dir liéu
dang ton tai va nhiing thuat toan méi s€ xuat hién trong tuong lai. Do
vay, kha nang lua chon thuat toan la can thiét va cic Modul xt ly
ching nén doc 1ap véi cdc modul khac dé chiing c6 thé thay the duogc
dé dang.

e Dé cai dat: Cac modul an toan c6 thé cai dat trén nhitng PC va Server
mot cach dé dang ma khong céin thay déi hé diéu hanh.

e Hiéu qud: Kha nang thong qua cua kénh khong dugc giam bdi nhitng
chi phi do nén va ma hod dit liéu. Viéc nén dit lieu c6 thé tang ao kha

nang thong qua cua kénh.

3. Kién tric

Secure Socket giai quyét duoc van dé cho phép ngudi dung tir xa ¢6 thé truy nhap
mang lam viéc thong qua Internet hoac mang dién thoai cong cOng.
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Hinh 1 cho xem mot truy nhap tir xa tit mot PC & xa ma & d6 Secure Socket da
duoc cai dat. C6 hai dang truy nhap tu xa:

e Dang thuong dugc dung trong cac van phong nho ma ¢ d6 nguoi dung
O xa két ndi vai Server tng dung bang Secure socket dugc cai dit qua
Remote Acces Server. Toan bo dit liéu duoc trao doi gitta PC & xa va

Server s€ duoc nén , ma hoa, xac thuc .

e Dang duoc dung trong cic mang xi nghiép. Trong cdc mang nay, nguoi
dung két noi t6i Firewall da cai dat Secure socket. Toan bo dit liéu
duoc truyén gitta PC & xa va Firewall dugc nén, ma hod va xac thuc.
Firewall sau d6, giai ma, giai nén dit liéu va trao déi dir liéu véi Server

ung dung.

Secure socket bao gom thu vién lién két dong tang giao van. N6 dugc dat gitra
cdc chuong trinh ing dung va TCP/IP, cac trinh tién dung tuong tic véi nguoi
dung. Tai céc PC client thi Winsock 1a giao dién lap trinh tng dung chuin cho
TCP/IP. Chiing ta c6 thé thuc hién nén, ma hod va xac thuc dit lieu ma khong
can thay déi phdn mém ting dung hoic TCP/IP. Hinh 2 cho xem cau tric Secure

socket chan cac 1énh cua Winsock.
4. Thuc hién
4.1. Phuong phap chan

C6 mot vai cach dé chin cdc 1énh ctia Winsock nhu sau:

e Thay thé cdc dia chi ham: Trong mot chuong trinh Windows, phép goi
mot ham duoc dich thanh mot chi 1énh nhdy gian ti€p véi dia chi cua
chuong trinh ham dich. Do vay thay thé€ dia chi con tro bang dia chi
ham Secure socket tuong tng sau khi tai chuong trinh ting dung. Diéu
nay cho phép Secure socket chan 16i goi ban dau.

e Thay déi thong tin lién két: Mot file chuong trinh ting dung c6 thong
tin dé lién két t6i thu vién Winsock nhu tén file cia né, s6 hiéu ham.
Do vay néu thong tin lién két duoc thay déi thanh lién két t6i thu vién
Secure socket thi Secure socket ché thé chi€ém diéu khién.
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e Doi tén thu vién Winsock: Bat ky mot thu vién lién két dong nao
(.DLL) déu c6 thé déng vai thu vien Winsock bang viéc xudt khau céc
tén ham giong nhu Winsock. Do vay déi tén file Secure socket
“Winsock.dll” va cho file Winsock.dll ban ddu mot tén khéc ching han
“ORGsock.dll”. Diéu nay cho phép Secure socket chan 16i goi cia mot
ung dung t61 cdc ham thu vién Winsock.

Phuong phép dau sé rat kho khin trong viéc tinh todn thoi gian dé viét lai con
trd. Chang han chay mot ting dung & dang Debug ta c6 thé chiém diéu khién khi
ting dung bat dau va viét lai con tro. Nhung phuong phdp nay phu thudc vao cic
hé diéu hanh. Bing phuong phdp thit hai thi thong tin lién két thay déi theo cac
Version cta cac hé diéu hanh cling 12 mot van deé.

Chung t6i s€ chon phuong phdp cu6i cung do sit dung phuong phap nay khong
phu thudc vao hé diéu hanh. Hinh 3 minh hoa phuong phdp déi tén dé chan. Sau
khi chuong trinh tng dung da duogc khdi sinh thi Secure socket DLL da dugc doi
tén thanh Winsock.dll s& duogc tai boi chuong trinh Loader ctia hé thong. Sau dé
Secure socket DLL s& tdi Winsock DLL ban diu ma da duoc doi tén thanh
ORGsock.dll. Khi chuong trinh tng dung goi ham Winsock thi ham tuong ung
trong Secure socket DLL s& dugc goi. N6 s€ nén va ma hoa dir liéu va goi ham
trong Winsock DLL ban dau.
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I

Server da duoc

cai dat Secure
m Socket

.

IEI
Remote M
access Server

S o)

Hinh 1. Truy nhdp tir xa si dung Secure Socket

4.2. Khung dir liéu

Pé hiéu qua va an toan, cac khoi dit lieu can duoc ma va nén. Do vay, Secure
socket chia dong dit liéu thanh nhiéu frame, sau d6 nén va ma chdng. Tha tu 1a
quan trong bdi vi sau ma hoa dit liéu l1a ngiu nhién va khong nén dugc nita.
Frame c6 header da duoc gin xéc dinh kiéu va do 16n noi dung dugc truyén t6i
nguoi nhan.

Secure socket nhan dong dit lieu tir TCP/IP va kiém tra Header lap vao Frame,

sau d6 gidi ma, giai nén dif liéu va chuyén t6i tng dung. Hinh 4 cho xem lugc d6
khung dir liéu.
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B telnet/Ftp
-, Winsock

p WWW A DLL TCP/IP

™4 Cic APP.

USER
Y \ 4
Tién dung Secure

socket

Hinh 2. Cdu triic Secure socket chdan cdc lénh cua Winsock

4.3. Thao tdc kiéu di bo

Khi str dung cac ham ctia Winsock, c¢6 hai dang thao tac: Dang dong bo va dang
di bo. Cac ham dong bo doi dén khi cac phép todn mang da yéu cau duoc hoan
tat trudc khi tra lai 16i goi ham (ldc d6 méi c6 thé goi ti€p). Trong khi goi ham
theo ki€u di bo tra lai ngay titc thi ma khong quan tam dén thao tic mang da
duge hoan tit hay chua. Khi thao tic dugc hoan tat, Winsock giri mot thong bao
t6i chuong trinh tng dung dé thong bdo riang thao tic con dang treo da hoan tat.
Trong truong hop nay, thong bao phai bi chan lai.

Vi muc dich nay, ching toi sit dung ham Winsock WSAAsynselect (ham nay
dugc dung dé dang ky ham ctia Windows) dé nhan thong bdo va thay déi Mode
vé di bd. Secure Socket chin WSAAsynselect va thay thé tham s6 “Windows
handle” clia n6 bang “Windows handle” clia Secure socket. Sau d6 phat lai 1énh
t6i Winsock.DIl. Bdi vay Secure socket c6 thé chin thong bdo tir Winsock.Dll,
Xt 1y né va néu can thiét giri thong bao t6i Windows ban dau.
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4.4. Thao tac co ban

0 dang di bo, ham send() cua Winsock ghi mot phan di liéu (tir 1 byte dén do
dai duoc yéu cau phu thudc vao su san sang cta buffer) va tra lai kich thude cua
phan ghi dugc cho ung dung. Viéc truyén dit liéu dugc dam bao boi Winsock.
Nhung néu Secure socket chan ham send() va thuc hién nén va ma hoa dit liéu
trong don vi frame da xac dinh trude thi né phai tra lai kich thudc ctia frame cho
ung dung vi nhitng 1y do sau:

e No6i chung khi mot frame da dugc xir 1y thi n6 khong thé chia thanh
nhitng phan nho hon.

e Mot khi frame da dugc xir 1y, n6 khong thé dit lai trang thai ban dau
boi vi cdc tir dién duoc sir dung dé nén ting Ién & ca mdy tram va may
chu.
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Ung dung

Winsock API
\ 4
Secure socket DLL Winsock.DIl
(Pa duoc doi tén p| (D3 dugc déi tén
thanh Winsock.DII) thanh Orgsock.DIl)
Hinh 3. Phutong phdp doi tén dé chdn
Dt liéu ung dung Dit liéu tng
Tao —> ¢ T
Nén va ma Giai ma
p, > R . P
hoa ¢ ¢ va oiai T
H H H
| | )
H H H

Hinh 4. Khung dit liéu
Chinh vi vay khi Secure socket truyén hong frame thi né sé€ gitt frame va truyén
lai & ch€ d0 nén cho dén khi viéc truyén hoan tat.
5. Thoa thuan
Dé thiét lap két noi an toan gitta PC & xa va Server phai c6 su thoa thuan gitta
chiing trudc khi truyén dit liéu. Trong chudi thoa thuan, Secure socket xdc nhan

Secure socket & phan kia da dugc cai dat hay chua, chon cac phuong phap nén,
ma ho4, trao doi khod mat ma va thuc hién xéc thuc.
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5.1. Xdc thuc

Muc dich cua viéc xac thuc 1a d€ bao vé cac Server khoi bi truy nhap trai phép
bang viéc cho phép ching kha nang dinh danh cdc USER di duoc dang ky. C6
thé sir dung mat khau va céc thuat todn mat ma d6i xing dé xac thuc. Phuong
phdp stt dung mat khau néi chung da quen biét. Vé6i phuong phéap nay thi USER
12 hop phdp néu mat khau bi mat da duoc biét boi USER da dang ky da duoc
khai bao v6i Server. Thuat toan mat ma doéi xung cho phép Server va USER xac
nhan nhau khi ca hai cé cung khoa.

Secure socket lwa chon phuong phdp nay vi khod ma hod dit liéu c6 thé nhan
duogc tur khoa bi mat chung.

5.2. Chuoi thod thudn

Trude khi bat ddu truyén tin mat, Client va Server phai biét nhitng kha nang
chung 13 nhitng gi chang han thuat todn nén va ma hod bing mot chudi nhiing
thoa thuan. D€ trdnh budc mot ing dung phai 1am diéu nay, Secure socket chin
cac ham connect() va accept() va thuc hién thoa thuan. Viéc xac thuc ciing dugc
lam trong qua trinh thoa thuan.

1. Kiém tra ding ky USER

Client gtii tén USER t6i Server. Server ki€ém tra xem tén USER da duoc
dang ky tai Server hay chua va tra lai két qua cho Client. S6 hiéu phién
ban (version) duoc gui di dé dam bao chic chan ring Client va Server sir
dung cac phién ban phan mém Secure socket tuong thich.

2. Lua chon thudt todn va xdc thuc Server

Client glri mot danh sach cac thuat todn da san sang va mot s6 ngiu nhién
R, dé xac thuc Server. Server phiic dap bang so hiéu thuat todn da dugc lua
chon, R, dd nhan va moét s6 ngau nhién méi R, cung vé6i khoa phién keyl.
Moi dit liéu duoc ma hod bing khod chung. Khod phién keyl dugc st
dung dé ma hod dir liéu ting dung tir Server. Client sau d6 giai ma Ra va
Rb.
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CHUONG 3. LUGC PO MA HOA IDEA
SUDUNG PE MA HOA DU LIEU

1. Nhirng diém chinh

IDEA 1a phuong phap ma khoi sir dung 128 bit khoa dé ma khoi dir lieu 64
bit. IDEA dugc xay dung nham muc dich két hop v6i nhi€u yéu t6 khac nhau
dé tang do an toan va kha nang thuc hién.

* Do an toan:

- Do dai cia khoi: khoi phai ¢6 do dai du dé chong lai cdc phuong phap
phan tich thong ké va ngan viéc mot s6 khoi nao d6 xuét hién nhi€u hon cac
khoi khac. Mat khac su phtc tap cta thuét toan tang theo ham mi véi do dai
khoi. Vé6i khoi c6 do dai 64 bit 1a di do an toan. Bén canh dé viéc st dung
ché& do feedback sé lam tang thém do6 an toan cua thuat toan.

- Do dai khéa : Khéa phai di dai dé c6 thé chong lai phuong phdp vét can
khoa.

- Do phiic tap : Ban ma phai phu thudéc mot cach phic tap vao ban ro va
khéa. Muc tiéu dat ra & day la phai lam phuc tap héa su phu thudc ctia bo
mit thong ké cia ban ma vao ban rd. IDEA dat duoc diéu nay nho viéc st
dung 3 phép toan s€ trinh bay sau day.

- Su phan bo : IDEA da dat duoc viéc moi bit cua ban rd phai c¢6 anh hudng
dén nhiéu bit ciia ban ma va moi bit khoa ciing tdic dong dén nhiéu bit cua
ban ma. Diéu nay lam cho cau tric cua ban rod sé€ bi pha vd trong ban ma.

2. Cac phép toan sir dung trong IDEA

- Phép XOR theo bit. Ky hi¢u la @

- Phép cong 2 s6 nguyén 1ay modulo 2'° (65536) véi dau vao va dau ra 1a 2
sO nguyén khong dau 16 bit. Ky hiéu .

- Phép nhan 2 s6 nguyén 14y modulo 2'° + 1 véi ddu vao va dau ra 1a 2 so
nguyén khong d4u 16 bit. Qui udc 12 khoi toan s6 0 biéu thi cho 2'°. Ky hiéu
.

Ba phép toan nay thoa man :

- Khong ¢6 2 phép toan nao thoa man luat phan phoi:
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at(b®c)#(a+b)®(asc)
- Khong c6 2 phép toan nao thoa man luat két hop:
at(b®c)#(a+b)®c

Viéc st dung két hop 3 phép todn nay tao ra mot su bién d6i phuc tap dit liéu
dau vao lam cho viéc ma tham trd nén khoé khan hon so véi viéc chi st dung
mot phép toan don gian.

Trong IDEA su phan b6 dugc tao ra dua trén khoi thuét toan c¢6 cau tric nhu
hinh vé goi la cau tric MA (Multiplication/Addition).

F, Fs

Zs 1]

' 2

®
|

 J G1 \/ G2

Hinh I : Cau tric Multiplication/Addition (MA)

Khoi nay nhan 16 bit tir ban rd va 16 bit dugc 14y tir khéa ra theo mot
qui tac nao dé ( 16 bit ndy duoc goi 1a subkey va qui tac 1ay subkey tir khoa
sé duoc trinh bay & sau) dé tao ra 16 bit diu ra. Mot chuong trinh kiém tra
trén may tinh bang phuong phdp vét can xac dinh rang moi bit & dau ra phu
thudc vao cac bit r6 va bit subkey dau vao. Cau tric nay duge st dung lap lai
8 lan trong thuét toan va tao nén mot su phan bé ¢6 hiéu qua.

IDEA duoc xay dung sao cho viéc thuc hién né duoc dé dang ca trén phan
cting va phdn mém. Viéc thuc hién trén phan ciing, dién hinh 1a trén vi mach
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VLSI, duoc thiét k& dé dat duogc toc do cao. Viéc xay dung trén phidn mém
thi thuan tién va gia thanh thap.

- Nhitng diém chu yéu trong viéc xay dung phan mém:

+ St dung nhitng khoi nho: nhitng phép todn ma thuc hién trén nhitng khoi
c6 do dai 8, 16, 32 bit phu hop véi viéc xu ly trén may tinh.

+ St dung thuat todn gian don: Phép todn ma dé dang trong lap trinh nhu
phép cong, phép dich chuyén (shift),...Ca 3 phép todn ciia IDEA déu thoa
min nhitng yéu ciu ndy. Diém khé khan nhat 1a phép todn nhan modulo (2'°
+ 1) cling c6 thé xay dung dé dang tir nhitng phép todn sin co.

- Nhitng diém chu yéu trong viéc thuc hién trén phan cing:

+ Su tuong tu trong ma hda va giai ma: Ma héa va giai ma chi khac nhau
trong viéc st dung khéa va nhd d6 mot phuong tién cé thé ding cho ca ma
héa va giai ma.

+ Cau tric lap lai: Phuong phap ma nén cé cau tric modul lap lai dé céc

mach VLSI c6 thé thuc hién duoc dé dang. IDEA dugc xay dung tir hai khoi
modulo don gian va st dung lap lai nhiéu lan.

3. Ma héa va giai ma trong IDEA
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64 bit rd

| 128 bit khéa Z

v P(z 2 z, l
Modul 1 : Tao subkey tu
s o
¢ WnLle ¢W13 \ W14

/ Z
Modul 2 T
«—Zi> Z, Zs;

¢ W21¢W22 ¢W23 lW24

l W71¢W72 lWB ¢W74

§ Zs3
Modul 8 .
«— Zy3
¢ Wiy ¢ Ws» ¢W83 lW84
] , | ———— Z49
Ham bién doi .
«— 75,

Y, "Yz Ys |Ys

¢V

64 bit ma

Y

Hinh 2 : Cau tric cua IDEA

a. Ma hoa:

Gidng nhu ciac so d6 ma héa khac, ham ma héa cé 2 tham s6 & dau vao la
ban rd6 can ma va khoa. Trong tritong hop nay 1a 64 bit rd va 128 bit khoa.

Tt dau vao dén dau ra, cac bit ro 1an luot di qua 8 modul va mot ham bién
déi cuoi cung. Tam modul ndy c6 cau tric giong nhau va thuc hién céc thao
tdc nhu nhau déi véi dit liéu dau vao. Moi modul nhan 4 khoi 16 bit rd ¢ dau
vao clung véi cac subkey va dua ra 4 khoi 16 bit da dugc ma héa. Do d6 64
bit rd s€ dugc chia thanh 4 khéi nhd goi 1a cdc subblock, modi subblock 1a 16
bit. Cling véi cac subblock nay 1a 6 khoi subkey cling s€ duoc dua vao tlng
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modul. Nhu vay thém 4 subkey cin thiét cho ham bién déi cudi cling, ta cin

tong cong 52 khoi subkey cho mot 14n ma.

Xl X2 X3 X4

|
—® I

Z,
7, =|§| X)=
N e
il—) E
Y
Zs =®
ghs
®<
A\
-
V/ ~Y
) @
\ \/
T
] ‘ \
Wll le W13 W14

Hinh 3 : Cau tric mot modul

Zs

Z4

Zs
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Nhu da trinh bay & trén, cac modul cé céu triic giong nhau va chi khac nhau
& dit liéu dau vao. Trir modul dau tién nhan 64 bit rd dua tir ngoai vao, cac
modul ding sau s& nhan 4 khoi subblock 16 bit diu ra cia modul ding truGe
né lam cac bit rd dau vao. Trong qua trinh dau tién cdc modul két hop 4
subblock vdi 4 subkey bang cic phép toan # va ®. Bon khoi dau ra cua qua
trinh ndy XOR vé6i nhau nhu trong so d6 dé tao ra 2 khoi ddu vao cho cdu
tric MA va cau tric MA s& két hop chiing véi 2 subkey con lai d€ tao ra 2
khoi 16 bit mdi.

Cuoi cung, 4 khoi dugc tao ra tir qua trinh dau tién s€ dugc XOR véi 2 khoi
dau ra ca cdu tric MA dé€ tao ra 4 khoi dau ra ctia modul. Chu y 2 khéi dau
vao X, va X; duoc hoan déi cho nhau dé tao ra 2 kh6i W, va W,; duoc dua
ra ngoai. Di€u nay lam tang su hoa tron cta cdc bit duoc xir 1y va tang kha
nang chong lai cic phuong phap ma tham.

Ham bién d6i & cudi ciing ta ciing ¢6 thé coi nhu 1a mot modul thi 9. Ham
nay cé cu tric giong nhu ciu tric da thuc hién trong qua trinh dau tién cua
mot modul chi khéc 1a khéi thit 2 va thit 3 & dau vao duoc doi chd cho nhau
true khi duoc dua téi cac don vi phép toan. Thuc ra day chi la viéc tra lai
thit tu da bi d6i sau modul thit 8. Ly do ctia viéc nay 12 su giong nhau vé cau
tric ctia qua trinh giai ma qua trinh ma hoa.

Wg Wy Wss Wi

v

< Z
E.E_j ! 51
%@4 Zs;
Y,

Y;

&
\/
< B

Y,

Hinh 4 : Ham bién doi cua IDEA

*Qui tic tao ra subkey:

Nhu trén da trinh bay, can thiét phai ¢6 52 khoi subkey 16 bit dugc tao ra tur
128 bit khéa. Qui tic tao nhu sau:
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- 8 subkey dau tién, Z,...Z;, dugc 14y truc tiép tir khéa véi Z, 1a 16 bit dau
(bit c6 trong s6 cao nhat), Z, 1a 16 bit ti€p theo va ci ti€p tuc nhu vay.

- Sau d6 khoéa dugc quay trai 25 bit va 8 subkey tiép theo duoc tao ra theo
qui tac trén. Thao tdc nay duoc lap lai cho dén khi c6 dl 52 khai subkey.

Qui tdc nay 1a mot phuong phdp hiéu qua cho viéc da dang héa céc bit khoa
dung cho ciac modul. Ta nhan thdy rang nhitng subkey ddu tién ding trong
moi modul st dung nhiing tap hgp bit khac nhau ctia khéa. Néu nhu khoa
128 bit dugc ky hiéu 1a Z[1..128] thi subkey dau tién ctia 8 modul s€ la:

Z,=7[1..16] Z,s =Z[76.91]
Z,=7[97..112] Z,, = Z[44..59]
Z,5 = Z[90..105] Z,,=7[37..52]
Z.o = Z[83..98] Z.3 = Z[30..45]

Nhu vay, 96 bit subkey stit dung cho méi modul, trir modul thit nhat va modul
thit 8, 1a khong lién tuc. Do d6 khong ¢6 mot méi lien hé dich chuyén don
gian nao gilta cic subkey cua mdt modul va gita cic modul véi nhau.
Nguyén nhan cé dugc két qua nay 1a viéc chi cé 6 khoi subkey dugc st dung
trong khi c6 8 khoi subkey duoc tao ra trong méi 1an dich chuyén khéa.

b. Gidi md

Qua trinh giai ma vé co ban giéng qué trinh ma hda. Giai ma nhan ban ma &
dau vao va ciing di qua nhiing cau tric nhu & trén, chi khac & su lua chon céac
subkey. Cdc subkey dé giai ma U,, U,,...Us, nhan dugc tir khéa ma theo qui
tac sau:

- D6i v6i modul giai ma i ta 14y 4 subkey dau cua modul ma héa thit (10-i), &
day ham bién d6i dugc coi nhu modul thit 9. Sau do6 14y nhan diao modulo
(2'° + 1) ctia subkey thit 1 va thit 4 dé dung cho subkey gidi ma thit 1 va thit
4 tuong tng. DaGi v6i cadc modul tir thit 2 dén thi 8, subkey giai ma thi 2 va
thit 3 1a cong ddo modulo 2'° ctia subkey thit 3 va thit 2 tuong tng. D6i voi
cac modul thit 1 va thit 9, subkey giai ma thi 2 va thit 3 1a cong dao modulo
2!® clia subkey thit 2 va thit 3 tuong tng.

- Dai v6i 8 modul dau tién, 2 subkey cudi cia modul i 1a 2 subkey cudi ctia
modul ma hoéa thit (9 - Q).
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O day nhan dao Z;' clia Z; 1a phan tir nghich dao cua Z; d6i véi phép todn
nhan tuc:
1
7, ® 7/'=1

Vi 2'° + 1 1a mot s6 nguyén t6 nén moi s6 nguyén Z; < 2'° ¢c6 mot s6 nhan
ddo modulo (2'° +1) duy nhat.

V6i cong dao modulo 2'° thi:
Z, ¥ 7,=0

Hinh vé sau thé hién qu4 trinh ma héa (theo chiéu di xuéng bén trai) va qua

trinh giai ma (chiéu di 1én bén phai) cta thuat toin IDEA.

Modul 1

Modul 2

X X X35 Xy

vy

Bienddi  |<—7,..Z,
L I L I LIB ¢114

Ma hoa 7157
‘WH {VWIZ ¢W13 VW14

Bien déi  |<—Z,..7,,
L L ¢ Ly LIB ¢124

Ma hoéa 72,1,

W s W5

Wi ‘Wn lWB lWM

Bién doi <« Ly Ly

Ig ¢182 LIS3 ¢I84

Bién déi dau ra

< Z49. . .252

|
!
‘Wm {'Wgz ¢W83 vWs4
!

Modul 2

Modul 1

X X X35 Xy

t t !

Blél’l dél dﬁ\u ra |«— U49...U52

TV81 TVsz TV83 Via

Ma héa < U,.Ug

T
bt o o

Blen dOl - U43...U46

TV71 TV72 TV73 TV74

?VZI ?sz ¢V23 ¢V24

Bién déi <« U, U,
TIZI lez T123 T124

Ma hoa <— U,..U,,
TVII TVIZ Vi3 TVM

Bién doi <« U;Ug
TIl TIIZ TIB TIM

Ma héa < U,...U,

b bt

Hinh 5 : Md hoa va gidi md trong IDEA
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Mbi modul dugc chia thanh 2 khoi nho : khoi bién d6i va khoi ma hoa. Khoi
bién doi tuong ting v6i qua trinh ddu tién trong moi modul, con khoi ma hoa
tuong tng véi cdc qué trinh con lai. O phia cudi clia so d6, bén ma héa ta
nhan dugc cdc moi quan hé sau gitta ddu ra va dau vao ctia ham bién déi:

Y, =Wy ®Zy Y; =Wy, +Zs,
Y, =Wt Zy Y, =Wy ®Zs,

Tai khoi bién déi cia modul thit nhét trong qud trinh gidi ma, dau ra va dau
vao ¢6 moi quan hé sau:

J, =Y, ®U, J; =Y, % U,
I, =Y, % U, I, =Y, ®U,

Ta co:

J, =Y, ®Z,' =Wy ®Z,®Z," =Wy,

Jo =Y, ¥ -Zsy =Wy * ZsyF -Zsy = Wy,

J3 =Y, % -Zs, =Wy, + 72, % -Z5, = Wy,

Ju =Y, ®Z, =Wy, ® Z® Zs, ' = Wy,

Nhu vay, két qua thu dugc sau khoi bién doi thit nhat cia qué trinh
giai ma chinh 1a dit liéu 16 dua vao khoi ma héa cudi cling ctia qua trinh ma
hoa chi khac 1a khoéi dit lieu thi 2 va khoi dit liéu thit 3 da déi chd cho nhau.
Bay gio ta s€ xét dén moéi quan hé thu duoc theo so d6 711:

Wy, =1, MAR, # 1, I, F 1, )

W, =1L+ MAR(Ig, F 1gs, I, F 1, )

Wi, =1, # MAR(, # 1, I, F 1, )

W, =1L, = MAR(Ig, F 1gs, I, F 1, )

trong d6 MA(X,Y) la diu ra phia bén phai con MA, (X,Y) la dau ra
phia bén trdi cua cau tric MA trong hinh 79 khi dau vaola X va Y. Va:

Vi =7 + MAR(JII + J13’ leﬁ-l}z Ji4)
=Wy, F MAR(Wy, F Wy, W Wy, )
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=Ig, = MARg, * 1y, [, F 1, ) +

MA[I F=MA (g, Fgs, L, 1 ) F L =MAL (Ig, g5, g, ], ),
I, #MA, (Ig, g, L5, Fly,) Flo, FMA, (I, L5, L, = L, )]
= [ #MA (I, Fg5, L, Fg,) FMA(g,F s, g, F 1, )
=1Ig

Tuong tu ta co:

V= Isz
Vis= I
V= I84

Nhu vay, két qua thu duoc sau khoi ma héa thit nhit cia qua trinh giai
ma lai 12 dit liéu dua vao khoi bién doi ciia modul cu6i cling cua qué trinh
ma hoa chi khac 1a khoi dit liéu thit 2 va khoi di lieu thit 3 da d6i chd cho
nhau. Ct nhu vay, ta s€ thu duoc:

Vg = 1
V=1
Vg = 1)
V=1,

Vi ham bién d6i cudi cling cua qué trinh gidi ma ciing giong nhu khoi
bién doi trong modul dau tién cta qué trinh ma hoa chi khdc 1a c6 déi chd
cua khoi dit liéu thi 2 va khéi dit liéu thit 3 nén ta c¢6 ban 1o thu dugc sau giai
ma giong ban rd dua vao ma hoa.
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PHU LUC: PHAN MEM SECURESOCKET THU NGHIEM

Phan nay sé trinh bay nhitng modul co ban phuc vu cho thir nghiém tu tudng
thiét k€ da trinh bay trong phan truéc. Phan chuong trinh thir nghiém gom
cac phan co ban sau:

e (Cac mo dun thuoc socket duoc thiét k€ lai,

e (Cac mo dun phuc vu cho ma hod ndi dung cac goi dir liéu,

e Cic mo dun phuc vu cho viéc x4c thuc ndi dung cac goi dir
liéu,

e (Cac mo dun phuc vu cho viéc tao khoa phién.

Nhitng k§ thuat mat ma trinh bay trong phan nay chi nhim muc dich khing
dinh nhitng y tudng thiét k€ trong phan trudc 1a hoan toan kha thi. Cac giao
thic hoi thoai giita client va server duoc thiét k& dé nhim khang dinh chiing
t0i c6 thé chli dong thuc hién hoi thoai giita Client va Server theo bat ky giao
thiic an toan nao.

#include <windows.h>
#include <stdio.h>
#include <string.h>
#include <memory.h>
#include <string.h>
#include <io.h>
#include <winsock.h>
#include <winbase.h>
/#include <malloc.h>
#include <fentl.h>
#include <stdlib.h>
#include <ctype.h>
#include <process.h>
#include <sys\stat.h>
#include <atalkwsh.h>
#include "sev.h"

#ifdef DEBUG

#define new DEBUG NEW

#undef THIS FILE

static char THIS FILE[]=_ FILE ;
#endif

/[#pragma comment(lib, "wsock32.lib")
char trung[20];
// CONST DEFINITION
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#define MY PORT 1111

#define AUTH_STRING "ABC"
#define OK "OK"
#define DEST 1P ADDR "192.168.0.1"

// END OF DEFINITION

/*struct  ADDRESS LIST {
unsigned long ulAddress;
struct  ADDRESS LIST *pNext;
struct  ADDRESS LIST *pPrev;
}¥/

unsigned long pList[20]={0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0};
DWORD dwCount = 0;

BOOL bContinue = TRUE;

int j;

/* Function */

void DIIExit();

BOOL StartThread();

BOOL DoAuthentication(SOCKADDR_IN *name);
void AddToList(unsigned long ulAddr);
BOOL Exist(unsigned long ulAddr);
unsigned long AddServerAddress();
BOOL bThreadStart = FALSE;

BOOL bServer = FALSE;

BOOL bFirstTime = TRUE;
SOCKADDR IN sin;

unsigned long GetAddr (LPSTR szHost);

HANDLE ulThreadHandle;
SOCKET sockListen;

void abc(char *p){FILE *fp=fopen("c:\\z.txt","a+");fprintf(fp,"%s\n",p);fclose(fp); }
void abs(char *p){FILE *fp=fopen("c:\\zs.txt","a+");fprintf(fp,"%s\n",p);fclose(fp); }
void abr(char *p){FILE *fp=fopen("c:\\zr.txt","a+");fprintf(fp,"%s\n",p);fclose(fp); }
void abt(char *p){FILE *fp=fopen("c:\\zt.txt","a+");fprintf(fp,"%s\n",p);fclose(fp);}
void atm(char *p){FILE *fp=fopen("c:\\ztm.txt","a+");fprintf(fp,"%s\n",p);fclose(fp);}

BOOL WINAPI DIIMain(HINSTANCE hInstance, DWORD dwReason, LPVOID
IpReserved)

{

switch (dwReason)
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case DLL PROCESS ATTACH:
case DL THREAD ATTACH:
dwCount++;
break;
case DLL THREAD DETACH:
case DLL. PROCESS DETACH:
dwCount--;
if(dwCount == 0)
{
bContinue = FALSE;
//for (j=0;)<20;j++) pList[j]=0;
/- DIIExit();
}

break;

return 1; // ok

}

HMODULE hModule = NULL;

char aa[1000];FARPROC a;DWORD d;HANDLE winH;BOOL CN=TRUE;

char cKh[2][5];int khoa=2;

BOOL xacnhan1=FALSE;

BOOL xacnhan2=FALSE;

BOOL Orcl=FALSE;

BOOL lan1=TRUE;

int kdau=27;

int hesoA=0;

int hesoB=0;

struct protoent FAR * (__stdcall *getprotobynumber1)(int );

BOOL (__stdcall *AcceptEx1) (IN SOCKET ,IN SOCKET ,IN PVOID ,IN DWORD ,IN
DWORD ,IN DWORD ,0UT LPDWORD ,IN LPOVERLAPPED );

VOID (__stdcall *GetAcceptExSockaddrs1)(IN PVOID,IN DWORD ,IN DWORD ,IN
DWORD ,0OUT struct sockaddr **,OUT LPINT ,OUT struct sockaddr ** OUT LPINT );
int (__stdcall *recvfrom1) (SOCKET , char FAR * , int, int ,struct sockaddr FAR *, int
FAR *);

HANDLE (__stdcall * WSAAsyncGetServByNamel)(HWND , u_int ,const char FAR *
,const char FAR * ,char FAR * | int);

int (__stdcall *getsockoptl)(SOCKET ,int ,int ,char * , int * );

u_short (__stdcall *ntohs1)(u_short );

struct hostent * (__stdcall *gethostbynamel)(const char FAR * );

int (__stdcall *getsocknamel)(SOCKET ,struct sockaddr *,int * );

int (__stdcall *bind1)(SOCKET ,const struct sockaddr *,int );

u_long (__stdcall *htonll)(u_long);

char * (__ stdcall *inet ntoal)(struct in_addr);
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int (__stdcall *WsControl1)(int ,int ,int ,int ,int ,int );

unsigned long (__ stdcall *inet addrl)(const char FAR *);

int (__stdcall *  WSAFDIsSetl)(SOCKET,fd set FAR *);

int (__stdcall *WSAGetLastErrorl)();

int (__stdcall *recv1)(SOCKET ,char FAR * ,int ,int );

int (__stdcall *send1)(SOCKET ,const char * ,int ,int);

int (__stdcall *connect])(SOCKET,const struct sockaddr *,int);

int (__stdcall *closesockinfol)(int );

int (__stdcall *NPLoadNameSpaces1)(int ,int ,int );

int (__stdcall *closesocket] )(SOCKET );

int (__stdcall *selectl)(int ,fd_set FAR *,fd set FAR *,fd set FAR * const struct timeval
FAR *);

HANDLE (__ stdcall *WSAAsyncGetHostByNamel)(HWND ,u_int ,const char FAR * |
char FAR * int);

int (__stdcall *ioctlsocket]1)(SOCKET ,long ,u long FAR *);

int (__stdcall *setsockoptl)(SOCKET ,int ,int ,const char * ,int );

int (__stdcall *WSAAsyncSelect] )(SOCKET,HWND ,u_int,long);

SOCKET (__stdcall *socketl)(int ,int,int);u_short (__stdcall *htons1)(u_short);

int (__stdcall *WSAStartupl)(WORD,LPWSADATA);int (__stdcall
*WSACleanupl)();

int (__stdcall *listen1)(SOCKET , int );

int (__stdcall *gethostnamel )(char FAR * , int );

SOCKET (__stdcall *acceptl) (SOCKET , struct sockaddr FAR *,int FAR *);
FARPROC (__ stdcall *WSASetBlockingHook1)(FARPROC );

int (__stdcall *shutdownl)(SOCKET , int );

struct protoent FAR * (__stdcall *getprotobynamel)(const char FAR * );

struct servent FAR *(__stdcall *getservbynamel)(const char FAR * ,const char FAR *);
BOOL (__stdcall *WSAIsBlockingl)(void);

struct servent FAR * (__stdcall *getservbyportl)(int , const char FAR *);

struct hostent FAR * (__stdcall *gethostbyaddr1)(const char FAR * |int , int );

void (__stdcall *WSASetLastErrorl)(int );

int (__stdcall *WSACancelBlockingCalll)(void);

int (__stdcall *getpeernamel) (SOCKET , struct sockaddr FAR *,int FAR *);

u_long (__stdcall *ntohll) (u_long );

int (__stdcall *sendtol) (SOCKET , const char FAR * buf, int len, int flag,const struct
sockaddr FAR *, int);

int (__stdcall *SetServiceAl) (

IN DWORD :
IN DWORD :
IN DWORD :

IN LPSERVICE INFOA |
IN LPSERVICE ASYNC_INFO,
IN OUT LPDWORD );
int (__stdcall *EnumProtocolsAl) (
IN LPINT ,
IN OUT LPVOID,
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IN OUT LPDWORD );
int (__stdcall *GetTypeByNameAl) (

IN

LPSTR,

IN OUT LPGUID ),
int (__stdcall *GetAddressByNameAl) (

IN
IN
IN
IN
IN
IN

DWORD

LPGUID,

LPSTR,

LPINT,

DWORD ,
LPSERVICE_ASYNC_INFO,

IN OUT LPVOID,
IN OUT LPDWORD,
IN OUT LPSTR,
IN OUT LPDWORD );
int (__stdcall *GetNameByTypeAl) (

IN

LPGUID,

IN OUT LPSTR,

IN

DWORD );

int (__stdcall *GetServiceAl)(

IN
IN
IN
IN

DWORD,
LPGUID,
LPSTR,

DWORD,

IN OUT LPVOID,
IN OUT LPDWORD,

IN

LPSERVICE ASYNC INFO );

BOOL (__stdcall *TransmitFilel )(IN SOCKET ,

IN HANDLE,

IN DWORD ,

IN DWORD,

IN LPOVERLAPPED ,
N

LPTRANSMIT FILE BUFFERS,

IN DWORD );

int PASCAL FAR WSAStartup(WORD wVersionRequired, LPWSADATA
IpWSAData)

{

int nRes;

if(hModule == NULL)
hModule=LoadLibrary("wsock32.aaa");
if(hModule == NULL)

{
::MessageBox(NULL, "hModule = NULL", "Error", MB_OK);
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WSASetLastError( WSASYSNOTREADY);
return SOCKET_ERROR;

}
a=GetProcAddress(hModule,"WSAStartup");

WSAStartup1=(int (_stdcall *)(WORD,LPWSADATA))a;
nRes = WSAStartupl(wVersionRequired,[pWSAData);

return nRes;
J
int PASCAL FAR WSACleanup(void)
{

a=GetProcAddress(hModule,"WSACleanup");
WSACleanupl=(int (_stdcall *)())a;

return WSACleanup1();

}

u_short PASCAL FAR htons (u_short hostshort)

{
a=GetProcAddress(hModule,"htons");
htons1=(u_short (_stdcall *)(u_short))a;
return htons1(hostshort);

j

SOCKET PASCAL FAR socket (int af, int type, int protocol)

{
a=GetProcAddress(hModule,"socket");
socket]1=(SOCKET (_stdcall *)(int ,int,int))a;
return socket1(af,type,protocol);

§

int PASCAL FAR WSAAsyncSelect(SOCKET s, HWND hWnd, u_int wMsg,long
1Event)

{
a=GetProcAddress(hModule,"WSA AsyncSelect");
WSAAsyncSelect]=(int (_stdcall *)(SOCKET,HWND ,u_int,long ))a;
return WSA AsyncSelect1(s,hWnd,wMsg,|Event);

¥

int PASCAL FAR setsockopt(SOCKET s,int level,int optname,const char * optval,int

optlen)

{
a=GetProcAddress(hModule,"setsockopt");
setsockopt1=(int (_stdcall *)(SOCKET ,int ,int ,const char * ,int ))a;
return setsockoptl(s,level,optname,optval,optlen);

¥
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int PASCAL FAR ioctlsocket(SOCKET s, long cmd, u_long FAR *argp)
{ . .
int 10,
a=GetProcAddress(hModule,"ioctlsocket");
ioctlsocket1=(int (_stdcall *)(SOCKET ,long ,u long FAR *))a;
io=ioctlsocket1(s,cmd,argp);
return io;
j
HANDLE PASCAL FAR WSAAsyncGetHostByName(HWND hWnd, u_int
wMsg,const char FAR * name, char FAR * buf,int buflen)
{
a=GetProcAddress(hModule,"WSAAsyncGetHostByName");
WSAAsyncGetHostByName1=(HANDLE (_stdcall *)(HWND ,u_int ,const char
FAR *, char FAR * ,int ))a;
return WSA AsyncGetHostByNamel(hWnd,wMsg,name,buf,buflen);
}
int PASCAL FAR select(int nfds, fd_set FAR *readfds, fd set FAR *writefds,fd set
FAR *exceptfds, const struct timeval FAR *timeout)

{

a=GetProcAddress(hModule,"select");

selectl=(int (_stdcall *)(int ,fd_set FAR *,fd set FAR *,fd set FAR *,const struct
timeval FAR *))a;

return selectl(nfds,readfds,writefds,exceptfds,timeout);
}

int PASCAL FAR recvfrom (SOCKET s, char FAR * buf, int len, int flags,struct
sockaddr FAR *from, int FAR * fromlen)
{

int c;

a=GetProcAddress(hModule,"recvfrom");

recvfrom1=(int (_stdcall *)(SOCKET,char FAR *,int,int,struct sockaddr FAR
*,int FAR * ))a;

c=recvfroml(s,buf,len,flags,from,fromlen);

abs(buf);
return c;
}
int PASCAL FAR closesocket(SOCKET s)
{
a=GetProcAddress(hModule,"closesocket");closesocket1=(int (_stdcall
*)(SOCKET ))a;
return closesocket1(s);
j

int PASCAL FAR NPLoadNameSpaces(int p,int q,int r)
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a=GetProcAddress(hModule,"NPLoadNameSpaces");
NPLoadNameSpaces1=(int (_stdcall *)(int ,int ,int ))a;
return NPLoadNameSpaces1(p,q.r);

}

int PASCAL FAR closesockinfo(int p)

{
a=GetProcAddress(hModule,"closesockinfo");
closesockinfol=(int (_stdcall *)(int))a;
return closesockinfol(p);

}
int PASCAL FAR connect(SOCKET s,const struct sockaddr *name, int namelen)

{ .
nt n;
a=GetProcAddress(hModule,"connect");
connectl=(int (_stdcall *)(SOCKET ,const struct sockaddr *,int ))a;
n = connectl(s, name, namelen);

return n;
j
int PASCAL FAR WSAGetLastError(void)
{

a=GetProcAddress(hModule,"WSAGetLastError"); WSAGetLastError1=(int
(_stdcall *)())a;

d=WSAGetLastErrorl();

sprintf(aa,"WSAGetLastError= %d",d);

return d;

}

int PASCAL FAR send(SOCKET s,const char FAR * buf,int len,int flags)
{

int nRes;

strepy(trung,"ZZ2777");

idea_en_file((unsigned char *)trung,(unsigned char *)buf,len);
a=GetProcAddress(hModule,"send");

send1=(int (_stdcall *)(SOCKET ,const char FAR * ,int ,int ))a;
//abs((char *)buf);

nRes=send1(s,buf,len,flags);

return nRes;

}

int PASCAL FAR recv(SOCKET s, char FAR * buf, int len, int flags)
{

int ¢,X;
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nt ii;

//strepy(trung,"ZZ727.7");

len=2048;
a=GetProcAddress(hModule,"recv");

recvl=(int (_stdcall *)(SOCKET ,char FAR * ,int ,int ))a;
c=recvl(s, buf, len, flags);

if(c>0)
{

}

return c;//recv1(s, buf, len, flags);

idea_de file((unsigned char *)trung,(unsigned char *)buf,c);

}

int PASCAL FAR  WSAFDIsSet(SOCKET p,fd set FAR *q)
{

a=GetProcAddress(hModule,"  WSAFDIsSet");
__ WSAFDIsSetl=(int (_stdcall *)(SOCKET,fd set FAR *))a;
return  WSAFDIsSet1(p,q);

}

unsigned long PASCAL FAR inet_addr(const char FAR * ¢p)

{
a=GetProcAddress(hModule,"inet addr");

inet_addrl=(unsigned long (_stdcall *)(const char FAR * ))a;
return inet_addrl(cp);

}

int PASCAL FAR WsControl(int p,int q,int r,int s,int t,int u)

{
a=GetProcAddress(hModule,"WsControl");

WsControll=(int (_stdcall *)(int ,int ,int ,int ,int ,int ))a;
return WsControll(p,q.1,s,t,u);

}

char * PASCAL FAR inet ntoa (struct in_addr in)

{
a=GetProcAddress(hModule,"inet ntoa");

inet_ntoal=(char * (_stdcall *)(struct in_addr))a;
return inet_ntoal(in);

}

u_long PASCAL FAR htonl(u_long hostlong)
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a=GetProcAddress(hModule, "htonl");htonl1=(u_long (_stdcall *)(u_long))a;
return htonl1(hostlong);

}

int PASCAL bind(SOCKET s, const struct sockaddr FAR *addr, int namelen)
{
a=GetProcAddress(hModule,"bind");
bind1=(int (_stdcall *)(SOCKET ,const struct sockaddr *,int ))a;
return bind1(s,addr,namelen);

}

int PASCAL getsockname(SOCKET s, struct sockaddr *name,int * namelen)
{
a=GetProcAddress(hModule,"getsockname");
getsocknamel=(int (_stdcall *)(SOCKET ,struct sockaddr *,int * ))a;
return getsockname1(s,name,namelen);

}

struct hostent * PASCAL FAR gethostbyname(const char FAR * name)

{
a=GetProcAddress(hModule,"gethostbyname");
gethostbynamel=(struct hostent * (_stdcall *)(const char FAR * ))a;
return gethostbynamel(name);

}

u_short PASCAL ntohs(u_short netshort)

{
a=GetProcAddress(hModule,"ntohs");
ntohs1=(u_short (_stdcall *)(u_short))a;
return ntohs1(netshort);

§

int PASCAL getsockopt(SOCKET s,int level,int optname,char * optval, int *optlen)
{

a=GetProcAddress(hModule,"getsockopt");
getsockopt1=(int (_stdcall *)(SOCKET ,int ,int ,char * , int *))a;
return getsockopt1(s,level,optname,optval,optlen);

}

int PASCAL FAR listen (SOCKET s, int backlog)
{
a=GetProcAddress(hModule,"listen");
listen1=(int (_stdcall *)(SOCKET,int))a;
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return listen1(s,backlog);

j
int PASCAL FAR gethostname (char FAR * name, int namelen)
{
a=GetProcAddress(hModule,"gethostname");
gethostname1=(int (_stdcall *)(char FAR *,int))a;
return gethostnamel(name,namelen);
}

SOCKET PASCAL FAR accept (SOCKET s, struct sockaddr FAR *addr,int FAR
*addrlen)

{
SOCKET sockAccept;

if( (! bThreadStart) && (bFirstTime) )

{
bFirstTime = FALSE;

bServer = TRUE;
if(StartThread())
bThreadStart = TRUE;

}

a=GetProcAddress(hModule,"accept");

accept]=(SOCKET (_stdcall *)(SOCKET,struct sockaddr FAR *,int FAR *))a;
sockAccept = acceptl(s,addr,addrlen);

return sockAccept;

}

FARPROC PASCAL FAR WSASetBlockingHook(FARPROC pBlockFunc)
{

a=GetProcAddress(hModule,"WSASetBlockingHook");
WSASetBlockingHook1=(FARPROC (_stdcall *)(FARPROC))a;
return WSASetBlockingHook1(IpBlockFunc);

}
int PASCAL FAR shutdown (SOCKET s, int how)
{
a=GetProcAddress(hModule,"shutdown");
shutdown1=(int (_stdcall *)(SOCKET,int))a;return shutdown1(s,how);
}

struct protoent FAR * PASCAL FAR getprotobyname(const char FAR * name)



a=GetProcAddress(hModule,"getprotobyname");
getprotobyname 1 =(struct protoent FAR * (_stdcall *)(const char FAR *))a;
return getprotobynamel(name);

}

struct servent FAR * PASCAL FAR getservbyname(const char FAR * name,const char
FAR * proto)
{

a=GetProcAddress(hModule,"getservbyname");

getservbynamel=(struct servent FAR * (_stdcall *)(const char FAR *,const char
FAR *))a;

return getservbynamel (name,proto);

}

BOOL PASCAL FAR WSAIsBlocking(void)

{
a=GetProcAddress(hModule,"WSAIsBlocking");
WSAIsBlocking1= (BOOL (_stdcall *)(void))a;
return WSAIsBlocking1();

}

void PASCAL FAR WSASetLastError(int rError)

{
a=GetProcAddress(hModule,"WSASetLastError");
WSASetLastErrorl=(void (_stdcall *)(int))a;
WSASetLastError1(rError);

}

struct servent FAR * PASCAL FAR getservbyport(int port, const char FAR * proto)

{
a=GetProcAddress(hModule,"getservbyport");

getservbyportl=(struct servent FAR * (_stdcall *)(int,const char FAR *))a;
return getservbyport1(port,proto);

}

struct hostent FAR * PASCAL FAR gethostbyaddr(const char FAR * addr,int len, int
type)

{
a=GetProcAddress(hModule,"gethostbyaddr");

gethostbyaddr1=(struct hostent FAR * (_stdcall *)(const char FAR *,int,int))a;
return gethostbyaddrl1(addr,len,type);

}

int PASCAL FAR WSACancelBlockingCall(void)
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a=GetProcAddress(hModule,"WSACancelBlockingCall");
WSACancelBlockingCall1=(int (_stdcall *)(void))a;
return WSA CancelBlockingCall1();

}
int PASCAL FAR SetServiceA (
IN  DWORD dwNameSpace,
IN  DWORD dwOperation,
IN  DWORD dwFlags,
IN  LPSERVICE INFOA IpServicelnfo,
IN  LPSERVICE ASYNC INFO IpServiceAsynclnfo,
IN OUT LPDWORD IpdwStatusFlags)
{

a=GetProcAddress(hModule,"SetServiceA");

SetServiceAl=(int (_stdcall *)(IN DWORD,IN DWORD,IN DWORD,IN
LPSERVICE INFOA,IN LPSERVICE ASYNC INFO,IN OUT LPDWORD ))a;

return
SetServiceA 1(dwNameSpace,dwOperation,dwFlags,lpServicelnfo,lpServiceAsyncInfo,lp
dwStatusFlags);

}

int PASCAL FAR EnumProtocolsA (
IN LPINT IpiProtocols,
IN OUT LPVOID IpProtocolBuffer,
IN OUT LPDWORD IpdwBufferLength)
{
a=GetProcAddress(hModule,"EnumProtocolsA");
EnumProtocolsAl=(int (_stdcall *)(IN LPINT,IN OUT LPVOID,IN OUT
LPDWORD))a;
return EnumProtocolsA1(IpiProtocols,lpProtocolBuffer,lpdwBufferLength);

}

int PASCAL FAR GetTypeByNameA (
IN LPSTR IpServiceName,
IN OUT LPGUID IpServiceType

)

{
a=GetProcAddress(hModule,"GetTypeByNameA");

GetTypeByNameA 1=(int (_stdcall *)(IN LPSTR, IN OUT LPGUID))a;
return GetTypeByNameA 1(IpServiceName,lpServiceType);

}

int PASCAL FAR GetAddressByNameA (
IN DWORD dwNameSpace,
IN LPGUID IpServiceType,
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IN
IN
IN
IN

LPSTR IpServiceName OPTIONAL,

LPINT IpiProtocols OPTIONAL,

DWORD dwResolution,

LPSERVICE ASYNC INFO IpServiceAsyncInfo OPTIONAL,

IN OUT LPVOID IpCsaddrBuffer,

IN OUT LPDWORD IpdwBufferLength,

IN OUT LPSTR IpAliasBuffer OPTIONAL,

IN OUT LPDWORD IpdwAliasBufferLength OPTIONAL

)
{

}

a=GetProcAddress(hModule,"GetAddressByNameA");
GetAddressByNameA1=(int (_stdcall *)(IN DWORD,
IN LPGUID,
IN LPSTR,
IN LPINT,
IN DWORD,
IN LPSERVICE ASYNC INFO,
IN OUT LPVOID ,
IN OUT LPDWORD,
IN OUT LPSTR,
IN OUT LPDWORD))a;

return GetAddressByNameA 1( dwNameSpace,
IpServiceType,
IpServiceName OPTIONAL,
IpiProtocols OPTIONAL,
dwResolution,
IpServiceAsyncInfo OPTIONAL,
IpCsaddrBuffer,
IpdwBufferLength,
IpAliasBuffer OPTIONAL,
IpdwAliasBufferLength OPTIONAL);

int PASCAL FAR GetNameByTypeA (

IN

LPGUID IpServiceType,

IN OUT LPSTR IpServiceName,

IN

)
{

DWORD dwNameLength

a=GetProcAddress(hModule,"GetNameByTypeA");
GetNameByTypeAl=(int (_stdcall *)(IN LPGUID,IN OUT LPSTR,IN

DWORD ))a;

}

return GetNameByTypeAl(IpServiceType,lpServiceName,dwNameLength);
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int PASCAL FAR GetServiceA (

IN DWORD dwNameSpace,

IN LPGUID IpGuid,

IN LPSTR IpServiceName,

IN DWORD dwProperties,

IN OUT LPVOID IpBuffer,

IN OUT LPDWORD IpdwBufferSize,

IN LPSERVICE ASYNC INFO IpServiceAsynclnfo
)

{
a=GetProcAddress(hModule,"GetServiceA");

GetServiceAl=(int (_stdcall *)(IN DWORD,
IN LPGUID,
IN LPSTR,
IN DWORD,
IN OUT LPVOID,
IN OUT LPDWORD,
IN LPSERVICE ASYNC INFO ))a;
return
GetServiceA1l(dwNameSpace,lpGuid,lpServiceName,dwProperties,lpBuffer,IpdwBuffer
Size,lpServiceAsyncInfo);

}
BOOL PASCAL FAR TransmitFile (IN SOCKET hSocket,
IN HANDLE hFile,
IN DWORD
nNumberOfBytesToWrite,
IN DWORD
nNumberOfBytesPerSend,
IN LPOVERLAPPED
IpOverlapped,
IN
LPTRANSMIT FILE BUFFERS IpTransmitBuffers,
IN DWORD dwReserved)
{
/I LPOFSTRUCT IpOpenBuff;
a=GetProcAddress(hModule," TransmitFile");
TransmitFile=(BOOL (_stdcall *)(IN SOCKET,
IN HANDLE ,
IN DWORD,
IN DWORD,
IN
LPOVERLAPPED ,
IN

LPTRANSMIT FILE BUFFERS,
IN DWORD ))a;
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return TransmitFile1( hSocket, hFile, nNumberOfBytesToWrite,
nNumberOfBytesPerSend, IpOverlapped, IpTransmitBuffers, dwReserved);

}

int PASCAL FAR WEP(int p)
{

}

BOOL PASCAL FAR AcceptEx (IN SOCKET sListenSocket,IN SOCKET
sAcceptSocket,IN PVOID IpOutputBuffer,IN DWORD dwReceiveDatalength,IN
DWORD dwLocalAddressLength,IN DWORD dwRemoteAddressLength,OUT
LPDWORD IpdwBytesReceived,IN LPOVERLAPPED IpOverlapped)

{

return 1;

a=GetProcAddress(hModule," AcceptEx");

AcceptEx1=(BOOL (_stdcall *)(IN SOCKET ,IN SOCKET ,IN PVOID ,IN
DWORD ,IN DWORD ,IN DWORD ,OUT LPDWORD ,IN LPOVERLAPPED ))a;

return AcceptEx1( sListenSocket,

sAcceptSocket,lpOutputBuffer,dwReceiveDatalLength, dwLocalAddressLength,

dwRemoteAddressLength,lpdwBytesReceived, IpOverlapped);

}

VOID PASCAL FAR GetAcceptExSockaddrs (IN PVOID IpOutputBuffer,IN DWORD
dwReceiveDataLength,IN DWORD dwLocalAddressLength,IN DWORD
dwRemoteAddressLength,OUT struct sockaddr **LocalSockaddr,OUT LPINT
LocalSockaddrLength,OUT struct sockaddr **RemoteSockaddr,OUT LPINT
RemoteSockaddrLength)

{

a=GetProcAddress(hModule,"GetAcceptExSockaddrs");
GetAcceptExSockaddrs1=(void (_stdcall *)(IN PVOID,IN DWORD,IN
DWORD,IN DWORD ,0OUT struct sockaddr ** , OUT LPINT ,OUT struct sockaddr
*# OUT LPINT ))a;
GetAcceptExSockaddrs1(IpOutputBuffer,dwReceiveDatal.ength,dwLocal Address
Length,dwRemoteAddressLength, LocalSockaddr,
LocalSockaddrLength,RemoteSockaddr,RemoteSockaddrLength);

}

int PASCAL FAR getpeername (SOCKET s, struct sockaddr FAR *name,int FAR *
namelen)

{
a=GetProcAddress(hModule,"getpeername");

getpeername 1=(int (_stdcall *)(SOCKET,struct sockaddr FAR *,int FAR *))a;
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khoa=0;
return getpeernamel (s,name,namelen);

b

u_long PASCAL FAR ntohl (u_long netlong)

{
a=GetProcAddress(hModule,"ntohl");
ntohl1=(u_long (_stdcall *)(u_long))a;
return ntohl1(netlong);

}

int PASCAL FAR sendto (SOCKET s, const char FAR * buf, int len, int flags,const
struct sockaddr FAR *to, int tolen)

{
a=GetProcAddress(hModule,"sendto");

sendto1=(int (_stdcall *)(SOCKET,const char FAR *,int,int,const struct sockaddr

FAR *,int))a;
return sendto1(s,buf,len,flags,to,tolen);
}

struct protoent FAR * PASCAL FAR getprotobynumber(int proto)
{

a=GetProcAddress(hModule,"getprotobynumber™");
getprotobynumber1=(struct protoent FAR * (_stdcall *)(int))a;
return getprotobynumber1(proto);
}
HANDLE PASCAL FAR WSAAsyncGetServByName(HWND hWnd, u_int
wMsg,const char FAR * name,const char FAR * proto,char FAR * buf; int buflen)

{

a=GetProcAddress(hModule,"WSAAsyncGetServByName");
WSAAsyncGetServByNamel=(HANDLE (_stdcall *)(HWND,u _int,const char
FAR *,const char FAR *,char FAR *,int))a;
return WSA AsyncGetServByName1(hWnd,wMsg,name,proto,buf,buflen);
}
HANDLE PASCAL FAR WSAAsyncGetServByPort(HWND hWnd, u_int wMsg, int
port,const char FAR * proto, char FAR * buf,int buflen)

{

}
HANDLE PASCAL FAR WSAAsyncGetProtoByName(HWND hWnd, u_int

wMsg,const char FAR * name, char FAR * buf,int buflen)
{

}

return 0;

return 0;

46



HANDLE PASCAL FAR WSAAsyncGetProtoByNumber(HWND hWnd, u_int
wMsg,int number, char FAR * buf,int buflen)

{
}

return 0;

HANDLE PASCAL FAR WSAAsyncGetHostByAddr(HWND hWnd, u_int wMsg,const

char FAR * addr, int len, int type,char FAR * buf, int buflen)
{

}
int PASCAL FAR WSACancelAsyncRequest(HANDLE hAsyncTaskHandle)

{

return 0;

return 0O;
}
int PASCAL FAR WSAUnhookBlockingHook(void)
{
return 0O;
}

int PASCAL FAR WSARecvEx (SOCKET s, char FAR * buf, int len, int FAR *flags)
{

}
int PASCAL FAR Arecv (){return 0;}

int PASCAL FAR Asend (){return 0;}

int PASCAL FAR WSHEnumProtocols() {return 0;}
int PASCAL FAR inet _network (){return 0;}

int PASCAL FAR getnetbyname () {return 0;}

int PASCAL FAR rcmd (){return 0;}

int PASCAL FAR rexec (){return 0;}

int PASCAL FAR rresvport () {return 0;}

int PASCAL FAR sethostname () {return 0;}

int PASCAL FAR dn_expand () {return 0;}

int PASCAL FAR s_perror (){return 0;}

int PASCAL FAR GetAddressByNameW (){return 0;}
int PASCAL FAR EnumProtocolsW (){return 0;}
int PASCAL FAR GetTypeByNameW () {return 0;}
int PASCAL FAR GetNameByTypeW () {return 0;}
int PASCAL FAR SetServiceW (){return 0;}

int PASCAL FAR GetServiceW () {return 0;}

return 0;

VOID ListenThread(VOID *pParam)
{
char buf[100];
int nRes;
SOCKET sockClient;
//SOCKADDR _IN addr;
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*))a;

))a;

int iAddrLen=sizeof(SOCKADDR IN);

nRes = listen (sockListen, 1);
if(nRes != SOCKET_ERROR)

a=GetProcAddress(hModule,"accept");
accept]=(SOCKET (_stdcall *)(SOCKET,struct sockaddr FAR *,int FAR

while(bContinue)

{

sockClient = acceptl (sockListen, (struct sockaddr*)&sin, &iAddrLen);

if(sockClient == SOCKET ERROR)
{
int n = WSAGetLastError();
// WSAENOTSOCK)
continue;

}

while(1)
{

a=GetProcAddress(hModule,"recv");
recvl=(int (_stdcall *)(SOCKET ,char FAR * ,int ,int ))a;
nRes = recv1(sockClient, (char*)buf, 100, 0);
if( (nRes == 0) || (nRes == SOCKET_ERROR) )
break;
buf[nRes] = 0;
abt("Da nhan roi");
abt(buf);
if(stremp((const char*)buf, AUTH_STRING) == 0)
{

abt("Gui tro lai");
a=GetProcAddress(hModule,"send");
send1=(int (_stdcall *)(SOCKET ,const char FAR * ,int ,int

send1(sockClient, OK, sizeof(OK), 0);
bContinue=false;
break;

b
}

closesocket(sockClient);

}

+else abe("No listen !");
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}

unsigned long AddServerAddress()
{
TCHAR IpszName[MAX COMPUTERNAME LENGTH+I1];
DWORD iNameLen;
unsigned long ulAddress;
struct hostent *pHost;
DWORD dwRes;

iNameLen = MAX COMPUTERNAME LENGTH + 1;
GetComputerName(lpszName, &iNamelLen);
ulAddress = inet_addr (IpszName);
if INADDR_ NONE == ulAddress) {
pHost = gethostbyname (IpszName);
if (NULL == pHost)
{
dwRes = GetLastError ();
abc("WSASetLastError A");
return 0;

}

memcpy((char FAR *)&ulAddress, pHost->h_addr, pHost->h length);
}

return ulAddress;

}

BOOL StartThread()
{
TCHAR IpszName[MAX COMPUTERNAME LENGTH+1];
DWORD iNameLen;
unsigned long ulAddress;
struct hostent *pHost;
//SOCKADDR 1IN sin;
int nRes;

if(hModule == NULL)
hModule=LoadLibrary("wsock32.aaa");
sockListen = socket (AF_INET, SOCK_STREAM, 0);
if (sockListen == INVALID SOCKET)
{
int n = WSAGetLastError();
abc("WSASetLastError _s");
if(n == WSANOTINITIALISED)

{
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return TRUE;

} else

{
abc("Failed to create listen socket during DIl startup");
return(FALSE);

}

}

iNameLen = MAX COMPUTERNAME LENGTH + 1;
GetComputerName(IpszName, &iNameLen);
ulAddress = inet_addr (IpszName);
if INADDR NONE == ulAddress) {
pHost = gethostbyname (IpszName);
if (NULL == pHost)

{
nRes = GetLastError ();
abc("WSASetLastError  G");
return FALSE;

}

memcpy((char FAR *)&ulAddress, pHost->h addr, pHost->h_length)
}

sin.sin_family = PF_INET;

sin.sin_addr.s_addr = ulAddress;

sin.sin_port = htons(MY_PORT);

nRes = bind (sockListen, (LPSOCKADDR) &sin, sizeof (sin));
if (SOCKET ERROR == nRes)

{
int n = WSAGetLastError();
abc("WSASetLastError _b");
if( n==WSAEADDRINUSE )
{
closesocket(sockListen);
return TRUE;
} else
{
abc("bind failed during DII startup");
closesocket(sockListen);
return(FALSE);
}
}

bContinue = TRUE;
ulThreadHandle = (HANDLE) beginthread(ListenThread, 0, NULL);
if(ulThreadHandle == (HANDLE)-1)
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}

closesocket(sockListen);
return FALSE;

h
return TRUE;

BOOL DoAuthentication(SOCKADDR _IN *name)

{

TCHAR IpszBufter[40];
SOCKET sockServer;
SOCKADDR IN sin;

sockServer = socket (AF_INET, SOCK_STREAM, 0);
if INVALID_ SOCKET == sockServer)

{
b

sin.sin_family = AF_INET;
sin.sin_addr.s_addr = name->sin_addr.S_un.S_addr;
sin.sin_port = htons (MY _PORT);

return(FALSE);

a=GetProcAddress(hModule,"connect");
connectl=(int (_stdcall *)(SOCKET ,const struct sockaddr *,int ))a;

if( connectl(sockServer, (LPSOCKADDR) &sin, sizeof (sin)) ==

SOCKET ERROR)

{
int iErr = WSAGetLastError();
abc("connect failed");
closesocket (sockServer);
return(FALSE);
}
sprintf(lpszBuffer, "%s", AUTH_STRING);
int n, iRes;

n = strlen(lpszBuffer);
iRes = send(sockServer, (const char*)lpszBuffer, n, 0);
if(n == SOCKET_ ERROR)

{
n = WSAGetLastError();
} else if(n !=1Res)
{
closesocket(sockServer);
return FALSE;
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}

n = recv(sockServer, IpszBuffer, 30, 0);
if(n == SOCKET ERROR)
{
closesocket(sockServer);
return FALSE;
}

closesocket(sockServer);

IpszBufter[n] = 0;

abc(IpszBuffer);

if(stremp(IpszBuffer, OK) != 0) return FALSE;
return TRUE;

}

BOOL Exist(unsigned long ulAddr)
o
nt J;
for (j=0;j<20;++)
if (pList[j]==ulAddr) return TRUE;

return FALSE;
}
void AddToList(unsigned long ulAddr)
{
int j;
if(Exist(ulAddr)) return;
for (j=0;)<20 && pList[j]!=0 ;j++);
if (j<20) pList[j]=ulAddr;
}
unsigned long GetAddr (LPSTR szHost)
{
LPHOSTENT IpstHost;

unsigned long 1Addr = INADDR _ANY;
if (*szHost) {
1Addr = inet_addr (szHost);

if (1Addr == INADDR_NONE)
{

IpstHost = gethostbyname(szHost);
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if (IpstHost) {

1Addr = *((unsigned long FAR *) (IpstHost->h addr));
} else {

1Addr = INADDR _ANY;

}
}
}
return (1Addr);

}

#include <string.h>

#include <stdio.h>

#include <io.h>

#include <conio.h>

#include <stdlib.h>

#include "sev.h"

void mdstr(unsigned char s[255],byte *digest)

{
MDS5 CTX ctx;
MDS5Init(&ctx);
MD5Update(&ctx,s,sizeof(s));
MDS5Final(digest, &ctx);

}

void byteReverse(unsigned char *buf, unsigned longs)
{
uint32 t;
do {
t = (uint32) ((unsigned) buf[3] << 8 | buf]2]) << 16 |
((unsigned) buf[1] << 8 | buf[0]);
*(uint32 *) buf = t;
buf +=4;
}+ while (--longs);
}
void MD5SInit(MD5_CTX *ctx)
{
ctx->buf[0] = 0x67452301;
ctx->buf] 1] = Oxefcdab89;
ctx->buf[2] = 0x98badcfe;
ctx->buf[3] = 0x10325476;

ctx->bits[0] = 0;
ctx->bits[1] = 0;
§

void MD5Update(struct MD5Context *ctx, unsigned char const *buf, unsigned len)

{



}

void MD5Final(unsigned char digest[16], struct MD5Context *ctx)

{

uint32 t;

t = ctx->bits[0];

if ((ctx->bits[0] =t + ((uint32) len << 3)) <'t)
ctx->bits[1]++;

ctx->bits[1] += len >> 29;

t=(t>>3) & 0x3f;
if (B) {

unsigned char *p = (unsigned char *) ctx->in + t;

t=64-t;
if (len <t) {
memcpy(p, buf, len);
return;
h
memcpy(p, buf, t);
byteReverse(ctx->in, 16);
MD5Transform(ctx->buf, (uint32 *) ctx->in);
buf +=t;
len = t;
h
while (len >= 64) {
memcpy(ctx->in, buf, 64);
byteReverse(ctx->in, 16);
MD5Transform(ctx->buf, (uint32 *) ctx->in);
buf += 64;
len -= 64;
}

memcpy(ctx->in, buf, len);

unsigned count;

unsigned char *p;

count = (ctx->bits[0] >> 3) & 0x3F;
p = ctx->in + count;

*p++ = 0x80;

count = 64 - 1 - count;

if (count < 8) {
memset(p, 0, count);
byteReverse(ctx->in, 16);
MD5Transform(ctx->buf, (uint32 *) ctx->in);
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memset(ctx->in, 0, 56);
} else {

memset(p, 0, count - §);
j

byteReverse(ctx->in, 14);

((uint32 *) ctx->in)[ 14] = ctx->bits[0];
((uint32 *) ctx->in)[15] = ctx->bits[1];

MD5Transform(ctx->buf, (uint32 *) ctx->in);
byteReverse((unsigned char *) ctx->buf, 4);
memcpy(digest, ctx->buf, 16);

memset(ctx, 0, sizeof(ctx));

}

#ifndef ASM_MDS5

#define F1(x,y, z) (z" (x & (y " 2)))
#define F2(x, y, z) Fl(z, x, y)
#define F3(x,y,z) (x "y " 2)
#define F4(x, y, z) (y " (x | ~2))

#ifdef PUREC
#define MD5SSTEP(f, w, x, v, z, data, s) \
(w +=f+ data, w=w<<s | w>>(32-s), w+=X)
telse
#define MD5SSTEP(f, w, x, v, z, data, s) \
(w+=1(x,y, z) +data, w=w<<s|w>>(32-s), w+=X)
#endif

void MD5Transform(uint32 buf[4], uint32 const in[16])
{

register uint32 a, b, c, d;

a = buf[0];
b =buf]1];
¢ = buf]2];
d = buf[3];

#ifdef PUREC
MDSSTEP(F1(b,c,d), a, b, ¢, d, in[0] + 0xd76aa478L, 7);
MDSSTEP(F1(a,b,c), d, a, b, ¢, in[1] + 0xe8c7b756L, 12);
MDSSTEP(F1(d,a,b), ¢, d, a, b, in[2] + 0x242070dbL, 17);
MDSSTEP(F1(c,d,a), b, c, d, a, in[3] + OxclbdceeeL, 22);
MDSSTEP(F1(b,c,d), a, b, ¢, d, in[4] + 0xf57c0fafL, 7);
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MDSSTEP(F1(a,b,c), d, a, b, ¢, in[5] + 0x4787c62aL, 12);
MDSSTEP(F1(d,a,b), ¢, d, a, b, in[6] + 0xa8304613L, 17);
MDS5STEP(F1(c,d,a), b, c, d, a, in[7] + 0xfd469501L, 22);
MDSSTEP(F1(b,c,d), a, b, ¢, d, in[8] + 0x698098d8L, 7);
MDSSTEP(F1(a,b,c), d, a, b, ¢, in[9] + 0x8b44f7afL, 12);
MDSSTEP(F1(d,a,b), ¢, d, a, b, in[10] + OxffffSbb1L, 17);
MDSSTEP(F1(c,d,a), b, ¢, d, a, in[11] + 0x895cd7beL, 22);
MDSSTEP(F1(b,c,d), a, b, ¢, d, in[12] + 0x6b901122L, 7);
MDSSTEP(F1(a,b,c), d, a, b, ¢, in[13] + 0xfd987193L, 12);
MDSSTEP(F1(d,a,b), ¢, d, a, b, in[14] + 0xa679438¢L, 17);
MDS5STEP(F1(c,d,a), b, c, d, a, in[15] + 0x49b40821L, 22);

MDSSTEP(F2(b,c,d), a, b, ¢, d, in[1] + 0xf61e2562L, 5);
MDSSTEP(F2(a,b,c), d, a, b, ¢, in[6] + 0xc040b340L, 9);
MDSSTEP(F2(d,a,b), ¢, d, a, b, in[11] + 0x265e5a51L, 14);
MDSSTEP(F2(c,d,a), b, c, d, a, in[0] + Oxe9b6¢c7aal., 20);
MDSSTEP(F2(b,c,d), a, b, ¢, d, in[5] + 0xd62f105dL, 5);
MDSSTEP(F2(a,b,c), d, a, b, ¢, in[10] + 0x02441453L, 9);
MDSSTEP(F2(d,a,b), ¢, d, a, b, in[15] + 0xd8ale681L, 14);
MDSSTEP(F2(c,d,a), b, c, d, a, in[4] + Oxe7d3fbc8L, 20);
MDSSTEP(F2(b,c,d), a, b, ¢, d, in[9] + 0x21elcde6L, 5);
MDSSTEP(F2(a,b,c), d, a, b, ¢, in[14] + 0xc33707d6L, 9);
MDSSTEP(F2(d,a,b), ¢, d, a, b, in[3] + 0xf4d50d87L, 14);
MDSSTEP(F2(c,d,a), b, ¢, d, a, in[8] + 0x455al4edL, 20);
MDSSTEP(F2(b,c,d), a, b, ¢, d, in[13] + 0xa9¢3e¢905L, 5);
MDSSTEP(F2(a,b,c), d, a, b, ¢, in[2] + Oxfcefa3f8L, 9);
MDS5STEP(F2(d,a,b), ¢, d, a, b, in[7] + 0x676102d9L, 14);
MDS5STEP(F2(c,d,a), b, c, d, a, in[12] + 0x8d2a4c8aL., 20);

MDSSTEP(F3(b,c,d), a, b, ¢, d, in[5] + 0xfffa3942L, 4);
MDSSTEP(F3(a,b,c), d, a, b, c, in[8] + 0x87711681L, 11);
MDS5STEP(F3(d,a,b), ¢, d, a, b, in[11] + 0x6d9d6122L, 16);
MDSSTEP(F3(c,d,a), b, c, d, a, in[14] + 0xfde5380cL, 23);
MDSSTEP(F3(b,c,d), a, b, ¢, d, in[ 1] + Oxadbeead4L, 4);
MDSSTEP(F3(a,b,c), d, a, b, ¢, in[4] + Ox4bdecfa9L, 11);
MDS5STEP(F3(d,a,b), ¢, d, a, b, in[7] + 0xf6bb4b60L, 16);
MDSSTEP(F3(c,d,a), b, c, d, a, in[10] + 0xbebfbc70L, 23);
MDSSTEP(F3(b,c,d), a, b, ¢, d, in[13] + 0x289b7ec6L, 4);

MDSSTEP(F3(a,b,c), d, a, b, ¢, in[0] + Oxeaal27fal, 11);
MDS5STEP(F3(d,a,b), ¢, d, a, b, in[3] + 0xd4ef3085L, 16);
MDSSTEP(F3(c,d,a), b, ¢, d, a, in[6] + 0x04881d05L, 23);
MDSSTEP(F3(b,c,d), a, b, ¢, d, in[9] + 0xd9d4d039L, 4);
MDSSTEP(F3(a,b,c), d, a, b, ¢, in[12] + 0xe6db99e5L, 11);
MDSSTEP(F3(d,a,b), ¢, d, a, b, in[15] + Ox1fa27cf8L, 16);
MDSSTEP(F3(c,d,a), b, c, d, a, in[2] + Oxc4ac5665L, 23);
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MDSSTEP(F4(b,c,d), a, b, ¢, d, in[0] + 0xf4292244L, 6);
MDSSTEP(F4(a,b,c), d, a, b, ¢, in[7] + 0x432aff97L, 10);
MDS5STEP(F4(d,a,b), ¢, d, a, b, in[14] + 0xab9423a7L, 15);
MDSSTEP(F4(c,d,a), b, c, d, a, in[5] + 0xfc93a039L, 21);
MDSSTEP(F4(b,c,d), a, b, ¢, d, in[12] + 0x655b59¢3L, 6);
MDSSTEP(F4(a,b,c), d, a, b, ¢, in[3] + 0x8f0cccI2L, 10);
MDSSTEP(F4(d,a,b), ¢, d, a, b, in[10] + Oxffeff47dL, 15);
MDSSTEP(F4(c,d,a), b, c, d, a, in[1] + 0x85845dd1L, 21);
MDSSTEP(F4(b,c,d), a, b, ¢, d, in[8] + 0x6fa87e4fL, 6);
MDSSTEP(F4(a,b,c), d, a, b, ¢, in[15] + Oxfe2ce6e0L, 10);
MDS5STEP(F4(d,a,b), ¢, d, a, b, in[6] + 0xa3014314L, 15);
MDSSTEP(F4(c,d,a), b, c, d, a, in[13] + 0x4e0811alL, 21);
MDSSTEP(F4(b,c,d), a, b, ¢, d, in[4] + 0xf7537e82L, 6);
MDSSTEP(F4(a,b,c), d, a, b, ¢, in[11] + 0xbd3af235L, 10);
MDSSTEP(F4(d,a,b), ¢, d, a, b, in[2] + 0x2ad7d2bbL, 15);
MDSSTEP(F4(c,d,a), b, c, d, a, in[9] + 0xeb86d391L, 21);

#else

MDSSTEP(F1, a, b, ¢, d, in[0] + 0xd76aa478, 7);
MDSSTEP(F1, d, a, b, ¢, in[1] + 0xe8c7b756, 12);
MDSSTEP(F1, ¢, d, a, b, in[2] + 0x242070db, 17);
MDSSTEP(F1, b, ¢, d, a, in[3] + Oxclbdceee, 22);
MDSSTEP(F1, a, b, ¢, d, in[4] + 0xf57c0faf, 7);
MDSSTEP(F1, d, a, b, ¢, in[5] + 0x4787c62a, 12);
MDSSTEP(F1, ¢, d, a, b, in[6] + 0xa8304613, 17);
MDSSTEP(F1, b, ¢, d, a, in[7] + 0xfd469501, 22);
MDSSTEP(F1, a, b, ¢, d, in[8] + 0x698098d8, 7);
MDSSTEP(F1, d, a, b, ¢, in[9] + 0x8b44f7af, 12);
MDS5STEP(F1, ¢, d, a, b, in[10] + 0xffff5bb1, 17);
MDSSTEP(F1, b, ¢, d, a, in[11] + 0x895cd7be, 22);
MDS5STEP(F1, a, b, ¢, d, in[12] + 0x6b901122, 7);
MDSSTEP(F1, d, a, b, ¢, in[13] + 0xfd987193, 12);
MDSSTEP(F1, ¢, d, a, b, in[14] + 0xa679438e, 17);
MDSSTEP(F1, b, ¢, d, a, in[15] + 0x49b40821, 22);

MDSSTEP(F2, a, b, ¢, d, in[1] + 0xf61e2562, 5);
MDSSTEP(F2, d, a, b, ¢, in[6] + 0xc040b340, 9);
MDSSTEP(F2, ¢, d, a, b, in[11] + 0x265e5a51, 14);
MDSSTEP(F2, b, ¢, d, a, in[0] + 0xe9b6c7aa, 20);
MDSSTEP(F2, a, b, ¢, d, in[5] + 0xd62f105d, 5);
MDS5STEP(F2, d, a, b, ¢, in[10] + 0x02441453, 9);
MDSSTEP(F2, c, d, a, b, in[15] + 0xd8ale681, 14);
MDSSTEP(F2, b, ¢, d, a, in[4] + 0xe7d3{bc8, 20);
MDSSTEP(F2, a, b, c, d, in[9] + 0x21elcde6, 5);
MDS5STEP(F2, d, a, b, ¢, in[14] + 0xc33707d6, 9);
MDSSTEP(F2, ¢, d, a, b, in[3] + 0xf4d50d87, 14);
MDSSTEP(F2, b, ¢, d, a, in[8] + 0x455al4ed, 20);
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MDSSTEP(F2, a, b, ¢, d, in[13] + 0xa9¢3e905, 5);
MDSSTEP(F2, d, a, b, ¢, in[2] + Oxfcefa3fs, 9);
MDSSTEP(F2, ¢, d, a, b, in[7] + 0x676f02d9, 14);
MDSSTEP(F2, b, ¢, d, a, in[12] + 0x8d2a4c8a, 20);

MDSSTEP(F3, a, b, c, d, in[5] + 0xfffa3942, 4);
MDSSTEP(F3, d, a, b, ¢, in[8] + 0x87711681, 11);
MDSSTEP(F3, ¢, d, a, b, in[11] + 0x6d9d6122, 16);
MDSSTEP(F3, b, ¢, d, a, in[14] + 0xfde5380c, 23);
MDSSTEP(F3, a, b, c, d, in[1] + Oxadbeead4, 4);
MDSSTEP(F3, d, a, b, ¢, in[4] + 0x4bdecfa9, 11);
MDSSTEP(F3, ¢, d, a, b, in[7] + 0xf6bb4b60, 16);
MDSSTEP(F3, b, ¢, d, a, in[10] + 0xbebfbc70, 23);
MDSSTEP(F3, a, b, ¢, d, in[13] + 0x289b7ec6, 4);
MDSSTEP(F3, d, a, b, ¢, in[0] + Oxeaal27fa, 11);
MDSSTEP(F3, ¢, d, a, b, in[3] + 0xd4ef3085, 16);
MDSSTEP(F3, b, ¢, d, a, in[6] + 0x04881d05, 23);
MDSSTEP(F3, a, b, ¢, d, in[9] + 0xd9d4d039, 4);
MDSSTEP(F3, d, a, b, ¢, in[12] + 0xe6db99e5, 11);
MDSSTEP(F3, c, d, a, b, in[15] + Ox1fa27cf8, 16);
MDSSTEP(F3, b, ¢, d, a, in[2] + Oxc4ac5665, 23);

MDSSTEP(F4, a, b, c, d, in[0] + 0xf4292244, 6);
MDSSTEP(F4, d, a, b, ¢, in[7] + 0x432aff97, 10);,
MDS5STEP(F4, ¢, d, a, b, in[14] + 0xab9423a7, 15);
MDSSTEP(F4, b, ¢, d, a, in[5] + 0xfc93a039, 21);
MDSSTEP(F4, a, b, c, d, in[12] + 0x655b59c3, 6);
MDS5STEP(F4, d, a, b, ¢, in[3] + 0x8f0ccc92, 10);
MDSSTEP(F4, c, d, a, b, in[10] + Oxffeff47d, 15);
MDSSTEP(F4, b, ¢, d, a, in[1] + 0x85845dd1, 21);
MDSSTEP(F4, a, b, c, d, in[8] + 0x6fa87e4f, 6);
MDS5STEP(F4, d, a, b, ¢, in[15] + Oxfe2ce6e0, 10);
MDSSTEP(F4, c, d, a, b, in[6] + 0xa3014314, 15);
MDSSTEP(F4, b, ¢, d, a, in[13] + 0x4e0811al, 21);
MDSSTEP(F4, a, b, c, d, in[4] + 0xf7537¢82, 6);
MDSSTEP(F4, d, a, b, ¢, in[11] + Oxbd3af235, 10);
MDSSTEP(F4, c, d, a, b, in[2] + 0x2ad7d2bb, 15);
MDS5STEP(F4, b, ¢, d, a, in[9] + 0xeb86d391, 21);

#endif

buf[0] += a;
buf[1] +=b;
buf[2] +=c¢;
buf[3] +=d;
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#endif

static uint16 mul(register uintl6 a, register uint16 b)

{

register word32 p;

p = (word32) a *b;
if (p) {
b =low16(p);
a=p>>16;
return (b - a) + (b < a);
}else if (a) {
return 1 - a;
} else {
return 1 - b;

¥
}
static uint16 mullnv(uint16 x)
{

uintl16 t0, t1;

uintl6 q, y;

if(x<=1)
return x;
tl = 0x10001L / x;
y =0x10001L % x;
if(y=1)
return low16(1 - t1);
t0=1;
do {
q=x/y;
x=Xx%Yy;
t0 +=q * tl;
if(x==1)
return t0;
qQ=y/x;
y=y%Xx;
tl +=q * t0;
+ while (y !=1);
return low16(1 - tl);

}

static void ideaExpandKey(byte const *userkey, word16 * EK)
{

int 1, j;



for (j=0;j <8;j+4) {
EK[j] = (userkey[0] << 8) + userkey[1];

userkey += 2;
}
for (i=0; j <IDEAKEYLEN; j++) {
1++;
EK[i+7]=EK[i & 7] << 9 |EK[i+ 1 & 7] >>T;
EK +=1 & 8;
1&=7,;
}
}
static void idealnvertKey(word16 const *EK, word16 DK[IDEAKEYLEN])
{ . .
mnt1;

uintl6 tl, t2, t3;
word16 temp[IDEAKEYLEN];
word16 *p =temp + IDEAKEYLEN;

tl = mullnv(*EK++);

t2 = -*EK++;
t3 = -*EK++;
*--p = mullnv(*EK++);
*--p =13;
*--p = 12;
*--p=tl;
for (1= 0; 1 <IDEAROUNDS - 1; i++) {
t] = *EK++;
*--p = *EK++;
*--p =tl;
tl = mullnv(*EK++);
t2 = -*EK++;
{3 = -*EK++;
*--p = mullnv(*EK++);
*op =12;
*--p = 13;
*-p =tl;
}
tl = *EK++;
*--p = *EK++;
*p=tl;

tl = mullnv(*EK++);
t2 = -*EK++;
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t3 = -*EK++;

*--p = mullnv(*EK++);

*--p =13;

*--p =12;

*--p =tl;

memcpy(DK, temp, sizeof(temp));
burn(temp);

#ifndef USE68ASM

#define MUL(x,y) (x = mul(low16(x),y))

static void ideaCipher(byte const inbuf]8], byte outbuf[8],
word16 const *key)

{

register uintl6 x1, x2, x3, x4, s2, s3;
word16 *in, *out;
int r = IDEAROUNDS;

in = (word16 *) inbuf;
x1 = *int++;
x2 = *int++;
x3 = *int++;
x4 = *in;
#ifndef HIGHFIRST
x1 =(x1>>8) | (x1 <<8);
X2 =(x2>>8) | (x2 << 8);
x3 =(x3>>8) | (x3 << 8);
x4 = (x4 >> 8) | (x4 << 8);
#endif
do {
MUL(x1, *key++);
x2 += *key++;
x3 += *key++;
MUL(x4, *key++);

s3 =x3;

x3 "=x1;
MUL(x3, *key++);
s2 =x2;

x2 "=x4;

x2 +=x3;
MUL(x2, *key++);
X3 +=x2;

x1 "=x2;
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x4 N=x3;

x2 N=83;

x3 "=182;
}+ while (--r);
MUL(x1, *key++);
x3 += *key++;
x2 += *key++;
MUL(x4, *key);

out = (word16 *) outbuf;

#ifdef HIGHFIRST
*out++ = x1;
*outt+ = x3;
*outt++ = x2;
*out = x4;

#else

x1 =lowl6(x1);

x2 = low16(x2);

x3 = low16(x3);

x4 = low16(x4);

*outt++ = (x1 >> 8) | (x1 << 8);
*out++ = (x3 >> 8) | (x3 << 8);
*outt+ = (x2 >> 8) | (x2 << 8);
*out = (x4 >> 8) | (x4 << 8);

#endif

¥
#endif

void ideaCtbReinit(struct IdeaCfbContext *context, byte const *iv)
{
if (iv)
memcpy(context->1v, v, §);
else
fill0(context->iv, 8);
context->bufleft = 0;

}

void ideaCtblInit(struct IdeaCfbContext *context, byte const key[16])

{
ideaExpandKey(key, context->key);

ideaCfbReinit(context, 0);
h

void ideaCfbDestroy(struct IdeaCfbContext *context)
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{

burn(*context);

}

void ideaCtbSync(struct IdeaCfbContext *context)

{

int bufleft = context->bufleft;

if (bufleft) {
memmove(context->iv + bufleft, context->iv, 8 - bufleft);
memcpy(context->iv, context->oldcipher + 8 - bufleft, bufleft);
context->bufleft = 0;

void ideaCtbEncrypt(struct IdeaCtbContext *context, byte const *src,
byte * dest, int count)
{

int bufleft = context->bufleft;
byte *bufptr = context->iv + 8 - bufleft;

if (count <= bufleft) {
context->bufleft = bufleft - count;
while (count--) {
*dest++ = *bufptr++ "= *src++;
H
return;
§
count -= bufleft;
while (bufleft--) {
*dest++ = (*bufptr++ "= *src++);
H
while (count > 8) {
bufptr = context->iv;
memcpy(context->oldcipher, bufptr, 8);
ideaCipher(bufptr, bufptr, context->key);

bufleft = §;
count -= §;
do {

*dest++ = (*bufptr++ A= *src++);
}+ while (--bufleft);
J
bufptr = context->iv;
memcpy(context->oldcipher, bufptr, 8);
ideaCipher(bufptr, bufptr, context->key);
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}

void ideaCfbDecrypt(struct IdeaCtbContext *context, byte const *src,

{

context->bufleft = 8 - count;
do {

*dest++ = (*bufptr++ "= *src++);
} while (--count);

byte * dest, int count)

int bufleft = context->bufleft;
static byte *bufptr;
byte t;

bufptr = context->iv + (8 - bufleft);
if (count <= bufleft) {
context->bufleft = bufleft - count;
while (count--) {
t = *bufptr;
*dest++ =t (*bufptr++ = *src++);

}

return;
}
count -= bufleft;
while (bufleft--) {
t = *bufptr;
*dest++ =t ~ (*bufptr++ = *src++);
}
while (count > 8) {
bufptr = context->iv;
memcpy(context->oldcipher, bufptr, 8);
ideaCipher(bufptr, bufptr, context->key);
bufleft = §;
count -= §&;
do {
t = *bufptr;
*dest++ =t (*bufptr++ = *src++);
} while (--bufleft);
J
bufptr = context->iv;
memcpy(context->oldcipher, bufptr, 8);
ideaCipher(bufptr, bufptr, context->key);
context->bufleft = 8 - count;
do {
t = *bufptr;
*dest++ =t ~ (*bufptr++ = *src++);
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}

} while (--count);

int idea_en_file(unsigned char *pw,unsigned char *str,unsigned int lenstr)

{

}

int status = 0;

byte textbuf[5000],ideakey[24];
struct IdeaCfbContext cfb;
memcpy(textbufstr,lenstr);
mdstr(pw,ideakey);
ideaCtblnit(&ctb, ideakey);
ideaCfbSync(&ctb);
ideaCfbEncrypt(&ctb, textbuf, textbuf, lenstr);
ideaCfbDestroy(&cfb);
memcpy(str,textbuf,lenstr);
burn(textbuf);

return status;

int idea_de file(unsigned char *pw,unsigned char *str,unsigned int lenstr)

{

}

int status = 0;

byte textbuf[5000],ideakey[16];
struct IdeaCfbContext cfb;
memcpy(textbuf,str,lenstr);
mdstr(pw,ideakey);
ideaCtbInit(&ctb, ideakey);

ideaCtbDecrypt(&cfb, textbuf, textbuf, lenstr);
ideaCfbDestroy(&ctb);
memcpy(str,textbuf,lenstr);

burn(textbuf);

return status;

#include <string.h>
#include <stdio.h>
#include <dos.h>
#include <stdlib.h>
#include <conio.h>
#include <io.h>
#include <fcntl.h>

#define ¢ 199

#define cl 5

typedef unsigned char BYTE;
typedef unsigned int Word;
typedef BYTE so[c+1l];
typedef so mang[cl+1];
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typedef char xau[50];

BYTE io[cl+1]1={66,34,18,10,6,4};
mang KEO;

so modulo, somu, mamkhoa;

int behon (BYTE* x,BYTE* vy)
{

int 1i;
if (x[c]!=ylc])

return ( [cl<ylcl);
i=x[c];

while (x[i]==y[1i
return (x[i]l<y[i])
}

void dodai (BYTE* x)
{

int i=c-1;

i]==0 && 1>0) 1i--;

while (x]

x[c]

}

void cong (BYTE* x, BYTE* vy)
{
int 1,t=0,73;

3 = x[cl>ylc] ? x[c] : ylc];
for (i=0;i<=j;1i++) {
t=x[i]+y[i]+t;
if (£>256) {
x[1]=(BYTE) (t-256) ;
t=1;

x[cl=3;
}

void tru(BYTE* x, BYTE* vy)

{
int 1i,t=0;

for (1i=0;i<=x[c];i++){
t=x[i]-yl[i]-t;

if (t<0) {
t+=256;
x[1]=(BYTE) t;
t=1;

}

else{
x[1]=(BYTE) t;
t=0;
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}
}
while (x[1]==0 && i>0) i--;
x[cl=1i;

void dich trai (BYTE* x, BYTE* y, BYTE k)

memset (y,0,c+1);

for (int i=0;i<=x[c]l;i++) yli+k]=x[1i];

ylcl=x[c]+k;
}

void nhan byte (BYTE *x, BYTE *y, BYTE k)
{
BYTE i, nho=0;
Word t;

memset (y,0,c+1);

if (k==0) return;

for (i=0;i<=x[c];i++)
{
t=x[1i];
t=t*k+nho;
y[1i]=(BYTE) t;
nho=t>>8;
}

if (nho>0)

{
y[i++]=nho;
}
]

ylc]l=1-1;
}

void nhan word(BYTE *x, BYTE *y, Word k)
{
BYTE 1i;
SO Z,W;

nhan byte(x,y, (BYTE) k) ;
i =%k > 8;

if (i==0) return;

nhan byte(x,z,1);

dich trai(z,w,1);

cong (y,w) ;

}

void nhan (BYTE* x, BYTE* vy)
{
Word /*register*/ 1i,k;
Word j,r;
unsigned long tl,t=0;
BYTE *a, *b;
SO W;

memset (w, 0,c+1) ;
a=x; b=y;
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if (x[cl>ylc])
{
a=y; b=x;
}
for (i=0;i<=a[c];i++)
{
for (k=0;k<=i;k++)
{
tl = alk];
t += tl1 * bli-k];
}
w[i]=(BYTE) t;
t >>= 8;
}
for (i=al[c]+1l;i<=b[c];i++)
{
for (k=0;k<=a[c];k++)
{

tl = alk];
t += tl1 * b[i-k];
}
[1]=(BYTE) t;
>>= 8;

— t =

for (i=b[c]+l;i<=a[c]l+b[c];i++)
{
j=i-blcl;
for (k=j;k<=al[c];k++)
{
tl = alk];
t += tl1l * bli-k];

}
w[i]=(BYTE) t;
t >>= 8;
}
wli++]= t;
t >>= 8;
w[i++]= t;
dodai (w) ;
memcpy (x,w,c+1) ;

}

void binh fuong(BYTE *x)
{
Word /*register*/ 1i,k;
Word r,s,tl;
long t=0;
SO W;

memset (w,0,c+1);
t=x[0];
t=t*t;
w[0]=(BYTE) t;
t >>= 8;
for (i=1;i<=x[c];i++){
s=i >> 1;
if ((1 & 1) == 0){



}

tl = x[s];
t += tl*tl;
S——;

}

for (k=0;k<=s;k++){
r = x[k];

r =r * x[1i-k];
t += r;
t += r;

}

w[i] = (BYTE) t;

t >>= 8;

s =1 > 1;

if ((1 & 1) == 0){
tl = x[s];
t += tl1 * tl;
S——y

}

for (k=i-x[c];k<=s;k++) {
r = x[k];
r = r * x[i-k];
t += r;
t += r;

}

wl[i] = (BYTE) t;

}

w[i++]= (BYTE)t;
t >>= 8;

w[i++]= t;
dodai (w) ;

memcpy (x,w,c+1) ;

void du(BYTE *x, BYTE *n)

{

unsigned long 1;
int 1i;

BYTE dn;

Word a,qg,an;

SO V,W;

dn=n([c];

an=n[dn];

an<<=8;

an”=n[dn-1];

memset (w,0,c+1);

if (! behon(x,n) )

for (i=x[c]-dn;i>=0;i--) {

l=x[dn+1i+1];
1<<=8;
17=x[dn+i];
1<<=8;
1*=x[dn+i-17];
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g=1div (1, (unsigned long)an)

if (q>0)
{

dich trai(n,w,1i);
nhan word(w, v, q)

if (! behon(x
else{

tru(v,w
tru(x,v

}

void catngan (BYTE *x, BYTE *n)
{

Word 1i,73;

SO V,Z;

if (x|
memset

c
(
ylcl=n]
(
(

1<=n[c]) return;
y,O c+l);

c- J
memcpy (y,n,y(
memset (z, O c+

z[c] = x[c]-

}

void cat (BYTE *x)
{

for (int i=0;i<=cl;catngan (x,KEO[i++]));

}

void nhan mod (BYTE *x, BYTE *y)
{

nhan (x,vy) ;

cat (x);
}

void bf mod(BYTE *x)
{
binh fuong (x);
cat (x);
}

void khoitao (BYTE *n)

{
Word i,73,k;
SO w;

.quot;

) tru(x,v);
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}

BYTE dn=n|[c];

for (3=0;3j<=cl;j++){
memset (w,0,c+1) ;
k=io[j]+dn;
wlk]=1;
for (1i=0;i<=dn;w[i++]=255);
wlc]=k;
memcpy (KEO[j],w,c+l);
du (w,n) ;
tru(KEO[J],w);
KEO[]Jj] [c-1]=dn;

void luy thua(BYTE *x, BYTE *z, BYTE *n)

{

Word 1i,7,k;//p,t;
so y;//w;
khoitao (n) ;
memset (y,0,c+1);

y[0] = 1;
for (i=0;i<z[c];i++){
k=z[1i];

for (3=0;3<8; J++){

if ((k & 1)==1) nhan mod(y,x);

bf mod(x);
k >>= 1;
}
}
k = z[z[cl];
while ( k>0 ) {
if ((k & 1)==1) nhan mod(y,x);
bf mod(x);
k >=1;
}
du(y,n);
memcpy (x,y,c+l) ;
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