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Më ®Çu 
 

§¶m b¶o sù an toµn cña th«ng tin trªn c¸c m¹ng m¸y tÝnh lµ mét c«ng viÖc rÊt 

phøc t¹p. Th«ng tin trªn c¸c m¹ng m¸y tÝnh cã thÓ gÆp rÊt nhiÒu hiÓm ho¹ tõ c¸c 

hiÓm ho¹ ngÉu nhiªn cho ®Õn nh÷ng hiÓm ho¹ cè ý. TÊt c¶ nh÷ng hiÓm ho¹ ®Òu 

dÉn ®Õn mÊt m¸t th«ng tin d−íi nhiÒu gãc ®é kh¸c nhau. Do vËy b¶o vÖ th«ng tin 

trªn c¸c m¹ng m¸y tÝnh lµ mét c«ng viÖc hÕt søc cÇn thiÕt. C«ng nghÖ th«ng tin 

cµng ®i s©u vµo cuéc sèng th× vÊn ®Ò an toµn th«ng tin cµng ph¶i ®−îc quan t©m. 

Tin häc ho¸ toµn bé c¸c ho¹t ®éng cña x· héi lµ mét xu thÕ tÊt yÕu. Trong mét 

x· héi ®−îc tin häc ho¸ cao th× vai trß cña c¸c hÖ thèng th«ng tin m¸y tÝnh lµ hÕt 

søc to lín. Bëi vÊn ®Ò an toµn th«ng tin trªn c¸c m¹ng m¸y tÝnh lµ mét chñ ®Ò 

t−¬ng ®èi réng bao hµm nhiÒu lÜnh vùc kh¸c nhau. Cho nªn trong ®iÒu kiÖn cña 

n−íc ta lµ mét n−íc phô thuéc hoµn toµn vµo c«ng nghÖ nhËp ngo¹i th× vÊn ®Ò an 

toµn còng cÇn ph¶i ®−îc nghiªn cøu sao cho phï hîp víi hoµn c¶nh cña chóng 

ta. Lµm thÕ nµo võa tËn dông ®−îc søc m¹nh cña c¸c hÖ thèng phÇn mÒm th−¬ng 

m¹i hiÖn nay nh−ng vÉn kiÓm so¸t ®−îc møc ®é an toµn cña th«ng tin trªn m¹ng 

lµ mét trong nh÷ng vÊn ®Ò ®¸ng ®−îc quan t©m. 
 
Néi dung nghiªn cøu phÇn nµy nh»m môc ®Ých nghiªn cøu x©y dùng gi¶i ph¸p 

b¶o vÖ th«ng tin trªn c¸c m¹ng m¸y tÝnh ®−îc x©y dùng trªn nÒn t¶ng m« h×nh 

m¹ng Winsock. M« h×nh m¹ng Winsock lµ mét m« h×nh m¹ng ®−îc ph¸t triÓn 

m¹nh mÏ sö dông réng r·i ngµy nay. Do vËy ®Þnh h−íng nghiªn cøu vµo m« h×nh 

nµy lµ cÇn thiÕt vµ cã ý nghÜa thùc tiÔn. 

 

Trong phÇn tµi liÖu nµy, chóng t«i sÏ  tr×nh bÇy mét sè vÇn ®Ò sau: 

 

• M« h×nh Windows Socket, 

• M« h×nh SecureSocket,    

• ThiÕt kÕ ch−¬ng tr×nh thö nghiÖm. 
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cH¦¥NG 1. M« h×nh Winsock 
 

1. Winsock Model 

§Ó thùc hiÖn môc tiªu b¶o vÖ th«ng tin trong CSDL, chóng t«i lùa chän m« h×nh 

m¹ng Winsock ®Ó tiÕp cËn ®Õn môc tiªu. Së dÜ chóng t«i lùa chän m« h×nh 

Winsock v× nh÷ng lý do sau: 

• Winsock lµ mét m« h×nh ®−îc sö dông réng r·i hiÖn nay. 

• Winsock lµ mét m« h×nh më, cho phÐp ta can thiÖp ®Ó ®¹t ®−îc nh÷ng 

môc tiªu mong muèn. 

Mét m« h×nh m¹ng mµ chóng ta ®· biÕt ®−îc xem nh− mét kiÕn tróc m¹ng chuÈn 

lµ m« h×nh m¹ng OSI. Môc ®Ých cña m« h×nh nµy lµ ®ång nhÊt vµ ®Þnh nghÜa mét 

tËp c¸c hµm chung ®Ó xö lý mäi truyÒn th«ng m¹ng gi÷a c¸c m¸y tÝnh nèi m¹ng 

víi nhau. 

M« h×nh m¹ng Winsock còng ®−îc x©y dùng trªn tinh thÇn cña m« h×nh më OSI 

tuy nhiªn cã nh÷ng ®iÓm kh¸c biÖt. M« h×nh m¹ng Winsock ®−îc tæ chøc thµnh 

c¸c phÇn sau: 

• Winsock application: Cung cÊp nh÷ng chøc n¨ng cña c¸c tÇng 5,6,7 

trong m« h×nh OSI. 

• Network system: cung cÊp c¸c chøc n¨ng cña c¸c tÇng 1,2,3,4 trong 

m« h×nh OSI. 

• Winsock API: cho phÐp tÇng trªn truy nhËp c¸c dÞch vô cña tÇng d−íi. 

Ta cã thÓ minh ho¹ m« h×nh m¹ng Winsock trong h×nh sau. 
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M« h×nh m¹ng Winsock 

Winsock APP. lµ mét ch−¬ng tr×nh øng dông cïng víi giao diÖn ng−êi dïng. Nã 

còng cã thÓ lµ mét th− viÖn ®éng DLL trung gian cïng víi API møc cao h¬n vµ 

c¸c øng dông cña nã. Trong m« h×nh Winsock ta xem mét øng dông bÊt kú  mµ 

truy nhËp Winsock DLL nh− lµ mét øng dông cña Winsock. 

Winsock API (WSA) cung cÊp truy nhËp tíi Network system vµ c¸c øng dông 

cña Winsock sö dông c¸c dÞch vô cña hÖ thèng ®Ó göi vµ nhËn th«ng tin. 

Network system truyÒn vµ nhËn d÷ liÖu mµ kh«ng hÒ quan t©m ®Õn néi dung vµ 

ng÷ nghÜa cña nã. Khi Winsock APP. göi mét khèi d÷ liÖu, Network system cã 

thÓ chia khèi d÷ liÖu ®ã thµnh nhiÒu ®o¹n kh¸c nhau vµ hîp nhÊt l¹i t¹i ®Çu nhËn 

tr−íc khi chuyÓn giao. Nã còng cã thÓ xem d÷ liÖu nh− mét dßng c¸c bytes vµ 

yªu cÇu øng dông hîp nhÊt l¹i sau khi chuyÓn giao. D÷ liÖu ®−îc xem nh− thÕ 

nµo phô thuéc vµo c¸c dÞch vô tÇng vËn t¶i ®−îc yªu cÇu. Nh−ng trong bÊt kú 

tr−êng hîp nµo th× Network system còng chuyÓn giao d÷ liÖu mµ kh«ng quan 

t©m ®Õn néi dung vµ ng÷ nghÜa cña d÷ liÖu. 
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M« h×nh m¹ng Winsock vÒ b¶n chÊt lµ d¹ng ®¬n gi¶n cña m« h×nh OSI. Tuy vËy, 

c¸c tÇng chøc n¨ng cña m« h×nh OSI vÉn tån t¹i trong m« h×nh Winsock ë møc 

quan niÖm. 

Windows Socket ®éc lËp víi giao thøc cho nªn nã cã thÓ thÝch nghi víi nhiÒu bé 

giao thøc kh¸c nhau. Nã còng ®éc lËp víi thiÕt bÞ m¹ng cho nªn c¸c øng dông 

trªn Windows Socket cã thÓ ch¹y trªn bÊt kú thiÕt bÞ m¹ng nµo mµ Windows 

system hç trî. Windows socket cã thÓ hç trî mét sè bé giao thøc kh¸c nhau 

®ång thêi. 

øng dông cña Windows socket liªn hÖ víi øng dông ch¹y trªn mét m¸y tÝnh 

kh¸c cã thÓ minh ho¹ trong h×nh sau. 
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lËp víi héi tho¹i gi÷a c¸c tÇng ®ång møc kh¸c. Héi tho¹i gi÷a hai tÇng ®ång møc 

chØ lµ quan niÖm chø kh«ng ph¶i dßng d÷ liÖu thùc tÕ. 

2. X©y dùng c¸c DLL trªn Winsock 

Toµn bé dßng th«ng tin trªn m¹ng trong c¸c Platform Windows ®Òu chuyÓn qua 

Winsock. VÊn ®Ò ®Æt ra lµ lµm thÕ nµo ®Ó cã thÓ khèng chÕ ®−îc dßng th«ng tin 

nµy ®Ó phôc vô cho c¸c môc tiªu riªng biÖt. Can thiÖp trùc tiÕp vµo c¸c Modul 

trong Winsock lµ mét viÖc lµm khã cã thÓ thùc hiÖn ®−îc bëi ®èi víi nh÷ng 

ng−êi ph¸t  triÓn øng dông th× Winsock chØ nh− mét chiÕc hép ®en. Chóng ta chØ 

cã thÓ biÕt ®−îc giao diÖn víi Winsock mµ th«i. VËy c¸ch tiÕp cËn lµ nh− thÕ 

nµo. Chóng t«i tiÕp cËn theo kiÓu x©y dùng mét API míi trªn Windows Socket 

API. Dßng th«ng tin tr−íc khi chuyÓn qua Winsock sÏ qua mét tÇng míi do ta 

x©y dùng vµ ë tÇng nµy chóng ta cã thÓ khèng chÕ ®−îc dßng th«ng tin m¹ng. 

 

Winsock DLL 

New API DLL 

Task B Task A 

New API message 
filter 

MS Windows  

 

 

 

 

 

 

 

 

 

 

 Dßng th«ng tin víi New API DLL 

Khi x©y dùng mét tÇng míi trªn tÇng Winsock cã nhiÒu kü thuËt ph¶i gi¶i quyÕt. 

Mét trong nh÷ng kü thuËt cÇn ph¶i quan t©m ®ã lµ xö lý c¸c message ®−îc göi tõ 

Winsock cho øng dông. NÕu kh«ng chÆn ®−îc dßng message nµy th× kh«ng thÓ 
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®iÒu khiÓn ®−îc qu¸ tr×nh truyÒn th«ng gi÷a øng dông t¹i client vµ phÇn øng 

dông t¹i server. Ch¼ng h¹n khi ta chÌn thªm mét packet vµo dßng packet cña øng 

dông. NÕu ta kh«ng xö lý ®−îc c¸c message göi tõ Winsock cho øng dông th× 

hÇu nh− ch¾c ch¾n connection gi−· client vµ server sÏ bÞ huû bá vµ qu¸ tr×nh trao 

®æi th«ng tin gi÷a client vµ server sÏ bÞ huû gi÷a chõng. Kü thuËt ®−îc chän xö 

lý ë ®©y lµ sö dông kü thuËt subclass. Môc tiªu chÝnh cña nã lµ chÆn toµn bé c¸c 

message göi tõ Winsock cho øng dông, xö lý nh÷ng message cÇn thiÕt vµ tr¶ l¹i 

nh÷ng message cña øng dông cho øng dông xö lý. 

 

3. Sù liªn kÕt gi÷a Client vµ Server trong m« h×nh Winsock 
§Ó c¸c socket t¹i Client vµ Server cã thÓ giao tiÕp ®−îc víi nhau th× chóng ph¶i 

cã cïng kiÓu. C¸c øng dông Client ph¶i cã kh¶ n¨ng x¸c ®Þnh vµ nhËn ra socket 

t¹i server. øng dông t¹i server ®Æt tªn socket cña nã vµ thiÕt lËp nh÷ng ®Æc tÝnh 

®Ó nhËn diÖn cña nã. Do vËy mµ client cã thÓ tham chiÕu nã. Mçi tªn socket cho 

TCP/IP bao gåm ®Þa chØ IP, sè hiÖu cæng còng nh− giao thøc. Client cã thÓ sö 

dông c¸c hµm dÞch vô cña Windows Socket ®Ó t×m ra sè hiÖu cæng cña server, 

®Þa chØ IP cña server nÕu biÕt ®−îc tªn cña server.  Khi client socket liªn hÖ 

thµnh c«ng víi server socket th× hai tªn cña chóng kÕt hîp l¹i ®Ó t¹o thµnh mét 

liªn kÕt. Mçi liªn kÕt cã 5 thµnh phÇn sau: 

• Giao thøc, 

• §Þa chØ IP cña Client, 

• Sè hiÖu cæng cña Client, 

• §Þa chØ IP cña Server, 

• Sè hiÖu cæng cña Server. 

Khi mét socket ®−îc më, nã cã nh÷ng ®Æc tÝnh ch−a ®Çy ®ñ. §Ó hoµn tÊt ®Æc tÝnh 

cña nã, øng dông m¹ng ph¶i g¸n cho nã mét tªn vµ liªn kÕt nã víi mét socket 

kh¸c. C¸c phÐp to¸n send vµ receive cña socket rÊt gièng víi c¸c phÐp to¸n read 

vµ write tíi file. Khi close mét socket cã nghÜa lµ gi¶i phãng nã khái øng dông 

vµ tr¶ vÒ cho hÖ thèng ®Ó cã thÓ sö dông cho viÖc kh¸c. 

 

Socket lµ ®iÓm cuèi cña mét liªn kÕt truyÒn th«ng, nã ®−îc t¹o ra bëi phÇn mÒm 

vµ cho phÐp øng dông m¹ng ®¨ng nhËp vµo m¹ng. C¶ client vµ server ®Òu ®ßi hái 

socket ®Ó truy nhËp m¹ng. Më mét socket th«ng qua gäi hµm socket() cã khai 

b¸o hµm nh− sau: 
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SOCKET PASCAL FAR socket(int af,    /*Bé giao thøc*/ 

     int type,    /*kiÓu giao thøc*/ 

     int protocol); /*tªn giao thøc*/ 

 

 

 

 

 

 

øng dông Windows socket 
 

socket() 

                       

socket handle 

1. Protocol 

2. local IP address 

3. local port 

4. remote IP address 

5.remote port 

 

Server  cÇn ph¶i chuÈn bÞ socket cña m×nh ®Ó nhËn d÷ liÖu cßn client cÇn chuÈn 

bÞ socket cña m×nh ®Ó göi d÷ liÖu. Khi viÖc chuÈn bÞ xong sÏ t¹o ra mét liªn kÕt 

gi÷a c¸c socket cña client vµ server. Mçi liªn kÕt lµ duy nhÊt trªn m¹ng. Khi liªn 

kÕt gi÷a c¸c socket ®−îc thiÕt lËp cã nghÜa client vµ server nhËn diÖn ®−îc nhau 

vµ cã thÓ trao ®æi d÷ liÖu ®−îc víi nhau. 

 

4. C¸c tr¹ng th¸i cña socket 
Trong phÇn nµy chóng t«i sÏ tr×nh bÇy c¸c ph−¬ng ph¸p kh¸c nhau ph¸t hiÖn 

tr¹ng th¸i hiÖn thêi cu¶ socket vµ c¸c phÐp chuyÓn tíi nh÷ng tr¹ng th¸i míi. 

Tr¹ng th¸i hiÖn thêi cña socket x¸c ®Þnh c¸c phÐp to¸n m¹ng nµo sÏ ®−îc tiÕp 

tôc, c¸c phÐp to¸n nµo sÏ bÞ treo l¹i vµ nh÷ng phÐp to¸n m¹ng nµo sÏ bÞ huû. Mçi 

socket cã mét sè h÷u h¹n c¸c tr¹ng th¸i cã thÓ  vµ winsock API ®Þnh nghÜa c¸c 

®iÒu kiÖn cho phÐp chuyÓn gi÷a c¸c sù kiÖn m¹ng vµ c¸c lêi gäi hµm cña øng 

dông. Cã hai kiÓu socket: datagram socket vµ stream socket. Mçi kiÓu socket cã 

nh÷ng tr¹ng th¸i vµ nh÷ng phÐp chuyÓn kh¸c nhau. 

4.1. C¸c tr¹ng th¸i cña socket kiÓu datagram 

S¬ ®å tr¹ng th¸i cña socket kiÓu datagram cã thÓ biÓu diÔn trong h×nh sau. 
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open 

connection 
pending

connected
Cã thÓ 

connect()

accept()

close 
pending

closesocket() 

OOB data 
readable

not 
writable 

readable 

bind(), 
listen() 

close 

named vµ 
listening 

S¬ ®å tr¹ng th¸i cña socket kiÓu stream 
 

ë tr¹ng th¸i open socket ®−îc t¹o ra th«ng qua lêi gäi hµm socket() nh−ng t¹i 

thêi ®iÓm nµy socket ch−a ®−îc x¸c ®Þnh cã nghÜa nã ch−a ®−îc liªn kÕt víi mét 

®Þa chØ m¹ng côc bé vµ mét sè hiÖu cæng. 

 

ë tr¹ng th¸i named vµ listening: lôc nµy socket ®·®−îc x¸c ®Þnh vµ s½n sµng ®ãn 

nhËn c¸c yªu cÇu kÕt nèi. 
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connect pending: yªu cÇu kÕt nèi ®· ®−îc nhËn vµ chê øng dông chÊp nhËn kÕt 

nèi. 

 

connected: liªn kÕt ®−îc thiÕt lËp gi÷a socket côc bé vµ socket ë xa. Lóc nµy cã 

thÓ göi vµ nhËn d÷ liÖu. 

 

readable: D÷ liÖu ®· nhËn ®−îc bëi m¹ng vµ s½n sµng cho øng dông ®äc (cã thÓ 

®äc b»ng c¸c hµm recv() hoÆc recvfrom()) 
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cH¦¥NG 2. X©y dùng Socket mËt m· 
 

1. Giíi thiÖu 

Chóng t«i ph¸t triÓn giao diÖn t¹i tÇng giao vËn cho truyÒn th«ng TCP/IP ®−îc 

gäi lµ Secure Socket ®Ó phôc vô cho môc tiªu nÐn vµ m· ho¸ d÷ liÖu truyÒn qua 

Internet vµ c¸c m¹ng PSTN. 

Secure Socket ®−îc cµi ®Æt t¹i c¸c tr¹m, Server vµ trong FireWall ®Ó ®¶m b¶o an 

toµn vµ truyÒn th«ng tèc ®é cao gi÷a tr¹m vµ c¸c m¸y tr¹m. 

Secure Socket cung cÊp giao diÖn lËp tr×nh øng dông Winsock chuÈn cho c¸c øng 

dông TCP/IP ch¼ng h¹n nh− Web Browser, telnet, ftp mµ kh«ng bÊt kú sù thay 

®æi nµo ®èi víi c¸c tr×nh øng dông vµ TCP/IP. 

 

Trong tµi liÖu nµy sÏ m« t¶ cÊu tróc cña Secure Socket, c¸ch thøc lµm viÖc vµ lîi 

Ých ®èi víi m«i tr−êng truyÒn th«ng tõ xa. 

Trong c¸c c¬ quan cã nhiÒu m¸y c¸ nh©n, Server ®−îc kÕt nèi víi m¹ng LAN 

cña c¬ quan. C¸c nh©n viªn trong c¬ quan truy nhËp th− ®iÖn tö, CSDL t¹i Server 

tõ c¸c m¸y c¸ nh©n trªn bµn lµm viÖc cña m×nh. Ngµy nay, Internet t¨ng tr−ëng 

rÊt nhanh, nã trë nªn quen thuéc ®èi víi c¸c nh©n viªn khi truy nhËp c¸c Server 

t¹i c«ng së cña hä tõ c¸c tr¹m tõ bªn ngoµi c«ng së. 

Cã hai rñi ro chÝnh khi truy nhËp d÷ liÖu tõ xa qua Internet: 

• D÷ liÖu cã thÓ bÞ ®¸nh c¾p, 
• Nghe trém hoÆc thay ®æi. 

 
Chóng t«i sÏ ®Ò xuÊt mét ph−¬ng ph¸p truyÒn th«ng cã nÐn vµ m· ho¸ d÷ liÖu 

m«i tr−êng tÝnh to¸n tõ xa. Sö dông ph−¬ng ph¸p nµy, chóng t«i ph¸t triÓn 

ch−¬ng tr×nh m· ho¸ vµ nÐn d÷ liÖu ®−îc gäi lµ Secure Socket cã thÓ cung cÊp 

kh¶ n¨ng truy nhËp tõ xa hiÖu qu¶ vµ an toµn qua Internet vµ PSTN mµ kh«ng 

cÇn thay ®æi thiÕt bÞ m¹ng, phÇn mÒm truyÒn th«ng hoÆc phÇn mÒm øng dông. 
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2. C¸c yªu cÇu khi thiÕt kÕ 
 

• Kh¶ n¨ng thÝch nghi: C¸c ®Æc tÝnh an toµn cÇn ph¶i lµm viÖc ®−îc víi 

mäi platform phÇn cøng, phÇn mÒm, c¸c thñ tôc truyÒn th«ng hoÆc c¸c 

thiÕt bÞ truyÒn th«ng kh¸c nhau. VÝ dô IP an toµn m· ho¸ d÷ liÖu truyÒn 

gi÷a c¸c router chØ ®¶m b¶o an toµn cho nh÷ng d÷ liÖu truyÒn qua 

nh÷ng router ®· cµi ®Æt IP an toµn. M· ho¸ d÷ liÖu end-to-end cã thÓ 

gi¶i quyÕt vÊn ®Ò nµy mµ kh«ng cÇn ph¶i chó ý ®Õn nh÷ng chøc n¨ng 

cña router. 
 

• Trong suèt: Kh«ng cÇn ph¶i cã nh÷ng thay ®æi trong c¸c tr×nh øng 

dông bëi v× kh¶ n¨ng thay ®æi nh÷ng øng dungj ®ang tån t¹i hiÖn nay 

lµ hÇu nh− kh«ng thÓ. 

 

• Cã kh¶ n¨ng më réng: Cã nhiÒu thuËt to¸n m· ho¸ vµ nÌn d÷ liÖu 

®ang tån t¹i vµ nh÷ng thuËt to¸n míi sÏ xuÊt hiÖn trong t−¬ng lai. Do 

vËy, kh¶ n¨ng lùa chän thuËt to¸n lµ cÇn thiÕt vµ c¸c Modul xö lý 

chóng nªn ®éc lËp víi c¸c modul kh¸c ®Ó chóng cã thÓ thay thÕ ®−îc 

dÔ dµng. 

 

• DÔ cµi ®Æt: C¸c modul an toµn cã thÓ cµi ®Æt trªn nh÷ng PC vµ Server 

mét c¸ch dÔ dµng mµ kh«ng cÇn thay ®æi hÖ ®iÒu hµnh. 

 

• HiÖu qu¶: Kh¶ n¨ng th«ng qua cña kªnh kh«ng ®−îc gi¶m bëi nh÷ng 

chi phÝ do nÐn vµ m· ho¸ d÷ liÖu. ViÖc nÐn d÷ liÖu cã thÓ t¨ng ¶o kh¶ 

n¨ng th«ng qua cña kªnh. 

3. KiÕn tróc 
 
Secure Socket gi¶i quyÕt ®−îc vÊn ®Ò cho phÐp ng−êi dïng tõ xa cã thÓ truy nhËp 

m¹ng lµm viÖc th«ng qua Internet hoÆc m¹ng ®iÖn tho¹i c«ng céng. 
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H×nh 1  cho xem mét truy nhËp tõ xa tõ mét PC ë xa mµ ë ®ã Secure Socket ®· 

®−îc cµi ®Æt. Cã hai d¹ng truy nhËp tõ xa: 

• D¹ng th−êng ®−îc dïng trong c¸c v¨n phßng nhá mµ ë ®ã ng−êi dïng 

ë xa kÕt nèi  víi Server øng dông b»ng Secure socket ®−îc cµi ®Æt qua 

Remote Acces Server. Toµn bé d÷ liÖu ®−îc trao ®æi  gi÷a PC ë xa vµ 

Server sÏ ®−îc nÐn , m· ho¸, x¸c thùc . 

• D¹ng ®−îc dïng trong c¸c m¹ng xÝ nghiÖp. Trong c¸c m¹ng nµy, ng−êi 

dïng kÕt nèi tíi Firewall ®· cµi ®Æt Secure socket. Toµn bé d÷ liÖu 

®−îc truyÒn gi÷a PC ë xa vµ Firewall ®−îc nÐn, m· ho¸ vµ x¸c thùc. 

Firewall sau ®ã, gi¶i m·, gi¶i nÐn d÷ liÖu vµ trao ®æi d÷ liÖu víi Server 

øng dông. 

Secure socket bao gåm th− viÖn liªn kÕt ®éng tÇng giao vËn. Nã ®−îc ®Æt gi÷a 

c¸c ch−¬ng tr×nh øng dông vµ TCP/IP, c¸c tr×nh tiÖn dông t−¬ng t¸c víi ng−êi 

dïng. T¹i c¸c PC client th× Winsock lµ giao diÖn lËp tr×nh øng dông chuÈn cho 

TCP/IP. Chóng ta cã thÓ thùc hiÖn nÐn, m· ho¸ vµ x¸c thùc d÷ liÖu  mµ kh«ng 

cÇn thay ®æi phÇn mÒm øng dông hoÆc TCP/IP. H×nh 2 cho xem cÊu tróc Secure 

socket  chÆn c¸c lÖnh cña Winsock. 

4. Thùc hiÖn 

4.1. Ph−¬ng ph¸p chÆn 

Cã mét vµi c¸ch ®Ó chÆn c¸c lÖnh cña Winsock nh− sau: 

• Thay thÕ c¸c ®Þa chØ hµm: Trong mét ch−¬ng tr×nh Windows, phÐp gäi 

mét hµm ®−îc dÞch thµnh mét chØ lÖnh nhÈy gi¸n tiÕp víi ®Þa chØ cña 

ch−¬ng tr×nh hµm ®Ých. Do vËy thay thÕ ®Þa chØ con trá b»ng ®Þa chØ 

hµm Secure socket t−¬ng øng sau khi t¶i ch−¬ng tr×nh øng dông. §iÒu 

nµy cho phÐp Secure socket chÆn lêi gäi ban ®Çu. 

• Thay ®æi th«ng tin liªn kÕt: Mét file ch−¬ng tr×nh øng dông cã th«ng 

tin ®Ó liªn kÕt tíi th− viÖn Winsock nh− tªn file cña nã, sè hiÖu hµm. 

Do vËy nÕu th«ng tin liªn kÕt ®−îc thay ®æi thµnh liªn kÕt tíi th− viÖn 

Secure socket th× Secure socket chã thÓ chiÕm ®iÒu khiÓn. 
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• §æi tªn th− viÖn Winsock: BÊt kú mét th− viÖn liªn kÕt ®éng nµo 

(.DLL) ®Òu cã thÓ ®ãng vai th− viÖn Winsock b»ng viÖc xuÊt khÈu c¸c 

tªn hµm gièng nh− Winsock. Do vËy ®æi tªn file Secure socket 

“Winsock.dll” vµ cho file Winsock.dll ban ®Çu mét tªn kh¸c ch¼ng h¹n 

“ORGsock.dll”. §iÒu nµy cho phÐp Secure socket chÆn lêi gäi cña mét 

øng dông tíi c¸c hµm th− viÖn Winsock. 

Ph−¬ng ph¸p ®Çu sÏ rÊt khã kh¨n trong viÖc tÝnh to¸n thêi gian ®Ó viÕt l¹i con 

trá. Ch¼ng h¹n ch¹y mét øng dông ë d¹ng Debug ta cã thÓ chiÕm ®iÒu khiÓn khi 

øng dông b¾t ®Çu vµ viÕt l¹i con trá. Nh−ng ph−¬ng ph¸p nµy phô thuéc vµo c¸c 

hÖ ®iÒu hµnh. B»ng ph−¬ng ph¸p thø hai th× th«ng tin liªn kÕt thay ®æi theo c¸c 

Version cña c¸c hÖ ®iÒu hµnh còng lµ mét vÊn ®Ò. 

Chóng t«i sÏ chän ph−¬ng ph¸p cuèi cïng do sö dông ph−¬ng ph¸p nµy kh«ng 

phô thuéc vµo hÖ ®iÒu hµnh. H×nh 3 minh ho¹ ph−¬ng ph¸p ®æi tªn ®Ó chÆn. Sau 

khi ch−¬ng tr×nh øng dông ®· ®−îc khëi sinh th× Secure socket DLL ®· ®−îc ®æi 

tªn thµnh Winsock.dll sÏ ®−îc t¶i bëi ch−¬ng tr×nh Loader cña hÖ thèng. Sau ®ã 

Secure socket DLL sÏ t¶i Winsock DLL ban ®Çu mµ ®· ®−îc ®æi tªn thµnh 

ORGsock.dll. Khi ch−¬ng tr×nh øng dông gäi hµm Winsock th× hµm t−¬ng øng 

trong Secure socket DLL sÏ ®−îc gäi. Nã sÏ nÐn vµ m· ho¸ d÷ liÖu vµ gäi hµm 

trong Winsock DLL ban ®Çu.  
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PSTN 

Remote 
access Server

Server ®· ®−îc 
cµi ®Æt Secure 
Socket 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

H×nh 1. Truy nhËp tõ xa sö dông Secure Socket 
 
 
4.2. Khung d÷ liÖu 
 
§Ó hiÖu qu¶ vµ an toµn, c¸c khèi d÷ liÖu cÇn ®−îc m· vµ nÐn. Do vËy, Secure 

socket chia dßng d÷ liÖu thµnh nhiÒu frame, sau ®ã nÐn vµ m· chóng. Thø tù lµ 

quan träng bëi v× sau m· ho¸ d÷ liÖu lµ ngÉu nhiªn vµ kh«ng nÐn ®−îc n÷a. 

Frame cã header ®· ®−îc g¾n x¸c ®Þnh kiÓu vµ ®é lín néi dung ®−îc truyÒn tíi 

ng−êi nhËn. 
 
Secure socket nhËn dßng d÷ liÖu tõ TCP/IP vµ kiÓm tra Header l¾p vµo Frame, 

sau ®ã gi¶i m·, gi¶i nÐn d÷ liÖu vµ chuyÓn tíi øng dông. H×nh 4 cho xem l−îc ®å 

khung d÷ liÖu. 
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H×nh 2. CÊu tróc Secure socket chÆn c¸c lÖnh cña Winsock 

 
 
4.3. Thao t¸c kiÓu dÞ bé 

Khi sö dông c¸c hµm cña Winsock, cã hai d¹ng thao t¸c: D¹ng ®ång bé vµ d¹ng 

dÞ bé. C¸c hµm ®ång bé ®îi ®Õn khi c¸c phÐp to¸n m¹ng ®· yªu cÇu ®−îc hoµn 

tÊt tr−íc khi tr¶ l¹i lêi gäi hµm (lóc ®ã míi cã thÓ gäi tiÕp). Trong khi gäi hµm 

theo kiÓu dÞ bé tr¶ l¹i ngay tøc th× mµ kh«ng quan t©m ®Õn thao t¸c m¹ng ®· 

®−îc hoµn tÊt hay ch−a. Khi thao t¸c ®−îc hoµn tÊt, Winsock göi mét th«ng b¸o 

tíi ch−¬ng tr×nh øng dông ®Ó th«ng b¸o r»ng thao t¸c cßn ®ang treo ®· hoµn tÊt. 

Trong tr−êng hîp nµy, th«ng b¸o ph¶i bÞ chÆn l¹i. 

V× môc ®Ých nµy, chóng t«i sö dông hµm Winsock WSAAsynselect (hµm nµy 

®−îc dïng ®Ó ®¨ng ký hµm cña Windows) ®Ó nhËn th«ng b¸o vµ thay ®æi  Mode 

vÒ dÞ bé. Secure Socket chÆn WSAAsynselect vµ thay thÕ tham sè “Windows 

handle” cña nã b»ng “Windows handle” cña Secure socket. Sau ®ã ph¸t l¹i lÖnh 

tíi Winsock.Dll. Bëi vËy Secure socket cã thÓ chÆn th«ng b¸o tõ Winsock.Dll, 

xö lý nã vµ nÕu cÇn thiÕt göi th«ng b¸o tíi Windows ban ®Çu. 
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4.4. Thao t¸c c¬ b¶n 

ë d¹ng dÞ bé, hµm send() cña Winsock ghi mét phÇn d÷ liÖu (tõ 1 byte ®Õn ®é 

dµi ®−îc yªu cÇu phô thuéc vµo sù s½n sµng cña buffer) vµ tr¶ l¹i kÝch th−íc cña 

phÇn ghi ®−îc cho øng dông. ViÖc truyÒn d÷ liÖu ®−îc ®¶m b¶o bëi Winsock. 

Nh−ng nÕu Secure socket chÆn hµm send()  vµ thùc hiÖn nÐn vµ m· ho¸ d÷ liÖu 

trong ®¬n vÞ frame ®· x¸c ®Þnh tr−íc th× nã ph¶i tr¶ l¹i kÝch th−íc cña frame cho 

øng dông v× nh÷ng lý do sau: 

• Nãi chung khi mét frame ®· ®−îc xö lý th× nã kh«ng thÓ chia thµnh 

nh÷ng phÇn nhá h¬n. 

• Mét khi frame ®· ®−îc xö lý, nã kh«ng thÓ ®Æt l¹i tr¹ng th¸i ban ®Çu 

bëi v× c¸c tõ ®iÓn ®−îc sö dông ®Ó nÐn t¨ng lªn ë c¶ m¸y tr¹m vµ m¸y 

chñ. 
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H×nh 3. Ph−¬ng ph¸p ®æi tªn ®Ó chÆn 
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H×nh 4. Khung d÷ liÖu 

 
ChÝnh v× vËy khi Secure socket truyÒn háng frame th× nã sÏ gi÷ frame vµ truyÒn 

l¹i ë chÕ ®é nÒn cho ®Õn khi viÖc truyÒn hoµn tÊt. 

5. Tho¶ thuËn 

§Ó thiÕt lËp kÕt nèi an toµn gi÷a PC ë xa vµ Server ph¶i cã sù tho¶ thuËn gi÷a 

chóng tr−íc khi truyÒn d÷ liÖu. Trong chuçi tho¶ thuËn, Secure socket x¸c nhËn 

Secure socket ë phÇn kia ®· ®−îc cµi ®Æt hay ch−a, chän c¸c ph−¬ng ph¸p nÐn, 

m· ho¸, trao ®æi kho¸ mËt m· vµ thùc hiÖn x¸c thùc. 
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5.1. X¸c thùc 

Môc ®Ých cña viÖc x¸c thùc lµ ®Ó b¶o vÖ c¸c Server khái bÞ truy nhËp tr¸i phÐp 

b»ng viÖc cho phÐp chóng kh¶ n¨ng ®Þnh danh c¸c USER ®· ®−îc ®¨ng ký. Cã 

thÓ sö dông mËt khÈu vµ c¸c thuËt to¸n mËt m· ®èi xøng ®Ó x¸c thùc. Ph−¬ng 

ph¸p sö dông mËt khÈu nãi chung ®· quen biÕt. Víi ph−¬ng ph¸p nµy th× USER 

lµ hîp ph¸p nÕu mËt khÈu bÝ mËt ®· ®−îc biÕt bëi USER ®· ®¨ng ký ®· ®−îc 

khai b¸o víi Server. ThuËt to¸n mËt m· ®èi xøng cho phÐp Server vµ USER x¸c 

nhËn nhau khi c¶ hai cã cïng kho¸.  

Secure socket lùa chän ph−¬ng ph¸p nµy v× kho¸ m· ho¸ d÷ liÖu cã thÓ nhËn 

®−îc tõ kho¸ bÝ mËt chung. 

5.2. Chuçi tho¶ thuËn 
 
Tr−íc khi b¾t ®Çu truyÒn tin mËt, Client vµ Server ph¶i biÕt nh÷ng kh¶ n¨ng 

chung lµ nh÷ng g× ch¼ng h¹n thuËt to¸n nÐn vµ m· ho¸ b»ng mét chuçi nh÷ng 

tho¶ thuËn. §Ó tr¸nh buéc mét øng dông ph¶i lµm ®iÒu nµy, Secure socket chÆn 

c¸c hµm connect() vµ accept() vµ thùc hiÖn tho¶ thuËn. ViÖc x¸c thùc còng ®−îc 

lµm trong qu¸ tr×nh tho¶ thuËn.  
 

1. KiÓm tra ®¨ng ký USER 

Client göi tªn USER tíi Server. Server kiÓm tra xem tªn USER ®· ®−îc 

®¨ng ký t¹i Server hay ch−a vµ tr¶ l¹i kÕt qu¶ cho Client. Sè hiÖu phiªn 

b¶n (version) ®−îc göi ®i ®Ó ®¶m b¶o ch¾c ch¾n r»ng Client vµ Server sö 

dông c¸c phiªn b¶n phÇn mÒm Secure socket t−¬ng thÝch. 

2. Lùa chän thuËt to¸n vµ x¸c thùc Server 

Client göi mét danh s¸ch c¸c thuËt to¸n ®· s½n sµng vµ mét sè ngÉu nhiªn 

Ra ®Ó x¸c thùc Server. Server phóc ®¸p b»ng sè hiÖu thuËt to¸n ®· ®−îc lùa 

chän, Ra ®· nhËn vµ mét sè ngÉu nhiªn míi Rb cïng víi kho¸ phiªn key1. 

Mäi d÷ liÖu ®−îc m· ho¸ b»ng kho¸ chung. Kho¸ phiªn key1 ®−îc sö 

dông ®Ó m· ho¸ d÷ liÖu øng dông tõ Server. Client sau ®ã gi¶i m· Ra vµ 

Rb. 
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Ch−¬ng 3. l−îc ®å m· ho¸ IDEA                                                   
sö dông ®Ó m· ho¸ d÷ liÖu 

 

1. Nh÷ng ®iÓm chÝnh 

IDEA lµ ph−¬ng ph¸p m· khèi sö dông 128 bit khãa ®Ó m· khèi d÷ liÖu 64 
bit. IDEA ®−îc x©y dùng nh»m môc ®Ých kÕt hîp víi nhiÒu yÕu tè kh¸c nhau 
®Ó t¨ng ®é an toµn vµ kh¶ n¨ng thùc hiÖn. 

* §é an toµn: 

- §é dµi cña khèi: khèi ph¶i cã ®é dµi ®ñ ®Ó chèng l¹i c¸c ph−¬ng ph¸p 
ph©n tÝch thèng kª vµ ng¨n viÖc mét sè khèi nµo ®ã xuÊt hiÖn nhiÒu h¬n c¸c 
khèi kh¸c. MÆt kh¸c sù phøc t¹p cña thuËt to¸n t¨ng theo hµm mò víi ®é dµi 
khèi. Víi khèi cã ®é dµi 64 bit lµ ®ñ ®é an toµn. Bªn c¹nh ®ã viÖc sö dông 
chÕ ®é feedback sÏ lµm t¨ng thªm ®é an toµn cña thuËt to¸n. 

- §é dµi khãa : Khãa ph¶i ®ñ dµi ®Ó cã thÓ chèng l¹i ph−¬ng ph¸p vÐt c¹n 
khãa. 

- §é phøc t¹p : B¶n m· ph¶i phô thuéc mét c¸ch phøc t¹p vµo b¶n râ vµ 
khãa. Môc tiªu ®Æt ra ë ®©y lµ ph¶i lµm phøc t¹p hãa sù phô thuéc cña bé 
mÆt thèng kª cña b¶n m·  vµo b¶n râ. IDEA ®¹t ®−îc ®iÒu nµy nhê viÖc sö 
dông 3 phÐp to¸n sÏ tr×nh bµy sau ®©y. 

- Sù ph©n bè : IDEA ®· ®¹t ®−îc viÖc mçi bit cña b¶n râ ph¶i cã ¶nh h−ëng 
®Õn nhiÒu bit cña b¶n m· vµ mçi bÝt khãa còng t¸c ®éng ®Õn nhiÒu bit cña 
b¶n m·. §iÒu nµy lµm cho cÊu tróc cña b¶n râ sÏ bÞ ph¸ vì trong b¶n m·. 

2. C¸c phÐp to¸n sö dông trong IDEA  

- PhÐp XOR theo bit. Ký hiÖu lµ ⊕ 

- PhÐp céng 2 sè nguyªn lÊy modulo 216 (65536) víi ®Çu vµo vµ ®Çu ra lµ 2 
sè nguyªn kh«ng dÊu 16 bit. Ký hiÖu . 

- PhÐp nh©n 2 sè nguyªn lÊy modulo 216 + 1 víi ®Çu vµo vµ ®Çu ra lµ 2 sè 
nguyªn kh«ng dÊu 16 bit. Qui −íc lµ khèi toµn sè 0 biÓu thÞ cho 216. Ký hiÖu 
⊗. 

Ba phÐp to¸n nµy tháa m·n : 

- Kh«ng cã 2 phÐp to¸n nµo tháa m·n luËt ph©n phèi: 
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 a  ( b ⊗ c ) ≠ (a  b) ⊗ (a  c)  

- Kh«ng cã 2 phÐp to¸n nµo tháa m·n luËt kÕt hîp: 

 a  ( b ⊗ c ) ≠ (a  b) ⊗ c 

ViÖc sö dông kÕt hîp 3 phÐp to¸n nµy t¹o ra mét sù biÕn ®æi phøc t¹p d÷ liÖu 
®Çu vµo lµm cho viÖc m· th¸m trë nªn khã kh¨n h¬n so víi viÖc chØ sö dông 
mét phÐp to¸n ®¬n gi¶n. 

Trong IDEA sù ph©n bè ®−îc t¹o ra dùa trªn khèi thuËt to¸n cã cÊu tróc nh− 
h×nh vÏ gäi lµ cÊu tróc MA (Multiplication/Addition). 

F1 F2 

Z5 

Z6 

G2 G1 

⊗

⊗

 

 

 

 

 

 

 

 

 

H×nh 1 : CÊu tróc Multiplication/Addition (MA) 

 

Khèi nµy nhËn 16 bit tõ b¶n râ vµ 16 bit ®−îc lÊy tõ khãa ra theo mét 
qui t¾c nµo ®ã ( 16 bit nµy ®−îc gäi lµ subkey vµ qui t¾c lÊy subkey tõ khãa 
sÏ ®−îc tr×nh bµy ë sau) ®Ó t¹o ra 16 bit ®Çu ra. Mét ch−¬ng tr×nh kiÓm tra 
trªn m¸y tÝnh b»ng ph−¬ng ph¸p vÐt c¹n x¸c ®Þnh r»ng mçi bit ë ®Çu ra phô 
thuéc vµo c¸c bit râ vµ bit subkey ®Çu vµo. CÊu tróc nµy ®−îc sö dông lÆp l¹i 
8 lÇn trong thuËt to¸n vµ t¹o nªn mét sù ph©n bè cã hiÖu qu¶. 

IDEA ®−îc x©y dùng sao cho viÖc thùc hiÖn nã ®−îc dÔ dµng c¶ trªn phÇn 
cøng vµ phÇn mÒm. ViÖc thùc hiÖn trªn phÇn cøng, ®iÓn h×nh lµ trªn vi m¹ch 
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VLSI, ®−îc thiÕt kÕ ®Ó ®¹t ®−îc tèc ®é cao. ViÖc x©y dùng trªn phÇn mÒm 
th× thuËn tiÖn vµ gi¸ thµnh thÊp. 

- Nh÷ng ®iÓm chñ yÕu trong viÖc x©y dùng phÇn mÒm: 

+ Sö dông nh÷ng khèi nhá: nh÷ng phÐp to¸n m· thùc hiÖn trªn nh÷ng khèi 
cã ®é dµi 8, 16, 32 bit phï hîp víi viÖc xö lý trªn m¸y tÝnh. 

+ Sö dông thuËt to¸n gi¶n ®¬n: PhÐp to¸n m· dÔ dµng trong lËp tr×nh nh− 
phÐp céng, phÐp dÞch chuyÓn (shift),...C¶ 3 phÐp to¸n cña IDEA ®Òu tháa 
m·n nh÷ng yªu cÇu nµy. §iÓm khã kh¨n nhÊt lµ phÐp to¸n nh©n modulo (216 
+ 1) còng cã thÓ x©y dùng dÔ dµng tõ nh÷ng phÐp to¸n s½n cã. 

- Nh÷ng ®iÓm chñ yÕu trong viÖc thùc hiÖn trªn phÇn cøng: 

+ Sù t−¬ng tù trong m· hãa vµ gi¶i m·: M· hãa vµ gi¶i m· chØ kh¸c nhau 
trong viÖc sö dông khãa vµ nhê ®ã mét ph−¬ng tiÖn cã thÓ dïng cho c¶ m· 
hãa vµ gi¶i m·. 

+ CÊu tróc lÆp l¹i: Ph−¬ng ph¸p m· nªn cã cÊu tróc modul lÆp l¹i ®Ó c¸c 
m¹ch VLSI cã thÓ thùc hiÖn ®−îc dÔ dµng. IDEA ®−îc x©y dùng tõ hai khèi 
modulo ®¬n gi¶n vµ sö dông lÆp l¹i nhiÒu lÇn. 

 

3. M· hãa vµ gi¶i m· trong IDEA 
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64 bit râ 

 
128 bit khãa Z 

     16 
      ............. 
      Z1          Z52 

T¹o subkey tõ 
khãa 

Y1      Y2        Y3        Y4 

W21    W22    W23    W24

        Z43 
. 
        Z48 

W71    W72    W73    W74

Modul 8 

        Z49 
.  
        Z52 

W81    W82    W83    W84

Hµm biÕn ®æi 

    Z7 
. 
    Z12 

W11    W12    W13    W14

Modul 2 

    Z1 
. 
    Z6 

X1       X2        X3       X4 

Modul 1 

 

 

 

 

 

 

 

 

 

 

 

 64 bit m· 

 H×nh 2 : CÊu tróc cña IDEA 

 

a. M· hãa: 

Gièng nh− c¸c s¬ ®å m· hãa kh¸c, hµm m· hãa cã 2 tham sè ë ®Çu vµo lµ 
b¶n râ cÇn m· vµ khãa. Trong trõ¬ng hîp nµy lµ 64 bit râ vµ 128 bit khãa. 

Tõ ®Çu vµo ®Õn ®Çu ra, c¸c bit râ lÇn l−ît ®i qua 8 modul vµ mét hµm biÕn 
®æi cuèi cïng. T¸m modul nµy cã cÊu tróc gièng nhau vµ thùc hiÖn c¸c thao 
t¸c nh− nhau ®èi víi d÷ liÖu ®Çu vµo. Mçi modul nhËn 4 khèi 16 bit râ ë ®Çu 
vµo cïng víi c¸c subkey vµ ®−a ra 4 khèi 16 bit ®· ®−îc m· hãa. Do ®ã 64 
bit râ sÏ ®−îc chia thµnh 4 khèi nhá gäi lµ c¸c subblock, mçi subblock lµ 16 
bit. Cïng víi c¸c subblock nµy lµ 6 khèi subkey còng sÏ ®−îc ®−a vµo tõng 

 23



modul. Nh− vËy thªm 4 subkey cÇn thiÕt cho hµm biÕn ®æi cuèi cïng, ta cÇn 
tæng céng 52 khèi subkey cho mét lÇn m·. 

 
X1 X2 X4 X3  

⊗ 

⊗

⊕⊕

⊕ ⊕

⊕ ⊕

Z6 

⊗

⊗

 
Z1 Z3 

 Z4 Z2 

 

 

 

 
Z5 

 

 

 

 

 

 

 

 

 
W11 W12 W14 W13 

 

H×nh 3 : CÊu tróc mét modul   
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Nh− ®· tr×nh bÇy ë trªn, c¸c modul cã cÊu tróc gièng nhau vµ chØ kh¸c nhau 
ë d÷ liÖu ®Çu vµo. Trõ modul ®Çu tiªn nhËn 64 bit râ ®−a tõ ngoµi vµo, c¸c 
modul ®øng sau sÏ nhËn 4 khèi subblock 16 bit ®Çu ra cña modul ®øng tr−íc 
nã lµm c¸c bit râ ®Çu vµo. Trong qu¸ tr×nh ®Çu tiªn c¸c modul kÕt hîp 4 
subblock víi 4 subkey b»ng c¸c phÐp to¸n  vµ ⊗. Bèn khèi ®Çu ra cña qu¸ 
tr×nh nµy XOR víi nhau nh− trong s¬ ®å ®Ó t¹o ra 2 khèi ®Çu vµo cho cÊu 
tróc MA vµ cÊu tróc MA sÏ kÕt hîp chóng víi 2 subkey cßn l¹i ®Ó t¹o ra 2 
khèi 16 bit míi. 

Cuèi cïng, 4 khèi ®−îc t¹o ra tõ qu¸ tr×nh ®Çu tiªn sÏ ®−îc XOR víi 2 khèi 
®Çu ra cña cÊu tróc MA ®Ó t¹o ra 4 khèi ®Çu ra cña modul. Chó ý 2 khèi ®Çu 
vµo X2 vµ X3 ®−¬c ho¸n ®æi cho nhau ®Ó t¹o ra 2 khèi W12 vµ W13 ®−îc ®−a 
ra ngoµi. §iÒu nµy lµm t¨ng sù hßa trén cña c¸c bit ®−îc xö lý vµ t¨ng kh¶ 
n¨ng chèng l¹i c¸c ph−¬ng ph¸p m· th¸m. 

Hµm biÕn ®æi ë cuèi cïng ta còng cã thÓ coi nh− lµ mét modul thø 9. Hµm 
nµy cã cÊu tróc gièng nh− cÊu tróc ®· thùc hiÖn trong qu¸ tr×nh ®Çu tiªn cña 
mét modul chØ kh¸c lµ khèi thø 2 vµ thø 3 ë ®Çu vµo ®ù¬c ®æi chç cho nhau 
tr−íc khi ®−îc ®−a tíi c¸c ®¬n vÞ phÐp to¸n. Thùc ra ®©y chØ lµ viÖc tr¶ l¹i 
thø tù ®· bÞ ®æi sau modul thø 8. Lý do cña viÖc nµy lµ sù gièng nhau vÒ cÊu 
tróc cña qu¸ tr×nh gi¶i m· qu¸ tr×nh m· hãa. 

W84 W83 W81 W82  

Z50 

Z49 ⊗ 

⊗

 

 
Z51 

 Z52 

 

 
Y4 Y3 Y1 Y2 

 

H×nh 4 :  Hµm biÕn ®æi cña IDEA 

 

*Qui t¾c t¹o ra subkey: 

Nh− trªn ®· tr×nh bµy, cÇn thiÕt ph¶i cã 52 khèi subkey 16 bit ®−îc t¹o ra tõ 
128 bit khãa. Qui t¾c t¹o nh− sau: 
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- 8 subkey ®Çu tiªn, Z1...Z8, ®−îc lÊy trùc tiÕp tõ khãa víi Z1 lµ 16 bit ®Çu 
(bit cã träng sè cao nhÊt), Z2 lµ 16 bit tiÕp theo vµ cø tiÕp tôc nh− vËy. 

- Sau ®ã khãa ®−îc quay tr¸i 25 bit vµ 8 subkey tiÕp theo ®−îc t¹o ra theo 
qui t¾c trªn. Thao t¸c nµy ®−îc lÆp l¹i cho ®Õn khi cã ®ñ 52 khèi subkey. 

Qui t¾c nµy lµ mét ph−¬ng ph¸p hiÖu qu¶ cho viÖc ®a d¹ng hãa c¸c bit khãa 
dïng cho c¸c modul. Ta nhËn thÊy r»ng nh÷ng subkey ®Çu tiªn dïng trong 
mçi modul sö dông nh÷ng tËp hîp bit kh¸c nhau cña khãa. NÕu nh− khãa 
128 bit ®−îc ký hiÖu lµ Z[1..128] th× subkey ®Çu tiªn cña 8 modul sÏ lµ: 

 Z1 = Z[1..16]   Z25 = Z[76..91] 

 Z7 = Z[97..112]  Z31 = Z[44..59] 

 Z13 = Z[90..105]  Z37 = Z[37..52] 

 Z19 = Z[83..98]  Z43 = Z[30..45] 

Nh− vËy, 96 bit subkey sö dông cho mçi modul, trõ modul thø nhÊt vµ modul 
thø 8, lµ kh«ng liªn tôc. Do ®ã kh«ng cã mét mèi liªn hÖ dÞch chuyÓn ®¬n 
gi¶n nµo gi÷a c¸c subkey cña mét modul vµ gi÷a c¸c modul víi nhau. 
Nguyªn nh©n cã ®−îc kÕt qu¶ nµy lµ viÖc chØ cã 6 khèi subkey ®−îc sö dông 
trong khi cã 8 khèi subkey ®−îc t¹o ra trong mçi lÇn dÞch chuyÓn khãa. 

b. Gi¶i m· 

Qu¸ tr×nh gi¶i m· vÒ c¬ b¶n gièng qu¸ tr×nh m· hãa. Gi¶i m· nhËn b¶n m· ë 
®Çu vµo vµ còng ®i qua nh÷ng cÊu tróc nh− ë trªn, chØ kh¸c ë sù lùa chän c¸c 
subkey. C¸c subkey ®Ó gi¶i m· U1, U2,...U52 nhËn ®−îc tõ khãa m· theo qui 
t¾c sau: 

- §èi víi modul gi¶i m· i ta lÊy 4 subkey ®Çu cña modul m· hãa thø (10-i), ë 
®©y hµm biÕn ®æi ®−îc coi nh− modul thø 9. Sau ®ã lÊy nh©n ®¶o modulo 
(216 + 1) cña subkey thø 1 vµ thø 4 ®Ó dïng cho subkey gi¶i m· thø 1 vµ thø 
4 t−¬ng øng. §èi víi c¸c modul tõ thø 2 ®Õn thø 8, subkey gi¶i m· thø 2 vµ 
thø 3 lµ céng ®¶o modulo 216 cña subkey thø 3 vµ thø 2 t−¬ng øng. §èi víi 
c¸c modul thø 1 vµ thø 9, subkey gi¶i m· thø 2 vµ thø 3 lµ céng ®¶o modulo 
216 cña subkey thø 2 vµ thø 3 t−¬ng øng. 

- §èi víi 8 modul ®Çu tiªn, 2 subkey cuèi cña modul i lµ 2 subkey cuèi cña 
modul m· hãa thø (9 - i). 
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ë ®©y nh©n ®¶o Zj
-1 cña Zj lµ phÇn tö nghÞch ®¶o cña  Zj ®èi víi phÐp to¸n 

nh©n tøc: 

  Zj   ⊗   Zj
-1 = 1 

V× 216 + 1 lµ mét sè nguyªn tè nªn mçi sè nguyªn Zj < 216 cã mét sè nh©n 
®¶o modulo (216 +1) duy nhÊt. 

Víi céng ®¶o modulo 216 th×: 

  -Zj      Zj  = 0 

H×nh vÏ sau thÓ hiÖn qu¸ tr×nh m· hãa (theo chiÒu ®i xuèng bªn tr¸i) vµ qu¸ 
tr×nh gi¶i m· (chiÒu ®i lªn bªn ph¶i) cña thuËt to¸n IDEA.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

{
{

{

{

{

{ I21        I22       I23        I24 

M· hãa U1...U4

U5 U6

V11     V12     V13    V14 

BiÕn ®æi

I11        I12       I13        I14 

M· hãa U7...U10

U11 U12

X1       X2        X3       X4 

BiÕn ®æi

V21     V22     V23     V24 

Y1        Y2        Y3       Y4 

U43...U46

V81     V82       V83     V84 

BiÕn ®æi
I81        I82       I83        I84 

U49...U52

V71     V72     V73     V74 

BiÕn ®æi ®Çu ra 

M· hãa U47.U48

Y1       Y2       Y3        Y4 

Z49...Z52

W81    W82     W83    W84 

BiÕn ®æi ®Çu ra 

I81        I82       I83        I84 

Z42...Z46

W71    W72     W73    W74 

BiÕn ®æi 

M· hãa Z47.Z48

I21        I22       I23        I24 

M· hãa Z11.Z12

Z7...Z10

W11    W12     W13    W14 

BiÕn ®æi 

I11        I12       I13        I14 

M· hãa Z5.Z6

Z1...Z4

X1       X2        X3       X4 

BiÕn ®æi 

W21    W22    W23    W24 

 
H×nh 5 : M· hãa vµ gi¶i m· trong IDEA
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Mçi modul ®−îc chia thµnh 2 khèi nhá : khèi biÕn ®æi vµ khèi m· hãa. Khèi 
biÕn ®æi t−¬ng øng víi qu¸ tr×nh ®Çu tiªn trong mçi modul, cßn khèi m· hãa 
t−¬ng øng víi c¸c qu¸ tr×nh cßn l¹i. ë phÝa cuèi cña s¬ ®å, bªn m· hãa ta 
nhËn ®−îc c¸c mèi quan hÖ sau gi÷a ®Çu ra vµ ®Çu vµo cña hµm biÕn ®æi: 

Y1  = W81 ⊗ Z49  Y3  = W82  Z51 

Y2  = W83  Z50 Y4  = W84 ⊗ Z52 

T¹i khèi biÕn ®æi cña modul thø nhÊt trong qu¸ tr×nh gi¶i m·, ®Çu ra vµ ®Çu 
vµo cã mèi quan hÖ sau: 

J11  = Y1 ⊗ U1  J13  = Y3  U3 

J12  = Y2  U2  J14  = Y4 ⊗ U4 

Ta cã: 

J11  = Y1 ⊗ Z49
-1 = W81 ⊗ Z49⊗ Z49

-1 = W81 

J12  = Y2  - Z50 = W83  Z50  -Z50 = W83 

J13  = Y3  - Z51 = W82  Z51  -Z51 = W82 

J14  = Y4 ⊗ Z50
-1 = W84 ⊗ Z50⊗ Z50

-1 = W84 

Nh− vËy, kÕt qu¶ thu ®−îc sau khèi biÕn ®æi thø nhÊt cña qu¸ tr×nh 
gi¶i m· chÝnh lµ d÷ liÖu râ ®−a vµo khèi m· hãa cuèi cïng cña qu¸ tr×nh m· 
hãa chØ kh¸c lµ khèi d÷ liÖu thø 2 vµ khèi d÷ liÖu thø 3 ®· ®æi chç cho nhau. 
B©y giê ta sÏ xÐt ®Õn mèi quan hÖ thu ®−îc theo s¬ ®å 711: 

W81  = I81  MAR(I81  I83, I82  I84 ) 

W82  = I83  MAR(I81  I83, I82  I84 ) 

W83  = I82  MAR(I81  I83, I82  I84 ) 

W84  = I84  MAR(I81  I83, I82  I84 ) 

trong ®ã MAR(X,Y) lµ ®Çu ra phÝa bªn ph¶i cßn MAL(X,Y) lµ ®Çu ra 
phÝa bªn tr¸i cña cÊu tróc MA trong h×nh 79 khi ®Çu vµo lµ X vµ Y. Vµ: 

V11  = J11  MAR(J11  J13, J12  J14 ) 

=W81   MAR(W81  W82, W83  W84 ) 

 28



=I81  MAR(I81  I83, I82  I84 )  

MAR[I81 MAR(I81 I83,I82 I84) I83 MAR(I81 I83,I82 I84 ),  

I82 MAL(I81 I83,I82 I84) I84 MAL(I81 I83, I82  I84 )] 

= I81 MAR(I81 I83,I82 I84) MAR(I81 I83, I82  I84 ) 

= I81 

T−¬ng tù ta cã: 

V12 =  I82 

V13 =  I83 

V14 =  I84 

Nh− vËy, kÕt qu¶ thu ®−îc sau khèi m· hãa thø nhÊt cña qu¸ tr×nh gi¶i 
m· l¹i lµ d÷ liÖu ®−a vµo khèi biÕn ®æi cña modul cuèi cïng cña qu¸ tr×nh 
m· hãa chØ kh¸c lµ khèi d÷ liÖu thø 2 vµ khèi d÷ liÖu thø 3 ®· ®æi chç cho 
nhau. Cø nh− vËy, ta sÏ thu ®−îc: 

V81 =  I11 

V82 =  I13 

V83 =  I12 

V84 =  I14 

V× hµm biÕn ®æi cuèi cïng cña qu¸ tr×nh gi¶i m· còng gièng nh− khèi 
biÕn ®æi trong modul ®Çu tiªn cña qu¸ tr×nh m· hãa chØ kh¸c lµ cã ®æi chç 
cña khèi d÷ liÖu thø 2 vµ khèi d÷ liÖu thø 3 nªn ta cã b¶n râ thu ®−îc sau gi¶i 
m· gièng b¶n râ ®−a vµo m· hãa. 
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Phô lôc: phÇn mÒm SecureSocket thö nghiÖm 
 

PhÇn nµy sÏ tr×nh bÇy nh÷ng modul c¬ b¶n phôc vô cho thö nghiÖm t− t−ëng 
thiÕt kÕ ®· tr×nh bÇy trong phÇn tr−íc. PhÇn ch−¬ng tr×nh thö nghiÖm gåm 
c¸c phÇn c¬ b¶n sau: 
 

• C¸c m« ®un thuéc socket ®−îc thiÕt kÕ l¹i, 
• C¸c m« ®un phôc vô cho m· ho¸ néi dung c¸c gãi d÷ liÖu, 
• C¸c m« ®un phôc vô cho viÖc x¸c thùc néi dung c¸c gãi d÷ 

liÖu, 
• C¸c m« ®un phôc vô cho viÖc t¹o kho¸ phiªn. 

 
Nh÷ng kü thuËt mËt m· tr×nh bÇy trong phÇn nµy chØ nh»m môc ®Ých kh¼ng 
®Þnh nh÷ng ý t−ëng thiÕt kÕ trong phÇn tr−íc lµ hoµn toµn kh¶ thi. C¸c giao 
thøc héi tho¹i gi÷a client vµ server ®−îc thiÕt kÕ ®Ó nh»m kh¼ng ®Þnh chóng 
t«i cã thÓ chñ ®éng thùc hiÖn héi tho¹i gi÷a Client vµ Server theo bÊt kú giao 
thøc an toµn nµo. 
 
#include <windows.h> 
#include <stdio.h> 
#include <string.h> 
#include <memory.h> 
#include <string.h> 
#include <io.h> 
#include <winsock.h> 
#include <winbase.h> 
//#include <malloc.h> 
#include <fcntl.h> 
#include <stdlib.h> 
#include <ctype.h> 
#include <process.h> 
#include <sys\stat.h> 
#include <atalkwsh.h> 
#include "sev.h" 
 
#ifdef _DEBUG 
#define new DEBUG_NEW 
#undef THIS_FILE 
static char THIS_FILE[] = __FILE__; 
#endif 
 
//#pragma comment(lib, "wsock32.lib") 
char trung[20]; 
// CONST DEFINITION  
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#define MY_PORT    1111 
#define AUTH_STRING   "ABC" 
#define OK     "OK" 
#define DEST_IP_ADDR        "192.168.0.1" 
// END OF DEFINITION  
 
 
 
/*struct _ADDRESS_LIST_ { 
 unsigned long ulAddress; 
 struct _ADDRESS_LIST_  *pNext; 
 struct _ADDRESS_LIST_  *pPrev; 
};*/ 
 
unsigned long pList[20]={0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0}; 
DWORD dwCount = 0; 
BOOL bContinue = TRUE; 
int j; 
 
/* Function */ 
void DllExit(); 
BOOL StartThread(); 
BOOL DoAuthentication(SOCKADDR_IN *name); 
void AddToList(unsigned long ulAddr); 
BOOL Exist(unsigned long ulAddr); 
unsigned long AddServerAddress(); 
BOOL bThreadStart = FALSE; 
BOOL bServer = FALSE; 
BOOL bFirstTime = TRUE; 
SOCKADDR_IN sin; 
unsigned long GetAddr (LPSTR szHost); 
 
HANDLE ulThreadHandle; 
SOCKET sockListen; 
 
void abc(char *p){FILE *fp=fopen("c:\\z.txt","a+");fprintf(fp,"%s\n",p);fclose(fp);} 
void abs(char *p){FILE *fp=fopen("c:\\zs.txt","a+");fprintf(fp,"%s\n",p);fclose(fp);} 
void abr(char *p){FILE *fp=fopen("c:\\zr.txt","a+");fprintf(fp,"%s\n",p);fclose(fp);} 
void abt(char *p){FILE *fp=fopen("c:\\zt.txt","a+");fprintf(fp,"%s\n",p);fclose(fp);} 
void atm(char *p){FILE *fp=fopen("c:\\ztm.txt","a+");fprintf(fp,"%s\n",p);fclose(fp);} 
 
BOOL WINAPI DllMain(HINSTANCE hInstance, DWORD dwReason, LPVOID 
lpReserved) 
{ 
 
 switch (dwReason) 
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 { 
  case DLL_PROCESS_ATTACH: 
  case DLL_THREAD_ATTACH: 
   dwCount++; 
   break; 
  case DLL_THREAD_DETACH: 
  case DLL_PROCESS_DETACH: 
   dwCount--; 
   if(dwCount == 0) 
   { 
    bContinue = FALSE; 
    //for (j=0;j<20;j++) pList[j]=0; 
      // DllExit(); 
   } 
          
   break; 
    } 
 return 1;   // ok 
} 
 
HMODULE hModule = NULL; 
char aa[1000];FARPROC a;DWORD d;HANDLE winH;BOOL CN=TRUE; 
char cKh[2][5];int khoa=2; 
BOOL xacnhan1=FALSE; 
BOOL xacnhan2=FALSE; 
BOOL Orcl=FALSE; 
BOOL lan1=TRUE; 
int kdau=27; 
int hesoA=0; 
int hesoB=0; 
struct protoent FAR * (__stdcall *getprotobynumber1)(int ); 
BOOL (__stdcall *AcceptEx1) (IN SOCKET ,IN SOCKET ,IN PVOID ,IN DWORD ,IN 
DWORD ,IN DWORD ,OUT LPDWORD ,IN LPOVERLAPPED ); 
VOID (__stdcall *GetAcceptExSockaddrs1)(IN PVOID,IN DWORD ,IN DWORD ,IN 
DWORD ,OUT struct sockaddr **,OUT LPINT ,OUT struct sockaddr **,OUT LPINT ); 
int (__stdcall *recvfrom1) (SOCKET , char FAR * , int, int ,struct sockaddr FAR *, int 
FAR * ); 
HANDLE (__stdcall * WSAAsyncGetServByName1)(HWND , u_int ,const char FAR * 
,const char FAR * ,char FAR * , int ); 
int (__stdcall *getsockopt1)(SOCKET ,int ,int ,char * , int * ); 
u_short (__stdcall *ntohs1)(u_short ); 
struct hostent *  (__stdcall *gethostbyname1)(const char FAR *  ); 
int (__stdcall *getsockname1)(SOCKET ,struct sockaddr *,int * ); 
int (__stdcall *bind1)(SOCKET ,const struct sockaddr *,int ); 
u_long (__stdcall *htonl1)(u_long); 
char * (__stdcall *inet_ntoa1)(struct in_addr); 
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int (__stdcall *WsControl1)(int ,int ,int ,int ,int ,int ); 
unsigned long (__stdcall *inet_addr1)(const char FAR * ); 
int (__stdcall *__WSAFDIsSet1)(SOCKET,fd_set FAR *); 
int (__stdcall *WSAGetLastError1)(); 
int (__stdcall *recv1)(SOCKET ,char FAR * ,int ,int ); 
int (__stdcall *send1)(SOCKET ,const char * ,int ,int); 
int (__stdcall *connect1)(SOCKET,const struct sockaddr *,int); 
int (__stdcall *closesockinfo1)(int ); 
int (__stdcall *NPLoadNameSpaces1)(int ,int ,int ); 
int (__stdcall *closesocket1)(SOCKET ); 
int (__stdcall *select1)(int ,fd_set FAR *,fd_set FAR *,fd_set FAR *,const struct timeval 
FAR * ); 
HANDLE  (__stdcall *WSAAsyncGetHostByName1)(HWND ,u_int ,const char FAR * , 
char FAR * ,int ); 
int (__stdcall *ioctlsocket1)(SOCKET ,long ,u_long FAR *); 
int (__stdcall *setsockopt1)(SOCKET ,int ,int ,const char * ,int ); 
int (__stdcall *WSAAsyncSelect1)(SOCKET,HWND ,u_int,long); 
SOCKET (__stdcall *socket1)(int ,int,int);u_short (__stdcall *htons1)(u_short); 
int (__stdcall *WSAStartup1)(WORD,LPWSADATA);int (__stdcall 
*WSACleanup1)(); 
int (__stdcall *listen1)(SOCKET , int ); 
int (__stdcall *gethostname1 )(char FAR * , int ); 
SOCKET (__stdcall *accept1) (SOCKET , struct sockaddr FAR *,int FAR *); 
FARPROC (__stdcall  *WSASetBlockingHook1)(FARPROC ); 
int (__stdcall  *shutdown1)(SOCKET , int ); 
struct protoent FAR * (__stdcall *getprotobyname1)(const char FAR * ); 
struct servent FAR *(__stdcall *getservbyname1)(const char FAR * ,const char FAR *); 
BOOL (__stdcall *WSAIsBlocking1)(void); 
struct servent FAR * (__stdcall *getservbyport1)(int , const char FAR * ); 
struct hostent FAR * (__stdcall *gethostbyaddr1)(const char FAR * ,int , int ); 
void (__stdcall *WSASetLastError1)(int ); 
int (__stdcall *WSACancelBlockingCall1)(void); 
int (__stdcall *getpeername1) (SOCKET , struct sockaddr FAR *,int FAR *); 
u_long (__stdcall *ntohl1) (u_long ); 
int (__stdcall *sendto1) (SOCKET , const char FAR * buf, int len, int flag,const struct 
sockaddr FAR *, int); 
int (__stdcall *SetServiceA1) ( 
    IN     DWORD               , 
    IN     DWORD               , 
    IN     DWORD               , 
    IN     LPSERVICE_INFOA      , 
    IN     LPSERVICE_ASYNC_INFO , 
    IN OUT LPDWORD ); 
int (__stdcall *EnumProtocolsA1) ( 
    IN     LPINT  , 
    IN OUT LPVOID , 
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    IN OUT LPDWORD ); 
int (__stdcall *GetTypeByNameA1) ( 
    IN     LPSTR , 
    IN OUT LPGUID ); 
int (__stdcall *GetAddressByNameA1) ( 
    IN     DWORD , 
    IN     LPGUID, 
    IN     LPSTR , 
    IN     LPINT , 
    IN     DWORD , 
    IN     LPSERVICE_ASYNC_INFO , 
    IN OUT LPVOID , 
    IN OUT LPDWORD, 
    IN OUT LPSTR , 
    IN OUT LPDWORD ); 
int (__stdcall *GetNameByTypeA1) ( 
    IN     LPGUID, 
    IN OUT LPSTR, 
    IN     DWORD ); 
int (__stdcall *GetServiceA1)( 
    IN     DWORD, 
    IN     LPGUID, 
    IN     LPSTR, 
    IN     DWORD, 
    IN OUT LPVOID, 
    IN OUT LPDWORD, 
    IN     LPSERVICE_ASYNC_INFO ); 
BOOL (__stdcall *TransmitFile1 )(IN SOCKET , 
         IN HANDLE , 
         IN DWORD , 
         IN DWORD,  
         IN LPOVERLAPPED , 
         IN 
LPTRANSMIT_FILE_BUFFERS , 
         IN DWORD ); 
 
int PASCAL FAR WSAStartup(WORD wVersionRequired, LPWSADATA 
lpWSAData) 
{ 
 int nRes; 
 
 if(hModule == NULL) 
  hModule=LoadLibrary("wsock32.aaa"); 
 if(hModule == NULL) 
 { 
  ::MessageBox(NULL, "hModule = NULL", "Error", MB_OK); 
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  WSASetLastError(WSASYSNOTREADY); 
  return SOCKET_ERROR; 
 } 
 a=GetProcAddress(hModule,"WSAStartup"); 
 
 WSAStartup1=(int (_stdcall *)(WORD,LPWSADATA))a; 
 nRes = WSAStartup1(wVersionRequired,lpWSAData); 
 return nRes; 
    
} 
int PASCAL FAR WSACleanup(void) 
{ 
     
 a=GetProcAddress(hModule,"WSACleanup"); 
    WSACleanup1=(int (_stdcall *)())a; 
 return WSACleanup1(); 
} 
u_short PASCAL FAR htons (u_short hostshort) 
{ 
  
     a=GetProcAddress(hModule,"htons"); 
 htons1=(u_short (_stdcall *)(u_short))a; 
     return htons1(hostshort); 
} 
SOCKET PASCAL FAR socket (int af, int type, int protocol) 
{ 
  
     a=GetProcAddress(hModule,"socket"); 
 socket1=(SOCKET (_stdcall *)(int ,int,int))a; 
     return socket1(af,type,protocol); 
} 
int PASCAL FAR WSAAsyncSelect(SOCKET s, HWND hWnd, u_int wMsg,long 
lEvent) 
{ 
      
 a=GetProcAddress(hModule,"WSAAsyncSelect"); 
 WSAAsyncSelect1=(int (_stdcall *)(SOCKET,HWND ,u_int,long ))a; 
 return WSAAsyncSelect1(s,hWnd,wMsg,lEvent); 
} 
int PASCAL FAR setsockopt(SOCKET s,int level,int optname,const char * optval,int 
optlen) 
{ 
 a=GetProcAddress(hModule,"setsockopt"); 
 setsockopt1=(int (_stdcall *)(SOCKET ,int ,int ,const char * ,int ))a; 
 return setsockopt1(s,level,optname,optval,optlen); 
} 
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int PASCAL FAR ioctlsocket(SOCKET s, long cmd, u_long FAR *argp) 
{ 
 int io; 
 a=GetProcAddress(hModule,"ioctlsocket"); 
 ioctlsocket1=(int (_stdcall *)(SOCKET ,long ,u_long FAR *))a; 
 io=ioctlsocket1(s,cmd,argp); 
 return io; 
} 
HANDLE PASCAL FAR WSAAsyncGetHostByName(HWND hWnd, u_int 
wMsg,const char FAR * name, char FAR * buf,int buflen) 
{  
 a=GetProcAddress(hModule,"WSAAsyncGetHostByName"); 
 WSAAsyncGetHostByName1=(HANDLE (_stdcall *)(HWND ,u_int ,const char 
FAR * , char FAR * ,int ))a; 
 return WSAAsyncGetHostByName1(hWnd,wMsg,name,buf,buflen); 
} 
int PASCAL FAR select(int nfds, fd_set FAR *readfds, fd_set FAR *writefds,fd_set 
FAR *exceptfds, const struct timeval FAR *timeout) 
{ 
 
 a=GetProcAddress(hModule,"select"); 
     select1=(int (_stdcall *)(int ,fd_set FAR *,fd_set FAR *,fd_set FAR *,const struct 
timeval FAR *))a; 
     return select1(nfds,readfds,writefds,exceptfds,timeout); 
} 
int PASCAL FAR recvfrom (SOCKET s, char FAR * buf, int len, int flags,struct 
sockaddr FAR *from, int FAR * fromlen) 
{ 
 int c; 
 
  
 a=GetProcAddress(hModule,"recvfrom"); 
 recvfrom1=(int (_stdcall *)(SOCKET,char FAR *,int,int,struct sockaddr FAR 
*,int FAR * ))a; 
     c=recvfrom1(s,buf,len,flags,from,fromlen); 
 abs(buf); 
 return c; 
} 
int PASCAL FAR closesocket(SOCKET s) 
{ 
  
     a=GetProcAddress(hModule,"closesocket");closesocket1=(int (_stdcall 

 *)(SOCKET ))a; 
     return closesocket1(s); 
} 
int PASCAL FAR NPLoadNameSpaces(int p,int q,int r) 
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{ 
 a=GetProcAddress(hModule,"NPLoadNameSpaces"); 
 NPLoadNameSpaces1=(int (_stdcall *)(int ,int ,int ))a; 
 return NPLoadNameSpaces1(p,q,r); 
} 
 
int PASCAL FAR closesockinfo(int p) 
{ 
   a=GetProcAddress(hModule,"closesockinfo"); 
   closesockinfo1=(int (_stdcall *)(int))a; 
   return closesockinfo1(p); 
} 
int PASCAL FAR connect(SOCKET s,const struct sockaddr *name, int namelen) 
{ 
 int n; 
 a=GetProcAddress(hModule,"connect"); 
 connect1=(int (_stdcall *)(SOCKET ,const struct sockaddr *,int ))a; 
 n = connect1(s, name, namelen); 
 return n; 
} 
int PASCAL FAR WSAGetLastError(void) 
{ 
     a=GetProcAddress(hModule,"WSAGetLastError");WSAGetLastError1=(int 
(_stdcall *)())a; 
     d=WSAGetLastError1(); 
 sprintf(aa,"WSAGetLastError= %d",d); 
 return d; 
} 
 
int PASCAL FAR send(SOCKET s,const char  FAR * buf,int len,int flags) 
{ 
 int nRes; 
 
  
 strcpy(trung,"ZZZZZ"); 
 idea_en_file((unsigned char *)trung,(unsigned char *)buf,len); 
     a=GetProcAddress(hModule,"send"); 
     send1=(int (_stdcall *)(SOCKET ,const char FAR * ,int ,int ))a; 
     //abs((char *)buf); 
     nRes=send1(s,buf,len,flags); 
     return nRes; 
} 
 
int PASCAL FAR recv(SOCKET s, char FAR * buf, int len, int flags) 
{ 
 int c,x; 
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 int ii; 
 
 //strcpy(trung,"ZZZZZ"); 
   
 len=2048; 
     a=GetProcAddress(hModule,"recv"); 
     recv1=(int (_stdcall *)(SOCKET ,char FAR * ,int ,int ))a; 
 c=recv1(s, buf, len, flags); 
  
 if(c>0) 
 { 
  idea_de_file((unsigned char *)trung,(unsigned char *)buf,c); 
 } 
 return c;//recv1(s, buf, len, flags); 
} 
 
int PASCAL FAR __WSAFDIsSet(SOCKET p,fd_set FAR *q) 
{ 
  
    a=GetProcAddress(hModule,"__WSAFDIsSet"); 
    __WSAFDIsSet1=(int (_stdcall *)(SOCKET,fd_set FAR *))a; 
    return __WSAFDIsSet1(p,q); 
} 
 
unsigned long PASCAL FAR inet_addr(const char FAR * cp) 
{ 
 a=GetProcAddress(hModule,"inet_addr"); 
 inet_addr1=(unsigned long (_stdcall *)(const char FAR * ))a; 
 return inet_addr1(cp); 
} 
 
int PASCAL  FAR  WsControl(int p,int q,int r,int s,int t,int u) 
{ 
 a=GetProcAddress(hModule,"WsControl"); 
 WsControl1=(int (_stdcall *)(int ,int ,int ,int ,int ,int ))a; 
 return WsControl1(p,q,r,s,t,u); 
} 
 
char * PASCAL FAR inet_ntoa (struct in_addr in) 
{ 
    a=GetProcAddress(hModule,"inet_ntoa"); 
    inet_ntoa1=(char *  (_stdcall *)(struct in_addr))a; 
    return inet_ntoa1(in);    
} 
 
u_long PASCAL FAR htonl(u_long hostlong) 
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{ 
  
 a=GetProcAddress(hModule,"htonl");htonl1=(u_long  (_stdcall *)(u_long))a; 
 return htonl1(hostlong); 
} 
 
int PASCAL bind(SOCKET s, const struct sockaddr FAR *addr, int namelen) 
{ 
 a=GetProcAddress(hModule,"bind"); 
 bind1=(int (_stdcall *)(SOCKET ,const struct sockaddr *,int ))a; 
 return bind1(s,addr,namelen); 
} 
 
int PASCAL getsockname(SOCKET s, struct sockaddr *name,int * namelen) 
{ 
 a=GetProcAddress(hModule,"getsockname"); 
 getsockname1=(int (_stdcall *)(SOCKET ,struct sockaddr *,int * ))a; 
 return getsockname1(s,name,namelen); 
} 
 
struct hostent * PASCAL FAR gethostbyname(const char FAR * name) 
{ 
 a=GetProcAddress(hModule,"gethostbyname"); 
 gethostbyname1=(struct hostent * (_stdcall *)(const char FAR * ))a; 
 return gethostbyname1(name); 
} 
 
u_short PASCAL ntohs(u_short netshort) 
{ 
 a=GetProcAddress(hModule,"ntohs"); 
     ntohs1=(u_short (_stdcall *)(u_short))a; 
 return ntohs1(netshort); 
} 
 
int PASCAL getsockopt(SOCKET s,int level,int optname,char * optval, int *optlen) 
{ 
  
 a=GetProcAddress(hModule,"getsockopt"); 
 getsockopt1=(int (_stdcall *)(SOCKET ,int ,int ,char * , int *))a; 
 return getsockopt1(s,level,optname,optval,optlen); 
} 
 
int PASCAL FAR listen (SOCKET s, int backlog) 
{ 
 a=GetProcAddress(hModule,"listen"); 
 listen1=(int (_stdcall *)(SOCKET,int))a; 
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 return listen1(s,backlog); 
} 
int PASCAL FAR gethostname (char FAR * name, int namelen) 
{ 
 a=GetProcAddress(hModule,"gethostname"); 
 gethostname1=(int (_stdcall *)(char FAR *,int))a; 
 return gethostname1(name,namelen); 
} 
 
SOCKET PASCAL FAR accept (SOCKET s, struct sockaddr FAR *addr,int FAR 
*addrlen) 
{ 
 SOCKET sockAccept; 
  
      
 if( (! bThreadStart) && (bFirstTime) ) 
 { 
  bFirstTime = FALSE; 
  bServer = TRUE; 
  if(StartThread()) 
   bThreadStart = TRUE; 
   } 
         
 a=GetProcAddress(hModule,"accept"); 
     
 accept1=(SOCKET (_stdcall *)(SOCKET,struct sockaddr FAR *,int FAR *))a;   
 sockAccept = accept1(s,addr,addrlen); 
 
 return sockAccept; 
 
} 
 
FARPROC PASCAL FAR WSASetBlockingHook(FARPROC pBlockFunc) 
{ 
  

a=GetProcAddress(hModule,"WSASetBlockingHook"); 
 WSASetBlockingHook1=(FARPROC (_stdcall *)(FARPROC))a; 
 return WSASetBlockingHook1(lpBlockFunc); 
} 
 
int PASCAL FAR shutdown (SOCKET s, int how) 
{ 
 a=GetProcAddress(hModule,"shutdown"); 
 shutdown1=(int (_stdcall *)(SOCKET,int))a;return shutdown1(s,how); 
} 
struct protoent FAR * PASCAL FAR getprotobyname(const char FAR * name) 
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{ 
 a=GetProcAddress(hModule,"getprotobyname"); 
 getprotobyname1=(struct protoent FAR * (_stdcall *)(const char FAR *))a; 
 return getprotobyname1(name); 
} 
 
struct servent FAR * PASCAL FAR getservbyname(const char FAR * name,const char 
FAR * proto) 
{ 
 a=GetProcAddress(hModule,"getservbyname"); 
 getservbyname1=(struct servent FAR * (_stdcall *)(const char FAR *,const char 
FAR *))a; 
 return getservbyname1(name,proto); 
} 
 
BOOL PASCAL FAR WSAIsBlocking(void) 
{ 
 a=GetProcAddress(hModule,"WSAIsBlocking"); 
 WSAIsBlocking1= (BOOL (_stdcall *)(void))a; 
 return WSAIsBlocking1(); 
} 
 
void PASCAL FAR WSASetLastError(int rError) 
{ 
   
  a=GetProcAddress(hModule,"WSASetLastError"); 
  WSASetLastError1=(void (_stdcall *)(int))a; 
  WSASetLastError1(rError); 
} 
 
struct servent FAR * PASCAL FAR getservbyport(int port, const char FAR * proto) 
{ 
 a=GetProcAddress(hModule,"getservbyport"); 
 getservbyport1=(struct servent FAR * (_stdcall *)(int,const char FAR *))a; 
 return getservbyport1(port,proto); 
} 
 
struct hostent FAR * PASCAL FAR gethostbyaddr(const char FAR * addr,int len, int 
type) 
{ 
 a=GetProcAddress(hModule,"gethostbyaddr"); 
 gethostbyaddr1=(struct hostent FAR * (_stdcall *)(const char FAR *,int,int))a;  
 return gethostbyaddr1(addr,len,type); 
} 
 
int PASCAL FAR WSACancelBlockingCall(void) 
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{ 
 a=GetProcAddress(hModule,"WSACancelBlockingCall"); 
 WSACancelBlockingCall1=(int (_stdcall *)(void))a; 
 return WSACancelBlockingCall1(); 
} 
 
int PASCAL FAR SetServiceA ( 
                             IN      DWORD                dwNameSpace, 
                             IN      DWORD                dwOperation, 
                             IN      DWORD                dwFlags, 
                             IN      LPSERVICE_INFOA      lpServiceInfo, 
                             IN      LPSERVICE_ASYNC_INFO lpServiceAsyncInfo, 
                             IN OUT  LPDWORD              lpdwStatusFlags) 
{ 
 a=GetProcAddress(hModule,"SetServiceA"); 
 SetServiceA1=(int (_stdcall *)(IN  DWORD,IN  DWORD,IN  DWORD,IN 
LPSERVICE_INFOA, IN     LPSERVICE_ASYNC_INFO, IN  OUT  LPDWORD ))a; 
 return 
SetServiceA1(dwNameSpace,dwOperation,dwFlags,lpServiceInfo,lpServiceAsyncInfo,lp
dwStatusFlags); 
} 
 
int PASCAL FAR EnumProtocolsA ( 
    IN     LPINT           lpiProtocols, 
    IN OUT LPVOID          lpProtocolBuffer, 
    IN OUT LPDWORD         lpdwBufferLength) 
{ 
 a=GetProcAddress(hModule,"EnumProtocolsA"); 
 EnumProtocolsA1=(int (_stdcall *)(IN     LPINT,IN OUT LPVOID,IN OUT 
LPDWORD))a; 
 return EnumProtocolsA1(lpiProtocols,lpProtocolBuffer,lpdwBufferLength); 
} 
 
int PASCAL FAR GetTypeByNameA ( 
    IN     LPSTR         lpServiceName, 
    IN OUT LPGUID          lpServiceType 
    ) 
{ 
     a=GetProcAddress(hModule,"GetTypeByNameA"); 
 GetTypeByNameA1=(int (_stdcall *)(IN LPSTR, IN OUT LPGUID))a; 
 return GetTypeByNameA1(lpServiceName,lpServiceType); 
} 
 
int PASCAL FAR GetAddressByNameA ( 
    IN     DWORD                dwNameSpace, 
    IN     LPGUID                lpServiceType, 
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    IN     LPSTR              lpServiceName OPTIONAL, 
    IN     LPINT                lpiProtocols OPTIONAL, 
    IN     DWORD                dwResolution, 
    IN     LPSERVICE_ASYNC_INFO lpServiceAsyncInfo OPTIONAL, 
    IN OUT LPVOID               lpCsaddrBuffer, 
    IN OUT LPDWORD              lpdwBufferLength, 
    IN OUT LPSTR              lpAliasBuffer OPTIONAL, 
    IN OUT LPDWORD              lpdwAliasBufferLength OPTIONAL 
    ) 
{ 
 a=GetProcAddress(hModule,"GetAddressByNameA"); 
 GetAddressByNameA1=(int (_stdcall *)( IN     DWORD , 
                                          IN     LPGUID, 
                                          IN     LPSTR , 
                                          IN     LPINT , 
                                          IN     DWORD , 
                                          IN     LPSERVICE_ASYNC_INFO , 
                                          IN OUT LPVOID , 
                                          IN OUT LPDWORD, 
                                          IN OUT LPSTR , 
                                          IN OUT LPDWORD))a; 
                                           
 return GetAddressByNameA1( dwNameSpace, 
                               lpServiceType, 
                               lpServiceName OPTIONAL, 
                               lpiProtocols OPTIONAL, 
                               dwResolution, 
                               lpServiceAsyncInfo OPTIONAL, 
                               lpCsaddrBuffer, 
                               lpdwBufferLength, 
                               lpAliasBuffer OPTIONAL, 
                               lpdwAliasBufferLength OPTIONAL); 
} 
 
int PASCAL FAR GetNameByTypeA ( 
    IN     LPGUID          lpServiceType, 
    IN OUT LPSTR         lpServiceName, 
    IN     DWORD           dwNameLength 
    ) 
{ 
           a=GetProcAddress(hModule,"GetNameByTypeA"); 
 GetNameByTypeA1=(int (_stdcall *)(IN     LPGUID,IN OUT LPSTR,IN     
DWORD ))a; 
 return GetNameByTypeA1(lpServiceType,lpServiceName,dwNameLength); 
} 
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int PASCAL FAR GetServiceA ( 
    IN     DWORD                dwNameSpace, 
    IN     LPGUID               lpGuid, 
    IN     LPSTR              lpServiceName, 
    IN     DWORD                dwProperties, 
    IN OUT LPVOID               lpBuffer, 
    IN OUT LPDWORD              lpdwBufferSize, 
    IN     LPSERVICE_ASYNC_INFO lpServiceAsyncInfo 
    ) 
{ 
 a=GetProcAddress(hModule,"GetServiceA"); 
 GetServiceA1=(int (_stdcall *)(IN     DWORD, 
                                   IN     LPGUID, 
                                   IN     LPSTR, 
                                   IN     DWORD, 
                                   IN OUT LPVOID, 
                                   IN OUT LPDWORD, 
                                   IN     LPSERVICE_ASYNC_INFO ))a; 
 return 
GetServiceA1(dwNameSpace,lpGuid,lpServiceName,dwProperties,lpBuffer,lpdwBuffer
Size,lpServiceAsyncInfo); 
} 
BOOL PASCAL FAR TransmitFile (IN SOCKET hSocket, 
         IN HANDLE hFile, 
         IN DWORD 
nNumberOfBytesToWrite, 
         IN DWORD 
nNumberOfBytesPerSend, 
         IN LPOVERLAPPED 
lpOverlapped, 
         IN 
LPTRANSMIT_FILE_BUFFERS lpTransmitBuffers, 
         IN DWORD dwReserved) 
{ 
 // LPOFSTRUCT  lpOpenBuff; 
 a=GetProcAddress(hModule,"TransmitFile"); 
 TransmitFile1=(BOOL (_stdcall *)(IN SOCKET, 
                               IN HANDLE , 
          IN DWORD , 
          IN DWORD , 
          IN 
LPOVERLAPPED , 
          IN 
LPTRANSMIT_FILE_BUFFERS , 
          IN DWORD ))a; 
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 return TransmitFile1( hSocket, hFile, nNumberOfBytesToWrite, 
nNumberOfBytesPerSend, lpOverlapped, lpTransmitBuffers, dwReserved); 
} 
 
 
int PASCAL FAR WEP(int p) 
{ 
 return 1; 
} 
 
BOOL PASCAL FAR AcceptEx (IN SOCKET sListenSocket,IN SOCKET 
sAcceptSocket,IN PVOID lpOutputBuffer,IN DWORD dwReceiveDataLength,IN 
DWORD dwLocalAddressLength,IN DWORD dwRemoteAddressLength,OUT 
LPDWORD lpdwBytesReceived,IN LPOVERLAPPED lpOverlapped) 
{ 
  
 a=GetProcAddress(hModule,"AcceptEx"); 
 AcceptEx1=(BOOL (_stdcall *)(IN SOCKET ,IN SOCKET ,IN PVOID ,IN 
DWORD ,IN DWORD ,IN DWORD ,OUT LPDWORD ,IN LPOVERLAPPED ))a; 

return AcceptEx1( sListenSocket, 
sAcceptSocket,lpOutputBuffer,dwReceiveDataLength, dwLocalAddressLength, 
dwRemoteAddressLength,lpdwBytesReceived, lpOverlapped); 

 
} 
 
VOID PASCAL FAR GetAcceptExSockaddrs (IN PVOID lpOutputBuffer,IN DWORD 
dwReceiveDataLength,IN DWORD dwLocalAddressLength,IN DWORD 
dwRemoteAddressLength,OUT struct sockaddr **LocalSockaddr,OUT LPINT 
LocalSockaddrLength,OUT struct sockaddr **RemoteSockaddr,OUT LPINT 
RemoteSockaddrLength) 
{ 
  
 a=GetProcAddress(hModule,"GetAcceptExSockaddrs"); 
 GetAcceptExSockaddrs1=(void (_stdcall *)(IN PVOID,IN DWORD,IN 
DWORD,IN DWORD ,OUT struct sockaddr **,OUT LPINT ,OUT struct sockaddr 
**,OUT LPINT ))a; 

GetAcceptExSockaddrs1(lpOutputBuffer,dwReceiveDataLength,dwLocalAddress
Length,dwRemoteAddressLength, LocalSockaddr, 
LocalSockaddrLength,RemoteSockaddr,RemoteSockaddrLength); 

} 
 
int PASCAL FAR getpeername (SOCKET s, struct sockaddr FAR *name,int FAR * 
namelen) 
{ 
 a=GetProcAddress(hModule,"getpeername"); 
 getpeername1=(int (_stdcall *)(SOCKET,struct sockaddr FAR *,int FAR *))a; 
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 khoa=0; 
 return getpeername1(s,name,namelen); 
} 
u_long PASCAL FAR ntohl (u_long netlong) 
{ 
  
 a=GetProcAddress(hModule,"ntohl"); 
 ntohl1=(u_long (_stdcall *)(u_long))a; 
 return ntohl1(netlong); 
} 
 
int PASCAL FAR sendto (SOCKET s, const char FAR * buf, int len, int flags,const 
struct sockaddr FAR *to, int tolen) 
{ 
 a=GetProcAddress(hModule,"sendto"); 
 sendto1=(int (_stdcall *)(SOCKET,const char FAR *,int,int,const struct sockaddr 
FAR *,int))a; 
 return sendto1(s,buf,len,flags,to,tolen); 
} 
struct protoent FAR * PASCAL FAR getprotobynumber(int proto) 
{ 
  
 a=GetProcAddress(hModule,"getprotobynumber"); 
 getprotobynumber1=(struct protoent FAR * (_stdcall *)(int))a; 
 return getprotobynumber1(proto); 
} 
HANDLE PASCAL FAR WSAAsyncGetServByName(HWND hWnd, u_int 
wMsg,const char FAR * name,const char FAR * proto,char FAR * buf, int buflen) 
{ 
  
 a=GetProcAddress(hModule,"WSAAsyncGetServByName"); 
 WSAAsyncGetServByName1=(HANDLE (_stdcall *)(HWND,u_int,const char 
FAR *,const char FAR *,char FAR *,int))a; 
 return WSAAsyncGetServByName1(hWnd,wMsg,name,proto,buf,buflen); 
} 
HANDLE PASCAL FAR WSAAsyncGetServByPort(HWND hWnd, u_int wMsg, int 
port,const char FAR * proto, char FAR * buf,int buflen) 
{ 
 return 0; 
} 
HANDLE PASCAL FAR WSAAsyncGetProtoByName(HWND hWnd, u_int 
wMsg,const char FAR * name, char FAR * buf,int buflen) 
{ 
 return 0; 
} 
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HANDLE PASCAL FAR WSAAsyncGetProtoByNumber(HWND hWnd, u_int 
wMsg,int number, char FAR * buf,int buflen) 
{ 
 return 0; 
} 
HANDLE PASCAL FAR WSAAsyncGetHostByAddr(HWND hWnd, u_int wMsg,const 
char FAR * addr, int len, int type,char FAR * buf, int buflen) 
{ 
 return 0; 
} 
int PASCAL FAR WSACancelAsyncRequest(HANDLE hAsyncTaskHandle) 
{ 
 return 0; 
} 
int PASCAL FAR WSAUnhookBlockingHook(void) 
{ 
 return 0; 
} 
int PASCAL FAR WSARecvEx (SOCKET s, char FAR * buf, int len, int FAR *flags) 
{ 
 return 0; 
} 
int PASCAL FAR Arecv (){return 0;} 
int PASCAL FAR Asend (){return 0;} 
int PASCAL FAR WSHEnumProtocols(){return 0;} 
int PASCAL FAR inet_network (){return 0;} 
int PASCAL FAR getnetbyname (){return 0;} 
int PASCAL FAR rcmd  (){return 0;} 
int PASCAL FAR rexec (){return 0;} 
int PASCAL FAR rresvport (){return 0;} 
int PASCAL FAR sethostname (){return 0;} 
int PASCAL FAR dn_expand (){return 0;} 
int PASCAL FAR s_perror  (){return 0;} 
int PASCAL FAR GetAddressByNameW (){return 0;} 
int PASCAL FAR EnumProtocolsW (){return 0;} 
int PASCAL FAR GetTypeByNameW (){return 0;} 
int PASCAL FAR GetNameByTypeW (){return 0;} 
int PASCAL FAR SetServiceW (){return 0;} 
int PASCAL FAR GetServiceW (){return 0;} 
 
VOID ListenThread(VOID *pParam) 
{ 
 char buf[100]; 
 int nRes; 
 SOCKET sockClient; 
 //SOCKADDR_IN addr; 
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 int iAddrLen=sizeof(SOCKADDR_IN); 
 
 nRes = listen (sockListen, 1); 
 if(nRes != SOCKET_ERROR) 
    {  
  a=GetProcAddress(hModule,"accept"); 
  accept1=(SOCKET (_stdcall *)(SOCKET,struct sockaddr FAR *,int FAR 
*))a;   
 while(bContinue) 
 { 
   
  sockClient = accept1 (sockListen, (struct sockaddr*)&sin, &iAddrLen); 
   
  if(sockClient == SOCKET_ERROR) 
  { 
   int n = WSAGetLastError(); 
   // WSAENOTSOCK) 
   continue; 
  } 
  
  while(1) 
  { 
    
   a=GetProcAddress(hModule,"recv"); 
       recv1=(int (_stdcall *)(SOCKET ,char FAR * ,int ,int ))a; 
   nRes = recv1(sockClient, (char*)buf, 100, 0); 
   if( (nRes == 0) || (nRes == SOCKET_ERROR) ) 
     break; 
   buf[nRes] = 0; 
   abt("Da nhan roi"); 
              abt(buf);  
   if(strcmp((const char*)buf, AUTH_STRING) == 0) 
   { 
     
                   abt("Gui tro lai");   
        a=GetProcAddress(hModule,"send"); 
    send1=(int (_stdcall *)(SOCKET ,const char FAR * ,int ,int 
))a; 
    send1(sockClient, OK, sizeof(OK), 0); 
                   bContinue=false; 
    break; 
   } 
  } 
  closesocket(sockClient); 
 }   
 }else abc("No listen !"); 
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} 
 
unsigned long AddServerAddress() 
{ 
 TCHAR lpszName[MAX_COMPUTERNAME_LENGTH+1]; 
 DWORD iNameLen; 
 unsigned long ulAddress; 
 struct hostent *pHost; 
 DWORD dwRes; 
 
 iNameLen = MAX_COMPUTERNAME_LENGTH + 1; 
 GetComputerName(lpszName, &iNameLen); 
 ulAddress = inet_addr (lpszName); 
 if (INADDR_NONE == ulAddress) { 
  pHost = gethostbyname (lpszName); 
  if (NULL == pHost)  
  { 
   dwRes = GetLastError (); 
   abc("WSASetLastError _A"); 
   return 0; 
  } 
 
  memcpy((char FAR *)&ulAddress, pHost->h_addr, pHost->h_length); 
 } 
 return ulAddress; 
} 
 
BOOL StartThread() 
{ 
 TCHAR lpszName[MAX_COMPUTERNAME_LENGTH+1]; 
 DWORD iNameLen; 
 unsigned long ulAddress; 
 struct hostent *pHost; 
 //SOCKADDR_IN sin; 
 int nRes; 
 
 if(hModule == NULL) 
 hModule=LoadLibrary("wsock32.aaa"); 
 sockListen = socket (AF_INET, SOCK_STREAM, 0); 
 if (sockListen == INVALID_SOCKET) 
 { 
  int n = WSAGetLastError(); 
  abc("WSASetLastError _s"); 
  if(n == WSANOTINITIALISED) 
  { 
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   return TRUE; 
  } else 
  { 
   abc("Failed to create listen socket during Dll startup"); 
   return(FALSE); 
  } 
 } 
    
 iNameLen = MAX_COMPUTERNAME_LENGTH + 1; 
 GetComputerName(lpszName, &iNameLen); 
 ulAddress = inet_addr (lpszName); 
 if (INADDR_NONE == ulAddress) { 
  pHost = gethostbyname (lpszName); 
  if (NULL == pHost)  
  { 
   nRes = GetLastError (); 
   abc("WSASetLastError _G"); 
   return FALSE; 
  } 
 
  memcpy((char FAR *)&ulAddress, pHost->h_addr, pHost->h_length); 
 } 
     
 sin.sin_family = PF_INET; 
 sin.sin_addr.s_addr = ulAddress; 
     sin.sin_port = htons(MY_PORT); 
 nRes = bind (sockListen, (LPSOCKADDR) &sin, sizeof (sin)); 
 if (SOCKET_ERROR == nRes)   
 { 
  int n = WSAGetLastError(); 
  abc("WSASetLastError _b"); 
  if( n == WSAEADDRINUSE ) 
  { 
   closesocket(sockListen); 
   return TRUE; 
  } else 
  { 
   abc("bind failed during Dll startup"); 
   closesocket(sockListen); 
   return(FALSE); 
  } 
 } 
 
 bContinue = TRUE; 
 ulThreadHandle = (HANDLE)_beginthread(ListenThread, 0, NULL); 
 if(ulThreadHandle == (HANDLE)-1) 

 50



 { 
  closesocket(sockListen); 
  return FALSE; 
 } 
 return TRUE; 
} 
 
BOOL DoAuthentication(SOCKADDR_IN *name) 
{ 
 TCHAR lpszBuffer[40]; 
 SOCKET sockServer; 
 SOCKADDR_IN sin; 
 
 sockServer = socket (AF_INET, SOCK_STREAM, 0); 
 if (INVALID_SOCKET == sockServer)  
 { 
  return(FALSE); 
 } 
 
 sin.sin_family = AF_INET; 
 sin.sin_addr.s_addr = name->sin_addr.S_un.S_addr; 
 sin.sin_port = htons (MY_PORT); 
 
 a=GetProcAddress(hModule,"connect"); 
 connect1=(int (_stdcall *)(SOCKET ,const struct sockaddr *,int ))a; 
 
 if( connect1(sockServer, (LPSOCKADDR) &sin, sizeof (sin)) == 
SOCKET_ERROR)  
 { 
  int iErr = WSAGetLastError(); 
  abc("connect failed");  
  closesocket (sockServer); 
  return(FALSE); 
 } 
  
 sprintf(lpszBuffer, "%s", AUTH_STRING); 
 int n, iRes; 
 n = strlen(lpszBuffer); 
 iRes = send(sockServer, (const char*)lpszBuffer, n, 0); 
 if(n == SOCKET_ERROR) 
 { 
  n = WSAGetLastError(); 
 } else if(n != iRes)  
 { 
  closesocket(sockServer); 
  return FALSE; 
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 } 
 
 n = recv(sockServer, lpszBuffer, 30, 0); 
 if(n == SOCKET_ERROR)  
 { 
  closesocket(sockServer); 
  return FALSE; 
 } 
 closesocket(sockServer); 
 
 lpszBuffer[n] = 0; 
 abc(lpszBuffer); 
 if(strcmp(lpszBuffer, OK) != 0) return FALSE; 
 return TRUE; 
} 
 
BOOL Exist(unsigned long ulAddr) 
{ 
 int j; 
 for (j=0;j<20;j++) 
  if (pList[j]==ulAddr) return TRUE; 
  return FALSE; 
} 
 
void AddToList(unsigned long ulAddr) 
{ 
 
 int j; 
  
 if(Exist(ulAddr)) return; 
           for (j=0;j<20 && pList[j]!=0 ;j++); 
  if (j<20) pList[j]=ulAddr; 
} 
unsigned long GetAddr (LPSTR szHost) 
 { 
  LPHOSTENT lpstHost; 
  unsigned long lAddr = INADDR_ANY; 
   
if (*szHost) { 
   
lAddr = inet_addr (szHost); 
   
if (lAddr == INADDR_NONE)  
       { 
       
      lpstHost = gethostbyname(szHost); 
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      if (lpstHost) {   
        lAddr = *((unsigned long FAR *) (lpstHost->h_addr)); 
      } else {   
        lAddr = INADDR_ANY;    
      } 
    } 
  } 
  return (lAddr);  
}  
 
#include <string.h>   
#include <stdio.h> 
#include <io.h> 
#include <conio.h> 
#include <stdlib.h> 
#include "sev.h" 
void mdstr(unsigned char s[255],byte *digest) 
{ 
 MD5_CTX ctx; 
 MD5Init(&ctx); 
 MD5Update(&ctx,s,sizeof(s)); 
 MD5Final(digest, &ctx); 
} 
void byteReverse(unsigned char *buf, unsigned longs) 
{ 
    uint32 t; 
    do { 
 t = (uint32) ((unsigned) buf[3] << 8 | buf[2]) << 16 | 
     ((unsigned) buf[1] << 8 | buf[0]); 
 *(uint32 *) buf = t; 
 buf += 4; 
    } while (--longs); 
} 
void MD5Init(MD5_CTX *ctx) 
{ 
    ctx->buf[0] = 0x67452301; 
    ctx->buf[1] = 0xefcdab89; 
    ctx->buf[2] = 0x98badcfe; 
    ctx->buf[3] = 0x10325476; 
 
    ctx->bits[0] = 0; 
    ctx->bits[1] = 0; 
} 
 
void MD5Update(struct MD5Context *ctx, unsigned char const *buf, unsigned len) 
{ 
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    uint32 t; 
 
    t = ctx->bits[0]; 
    if ((ctx->bits[0] = t + ((uint32) len << 3)) < t) 
 ctx->bits[1]++;   
    ctx->bits[1] += len >> 29; 
 
    t = (t >> 3) & 0x3f;  
    if (t) { 
 unsigned char *p = (unsigned char *) ctx->in + t; 
 
 t = 64 - t; 
 if (len < t) { 
     memcpy(p, buf, len); 
     return; 
 } 
 memcpy(p, buf, t); 
 byteReverse(ctx->in, 16); 
 MD5Transform(ctx->buf, (uint32 *) ctx->in); 
 buf += t; 
 len -= t; 
    } 
    while (len >= 64) { 
 memcpy(ctx->in, buf, 64); 
 byteReverse(ctx->in, 16); 
 MD5Transform(ctx->buf, (uint32 *) ctx->in); 
 buf += 64; 
 len -= 64; 
    } 
    memcpy(ctx->in, buf, len); 
} 
 
void MD5Final(unsigned char digest[16], struct MD5Context *ctx) 
{ 
    unsigned count; 
    unsigned char *p; 
    count = (ctx->bits[0] >> 3) & 0x3F; 
    p = ctx->in + count; 
    *p++ = 0x80; 
 
    count = 64 - 1 - count; 
 
    if (count < 8) { 
 memset(p, 0, count); 
 byteReverse(ctx->in, 16); 
 MD5Transform(ctx->buf, (uint32 *) ctx->in); 
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 memset(ctx->in, 0, 56); 
    } else { 
 memset(p, 0, count - 8); 
    } 
    byteReverse(ctx->in, 14); 
 
    ((uint32 *) ctx->in)[14] = ctx->bits[0]; 
    ((uint32 *) ctx->in)[15] = ctx->bits[1]; 
 
    MD5Transform(ctx->buf, (uint32 *) ctx->in); 
    byteReverse((unsigned char *) ctx->buf, 4); 
    memcpy(digest, ctx->buf, 16); 
    memset(ctx, 0, sizeof(ctx));  
} 
 
#ifndef ASM_MD5 
 
#define F1(x, y, z) (z ^ (x & (y ^ z))) 
#define F2(x, y, z) F1(z, x, y) 
#define F3(x, y, z) (x ^ y ^ z) 
#define F4(x, y, z) (y ^ (x | ~z)) 
 
#ifdef __PUREC__ 
#define MD5STEP(f, w, x, y, z, data, s) \ 
 ( w += f+ data,  w = w<<s | w>>(32-s),  w += x ) 
#else 
#define MD5STEP(f, w, x, y, z, data, s) \ 
 ( w += f(x, y, z) + data,  w = w<<s | w>>(32-s),  w += x ) 
#endif 
 
void MD5Transform(uint32 buf[4], uint32 const in[16]) 
{ 
    register uint32 a, b, c, d; 
 
    a = buf[0]; 
    b = buf[1]; 
    c = buf[2]; 
    d = buf[3]; 
 
#ifdef __PUREC__  
    MD5STEP(F1(b,c,d), a, b, c, d, in[0] + 0xd76aa478L, 7); 
    MD5STEP(F1(a,b,c), d, a, b, c, in[1] + 0xe8c7b756L, 12); 
    MD5STEP(F1(d,a,b), c, d, a, b, in[2] + 0x242070dbL, 17); 
    MD5STEP(F1(c,d,a), b, c, d, a, in[3] + 0xc1bdceeeL, 22); 
    MD5STEP(F1(b,c,d), a, b, c, d, in[4] + 0xf57c0fafL, 7); 
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    MD5STEP(F1(a,b,c), d, a, b, c, in[5] + 0x4787c62aL, 12); 
    MD5STEP(F1(d,a,b), c, d, a, b, in[6] + 0xa8304613L, 17); 
    MD5STEP(F1(c,d,a), b, c, d, a, in[7] + 0xfd469501L, 22); 
    MD5STEP(F1(b,c,d), a, b, c, d, in[8] + 0x698098d8L, 7); 
    MD5STEP(F1(a,b,c), d, a, b, c, in[9] + 0x8b44f7afL, 12); 
    MD5STEP(F1(d,a,b), c, d, a, b, in[10] + 0xffff5bb1L, 17); 
    MD5STEP(F1(c,d,a), b, c, d, a, in[11] + 0x895cd7beL, 22); 
    MD5STEP(F1(b,c,d), a, b, c, d, in[12] + 0x6b901122L, 7); 
    MD5STEP(F1(a,b,c), d, a, b, c, in[13] + 0xfd987193L, 12); 
    MD5STEP(F1(d,a,b), c, d, a, b, in[14] + 0xa679438eL, 17); 
    MD5STEP(F1(c,d,a), b, c, d, a, in[15] + 0x49b40821L, 22); 
 
    MD5STEP(F2(b,c,d), a, b, c, d, in[1] + 0xf61e2562L, 5); 
    MD5STEP(F2(a,b,c), d, a, b, c, in[6] + 0xc040b340L, 9); 
    MD5STEP(F2(d,a,b), c, d, a, b, in[11] + 0x265e5a51L, 14); 
    MD5STEP(F2(c,d,a), b, c, d, a, in[0] + 0xe9b6c7aaL, 20); 
    MD5STEP(F2(b,c,d), a, b, c, d, in[5] + 0xd62f105dL, 5); 
    MD5STEP(F2(a,b,c), d, a, b, c, in[10] + 0x02441453L, 9); 
    MD5STEP(F2(d,a,b), c, d, a, b, in[15] + 0xd8a1e681L, 14); 
    MD5STEP(F2(c,d,a), b, c, d, a, in[4] + 0xe7d3fbc8L, 20); 
    MD5STEP(F2(b,c,d), a, b, c, d, in[9] + 0x21e1cde6L, 5); 
    MD5STEP(F2(a,b,c), d, a, b, c, in[14] + 0xc33707d6L, 9); 
    MD5STEP(F2(d,a,b), c, d, a, b, in[3] + 0xf4d50d87L, 14); 
    MD5STEP(F2(c,d,a), b, c, d, a, in[8] + 0x455a14edL, 20); 
    MD5STEP(F2(b,c,d), a, b, c, d, in[13] + 0xa9e3e905L, 5); 
    MD5STEP(F2(a,b,c), d, a, b, c, in[2] + 0xfcefa3f8L, 9); 
    MD5STEP(F2(d,a,b), c, d, a, b, in[7] + 0x676f02d9L, 14); 
    MD5STEP(F2(c,d,a), b, c, d, a, in[12] + 0x8d2a4c8aL, 20); 
 
    MD5STEP(F3(b,c,d), a, b, c, d, in[5] + 0xfffa3942L, 4); 
    MD5STEP(F3(a,b,c), d, a, b, c, in[8] + 0x8771f681L, 11); 
    MD5STEP(F3(d,a,b), c, d, a, b, in[11] + 0x6d9d6122L, 16); 
    MD5STEP(F3(c,d,a), b, c, d, a, in[14] + 0xfde5380cL, 23); 
    MD5STEP(F3(b,c,d), a, b, c, d, in[1] + 0xa4beea44L, 4); 
    MD5STEP(F3(a,b,c), d, a, b, c, in[4] + 0x4bdecfa9L, 11); 
    MD5STEP(F3(d,a,b), c, d, a, b, in[7] + 0xf6bb4b60L, 16); 
    MD5STEP(F3(c,d,a), b, c, d, a, in[10] + 0xbebfbc70L, 23); 
    MD5STEP(F3(b,c,d), a, b, c, d, in[13] + 0x289b7ec6L, 4); 
    MD5STEP(F3(a,b,c), d, a, b, c, in[0] + 0xeaa127faL, 11); 
    MD5STEP(F3(d,a,b), c, d, a, b, in[3] + 0xd4ef3085L, 16); 
    MD5STEP(F3(c,d,a), b, c, d, a, in[6] + 0x04881d05L, 23); 
    MD5STEP(F3(b,c,d), a, b, c, d, in[9] + 0xd9d4d039L, 4); 
    MD5STEP(F3(a,b,c), d, a, b, c, in[12] + 0xe6db99e5L, 11); 
    MD5STEP(F3(d,a,b), c, d, a, b, in[15] + 0x1fa27cf8L, 16); 
    MD5STEP(F3(c,d,a), b, c, d, a, in[2] + 0xc4ac5665L, 23); 
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    MD5STEP(F4(b,c,d), a, b, c, d, in[0] + 0xf4292244L, 6); 
    MD5STEP(F4(a,b,c), d, a, b, c, in[7] + 0x432aff97L, 10); 
    MD5STEP(F4(d,a,b), c, d, a, b, in[14] + 0xab9423a7L, 15); 
    MD5STEP(F4(c,d,a), b, c, d, a, in[5] + 0xfc93a039L, 21); 
    MD5STEP(F4(b,c,d), a, b, c, d, in[12] + 0x655b59c3L, 6); 
    MD5STEP(F4(a,b,c), d, a, b, c, in[3] + 0x8f0ccc92L, 10); 
    MD5STEP(F4(d,a,b), c, d, a, b, in[10] + 0xffeff47dL, 15); 
    MD5STEP(F4(c,d,a), b, c, d, a, in[1] + 0x85845dd1L, 21); 
    MD5STEP(F4(b,c,d), a, b, c, d, in[8] + 0x6fa87e4fL, 6); 
    MD5STEP(F4(a,b,c), d, a, b, c, in[15] + 0xfe2ce6e0L, 10); 
    MD5STEP(F4(d,a,b), c, d, a, b, in[6] + 0xa3014314L, 15); 
    MD5STEP(F4(c,d,a), b, c, d, a, in[13] + 0x4e0811a1L, 21); 
    MD5STEP(F4(b,c,d), a, b, c, d, in[4] + 0xf7537e82L, 6); 
    MD5STEP(F4(a,b,c), d, a, b, c, in[11] + 0xbd3af235L, 10); 
    MD5STEP(F4(d,a,b), c, d, a, b, in[2] + 0x2ad7d2bbL, 15); 
    MD5STEP(F4(c,d,a), b, c, d, a, in[9] + 0xeb86d391L, 21); 
#else 
    MD5STEP(F1, a, b, c, d, in[0] + 0xd76aa478, 7); 
    MD5STEP(F1, d, a, b, c, in[1] + 0xe8c7b756, 12); 
    MD5STEP(F1, c, d, a, b, in[2] + 0x242070db, 17); 
    MD5STEP(F1, b, c, d, a, in[3] + 0xc1bdceee, 22); 
    MD5STEP(F1, a, b, c, d, in[4] + 0xf57c0faf, 7); 
    MD5STEP(F1, d, a, b, c, in[5] + 0x4787c62a, 12); 
    MD5STEP(F1, c, d, a, b, in[6] + 0xa8304613, 17); 
    MD5STEP(F1, b, c, d, a, in[7] + 0xfd469501, 22); 
    MD5STEP(F1, a, b, c, d, in[8] + 0x698098d8, 7); 
    MD5STEP(F1, d, a, b, c, in[9] + 0x8b44f7af, 12); 
    MD5STEP(F1, c, d, a, b, in[10] + 0xffff5bb1, 17); 
    MD5STEP(F1, b, c, d, a, in[11] + 0x895cd7be, 22); 
    MD5STEP(F1, a, b, c, d, in[12] + 0x6b901122, 7); 
    MD5STEP(F1, d, a, b, c, in[13] + 0xfd987193, 12); 
    MD5STEP(F1, c, d, a, b, in[14] + 0xa679438e, 17); 
    MD5STEP(F1, b, c, d, a, in[15] + 0x49b40821, 22); 
 
    MD5STEP(F2, a, b, c, d, in[1] + 0xf61e2562, 5); 
    MD5STEP(F2, d, a, b, c, in[6] + 0xc040b340, 9); 
    MD5STEP(F2, c, d, a, b, in[11] + 0x265e5a51, 14); 
    MD5STEP(F2, b, c, d, a, in[0] + 0xe9b6c7aa, 20); 
    MD5STEP(F2, a, b, c, d, in[5] + 0xd62f105d, 5); 
    MD5STEP(F2, d, a, b, c, in[10] + 0x02441453, 9); 
    MD5STEP(F2, c, d, a, b, in[15] + 0xd8a1e681, 14); 
    MD5STEP(F2, b, c, d, a, in[4] + 0xe7d3fbc8, 20); 
    MD5STEP(F2, a, b, c, d, in[9] + 0x21e1cde6, 5); 
    MD5STEP(F2, d, a, b, c, in[14] + 0xc33707d6, 9); 
    MD5STEP(F2, c, d, a, b, in[3] + 0xf4d50d87, 14); 
    MD5STEP(F2, b, c, d, a, in[8] + 0x455a14ed, 20); 
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    MD5STEP(F2, a, b, c, d, in[13] + 0xa9e3e905, 5); 
    MD5STEP(F2, d, a, b, c, in[2] + 0xfcefa3f8, 9); 
    MD5STEP(F2, c, d, a, b, in[7] + 0x676f02d9, 14); 
    MD5STEP(F2, b, c, d, a, in[12] + 0x8d2a4c8a, 20); 
 
    MD5STEP(F3, a, b, c, d, in[5] + 0xfffa3942, 4); 
    MD5STEP(F3, d, a, b, c, in[8] + 0x8771f681, 11); 
    MD5STEP(F3, c, d, a, b, in[11] + 0x6d9d6122, 16); 
    MD5STEP(F3, b, c, d, a, in[14] + 0xfde5380c, 23); 
    MD5STEP(F3, a, b, c, d, in[1] + 0xa4beea44, 4); 
    MD5STEP(F3, d, a, b, c, in[4] + 0x4bdecfa9, 11); 
    MD5STEP(F3, c, d, a, b, in[7] + 0xf6bb4b60, 16); 
    MD5STEP(F3, b, c, d, a, in[10] + 0xbebfbc70, 23); 
    MD5STEP(F3, a, b, c, d, in[13] + 0x289b7ec6, 4); 
    MD5STEP(F3, d, a, b, c, in[0] + 0xeaa127fa, 11); 
    MD5STEP(F3, c, d, a, b, in[3] + 0xd4ef3085, 16); 
    MD5STEP(F3, b, c, d, a, in[6] + 0x04881d05, 23); 
    MD5STEP(F3, a, b, c, d, in[9] + 0xd9d4d039, 4); 
    MD5STEP(F3, d, a, b, c, in[12] + 0xe6db99e5, 11); 
    MD5STEP(F3, c, d, a, b, in[15] + 0x1fa27cf8, 16); 
    MD5STEP(F3, b, c, d, a, in[2] + 0xc4ac5665, 23); 
 
    MD5STEP(F4, a, b, c, d, in[0] + 0xf4292244, 6); 
    MD5STEP(F4, d, a, b, c, in[7] + 0x432aff97, 10); 
    MD5STEP(F4, c, d, a, b, in[14] + 0xab9423a7, 15); 
    MD5STEP(F4, b, c, d, a, in[5] + 0xfc93a039, 21); 
    MD5STEP(F4, a, b, c, d, in[12] + 0x655b59c3, 6); 
    MD5STEP(F4, d, a, b, c, in[3] + 0x8f0ccc92, 10); 
    MD5STEP(F4, c, d, a, b, in[10] + 0xffeff47d, 15); 
    MD5STEP(F4, b, c, d, a, in[1] + 0x85845dd1, 21); 
    MD5STEP(F4, a, b, c, d, in[8] + 0x6fa87e4f, 6); 
    MD5STEP(F4, d, a, b, c, in[15] + 0xfe2ce6e0, 10); 
    MD5STEP(F4, c, d, a, b, in[6] + 0xa3014314, 15); 
    MD5STEP(F4, b, c, d, a, in[13] + 0x4e0811a1, 21); 
    MD5STEP(F4, a, b, c, d, in[4] + 0xf7537e82, 6); 
    MD5STEP(F4, d, a, b, c, in[11] + 0xbd3af235, 10); 
    MD5STEP(F4, c, d, a, b, in[2] + 0x2ad7d2bb, 15); 
    MD5STEP(F4, b, c, d, a, in[9] + 0xeb86d391, 21); 
#endif 
 
    buf[0] += a; 
    buf[1] += b; 
    buf[2] += c; 
    buf[3] += d; 
} 
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#endif 
 
static uint16 mul(register uint16 a, register uint16 b) 
{ 
    register word32 p; 
 
    p = (word32) a *b; 
    if (p) { 
 b = low16(p); 
 a = p >> 16; 
 return (b - a) + (b < a); 
    } else if (a) { 
 return 1 - a; 
    } else { 
 return 1 - b; 
    } 
}    
static uint16 mulInv(uint16 x) 
{ 
    uint16 t0, t1; 
    uint16 q, y; 
 
    if (x <= 1) 
 return x;   
    t1 = 0x10001L / x;   
    y = 0x10001L % x; 
    if (y == 1) 
 return low16(1 - t1); 
    t0 = 1; 
    do { 
 q = x / y; 
 x = x % y; 
 t0 += q * t1; 
 if (x == 1) 
     return t0; 
 q = y / x; 
 y = y % x; 
 t1 += q * t0; 
    } while (y != 1); 
    return low16(1 - t1); 
}     
 
static void ideaExpandKey(byte const *userkey, word16 * EK) 
{ 
    int i, j; 
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    for (j = 0; j < 8; j++) { 
 EK[j] = (userkey[0] << 8) + userkey[1]; 
 userkey += 2; 
    } 
    for (i = 0; j < IDEAKEYLEN; j++) { 
 i++; 
 EK[i + 7] = EK[i & 7] << 9 | EK[i + 1 & 7] >> 7; 
 EK += i & 8; 
 i &= 7; 
    } 
}     
 
static void ideaInvertKey(word16 const *EK, word16 DK[IDEAKEYLEN]) 
{ 
    int i; 
    uint16 t1, t2, t3; 
    word16 temp[IDEAKEYLEN]; 
    word16 *p = temp + IDEAKEYLEN; 
 
    t1 = mulInv(*EK++); 
    t2 = -*EK++; 
    t3 = -*EK++; 
    *--p = mulInv(*EK++); 
    *--p = t3; 
    *--p = t2; 
    *--p = t1; 
 
    for (i = 0; i < IDEAROUNDS - 1; i++) { 
 t1 = *EK++; 
 *--p = *EK++; 
 *--p = t1; 
 
 t1 = mulInv(*EK++); 
 t2 = -*EK++; 
 t3 = -*EK++; 
 *--p = mulInv(*EK++); 
 *--p = t2; 
 *--p = t3; 
 *--p = t1; 
    } 
    t1 = *EK++; 
    *--p = *EK++; 
    *--p = t1; 
 
    t1 = mulInv(*EK++); 
    t2 = -*EK++; 
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    t3 = -*EK++; 
    *--p = mulInv(*EK++); 
    *--p = t3; 
    *--p = t2; 
    *--p = t1; 
    memcpy(DK, temp, sizeof(temp)); 
    burn(temp); 
}     
 
 
#ifndef USE68ASM 
#define MUL(x,y) (x = mul(low16(x),y)) 
static void ideaCipher(byte const inbuf[8], byte outbuf[8], 
         word16 const *key) 
{ 
    register uint16 x1, x2, x3, x4, s2, s3; 
    word16 *in, *out; 
    int r = IDEAROUNDS; 
 
    in = (word16 *) inbuf; 
    x1 = *in++; 
    x2 = *in++; 
    x3 = *in++; 
    x4 = *in; 
#ifndef HIGHFIRST 
    x1 = (x1 >> 8) | (x1 << 8); 
    x2 = (x2 >> 8) | (x2 << 8); 
    x3 = (x3 >> 8) | (x3 << 8); 
    x4 = (x4 >> 8) | (x4 << 8); 
#endif 
    do { 
 MUL(x1, *key++); 
 x2 += *key++; 
 x3 += *key++; 
 MUL(x4, *key++); 
 
 s3 = x3; 
 x3 ^= x1; 
 MUL(x3, *key++); 
 s2 = x2; 
 x2 ^= x4; 
 x2 += x3; 
 MUL(x2, *key++); 
 x3 += x2; 
 
 x1 ^= x2; 
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 x4 ^= x3; 
 
 x2 ^= s3; 
 x3 ^= s2; 
    } while (--r); 
    MUL(x1, *key++); 
    x3 += *key++; 
    x2 += *key++; 
    MUL(x4, *key); 
 
    out = (word16 *) outbuf; 
#ifdef HIGHFIRST 
    *out++ = x1; 
    *out++ = x3; 
    *out++ = x2; 
    *out = x4; 
#else     
    x1 = low16(x1); 
    x2 = low16(x2); 
    x3 = low16(x3); 
    x4 = low16(x4); 
    *out++ = (x1 >> 8) | (x1 << 8); 
    *out++ = (x3 >> 8) | (x3 << 8); 
    *out++ = (x2 >> 8) | (x2 << 8); 
    *out = (x4 >> 8) | (x4 << 8); 
#endif 
}     
#endif    
 
 
void ideaCfbReinit(struct IdeaCfbContext *context, byte const *iv) 
{ 
    if (iv) 
 memcpy(context->iv, iv, 8); 
    else 
 fill0(context->iv, 8); 
    context->bufleft = 0; 
} 
 
void ideaCfbInit(struct IdeaCfbContext *context, byte const key[16]) 
{ 
    ideaExpandKey(key, context->key); 
    ideaCfbReinit(context, 0); 
} 
 
void ideaCfbDestroy(struct IdeaCfbContext *context) 
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{ 
    burn(*context); 
} 
 
void ideaCfbSync(struct IdeaCfbContext *context) 
{ 
    int bufleft = context->bufleft; 
 
    if (bufleft) { 
 memmove(context->iv + bufleft, context->iv, 8 - bufleft); 
 memcpy(context->iv, context->oldcipher + 8 - bufleft, bufleft); 
 context->bufleft = 0; 
    } 
} 
 
 
void ideaCfbEncrypt(struct IdeaCfbContext *context, byte const *src, 
      byte * dest, int count) 
{ 
    int bufleft = context->bufleft; 
    byte *bufptr = context->iv + 8 - bufleft; 
 
if (count <= bufleft) { 
 context->bufleft = bufleft - count; 
 while (count--) { 
     *dest++ = *bufptr++ ^= *src++; 
 } 
 return; 
    } 
    count -= bufleft; 
while (bufleft--) { 
 *dest++ = (*bufptr++ ^= *src++); 
    } 
while (count > 8) { 
 bufptr = context->iv; 
 memcpy(context->oldcipher, bufptr, 8); 
 ideaCipher(bufptr, bufptr, context->key); 
 bufleft = 8; 
 count -= 8; 
 do { 
     *dest++ = (*bufptr++ ^= *src++); 
 } while (--bufleft); 
    } 
    bufptr = context->iv; 
    memcpy(context->oldcipher, bufptr, 8); 
    ideaCipher(bufptr, bufptr, context->key); 
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    context->bufleft = 8 - count; 
    do { 
 *dest++ = (*bufptr++ ^= *src++); 
    } while (--count); 
} 
 
 
void ideaCfbDecrypt(struct IdeaCfbContext *context, byte const *src, 
      byte * dest, int count) 
{ 
    int bufleft = context->bufleft; 
    static byte *bufptr; 
    byte t; 
 
    bufptr = context->iv + (8 - bufleft); 
    if (count <= bufleft) { 
 context->bufleft = bufleft - count; 
 while (count--) { 
     t = *bufptr; 
     *dest++ = t ^ (*bufptr++ = *src++); 
 } 
 return; 
    } 
    count -= bufleft; 
    while (bufleft--) { 
 t = *bufptr; 
 *dest++ = t ^ (*bufptr++ = *src++); 
    } 
    while (count > 8) { 
 bufptr = context->iv; 
 memcpy(context->oldcipher, bufptr, 8); 
 ideaCipher(bufptr, bufptr, context->key); 
 bufleft = 8; 
 count -= 8; 
 do { 
     t = *bufptr; 
     *dest++ = t ^ (*bufptr++ = *src++); 
 } while (--bufleft); 
    } 
    bufptr = context->iv; 
    memcpy(context->oldcipher, bufptr, 8); 
    ideaCipher(bufptr, bufptr, context->key); 
    context->bufleft = 8 - count; 
    do { 
 t = *bufptr; 
 *dest++ = t ^ (*bufptr++ = *src++); 
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    } while (--count); 
} 
 
int  idea_en_file(unsigned char *pw,unsigned char *str,unsigned int lenstr) 
{ 
 int status = 0; 
 byte textbuf[5000],ideakey[24];  
 struct IdeaCfbContext cfb; 
 memcpy(textbuf,str,lenstr); 
     mdstr(pw,ideakey); 
     ideaCfbInit(&cfb, ideakey); 
    ideaCfbSync(&cfb); 
 ideaCfbEncrypt(&cfb, textbuf, textbuf, lenstr); 
 ideaCfbDestroy(&cfb);  
     memcpy(str,textbuf,lenstr); 
 burn(textbuf);  
 return status;  
}  
 
int  idea_de_file(unsigned char *pw,unsigned char *str,unsigned int lenstr) 
{ 
 int status = 0; 
 byte textbuf[5000],ideakey[16];  
 struct IdeaCfbContext cfb;    
 memcpy(textbuf,str,lenstr); 
 mdstr(pw,ideakey); 
 ideaCfbInit(&cfb, ideakey); 
  
 ideaCfbDecrypt(&cfb, textbuf, textbuf, lenstr); 

ideaCfbDestroy(&cfb);  
     memcpy(str,textbuf,lenstr); 
 burn(textbuf);  
 return status;  
}  
 
#include <string.h> 
#include <stdio.h> 
#include <dos.h> 
#include <stdlib.h> 
#include <conio.h> 
#include <io.h> 
#include <fcntl.h> 
 
#define c 199 
#define c1 5 
typedef unsigned char BYTE; 
typedef unsigned int Word; 
typedef BYTE so[c+1]; 
typedef so mang[c1+1]; 
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typedef char xau[50]; 
BYTE io[c1+1]={66,34,18,10,6,4}; 
mang KEO; 
so modulo,somu,mamkhoa; 
 
int behon(BYTE* x,BYTE* y) 
{ 
 int i; 
 
   if (x[c]!=y[c]) 
      return (x[c]<y[c]); 
   i=x[c]; 
   while (x[i]==y[i] && (i>0)) i--; 
   return (x[i]<y[i]); 
} 
 
void dodai(BYTE* x) 
{ 
 int i=c-1; 
 
   while (x[i]==0 && i>0) i--; 
 x[c]=i; 
} 
 
void cong(BYTE* x, BYTE* y) 
{ 
 int i,t=0,j; 
 
   j = x[c]>y[c] ? x[c] : y[c]; 
 for (i=0;i<=j;i++){ 
  t=x[i]+y[i]+t; 
  if (t>256){ 
    x[i]=(BYTE)(t-256); 
    t=1; 
  } 
  else{ 
   x[i]=(BYTE)t; 
   t=0; 
  } 
 } 
   x[c]=j; 
} 
 
void tru(BYTE* x, BYTE* y) 
{ 
 int i,t=0; 
 
 for (i=0;i<=x[c];i++){ 
      t=x[i]-y[i]-t; 
  if (t<0){ 
   t+=256; 
   x[i]=(BYTE)t; 
   t=1; 
  } 
  else{ 
   x[i]=(BYTE)t; 
   t=0; 
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  } 
 } 
 while (x[i]==0 && i>0) i--; 
 x[c]=i; 
} 
 
void dich_trai(BYTE* x, BYTE* y, BYTE k) 
{ 
 memset(y,0,c+1); 
 for (int i=0;i<=x[c];i++) y[i+k]=x[i]; 
 y[c]=x[c]+k; 
} 
 
void nhan_byte(BYTE *x, BYTE *y, BYTE k) 
{ 
   BYTE i,nho=0; 

Word t; 
 
   memset(y,0,c+1); 
   if (k==0) return; 
   for (i=0;i<=x[c];i++) 
 { 
      t=x[i]; 
      t=t*k+nho; 
      y[i]=(BYTE)t; 
      nho=t>>8; 
 } 
   if (nho>0) 
 { 
      y[i++]=nho; 
 } 
   y[c]=i-1; 
} 
 
void nhan_word(BYTE *x, BYTE *y, Word k) 
{ 
   BYTE i; 
 so z,w; 
 
   nhan_byte(x,y,(BYTE)k); 
   i = k >> 8; 
   if (i==0) return; 
   nhan_byte(x,z,i); 
   dich_trai(z,w,1); 
   cong(y,w); 
} 
 
void nhan(BYTE* x, BYTE* y) 
{ 
 Word /*register*/ i,k; 
 Word j,r; 
 unsigned long t1,t=0; 
   BYTE *a,*b; 
 so w; 
 
 memset(w,0,c+1); 
   a=x; b=y; 

 67



 if (x[c]>y[c]) 
 { 
      a=y; b=x; 
 } 
   for (i=0;i<=a[c];i++) 
 { 
      for (k=0;k<=i;k++) 
  { 
   t1 = a[k]; 
   t += t1 * b[i-k]; 
  } 
      w[i]=(BYTE)t; 
  t >>= 8; 
 } 
 for (i=a[c]+1;i<=b[c];i++) 
 { 
      for (k=0;k<=a[c];k++) 
  { 
   t1 = a[k]; 
   t += t1 * b[i-k]; 
  } 
      w[i]=(BYTE)t; 
      t >>= 8; 
 } 
   for (i=b[c]+1;i<=a[c]+b[c];i++) 
 { 
      j=i-b[c]; 
      for (k=j;k<=a[c];k++) 
  { 
   t1 = a[k]; 
   t += t1 * b[i-k]; 
  } 
  w[i]=(BYTE)t; 
      t >>= 8; 
 } 
 w[i++]= t; 
   t >>= 8; 
   w[i++]= t; 
 dodai(w); 
   memcpy(x,w,c+1); 
} 
 
void binh_fuong(BYTE *x) 
{ 
 Word /*register*/ i,k; 
 Word r,s,t1; 
 long t=0; 
 so w; 
 
 memset(w,0,c+1); 
 t=x[0]; 
   t=t*t; 
 w[0]=(BYTE)t; 
   t >>= 8; 
 for (i=1;i<=x[c];i++){ 
      s=i >> 1; 
  if ((i & 1) == 0){ 
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    t1 = x[s]; 
    t += t1*t1; 
    s--; 
  } 
  for (k=0;k<=s;k++){ 
    r = x[k]; 
    r = r * x[i-k]; 
    t += r; 
    t += r; 
  } 
  w[i] = (BYTE) t; 
  t >>= 8; 
 } 
 for (i=x[c]+1; i <= x[c]*2 ;i++) 
 { 
  s = i >> 1; 
  if ((i & 1) == 0){ 
    t1 = x[s]; 
    t += t1 * t1; 
    s--; 
  } 
  for (k=i-x[c];k<=s;k++){ 
    r = x[k]; 
    r = r * x[i-k]; 
    t += r; 
    t += r; 
  } 
  w[i] = (BYTE) t; 
  t >>= 8; 
 } 
 w[i++]= (BYTE)t; 
 t >>= 8; 
 w[i++]= t; 
 dodai(w); 
 memcpy(x,w,c+1); 
} 
 
void du(BYTE *x, BYTE *n) 
{ 
 unsigned long l; 
 int i; 
 BYTE dn; 
 Word a,q,an; 
 so v,w; 
 
 dn=n[c]; 
 an=n[dn]; 
 an<<=8; 
 an^=n[dn-1]; 
 memset(w,0,c+1); 
 if (! behon(x,n) ) 
  for (i=x[c]-dn;i>=0;i--){ 
    l=x[dn+i+1]; 
    l<<=8; 
    l^=x[dn+i]; 
    l<<=8; 
    l^=x[dn+i-1]; 
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    q=ldiv(l,(unsigned long)an).quot; 
    if (q>0) 
    { 
     dich_trai(n,w,i); 
     nhan_word(w,v,q); 
     if (! behon(x,v)) tru(x,v); 
     else{ 
      tru(v,w); 
      tru(x,v); 
     } 
    } 
  } 
} 
 
void catngan(BYTE *x, BYTE *n) 
{ 
 Word i,j; 
 so y,z; 
 
 if (x[c]<=n[c]) return; 
 memset(y,0,c+1); 
 y[c]=n[c-1]; 
 memcpy(y,n,y[c]+1); 
 memset(z,0,c+1); 
 z[c] = x[c]-n[c]; 
 memcpy(z,x+n[c],z[c]+1); 
 j=0; 
 while (z[j]==0) z[j++]=255; 
 z[j] -= 1; 
 for (i=x[c];i>n[c];x[i--]=0); 
 x[n[c]]=1; 
 x[c]=n[c]; 
 nhan(y,z); 
 tru(x,y); 
} 
 
void cat(BYTE *x) 
{ 
 for (int i=0;i<=c1;catngan(x,KEO[i++])); 
} 
 
void nhan_mod(BYTE *x, BYTE *y) 
{ 
 nhan(x,y); 
 cat(x); 
} 
 
void bf_mod(BYTE *x) 
{ 
 binh_fuong(x); 
 cat(x); 
} 
 
void khoitao(BYTE *n) 
{ 
 Word i,j,k; 
 so w; 
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 BYTE dn=n[c]; 
 for (j=0;j<=c1;j++){ 
  memset(w,0,c+1); 
  k=io[j]+dn; 
  w[k]=1; 
  for (i=0;i<=dn;w[i++]=255); 
  w[c]=k; 
  memcpy(KEO[j],w,c+1); 
  du(w,n); 
  tru(KEO[j],w); 
  KEO[j][c-1]=dn; 
 } 
} 
 
void luy_thua(BYTE *x, BYTE *z, BYTE *n) 
{ 
 Word i,j,k;//p,t; 
 so y;//w; 
 khoitao(n); 
 memset(y,0,c+1); 
 y[0] = 1; 
 for (i=0;i<z[c];i++){ 
  k=z[i]; 
  for (j=0;j<8; j++){ 
   if ((k & 1)==1) nhan_mod(y,x); 
   bf_mod(x); 
   k >>= 1; 
  } 
 } 
 k = z[z[c]]; 
 while ( k>0 ){ 
  if ((k & 1)==1) nhan_mod(y,x); 
  bf_mod(x); 
  k >>= 1; 
 } 
 du(y,n); 
 memcpy(x,y,c+1); 
} 
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