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Danh sach nhitng nguoi thuc hién

Nhém thit nhat : Cac nghién ciru tong quan, tim hiéu giai phap

A | Nhitng nguoi chu tri mét trong cdc két qud nghién ciiu
1 | PGS TS Hoang Van Tao Hoc vién K¥ thuat Mat ma
2 | PGSTSLe My Tua Hoc vién K¥ thuat Mat ma
3 | TS Nguyén Hong Quang Phan vien NCKTMM- HVKTMM
4 | ThS Bang Hoa Phong QLNCKH- HVKTMM
5 | TS Nguyén Nam Hai Trung tam Cong nghé Thong tin
6 | TS Dang Vi Son Vu Khoa hoc Cong nghé
7 | TS Tran Duy Lai Phan viéen NCKHMM- HVKTMM
B | Nhitng nguoi tham gia mét trong cdc két qud nghién ciiu
1 | ThS Nguyén Ngoc Diép Phong QLNCKH- HVKTMM
2 | ThS Nguyén Ditic Tam Khoa Tin hoc- HVKTMM
3 | ThS Nguyén Ding Luc Phan vién NCNVMM- HVKTMM
4 | ThS DBoan Ngoc Uyén Khoa Tin hoc- HVKTMM
5 | ThS Nguyén Anh Tuin Phan vién NCKHMM- HVKTMM
6 | KSLé Khic Luu Phan vién NCKTMM- HVKTMM
7 | ThS Bao Hong Van Trung tam Cong nghé Thong tin
8 | KS Nguyén Canh Khoa Phan vién NCKHMM-HVKTMM
9 | KS Nguyén Cong Chién Phong QLNCKH-HVKTMM

Sdn phdam dd dat duoc:

- 07 bdo cdo khoa hoc (céc quyén 1A, 1B, 1C, 2A, 2B, 5A va 5B)

Nhom thi hai: Cac phan mém bao mat géi IP

A | Nhitng nguoi chu tri mét trong cdc két qud nghién citu
1 | TS Nguyén Nam Hai Trung tam Cong nghé Thong tin
2 | TS Bang Vii Son Vu Khoa hoc Cong nghé
3 | TS Tran Duy Lai Hoc vién KV thuat Mat ma
B | Nhitng nguoi tham gia mét trong cdc két qua nghién ciiu
1 | KS Nguyén Canh Khoa Phan vién KHMM- HVKTMM
2 | KS Nguyén Quoc Toan Phan vién KHMM- HVKTMM
3 | KS Binh Quoc Tién Phan vién KHMM- HVKTMM
4 | KS Nguyén Tién Diing Trung tam Cong nghé Thong tin
5 | KS Nguyén Thanh Son Khoa Mat ma- HCKTMM
6 | KS Nguyén Nhu Tuan Khoa Mat ma- HVKTMM

Sdn phdam da dat duoc:

- 03 bdo cdo khoa hoc (céc quyén 3A, 3B va 3C)
- 05 phan mém bao mat g6i IP ( 01 trén Windows; 01 trén Solaris; 03 trén
Linux)




Nhém thit ba: Cung cap va sir dung chimg chi s

A | Nhitng nguoi chu tri mét trong cdc két qud nghién citu

1 | TS Tran Duy Lai Phan viéen NCKHMM-HVKTMM

2 | PGSTSLe My Tua Hoc vién K¥ thuat Mat ma

3 | ThS bang Hoa Phong QLNCKH-HVKTMM

4 | TS Nguyén Hong Quang Phan vien NCKTMM-HVKTMM

B | Nhiing nguoi tham gia mot trong cac két qua nghién ciru

1 | ThS Hoang Van Thiic Phan vién NCKHMM-HVKTMM

2 | KS Pham Van Luc Phan vién NCKHMM-HVKTMM

3 | KS Cao Thanh Nam Phan vién NCKTMM-HVKTMM

4 | ThS La Hitu Phic Phan vién NCKTMM-HVKTMM

5 | ThS Trinh Minh Son Phan vién NCNVMM-HVKTMM

6 | ThS Hoang Thu Hang Phan vién NCNVMM-HVKTMM
Sdn phdam da dat duoc:

- 05 bdo cdo khoa hoc (céc quyén 6A, 7A, 8A, 8B va 9A)

- 03 phan mém (cap va thu héi chiing chi s6, thu vién chit ky s6, bao mat

Web dung Proxy Server)

- 01 thiét bi phan cting dé ghi khoa c6 giao dién USB

Nhém thit tu: Pam bao toan hoc

A | Nhitng nguoi chu tri mét trong cdc két qud nghién citu
1 TS Léu Dic Tan Phan vien NCKHMM-HVKTMM
2 | TS Tran Van Trudng Phéan viéen NCKHMM-HVKTMM
B | Nhitng nguoi tham gia mét trong cdc két qud nghién ciiu
1 | TS Nguyén Ngoc Cuong Phan viécn NCKHMM-HVKTMM
2 | KS Tran Hong Thaéi Phan vien NCKHMM-HVKTMM
3 | ThS Tran Quang Ky Phan viéen NCKHMM-HVKTMM
4 | ThS Pham Minh Hoa Phan vien NCKHMM-HVKTMM
5 | KS Nguyén Quoc Toan Phan vien NCKHMM-HVKTMM
C | Cong tac vién
1 | TSNguyén Lé Anh Pai hoc Xay dung
2 | TSKH Pham Huy Dién Vién Todn hoc

Sdn phdam dd dat duoc:

- 03 bdo céo khoa hoc (cdc quyén 3A, 3B va 3C)
- 02 phan mém (sinh tham s6 an toan cho hé mat RSA va Elgamal)




Bai tom tat

Két qua ctia dé tai KC.01.01 gom 18 bao céo khoa hoc va 10 san pham phan mém.
Cac quyén bao cdo khoa hoc da dugc danh s6 dé phit hop v6i 9 muc san pham nhu
da duoc dang ky trong ban hop dong thuc hién dé tai. Tuy nhién, xét vé ndi dung thi
céc san pham d6 c6 thé duoc x&p vao 4 nhém sau:
e Nho6m thit nhat: cdc nghién ctiu tong quan, tim hi€u giai phdp cho cdc co ché
dam bao an ninh, an toan mang.
e Nhom thit hai: cdc san phdm bao mat géi IP trén cdc hé diéu hanh Linux,
Solaris, Windows.
e Nhom thi ba: cung cép va st dung chiing chi so.
e Nhom thit tu : nghién cttu dam bao toan hoc vé cach dung va sinh tham s6 an
toan cho cac hé mat khoa cong khai ciing nhu xay dung hé ma khoi.

Dé tai da tap trung giai quyét mot sd van dé vé an ninh va bado mat doi véi thong tin
dugc van chuyén trén mang dung giao thic IP. Nhitng két qua nghién citu mang tinh
tong quan, tim hiéu giai phdp cho cic co ch€ dam bao an ninh an toan mang bao
gbébm: quyén 1A ,,Gi6i thiéu cong nghé IPSEC, cong nghé phat hién xam nhéap va
thuong mai dién tr; quyén 1B, Nu6c Nga va chit ky dién tir s6“; quyén 1C ,,Tim
hi€u kha niang cong nghé dé ciing hod thuat todn mat ma“; quyén 2A“Giao thic
TCP/IP va giai phap bao mat & cdc ting khac nhau*; quyén 2B “Téng quan vé an
toan Internet®; quyén 5A “An ninh cla cdc hé diéu hanh ho Microsoft Windows,
Sun Solaris va Linux*; quyén 5B ,,Co ché an toan cla cdc hé diéu hanh mang,
Network hacker, virut may tinh*.

Bai todn bao mat géi IP da duoc giai quyét kha triét dé, ching toi da c6 cdc phan
mém ma hoa géi IP chay trén 3 loai hé diéu hanh mang tiéu bi€u, d6 1a Microsoft
Windows, Sun Solaris va Linux. Pac biét, st dung kha niang ma nguoén md cua hé
diéu hanh Linux, chiing t6i da tao ra mot ho cac san pham bao mat géi IP. Ba bdo
cdo danh cho cdc phan mém ma géi IP 1a: quyén 4A ,,C4c phan mém bao mat géi IP
trén hé diéu hanh Linux*“, quyén 4B ,,Hé thong an toan mang trén moi trudng mang
Sun Solaris“ va quyén 4C ,,Phan mém bao mat trén moi trudng Windows*. Néu nhu
giai phap bao mat trén Linux 1a ma nguén md thi trén Windows 1a thay th€ Winsock
bang winsock mat mi, con trén Solaris 1a sit dung cong nghé lap trinh STREAMS dé
can thiép vao chong giao thic IP.

Thuong mai dién tir 1A mot trong nhitng cdi thé hién xu hudng toan ciu hod trong tin
hoc. Mat ma khong nhitng dugc sit dung dé bao mat thong tin, ma mot mat ing
dung rat dugc wa chudng cta né 1a tng dung dé xac thuc. Mat ma dugc dung dé xac
thuc 1a mat ma khod cong khai. Méi nguoi st dung khod cong khai ¢c6 mot cap khoa:
mot khoa bi mat va mot khod cong khai. Ngudi ta dung khod bi mat dé ky van ban
con dung khod bi mat cuia ngudi khdc dé kiém tra chit ky ma ngudi ky di tao ra.
Khoa cong khai thi c6 thé cong b cong khai, bang cach in nhu danh ba dién thoai,
nhung 14y gi dam bao tinh chan thuc cua nhitng khod cong khai da dugc cong bo.
Rat hay 1a chinh ban than mat ma khoa cong khai lai dugc sir dung dé giai quyét bai
todn nay, ngudi ta dung chit ky cia CA (Certificate Authority) dé ky vao mot van
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ban dac biét bao gom 2 thong tin chinh la dinh danh cta nguoi sit dung va khoa
cong khai ctia nguoi d6. Cai dé duge goi 1a ching chi s6 va gép phén tao nén co s&
ha tang khoa cong khai (PKI- Public Key Infrastructure). Nhung ching chi s6 sinh
ra can phai dugc st dung vao céac tng dung trén mang, trong d6 c6 cac ing dung
thuong mai dién tir v6i hai dich vu co ban la Mail va Web. Mot loat cac bao cdo da
tap trung giai quyét van dé nay, d6 1a quyén 6A ,, Mot hé thong sinh ching chi s6
theo mo hinh sinh khod tap trung®; quyén 7A ,,Mot hé chit ky s6 c6 sir dung RSA;
quyén 8A ,,Dung ching chi s6 véi cdc ting dung Web va Mail*; quyén 8B ,,Bao mat
dich vu Web thong qua Proxy Server” va quyén 9A , Mot s6 thiét bi dugc st dung
dé ghi khoa*.

Trén day da diém qua céc két qua nghién ctu phét trién san pham phan mém trong 2
linh vuc 1a bao mat géi IP duoc truyén thong trén mang va bao mat cac dich vu Web
va Mail trong thuong mai dién t&. Th€ nhung cdi 16i mat ma trong cdc san pham ay
chinh 1a cdc thuat toan, cic tham s6 mat ma. Trong khuon khé pham vi clia dé tai
cling da hoan thanh 3 két qua nghién citu nham ddm bao todn hoc cho do an toan
mat ma, d6 1a: quyén 3A ,,Sinh tham s6 an toan cho hé mat RSA“; quyén 3B ,,Sinh
tham s& an toan cho hé mat Elgamal®; quyén 3C ,,Nghién citu xay dung thuat todn
ma khai an toan hiéu qua“.

Hai nhém san phdm vé bao mat géi IP va cung cap/str dung ching chi s6 da duoc
trién khai thir nghiém. C6 nhitng san pham sau d6 da dugc hoan thién nang cap dé
trién khai thuc té&.
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ACL
AD
AH
ARP
AS
ASET
ASIC
ASN.1
ASSP
BGP
CA
CAD
CDES
CEFS
CIPE
CLNP
CTL
CRL
CRT
DAC
DARPA
DSP
EDI
EFS
EGP
ESP
FAT
FEK
FPGA
GGP
GSS-API
ICMP
IDS
IEC
IPSEC
ISAKMP
IKE
IHL
ITU
ISO
L2F
L2TP
LDAP
LSA
MIME

Bang chu giai cac chir viét tat, ky hiéu, don vi do,

tir ngian hoac thuat ngir

Access Control List

Active Directory

Authentication Header

Address Resolution Protocol

Autonomous System

Automated Security Enhancement Tool
Application-Specific Integrated Circuit
Abstract Syntax Notation One
Application-Specific Standard Product
Border Gateway Protocol

Certificate Authority

Computer-Aided Design

CDROM File System

Cryptographic Gile System

Cryptographic IP Encapsulation
Connectionless Network Protocol
Certificate Trust List

Certificate Revocation List

Chinese Residual Theorem

Discretionary Access Controls

Defence Advanced Research Projects Agency
Digital Signal Processor

Electronic Data Interchange

Encryption File System

Exterior Gateway Protocol

Encapsulation Security Payload

File Allocation Table

File Encryption Key

Field Programmable Gate Array

Gateway to Gateway Protocol

General Security Services Application Programming Interface
Internet Control Message Protocol
Intrusion Detection System

International Electrotechnical Commission
IP Security

Intenet Security Association and Key Management Protocol
Internet Key Exchange

Internet Header Length

International Telecommunication Union
International Organization for Standardization
Layer 2 Forwarding

Layer 2 Transfer Protocol

Light Directory Access Protocol

Local Security Authority

Multipurpose Internet Mail Extensions



MSP Message Security Protocol

MTA Message Transfer Agent

MTU Maximum Transfer Unit

NLSO Network-Layer Security Protocol
NTFS New Technology File System
PAM Pluggable Authentication Module
PGP Pretty Good Privacy

PEM Privacy Enhanced Mail

PKI Public Key Infrastructure

PPTP Point to Point Transfer Protocol
RFC Request For Comment

RISC/GPP  Reduced Instruction Set Computer/ General Purpose Processor
SET Secure Electronic Transaction

SA Security Association

S-HTTP Secure Hyper Text Transfer Protocol
S/MIME Secure Multipurpose Internet Mail Extensions

RAS Remote Access Service

RPC Remote Procedure Call

RSA Rivest- Shamir- Adleman

SAM Security Account Manager

SID Security Identifier

SPI Security Parameters Index

SRM Security Reference Monitor

SSL Secure Socket Layer

TCFS Transparent Cryptographic File System
TCP/IP Transmission Control Protocol/ Internet Protocol
TLSP Transport Layer Security Protocol
TMDT Thuong mai dién tir

TPDU Transport Protocol Data Unit

UDP User Datagram Protocol

VPN Virtual Private Network



Loi mo dau

Céc noi dung ma dé tai da tién hanh nham thuc hién 2 muc tiéu da dugc dang ky
trong ban thuyét minh dé tai, do la:

» Nghién cttu mot s6 cong nghé, gidi phap nhim dam bdo an toan, an ninh
thong tin cho cdc mang dung giao thic IP, tir d6 dé xudt mo hinh phu hop dac
diém sir dung & Viét Nam

> Phuc vu viéc phét trién thuong mai dién tit (TMDT) cua Viét Nam, huéng t6i
hoi nhap khu vuc

Su phét trién clia cic mang may tinh néi riéng va mang Internet néi chung da lam
cho nhu cau dam bao an ninh an toan thong tin trén mang ngay cang tang. C6 nhiéu
cong nghé mang (vi du nhu Ethernet va Token Ring), ¢6 nhiéu giao thiic mang (vi
du nhu TCP/IP, IPX/SPX va NETBEUL,...), nhung do su phét trién vuot troi ctia giao
thic IP so v6i cdc giao thitc khac trén thé gidi, va can cit vao dic diém cong nghé
mang duoc trién khai tai Viét Nam, ching ta thdy ring dé€ c6 thé bao dam dugc an
ninh an toan cho hau hét cac dich vu mang thi chi can tap trung vao giai quyét cac
bai todn doi vé6i giao thic IP. Néu c6 giai phdp va san phdm bdo mat t6t cho moi
truong IP, khi gap phai cdc moi trudng truyén thong khac ching ta ¢6 thé dung cac
thiét bi chuyén déi (vi du nhu E1-IP) d€ sur dung dugc céc giai phdp va san pham da
co.

Viét Nam dang trong qua trinh hoi nhap khu vuc va hoi nhap quoc t€. Thuong mai
dién tir chinh 1a mot cong cu dac luc phuc vu cho qué trinh hoi nhap &y. 0 trong
nudc ciing dang qua trinh xay dung chinh phu dién tir (d€ an 112 cta Chinh phu vé
Tin hoc hod quan ly hanh chinh). D€ cho thuong mai dién tir cling nhu chinh pha
dién tlr phat trién dugc déu can c6 su hd trg cua cdc cong cu/san phdm dam bao an
ninh bao mat thong tin trén cdc mang truyén thong tin hoc.

Céac san pham cua dé tai (b4o céo khoa hoc va phan mém) da déap tng ddy du céc cic
noi dung dang ky trong muc 16 ,,Yéu cau khoa hoc doi v6i san pham tao ra“ ctia ban
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thuyét minh dé tai, cting nhu bang 2 ,,Danh muc san pham khoa hoc cong nghé* cuia

ban hgp dong thuc hién dé tai. Bao cdo khoa hoc cua dé tai gdbm 18 quyén nhu sau:

tt Tén bao cao

1 | Bao cao cip nhit cac két qua méi trong linh vuc bio mat mang va
thwong mai dién ti:

Quyén 1A: Gidi thiéu cong nghé IPSEC, cong nghé phat hién xam nhap va
thuong mai dién tr

Quyén 1B: Nudc Nga va chit ky dién tir sb

Quyén 1C: Tim hiéu kha ning cong nghé dé cling hoa céc thuit toan mat mi

2 | M6 hinh bao mat thong tin cho cac mang may tinh

Quyén 2A: Giao thirc TCP/IP va giai phap bao mat & cac tang khac nhau

Quyén 2B: Tong quan vé an toan Internet

3 | Nghién ctru ddm béo toan hoc

Quyén 3A: Sinh tham sb an toan cho hé mat RSA

Quyén 3B: Sinh tham sd an toan cho hé mat Elgamal




Quyén 3C: Nghlen ciru xay du’ng thuat todn ma khoi an toan hiéu qua

Phu luc: Mot so nghlen ctru vé ham bam va giao thirc mat ma

4 | H¢ thong phan mém bio mat mang

Quyén 4A: Cac phan mém bao mat goi IP trén hé diéu hanh Linux

Quyén 4B: Hé thong an toan trén moi trudng mang Sun Solaris

Quyén 4C: Phan mém bao mat trén mdi truong Windows

S | An ninh, an toan cta cac hé dieu hanh mang

Quyén 5A: An ninh cta cac hé diéu hanh ho Microsoft Windows, Sun
Solaris va Linux

Quyén 5B: Co ché an toan ctia cac hé diéu hanh mang, Network Hacker,
Virut may tinh

6 | Hé thong cung cip PKI

Quyén 6A: Mot hé théng cung cap chimg chi s6 theo mé hinh sinh kho4 tap
trung

7 | Bé chwong trinh cung cip chir ky dién tir

Quyén 7A: Mot hé chit ky s6 c¢6 str dung RSA

8 | Hé thong chwong trinh xic thuwc trong thwong mai dién tir

Quyén 8A: Dung chimg chi sd voi cac dich vy Web va Mail

Quyén 8B: Bao mat dich vu Web thong qua Proxy Server

9 | Cac san pham nghiép vu va qui ché sir dung

Quyén 9A: Mot s6 thiét bj dugc sir dung dé ghi khoa

Cac san phadm phan mém/thiét bi bao goém:

1 | Phan mém bao mat gai IP:
- Trén moi truong Windows (SECURE SOCKET)

CRYPTOR)

- Trén moi truong Linux (TRANSCRYPT, IP-CRYPTOR, DL-

2 | Phan mém vé ching chi so:

- Sinh chiing chi s6 theo mo6 hinh sinh khod tap trung

- Thu vién chit ky s6

- Dung chitng chi s6 dé bao mat dich vu Web thong qua Proxy Server

3 | Phdn mém dam bao todn hoc:
- Phan mém sinh tham s6 an toan cho hé mat RSA
- Phan mém sinh tham s6 an toan cho hé mat Elgamal

4 | Thiét bi nghiép vu:
- Thiét bi ghi khoa véi giao dién USB
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TONG KET CAC NOI DUNG NGHIEN CUU VA KET QUA CHINH

1. Nhom thi nhat: Nghién citu téng quan, tim hiéu gidi phap cho cac co ché
dam bao an ninh an toan mang

1.1 Quyén 1 A: Gidi thiéu cong nghé IPSEC, cong nghé phdt hién xam nhdp va
thuong mai dién tir. Chu tri nhém nghién cttu: PGS. TS. Hoang Van Tao

Tén clia bdo cdo da thé hién 3 noi dung s& duoc dé cap dén trong 3 chuong. Toan bo

bao cdo gom 44 trang.

Chuong 1 ,,Gidi thiéu vé IPSEC* da trinh bay vé mot trong cac cong nghé tao nén

mang riéng ao (VPN), cac dich vu IPSEC cho phép ban xay dung cac duong ham an

toan thong tin qua cac mang khong tin cay (vi du nhu Internet) vGi ca hai kha nang
xéc thuc va bao mat. C4c van dé da duoc di sau la:

- Cac dac tinh cta IPSEC la: phan tach cac chiic nang xac thuc va bao mat (tat
nhién, ching c6 thé két hop vé6i nhau); dugc cai dat & ting mang; hé tro 2 dang
két ndi 1a host-to-host va gateway-to-gateway; ho trg kha nang quan 1y khod
thuan tién (khoa phién c6 thé phan phoi tu dong hay thli cong)

- Cac khai niém co ban: Security Association (SA), Security Parameters Index
(SPI), Authentication Header (AH), Encapsulation Security Payload (ESP),
Internet Security Association and Key Management Protocol (ISAKMP),

- Nhiing noi ¢6 thé dung dugc IPSEC (hay mo hinh dp dung), vu diém ctia IPSEC,
cac han ché ctia IPSEC (x4c thuc mdy, khong xac thuc nguoi dung; khong chong
dugc tan cong tir choi dich vu, khong chong duoc tan cong phan tich mang), cac
mode dung IPSEC (chi xac thuc, ma hoa + xac thuc)

Chuong 2 ¢6 tén 1a ,,Phat hién xam nhap: 1am thé nao dé tan dung mot cong nghé
con non nét“. Trong phan dat van dé & dau chuong da ndi rd vi cdc bic tudng lira va
céc chinh sdch an ninh an toan I1a chua di d€ ngan chin moi tdn cong phd hoai, cho
nén can dén hé phat hién xam nhap (IDS - Intrusion Detection System). Cdc van dé
sau da duoc trinh bay:

- Phat hién xam nhép 1a gi? (n6 bao gdm ca viéc phat hién su lam dung ctia nguoi
6 trong ciing nhu nguoi ngoai). Tai sao lai dung tién ich phat hién xam nhap? (né
thay cho nhiéu con ngudi, n6 c6 thé phan tng lai cic xam nhap). Co ché lam viéc
cua cac IDS.

- C4c giai phdp phat hién xam nhap bao gom: cac hé thong phat hién di thuong;
cac hé thong phat hién lam dung; cac hé thong giam sat dich

- Nhitng vu diém cua IDS : giam gid thanh so vé6i viéc ding con ngudi, phit hién
ngin chan va khoi phuc, nhat ky va kha nang phap ly. Nhitng nhugc diém: hay
con non ndt, phat hién sai, suy giam hiéu suét, chi phi ban dau,...

- Viéc st dung IDS: n6 c6 lién quan tGi viéc danh gia rui ro; khi mua mot san
phadm IDS cén chd y t6i chi phi, chiic niang, kha niang m& rong,...; khi sir dung
can chd y t6i mot khai niém dugc goi 1a ,.khai thac mot kién tric phat hién xam
nhap.

Chuong 3 ,,Thuong mai dién ti“ da dé cap dén:
- Céc hinh thic hoat dong chil yéu cia TMDT: thu, thanh todn dién tt, trao d6i dit
liéu, ..
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- Tinh hinh phét trién TMDT trén th€ gidi: qud trinh phat trién c6 thé chia thanh 3
giai doan; di€ém qua tinh hinh phét trién TMDT & mot s6 nudc nhu My, Canada,
Nhat, EU,...

- Tinh hinh phét trién TMDT & Viét Nam: moi trudng ding nghia cho TMDT &
Viét Nam chua hinh thanh; & cu6i chuong ¢6 dé cap dén mot s6 khuyén nghi trén
con duong tién t6i TMDT & nudc ta.

- An toan trong TMDT: da diém qua cédc méi de doa dén su an toan ctia TMDT;
nhiing yéu cau bao vé thong tin va giai phap dam bao;

1.2 Quyén 1B: Nudc Nga va chit ky dién tit s6. Chli tri nhém nghién cttu: PGS. TS.
Hoang Van Tao

Ngay 10 thdng 1 nam 2002, tong thong Nga V. Putin da ky sic lénh lién bang vé chit
ky dién tir s6. D€ di t6i Luat vé chit ky dién tir s6, nudc Nga di c6 mot qud trinh
chuén bi k§ cang tir trudc. Lién quan dén van dé nay, trong bdo cdo da dé cap t6i cdc
no1 dung sau:

- Bai viét cua 3 chuyén gia FAPSI 1a tién si toan-ly A.C. Kuzmin, pho tién si ky
thuat A.B. Korolkov va phé tién si toan-ly N.N. Murasov trong tap chi chuyén
nganh vé an ninh thong tin “CBCNTVS MTPJGFCYJCNB” s0 ra thang 2-3 nam
2001 “Nhimng cong nghé hita hen trong linh vuc chit ky dién tlr s6”: d€ cap t6i du
dn chuan quoc gia mdi cia Nga vé chit ky s6.

- Bai ctia cac chuyén gia V. Miaxnhiankin va A. Mejutkov “Chit ky dién tir hay
con duong gian kho thoat khoi gidy t0” trong tap chi “CBCNTVS
MTPJGFCYJCNB”, so ra thang 8-9 nam 2001: khac véi chit ky viét tay, chit ky
sO phu thudc vao van ban dugc ky.

- Vay nuéc Nga da dung chuén chit ky s6 ndo? Chiing t6i da mo ta: (1) chuén chit
ky s6 GOST P 34.10-94 ; (2) chuan chit ky s6 GOST P 34.10-2001; (3) chuén
ham bam GOST P.34.11-94; (4) chuan ma khoi GOST 24187-89 (do chuidn ham
bam GOST P.34.11-94 ¢6 st dung thuat toan GOST 24187-89)

- Trong bdo cdo ching toi da dich toan bo ,,Bo ludt Lién bang vé chit ky dién it
gbm 5 chuong va 21 diéu.

- Dé tién so sanh, trong 5 phu luc chiing toi da trinh bay vé: (1) mo ta thuat toan
DSS ctia My, chuén nay da duoc cong b ngay 7 thang 1 nam 2000 dé thay cho
chuén dugc dua ra tir nhiu nam truée day (1994); (2) mo ta ho cac ham bam
SHA ctua M¥; (3) mo ta thuat toan ma khoi Rijndael; (4) Gi6i thiéu bai bao cua 2
tac gia nguoi Nga so sanh thuat toan ma khoi GOST 24187-89 clia Nga va thuat
todn Rijndael 12 thuat toan s& duoc chip nhan la chudn ma dit licu méi cia My
(AES) thay cho DES; (5) Bén canh d6 con c6 mdt bai bao cua tac C. Charnes, L.
O’Connor, J. Pieprzyk, R. Safavi-Naini, Y. Zheng viét vé chuan GOST 24187-89
cua Nga.

1.3 Quyén 1C: Tim hiéu khd ndng cong nghé dé cieng hod cdc thudt todn mdt mad.
Chu tri nhém nghién cttu: Nguyén Hong Quang

Mat mi c6 thé thuc hién theo cdch thli cong hodc tu dong vdéi su tro gidp clia mdy

moc. Trong thoi dai dién t, truyén thong va tin hoc ngay nay cdc nguon tin ngay

cang da dang; moi thong tin déu duoc s6" héa v6i khodng 16 trit lugng tai chd va luu

lugng trén kénh; doi hoi cia nguoi diung ngay cang cao vé do6 mat, toc do, do an
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toan, tinh tién dung... Trong tinh hinh do6, chi c6 moét Iua chon duy nhat 1a thuc hién
mat ma véi su trg gitp ciia may moc.

Phan 1 “So sanh thuc hién mat ma béng phan cting va phan mém” 1a d€ tra 10i cau
hoi: nén thuc hién mat ma trén co s& phan cing (hardware) hay phin mém
(software)? Dé tra 16i cho cau hoi d6 can phdn tich cdc uu nhuoc diém cta hai
platform nay, xdc dinh nhitng yéu cdu chung cho mot thiét bi dién tir va yéu cdu
riéng mang tinh dic thu cta thié€t bi mat ma, cdc yéu t6 cdn cdan nhdc khi st dung
thuc t€. Cudi phan 1 c6 so sanh vé do an toan giita 2 platform: st dung chung khong
gian nhd RAM; dam bao toan ven; tham nguoc thiét ké; tdn cong phan tich nang
luong; van dé luu trit khod dai han; phu thudc vao do an toan ctia hé diéu hanh.

Phan 2 “Lua chon cong nghé cho ciing hod mat ma”. Gia thiét yéu cau dat ra la bao
mat thong tin trong khu vuc Chinh phu, An ninh va Qudc phong ¢ d6 doi hoi do an
toan cao va téc do 16n, rd rang platform lua chon phai la hardware. Khong nhu & linh
vuc khdc chi can chon ding cong nghé dé thuc hién bai todn dit ra sao cho t6i wu vé
gid thanh, dé phat trién, nhanh ra thi trudng, c6 kha niang upgrade... 1a dii. Véi nganh
mat ma, ngoai viéc chon cong nghé thich hop cho encryption, cling quan trong
khong kém la cong nghé d6 c6 bao dam security khong. Ciing can chu thich l1a trong
s6 7 cong nghé duoc phan tich, nhi€u cong nghé 1a su pha tron giita hardware va
software trén co s& 1ap trinh cho chip. Tuy nhién khac véi software nhu da dé cap &
phan truéc & chd software cho chip thuc hién trén hardware dugc thiét ké riéng,
chuyén dung, dong kin, khong dung chung bo nhé va hé diéu hanh, dugc dot vat ly
trén chip. Va nhu vay c6 thé xép ching vao hardware platform. Cdc cong nghé da
duoc dua ra xem xét la: (1) ASIC (2) ASSP (Application-Specific Standard Product);
(3) Configurable Processor; (4) DSP (Digital Signal Processor); (5) FPGA (Field
Programmable Gate Array); (6) MCU (Microcontroller); (7) RISC/GPP (Reduced
Instruction Set Computer/ General Purpose Processor). Cic phuong dién duoc so
sanh 1a: (1) thoi gian dua san pham ra thi trudng; (2) nang luc thuc hién; (3) gia
thanh; (4) tinh dé phét trién; (5) nang lugng tiéu thu; (6) tinh mém déo. Trong phan
2 cling da danh nhiéu trang d€ trinh bay ky vé cong nghé FPGA, boi vi cong nghé
thich hop nhdt dé ciing hod mdt ma chinh la FPGA, d6 1a cdc noi dung: ciu tric
FPGA; kha niang cau hinh lai FPGA; nhiing uu diém ctia FPGA d6i v6i mat ma. Ti€p
theo da trinh bay vé viéc ding FPGA dé ciing hod céc loai thuat todn mat ma khac
nhau, do6 la: (1) sinh khoa dong; (2) cac phép nhan va modulo; (3) ma khoi (AES);
(4) mat ma elliptic; (5) ham hash; (6) sinh s6 ngau nhién. Cu6i phan 2 da trinh bay
veé do an toan mat ma dya trén hardware: tan cong lén hardware néi chung va tin
cong léen FPGA néi riéng (tdn cong kiéu hop den; tdn cong kiéu doc lai; tdn cong
nhdi lai SRAM FPGA; tham ngugc thiét k€ tir chudi bit; tAn cong vat 1y d6i véi cac
cong nghé SRAM FPGAS/ ANTIFUSE FPGAS/ FLASH FPGAS; tin cong side
channel gom c6 Simple Power Analysis va Different Power Analysis.

Phan 3 “Chuén bi d€ ciing hod mat ma” xoay quanh FPGA. Hai noi dung da duoc
trinh bay. Trudc hét 1a nhitng kién thiic can thiét dé thuc hién FPGA bao gom: kién
thitc vé toén; kién thic vé k¥ thuat; kién thic vé cong nghé; kién thic vé thi trudng
vi mach. Thit hai 12 cdc cong cu can thiét dé thuc hién FPGA bao gébm: cong cu thiét
k& (CAD); thiét bi (may tinh, bd nap); nhan luc. Cudi ctia phan nay c6 gidi thiéu mot
s0 hang san xuat FPGA nhu Xilinx va Altera ciing nhu tuong lai cia FPGA.
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1.4 Quyén 2A: Giao thitc TCP/IP va cdc gidi phdp bdo mdt & cdc ting khdc nhau.
Chu tri nhém nghién cttu: ThS. Pang Hoa

Muo6n nghién citu gidi phap bao mat cho giao thic IP thi can phai hi€u rd n6. Chinh
vi viy ma bao cdo khoa hoc gom cé 2 phan, phan I ,,Giao thic mang TCP/IP* gom
¢6 9 chuong, phan II ,,Giai phap bao mat* géom c6 3 chuong danh cho 3 ting: ting
mang, ting giao van va ting tng dung. Chi y rang, khéi niém tang ¢ 3 chuong cudi
lai theo mo hinh ISO.

Chuong 1 ,,Gidi thiéu va khai quat® da trinh bay lich sir cia TCP/IP, n6 bat dau tir
DARPA. 4 dic tinh cia TCP/IP dugc néu ra (khong phu thuoc hé diéu hanh; khong
phu thuoc phan cing; ché do danh dia chi chung va chudn hod céc bo giao thic &
tang trén). N6 c6 céac dich vu tiéu biéu & ting tng dung 12 thu dién tir, chuyén file,
truy cap tir xa va www. Trong khi d6, cdc dich vu & ting mang c6 thé chia lam 2
loai: dich vu khong lién két chuyén goéi tin va dich vu van tai dong dit liéu tin cay.
Cic tai lieu chuian vé TCP/IP & dang RFC, c6 thé tai xuong tr dia chi
ftp://nic.ddn.mil/rfc/rfcxxxx.txt. Internet phat trién rat nhanh va tuong lai cua IP s€
1a IP vé6.

Chuong 2 ,,Cau triic phan tang ctia mo6 hinh TCP/IP* nham trinh vé 4 tang: ting ting
dung (Telnet, FTP,...); tang van tai (TCP, UDP,...); tang Internet (IP) (hay con goi la
tang mang); va tang ti€p can mang (Ethernet, ATM.,...). Trong tang ti€p can mang
can chi y viéc chuyén déi giita dia chi IP va dia chi vat Iy. Trong ting Internet cin
chu y dén bai toan dan duong cta goi tin (routing). C6 hai bién dia chi quan trong:
(1) bién dia chi giao thiic (ngan cach dia chi cua tang thap va tang cao); (2) bién hé
diéu hanh (ngén cach hé théng vé6i cdc chuong trinh ting dung).

Tang Bién
Tang tung dung Phan mém ngoai hé diéu hanh
Tang van tai Phan mém trong hé di¢u hanh
Tang Internet Chi str dung céc dia chi IP

Tang ti€p can mang | St dung céc dia chi vat 1y

Phan ctng

Chuong 3 ,,Cic dia chi Internet* da trinh bay vé 5 16p dia chi mang 1a A, B, C, D va
E. Khdi niém mang con (subnet) di kém véi khai niém dia chi mang va subnet mask.
Cich ddnh dia chi Internet ciing ¢c6 mot s6 nhugc diém, do 1a: dia chi huéng t6i
dudng lién két chir khong hudng t6i mdy; dia chi nhém C chi gom 255 may nén khi
vuot qud thi phai chuyén sang 16p B; d6i véi may ding nhiéu dia chi IP (c6 nhiéu
card mang ching han) thi viéc vach dudng din phu thuoc vao dia chi duogc sir dung.

Chuong 4 c6 tén la ,,Tuong tng dia chi Internet v6i dia chi vat 1y“. Do cu6i cung
viéc truyén thong phai duoc thuc hién trong mang vat 1y nho st dung dia chi vat 1y
ma phan cing cung cap nén phai ¢6 cich anh xa giita dia chi IP va dia chi vat ly.
Giao thitc Giai quyét dia chi ARP da cung cdp mot co ché hiéu qua va dé duy tri,
day la giai phdp giai quyét nho tuong ing dong. Trong moi thiét bi mang s€ ¢6 mot
cache giai quyét dia chi.
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Chuong 5 ,,Giao thic Internet: chuyén géi tin khong ¢6 lién két* trinh bay vé dich vu
chuyén géi tin khong lién két (khong chac chian, mdi géi tin 1a doc lap véi gbi tin
khdc, dich vu dugc coi 1a chuyén c6 géng nhat). Trong chuong nay da gi6i thiéu dinh
dang ctia géi tin IP (dia chi nguon, dia chi dich, THL, ...), c6 di sau vao mot so
truong nhu kich thude cua goi tiny MTU va Fragmentation Offset. Trong hé thong
chuyén géi tin, viéc vach dudng dan 1a qud trinh chon dudong dé gui goi tin, va bo
dinh tuyén (router) la mot may tinh bat ky lam chidc nang vach duong dan. Mot vai
giao thitc dan dudong da dugc di€ém qua: GGP, EGP, BGP.

Chuong 6 ,,Giao thic Internet: céc thong bdo diéu khién va bao 16i* thdo luan co ciu
ma céc cong va cdc may st dung dé trao déi su diéu khién hoic thong bdo 16i. Co
céu nay dugc goi 1a Giao thitc Thong bao diéu khién Internet - Internet Control
Message Protocol (ICMP). Giao thiic nay dugc coi la mot phan cua Giao thic
Internet, va phai c6 trong moi thuc hién cua giao thitc IP. Thong bao ICMP dugc bao
boc trong g6i tin IP, dén lugt goi tin IP duoc bao boc trong gbi dir liéu ciia mang vat
ly dé truyén. Thong bdo ICMP c¢6 dinh dang nhu sau: TYPE (8 bit), CODE (8 bit),
CHECKSUM (16 bit), header va 64 bit dit liéu ddu cua goi tin da sinh ra 16i. Mot s
chiic nang chinh ctia ICMP la: diéu khién dong thong tin; phat hién khong t6i duoc
mdy dich; chuyén dudng; kiém tra may & xa.

Chuong 7 ,,Giao thitc géi tin ctia ngudi stt dung UDP* trinh bay vé dinh dang ctia géi
tin UDP, cach boc géi tin UDP vao géi tin IP. Giao thitcc UDP chip nhan cac goi tin
tr nhiéu chuong trinh tng dung va chuyén ching dén giao thic IP dé truyén, va né
chép nhan cédc goi tin UDP dén tir giao thic IP va chuyén ching dén cac chuong
trinh ing dung thich hop. Mot cach khai niém, toan bo viéc phan cong va hgp cong
gitta phan mém UDP va chuong trinh ting dung xay ra qua co ché cong.

Chuong 8 ,,Giao thiic diéu khién truyén tin TCP* néu 1én 5 tinh chat ctia TCP: huéng
dén dong dit liéu; lién két mach ao; truyén c6 phan dém; dong dit liéu khong c6 cau
tric; lién két 2 chi€u. Phai ¢6 mot co ché€ gilip cho TCP cung cdp su tin cay, d6 la
xdc nhan va truyén lai, d6 1a cdc ctlra s6 truot, thiét lap mot lién két TCP. Bdo cdo
ciing trinh bay vé khai niém céng ctia TCP, dinh dang ctia doan TCP.

Chuong 9 ,,Hé thong tén viing* trinh bay vé cdc tén ving quen thuoc nhu GOV,
EDU, COM,..,; tuong tng gifta tén ving va dia chi. Co ciu tén ving dé twong ting
cac tén vai cac dia chi gom cac hé thong hop tac, doc 1ap goi la cac chuong trinh cht
cung cap tén (name servers).

Chuong 10 ,,An toan tdng mang* da dé cap téi :

- Phan biét end system (hé thong dau cudi) va intermediate system (hé trung gian).

- Connectionless Network Protocol (CLNP) cung cép dich vu mang kiéu khong
lién két trong vai tro SNICP vai tro (subnetwork-independent convergence
protocol)

- An toan muc hé thong cudi (end system-level security): né lién quan t&i hoac
Transport layer hodc subnetwork-independent network layer protocol. Tuy nhién,
cai dat an toan cho hé thong cudi & tang mang 1a duoc uu tién hon.

- An toan mic mang con (subnetwork-level security): khic v6i end system-level
security.

- Network-Layer Security Protocol (NLSP) dugc cong bo trong ISO/IEC 11577.
Trong NLSP c6 hai giao dién: giao dién dich vu NLSP va giao dién dich vu mang
co 8¢ (UN-underlying network). NLSP ciling cung cép subnetwork level security.
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Mo hinh bay tang ISO

Tang lién két dit liéu VPDN, L2F, L2TP

7 Ting tng dung PEM, S-HTTP, SET

6 Tang trinh dién

5 Tang phién ss.
4 Tang giao van IPSEC

3 Tang mang PPTP, swiPe

2

1

Tang vat ly Fiber Optics

Chuong 11 ,,An toan tang giao van‘ da trinh bay ve:

C4c thu tuc ting giao van gom cé: assignment to a network connection (géan lién
két mang); transport protocol data unit transfer (truyén TPDU); segmentation and
reasembling (phan doan va rép lai); ...

Transport Layer Security Protocol (TLSP) duoc mo ta & chuan ISO/IEC 10736.
N6 dugc dat hoan toan trong tang giao van. TLSP duoc thiét k&€ d€ bo sung vao
céc giao thic ting giao van thong thudng ma khong phai dé thay doi ching.

Céc co ché an toan: Ham dong goéi clia TLSP hoé tro viéc cung cap mot vai dich
vu an toan va c6 thé kéo theo t6 hop cdc co ché an toan nao d6 duoc yéu cau. Cc
co ché nay 1a nhan an toan, con trd hudng, gid tri kiém tra toan ven (ICV), dém
ma hod (padding) va ma hoa.

Chuong 12 ,,Cac giao thitic an toan tang tng dung ctia cic mang™ da di vao 3 linh
vuc:

Trao déi tién té. SET (giao dich dién tlr an toan) 1a mot giao thifc an toan cin ci
vao tng dung do Visa va MasterCard cuing nhau phét trién. Trong bdo cdo da
trinh bay ky 5 budc ctia SET. S/PAY dugc RSA Data Security phat trién 1a mot
cai dat caa SET

Gtri thong bao dién tir: PEM, RIPEM, S/MIME, PGP

Cac giao dich www: SSL, S-HTTP

1.5 Quyén 2B: Tong quan vé an toan Internet. Chii tri nhém nghién citu: PGS. TS.

Le My Td

Internet vGi chi phi thdp va ton tai & moi noi da lam cho cic ung dung thuong mai
dién tir tr& nén kha thi. Thé nhung, c4c rui ro khi sir dung Internet ¢6 thé gay ra hién
tuong nan chi. Chuong 1 ,,An toan Internet da trinh bay cac van dé sau:

Ba khia canh ctlia bai todn ,,an toan“ 1a: an toan mang (bao gom Authentication
and integrity, Confidentiality, Access control); an toan tng dung va an toan hé
thong

An toan giao thifc mang: hai k§ thuat dé an toan IP d6 1a Authentication Header
va Encapsulating Security Payload. ESP c¢6 2 ché d0, d6 la: tunnel mode va
transport mode. Nhitng noi dung dugc trinh bay & day da dugc trinh bay &
chuong 1 ,,Gi6i thieu IPSEC“ & quyén 1A.
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- Céc bude tuong lira dam bao an toan hé thong: diém qua mot s6 khdi niém nhu
Screening routers, Proxy servers, Perimeter network.

- Trong phan trinh bay vé An toan dich vu gui tin da dé cap dén: Cac dich vu bao
vé thong bdo (Message origin authentication —Xéc thuc nguén goc cua thong
bdo; Content integrity-Toan ven ndi dung; Content confidentiality-Su tin cdy cla
nodi dung; Non-repudiation of origin-Chéng chdi bo nguon goc) va Cac dich vu
x4c nhan (confirmation service) (Proof of delivery —Chiting minh su chuyén giao;
Proof of submission —Chitng minh su xem xét; Non-repudiation of delivery-
Chong choi bo su chuyén giao; Non-repudiation of submission- Chéng chdi bo
su xem xét). C6 6 tng dung c6 bao mat dugc dé cap dén la: (1) PEM (Privacy
Enhanced Mail); (2) MIME (Multipurpose Internet Mail Extensions) v6i Security
Multipats for MIME va MIME Object Security Services (MOSS); (3) S/MIME
voi1 Signed data, Enveloped data va Signed and Enveloped data; (4) PGP (Pretty
Good Privacy); (5) X.400 Security; (6) MSP (Message Security Protocol)

- An toan Web: Phan nay trinh bay 3 van dé 1a: (1) SSL; (2) S-HTTP va (3) Phan
mém c6 kha nang tai xuéng. SSL cung cap hang loat cac dich vu an toan cho cac
client-server session: Server authentication; Client authentication; Integrity va
Confidentiality. SSL. gom c6 2 giao thiic nho: SSL Record Protocol va SSL
Handshake Protocol. S-HTTP duoc thiét k&€ nhu 1a mdt md rong an toan cho
HTTP, vé ban chit n6 1a mot giao thic giao dich yéu cau-ddp iing. Cac dich vu
an toan dugc S-HTTP cung cap giong véi cac dich vu duge SSL cung cip. Cic
chuong trinh Java, dugc goi 1a cac applet, dugc tai xuéng mot cach tu dong tir
mot may chu thong qua viéc truy nhap vao cac trang Web c¢6 san, sau dé duoc
cac browser clia cac may khdch thong dich va biéu dién. Hé thong ActiveX cia
Microsoft cling c6 kha nang tai xuéng. Cac hé thong danh cho viéc xac thuc
ngudn ctia phadn mém c6 kha ning tai xuoéng ciing da va dang duoc phat trién , vi
du, hé thong Authenticode cua Microsoft.

- An toan d6i vé6i cdc ung dung thuong mai dién tir : trinh bay 3 van dé 1a (1) An
toan EDI (Electronic Data Interchange); (2) Giao thiic SET cho thanh todn thé
ngan hang va (3) Cidc mo hinh thanh todn an toan khac trén Internet (Cyber Cash,
CheckFree, First Virtual, DigiCash, Mondex,...)

- C4c thoa thuan cua cac nha cung cap dich vu Internet bao gom: str dung va chap
nhan; cdc dinh nghia dich vu; st dung hop phap va kiém sodt clia cdc nha cung
cap dich vu do6i v6i ndi dung thong tin; chit lugng clia thong tin; an toan mat
khau; su lam dung; ...

Chuong 2 ,Nhu cau thuc t€ vé bao mat “ da dé cap tGi cdac van dé: Tinh hinh phat
phat trién cia CNTT trén thé€ gidi; Tinh hinh phat trién CNTT trong nudc; Mo ta két
qua mang cta Bo Tai chinh (tuy ring so liéu tuong doi cii). C6 thé néi tom lai, vdi su
trién khai ctia cdc dé 4n 112 va 47 thi nhu cdu bao mat cac dich vu mang trong nudc
ta & thoi diém nay 1a rit 16n.

1.6 Quyén 5A : An ninh ciia cdac hé diéu hanh ho Microsoft Windows, Sun
Solaris va Linux. Chu tri nhom nghién cttu: TS. Nguyén Nam Hai, ThS. Dang
Hoa, TS. Tran Duy Lai

Bédo cdo gom c¢6 3 phan: phan I danh cho Linux (cac trang 1 —48), phan II danh cho

Solaris (cac trang 49-140) va phan III danh cho ho Microsoft Windows (cac trang

141-167)
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Phan 1. An toan cta hé diéu hanh Linux

Chuong 1 ,,Linux Security* dugc viét theo cac tai liéu dang HOWTO cua Linux:

V6i phuong phdp bao vé vat 1y cling ¢6 kha nhiéu cdi phai lam, d6 la: khoa may
tinh; dung cac lua chon ctia BIOS; bao vé trinh Boot Loader 1a LILO (thong qua
cdc tham s6 trong file lilo.conf); khod man hinh bing xlock va vlock.

An toan tai khoan truy nhap: Bao vé bang cach phan quyén t6i thi€u; tranh dang
nhap vdi tai khoan root hay su

An toan file va hé thong file: thi€t 1ap umask; phan biét & owner/group/other;
Céc thuoc tinh: read/write/Execute/Save/SUID/SGID

An toan mat khau: /etc/passwd va /etc/shadow

Ma hoa: Linux ho tro PGP, SLL, S-HTTP, S/MIME, IPSEC, ssh, stelnet, PAM,
CIPE, Kerberos, CFS va TCFES

An toan giao dién do hoa: khac v6i Microsoft Wimdows, Xwindow trong Linux
chay nhu mot ting dung. Chinh vi vay ma c¢6 kha nhiéu cédi méit an toan tir d6 ¢6
thé. Nhing céi cin quan tam t6i gébm c6 X11, SVGA va GGI (Generic Graphic
Interface).

An toan nhan: ¢6 nhiéu tuy chon khi dich nhan c6 lién quan dén kha nang an
ninh an toan, vi du nhu CONFIG_FIREWALL; cac thiét bi nhan nhu
/dev/random hay /dev/urandom.

An toan mang (c6 rat nhi€u van dé): trinh packet sniffer; file /etc/services; trinh
tcp_wrappers; trinh inetd; an toan NFS (network file system); ...

Chuong 2 ,,Login va xdc thuc ngudi dung* dd mo ta chi tiét vé qua trinh dang nhap
(tir khi d4u nhéc login cho tdi khi x4c thuc xong va hé thong dua ra dau nhéc shell),
phuong phéap xac thuc nguoi dung cling nhu cach quan 1y ngudi dung trén hé thong
Linux:

Trinh bay luu d6 cta viéc dang nhap bang trinh getty va login

Quan ly tai khoan va mat khau véi file /etc/passwd va Jetc/group. Ham crypt()
dugc stir dung d€ ma mat khau (c6 dung DES hay MD5 & trong véi tham s salt.
Mat khau shadow 1a mot cach ting cudng an ninh an toan. Trong Linux ¢6 hé trg
cong cu Cracklib va Cracklib_dict dé danh gid do manh ciia mat khau va nhic
nhd nguoi dung.

PAM (Pluggable Authentication Modules) 1a cac thu vién chia sé (shared
libraries), cho phép ngudi quan tri hé thong lua chon cach xac thuc nguoi dung.
N6i cach khac, ta khong phai bién dich lai cac ting dung st dung PAM (PAM-
aware), va van c6 thé chuyén doi cdch xac thuc khic nhau. Linux PAM c6 4 kiéu
tac vu (quan ly) doc lap la: quan ly xac thuc (authentication), quan 1y tai khoan
(account), quan ly phién (session), va quan Iy mat khau (password). T6 hop céc
luge do quan 1y va cdch doi xir véi mot ting dung duoc thiét 1ap bdi cac d€ muc
trong file cau hinh ctia Linux PAM. Cu phép cua cac file cdu hinh nay da duoc
mo ta trong bdo cdo (d6 la file /etc/pam.conf hoac mot s6 file trong thu muc
/etc/pam.d/). Trong bao cdo c6 néu ra dén 33 modules kha dung, do la:
pam_cracklib; pam_deny; pam_limits; pam_nologin;... V6i mdi module, trong
bdo cdo c6 de cap dén cdc thong tin nhu: mo ta chic nang; cidch dung; thanh
phan xac thuc; ....Cudi cung c¢6 liét ké cac goi va thu vién ma PAM yéu cau, d6
la: 1d-linux.so.2, libcrypt.so.1, ....
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Phan II ,,An ninh cta hé diéu hanh Sun Solaris“
Chuong 1 ,,Gidi thiéu va danh gid kha niang an toan cua Solaris* da trinh bay vé 4
muc bao vé trong Solaris:

(1) Diéu khién dang nhap: xdc nhan mat khau dung file che; dinh thoi gian ¢
lieu luc, han ché€ s6 gio truy nhap; khong cho phép mat khiu cii; mat khau
phai du dai; cdm sau nhiéu 14an bi tir choi; tw dong khod man hinh va ra khoi
mang; bao vé truy nhap tir xa; chd y dac biét dén root/su.

(2) Diéu khién truy nhap tai nguyén hé thong: thiét 1ap va kiém tra thuc trang an
toan; bao vé file; kiém toén;

(3) Cé4c dich vu phan tdn an toan va nhitng nén tang phét trién: c6 cdc dich vu x4c
thuc, bi mat va toan ven; PAM; GSS-API (General Security Services
Application Programming Interface); cé dich vu cap phép ; cac tién ich an
toan tur xa (rcp, rsh, rlogin)

(4) Diéu khién truy nhap t6i mang vat ly: dé phong tir bén trong va bén ngoai véi
Solstice Firewall-1 va Solstice Sunscreen.

Chuong 2 ,,Quan 1y hé thong an toan* bao gébm 4 van de:

(1) Cho phép truy nhap t6i hé thong may tinh: Duy tri an toan cong vat ly; Duy
tri diéu khién dang nhap; Han ché truy nhap t6i dit liéu trong cdc file; Duy tri
diéu khién mang; Kiém soat viéc sit dung hé thong; Pat bién dudng din mot
cach ding dan; An toan cac file; Theo ddi viéc dang nhap cua siéu ngudi
dung (root); Cai dat firewall; Sir dung cong cu tang cuong an toan tu dong

(2) An toan file: Cc lénh quan ly file; Ma hod file; Cac danh sach diéu khién
truy nhap ACL.

(3) An toan hé théng: Nhitng han ché€ dang ky truy nhap; Cac cach dang nhap
dac biét; Quan ly thong tin mat khau (file NIS, NIS+, /etc/passwd,
/etc/shadow); Str dung Shell han ché; Theo doi dang nhap cua superuser.

(4) An toan mang: Cac hé thong firewall; Xac thuc va cip phép; Chia xé céc file;
Han ché€ truy nhap ctia superuser; St dung cac c6ng bi mat; St dung ASET.

Chuong 3 ,,Céc tac vu an toan file“ da md dau bang viéc trinh bay vé cdc tinh niang
an toan file: cdc 16p ngudi dung; cic quyén doi vdi file; cac quyén déi véi thu muc;
céc quyén dic biét; umask mic dinh. Sau d6 da mo ta chi tiét c4c thao tdc dé: hién
thi thong tin vé file; thay déi quyén so hitu file; thay doi cdc quyén doi véi file; kiém
sodt cac quyén dic biét; sir dung céc danh sach diéu khién truy nhap (ACL).

Chuong 4 ,,Cac tdc vu an toan hé thong* da chi dan timg budc dé: hién thi trang théi
dang nhap clia ngudi ding; hién thi nhitng ngudi dung khong c¢6 mat khau; vo hiéu
hoa tam thoi dang nhap ctia ngudi dung; luu lai nhitng cudc dang nhép that bai; tao
mot mat khau quay s6; vo hiéu hod tam thoi cdc cudc dang nhap bing quay so; han
ché Superuser (root) dang nhap t6i thi€t bi diéu khién; gidm sét nhitng ngudi sit dung
lénh su; hién thi nhitng 14n thir truy nhap t6i thiét bi diéu khién ctia Superuser (root).

Chuong 5 ,,Str dung cac dich vu xac thuc* gom céc noi dung sau:

- RPC an toan la cach thac xac thuc xac nhan ca may chu va nguoi dung. RPC an
toan dung xac thuc hoac Diffie-Hellman hoac Kerberos. Ca hai co ché€ xac thuc
nay dung ma DES. Moi truong NFS dung RPC an toan va duoc hiéu nhu NFS an
toan. Ca hai ki€u x4c thuc Diffie-Hellman va Kerberos version 4 déu dugc hd tro.

- Doi v6i xac thue Diffie-Hellman thi khoa cong khai va bi mat dugc luu trong
CSDL NIS hoac NIS+. Sau day la cac giao dich trong mdt phién clien-server c6
stt dung AUTH_DH: sinh cdp khod (bang lénh newkey hodc nisaddcred); thuc
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hién 1énh keylogin; sinh khoa giao ti€p; lién lac 1an dau véi server; giai ma khod

giao ti€p; luu thong tin trén server; gui tra nhan xac minh cho client; client xac

thuc server.

Kerberos tién hanh xac thuc mat khau dang nhap ctia ngudi dung. Ngudi ding

dua vao lénh kinit dé thu duoc thé da phé chuén thoi gian cta phién (hoic 8 gio,

1a thoi gian phién mac dinh) tir server xac thuc Kerberos. Khi ngudi dung logout,

thé c6 thé bi huy (ding lénh kdestroy).

PAM cung cap céch thitc dé "tai vao" cdc dich vu x4c thuc va dam bdo tro gitdp

nhiéu dich vu xdc thuc. PAM cho phép ban "cam thém" cong nghé xac thuc méi

ma khong céan thay déi cdc dich vu hé thong ti€p nhan nhu login, ftp, telnet va

e Nhiing loi ich ctia viéc dung PAM: linh hoat, dé dung, ...

e 4 kiéu cia PAM: x4c thuc; tai khoan; phién; mat khau

e PAM cung cdp mot phuong phdp xdc thuc nguoi ding nhiéu dich vu bang
stacking. Phuong phép stacking c6 thé doi hoi mot ngudi dung nhd mot vai
mat khiu. V6i tinh nang dnh xa mdt khdu, mat khau chinh duoc dung dé giai
ma cdc mat khau khdc, nén ngudi dung khong cin nhd hay dua vao nhiéu mat
khau

e Phan mém PAM goém c6: thu vien PAM (/usr/bib/libpam); cdc modules; file
cau hinh pam.conf

e (Cic modules PAM: pam_unix; dial_auth;...

e Thao tic v6i PAM gbém c¢6: 1ap so do; cam truy nhap trdi phép tir xa bang
PAM; b6 sung PAM module; kich hoat thong béo 16i cia PAM; ...

Chuong 6 “Str dung cong cu tang cuong an toan tu dong™ mo ta cach dung cong cu
tdng cudng an toan tu dong (ASET- Automated Security Enhancement Tool) dé
giam sat hoac han ch€ truy nhap téi cac file hé thong va cac thu muc.

ASET c6 3 muc an toan: an toan thap, an toan trung binh va an toan cao. Cic file
co ban cua ASET: tune.low, tune.med, tune.high, uid_aliases, cac file Checklist
va file mo truong asetenv.

ASET ¢6 ca thay 7 tac vu: Kiém chitng cdc quyén doi vé6i cdc file hé thong; ki€ém
sodt cac file hé thong; ki€m sodt ngudi ding/nhém; kiém sodt céc file cAu hinh
hé thong; kiém tra moi trudng; kiém tra eeprom; thiét lap firewall. Thu muc
/usr/aset/reports/latest chita cdc bdo cdo gan nhat cho ting tdc vu (tune.rpt,
cklist.rpt, usrgrp.rpt,....).

Cau hinh ASET bao gém: thay doi file moi trudng asetenv; chon cdc tac vu dé
chay (TASK); 1ap k€& hoach thuc hién(PERIODIC_SCHEDULE); dac ta file bi
danh (UID_ALIASES); ki€ém tra md rong doi véi NIS+ (YPCHECK); bién d6i
céc file diéu chinh (tune.low, tune.med, tune. High); khoi phuc céc file hé thong
do ASET bién déi

Ban ciing c6 thé dung ASET trong moi trudng phan tdn NFS. Vi tu cdch ngudi
giam quan mang, ban c¢6 trach nhiém cai dat, chay va quan 1y cdc tac vu quan tri
doi vai tat ca client cua ban.

Céc bién moi truong cia ASET bao gom: ASETDIR, ASETSECLEVEL , ...

C6 2 cach chay ASET: truc tuyén hoac dinh ky

ASET ho tro viéc stra chita cdc su cO.

Phan III ,,An ninh cta cac hé diéu hanh ho Microsoft Windows*
Chuong 1 ,,Téng quan* da nhéc lai mo hinh 1ap mang trong moi trudong Windows.
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Mang dugc hinh thanh gém ¢6 hai phan chinh: chu (server) di€éu hanh va cung cap
cac dich vu, khach (client) nhan dich vu va chiu su diéu hanh. Vé co ban ¢6 hai mo
hinh lap mang trong moi truong Windows: mo hinh nhom lam viéc (workgroup
model) va m6 hinh mién (domain model). Sau d6 da danh gia khai quét vé an ninh
an toan cta hai moi truong 1la Windows9x vaWindowsNT. Dai véi WinNT da gisi
thiéu: cdu tric hé thong; kha nang bao vé nho thiét k€ huéng doi tuong; cac hé con
bao mat ctia WinNT (bao gom Local Security Authority; Logon Process; Security
Account Manager; Security Reference Monitor; Directory database; Discretionary
Access Controls)

Chuong 2 ,Dang nhap, st dung dich vu* da dé cap dén van dé hét stic kinh dién, d6
12 mat khau. Cin phan biét mat khau Windows 9x v6i mat khau WinNT. Mat khau
WinNT c6 dung DES lam ham mot chiéu, con Win2000 ngdm dinh st dung giao
thic thim dinh quyén Kerberos v5. C6 thé dung cac thiét bi bao mat bén thi ba (vi
du nhu thé khod) dé cai thién hé bao mat cho ngudi sit dung quay s6 vuot trén mic
bao mat san c6 cua cac dich vu Windows NT RAS.

Chuong 3 “Phan quyén doi véi thu muc, tép” da trinh bay vé cac hé thong file cé
trong ho Windows, bao gom: FAT, NTFES, CDFS, HPFS. Phan quyén doéi véi thu
muc va tép thuc chit 1a bao mat cac tai nguyén mang thong qua permission chia sé.
C6 4 loai giay phép, d6 la: No access; Read; Change va Full Control.

Chuong 4 ,,NTFS“ da trinh bay céc tinh nang ctia NTFS, d6 1a: ho tro tén tép dai; hd
trg nén tép,.. Doi véi tép NTES ¢6 4 loai quyén: No Access, Read, Change va Full
Conttrol. D6i v6i thu muc NTFS c6 8 loai quyén: No Access, List, Read, Add,
Add&Read, Change, Full Control, Special File Access. Can chi y phan biét
permission cua ca nhan va cta nhém, permission cuc b va trén mang, permission
chia sé va NTFS. Win2000 con ho trg ma hod tép véi EFS.

1.7 Quyén 5B: Co ché an toan cua cdc hé diéu hanh mang, Network hacker,
Virut mdy tinh. Chu tri nhom nghién ctru: TS. Pang Vi Son

Bdo cdo gom c6 3 phan. Phan I ,,Kha nang an toan cua cac hé di€u hanh mang® gom

¢6 3 muc va Phu luc. Phan II ,,Network hacker” c¢6 5 muc va Phu luc. Phan III ,,Virit

mady tinh“ ¢6 5 muc va Phu luc.

Phan I ,,Kha nang an toan cua cac hé diéu hanh mang* .

Muc 1,,Téng quan vé hé diéu hanh* :

- Hé diéu hanh la gi? Hé diéu hanh 12 mot chuong trinh quan 1y tai nguyén (bo xt
1y, bd nhd, I/O, thiét bi luu trit va cac thiét bi khac, da thanh phan (tao ra nhiéu
ban copy) va chuyén ddi (1am cho dé sir dung hon) céc tai nguyén phan cing. He
diéu hanh ciing 1a chuong trinh quan ly mdy tinh 40 ma cung cép cdc may tinh ao
vGi cac tién trinh (processes) chay trén do.

- Phan loai hé diéu hanh: don/da chuong trinh; phan chia thoi gian/thoi gian thuc;
tap trung/phan tan.

- Lich st phat trién ctia hé¢ diéu hanh

- Can ctt vdo 6 yéu cau chuén tic ddnh gia hé thong mdy tinh tin cay, Bo Qudc
phong M¥ dua ra 4 cap danh gia: D, C (c6 C1 va C2), B (c6 Bl1, B2 va B3), A (c6
A vaAl).
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Muc 2 ,,Co ché an toan ctia hé diéu hanh“ trinh bay 3 van dé an toan chung d6i véi

céc tat ca cac hé diéu hanh mang:

- An toan truy nhap mang: bao gom Xdac dinh tinh chan thuc cta nguoi ding; Xac
dinh tram lam viéc ma nguoi dung dugc phép truy nhip vao mang tu d6;Xac dinh
nguoi la mat; Ngay man han cua khoan muc ngudi dung;... Dac biét, da binh
luan vé céch kiém tra mat khau cia WinNT, Novell Netware va Unix

- An toan hé thong: Cac thao tac doi véi tai khoan (tao/x6a ngudi dung/nhém, ...);
Cic thao tdc d6i vdi thiét bi (tit may, ding may in, backup dit liéu,...)

- An toan file va thu muc: quyén truy nhap cuc bo; quyén truy nhap tir xa. C6 phan
tich ky doi véi Win2000.

Muc 3 ,,Cac 16 hong an toan* da néu ra :

- Déi v6i hé diéu hanh Windows néu ra mot s6 16i gay ra do Internet Information
Services; Dich vu dit liéu tir xa (Remote Data Services); SQL Server; NETBIOS;
Anonymous Logon; LAN Manager Authentication; General Windows
Authentication; IE; Remote Registry Access; Windows Scripting Host

- Daoi v6i hé diéu hanh Unix néu ra mot so 161 gay ra boi Remote Procedure Calls;
Apache Web Server; Secure Shell; SNMP; FTP; R-sevices Trust Relationship;
Line Printer Daemon; Sendmail; BIND/DNS; General Unix Authentication

- Céc 16 hong c6 thé dén tir: (1) hé diéu hanh va cdc ting dung; (2) do ngudi st
dung; (3) do nguoi lap trinh. Trong tai liéu c6 néu chi tiét nhi€u trudng hop cu
thé thudc 3 kiéu trén.

- Mot s6 hé diéu hanh c6 16 héng vé mat ma (vi du nhu FTP daemon ctia Unix)

Phu luc ¢6 giGi thiéu Nessus 12 mot phan mém gidm sat an ninh mang. D3 gidi thiéu
cach cai dat, cau hinh, chay khai thac chuong trinh kém theo file nhat ky két qua
chay trinh.

Phan II ,,Network hacker*

Muc 1 ,,Hacker la ai* da phan ra black hat va white hat, hacher thuong dan, hacker
chinh tri, hacker 1a ngudi trong cudc va hacker 12 t6i pham c6 t6 chiic.

Muc 2 ,Hacker hack nhu thé nao* da néu ra qui trinh 9 buéc dé hack, dé la:
FootPrinting, Scanning, Enumeration, Gaining Access, Escalating Priviliges,
Pilfering, Covering Tracks, Creating ,,Back Doors®, Denial of Services. Hacker hoat
dong hiéu qua 12 do: ciu hinh sai may chu, 16i trong cic tng dung, nha cung cap
thi€u trach nhiém, thi€u nguai ¢ trinh do.

Muc 3, Nhitng 16i cua hé diéu hanh ma hacker c6 thé khai thac* da liét ké ra: 16i
tran bo dém, géi IP bi chan bat va bi phan tich (bing Sniffer chang han), mat khau
yéu, ... Cu6i muc c¢6 dua ra mot vi du thuc hién tan cong hé thong Unix: thu thap
thong tin vé muc tiéu; khai thac FTP, TFTP bug; khai thac cdc dich vu khac nhu
RPC, NIS; khai thiac Sendmail; crack unix password file; khai thac 16 hong WU-FTP
Server.

Muc 4 ,Mat ma va cdc van dé lién quan dén hacker* dit ra cau hoi 1a: c6 thé su
dung mat ma dé chong hacker hay khong? Mat ma c6 thé ding vao 2 viéc: bao vé
mat khau va ma dit liéu duoc luu trit.

Muc 5 ,,Phong chdng hacker* da néu ra 3 nguyén nhan khién nguoi ta quan tam téi
viéc bao vé thong tin trén Internet, d6 la: bao vé dit liéu, bao vé tai nguyén mang,
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bao vé danh tiéng cta co quan. Pa néu ra mot huéng dan bao mat cho hé thdng gom
6 budc: (1) thanh 1ap bo phan chuyén trach vé van dé bao mat; (2) thu thap thong tin;
(3) thdm dinh tinh rdi ro cta hé thong; (4)xay dung giai phap (dung firewall, IDS,
VPN, sinh trac hoc, smart card,...); (5) thuc hién va gido duc; (6) ti€p tuc kiém tra,
phan tich va thuc hién.

Phu luc giGi thiéu phadn mém gidm st an ninh mang SNORT. Day 1a mot Network
IDS. N6 c¢6 cac ché do lam viéc sau: Sniffer mode, Packet Logger mode, Network
Intrusion Detection Mode. SNORT sir dung mot ngon ngit don gian va dé hiéu dé
mo ta cac rule, gom cé tir khod Include, cac Variables, tir khoa Config véi céac
directives. Mot rule gom c6 rule header va rule options. Rule header lai gom co6 rule
actions (c6 thé 1a alert, log, pass, activate va dynamic), protocol (TCP, UDP, ICMP),
IP address, cong dich vu va toan tr dinh huéng. Phan cudi c¢6 néu két qua thuc
nghiém khao sat mang bang SNORT.

Phan III ,,Virut may tinh*

Muc 1,,Téng quan vé virus may tinh“ da danh phan dau dé tra 10i cau hoi ,,virus
may tinh la gi“. Ti€p theo 1a phan loai virus: theo d6i tuong 1ay nhiém (B-virus va F-
virus), theo phuong phédp lay nhiém, theo muc do pha hoai, theo ho virus. Virus cling
cO tén goi khac la trojan horse hay worm.

Muc 2 ,,B-virus* da néu co ché lay lan ctia B-virus. B-virus c6 thé chia ra Single B-
Virus va Doublr B-Virus. Mot B-virus gom c6 phan install va phan than (gém 4 phan
nho 1a phan lay lan, phan pha hoai, phan dit liéu va phan Boot record). Cac dac tinh
clia mot B-virus gdm c6: tinh ton tai duy nhat (trén dia/trong ving nhd); tinh thuong
trd; tinh lay lan; tinh pha hoai (dinh thoi/ngau nhién va lién tuc); tinh gy nhiém va
nguy trang; tinh tuong thich. Phan cu6i muc c¢6 phan tich ky thuat cac dac tinh trén,
ngoai ra con ¢o: k¥ thuat dinh vi chuong trinh; k§ thuat da hinh; k¥ thuét bién hinh;
ky thuat chdng mo phong; k¥ thuat chong theo doi; ky thuat duong ham-clra hau; ky
thuat anti-tunnel.

Muc 3 ,,F-virus“ da xét dé€n 2 moi truong la DOS va Win32. Dai véi cac virus trén
DOS da d¢ cap dén: phuong phédp lay lan; phan loai thanh 2 loai (Transient File
Virus va Resident File Virus); Cau tric ctia TF-virus gom 3 phan: lay lan, pha hoai,
buffer. C4u tric cia RF-virus gobm 4 phan: install, lay, phd, buffer. Ciing nhu B-
virus, mot F-virus ¢6 cdc yéu cau: tinh ton tai duy nhét (trong ving nhd, trén file),
tinh lay lan (dinh vi trén file, tim file d6i tugng), tinh pha hoai (v6i TF-virus, véi RF-
virus), tinh thuong tri (trudce khi tra quyén diéu khién, sau khi doat lai quyén diéu
khién), tinh k€ thira. Sau d6, bdo cdo c¢6 phan tich k§ thuat doi véi cac dic tinh vira
néu cung véi ky thuat gay nhiéu va nguy trang, ky thuat 14y ngat. Doi v6i F-virus
trén Win32 da phan tich vé cac rings ctia moi trudng hoat dong Windows va céc ky
thuat nhu: 1ay nhiém, ki€ém tra su ton tai, sit dung Structured Exception Handling,
dinh vi, cong nghé thuong trd, tim kiém file doi tuong, tao 4o giap, nguy trang,
chong mo phong.

Muc 4 ,,Phan tich ky thuat virus trén mang* da dé cap t6i mang LAN va Internet.
Mot s6 cau hdi da dugc ban luan 1a: thé nao 1a trojan? Bi nhiém trojan nhu thé nao?
Trojan nguy hiém nhu thé nao? Trojan hoat dong nhu thé nao? Trojan c6 nhing loai
gi? Dung chuong trinh nao dé chong lai?

23



Muc 5 ,,Mat ma va virus“ dé cap dén mot chu dé kho, liéu c6 thé dung mat ma dé
phat hién va phong chong virus hay khong? Dai v6i B-virus thi mat ma khong phong
chong dugc, con doi v6i F-virus thi ¢ thé phong chong bing céch dai tén file. Co
thé dung chit ky s6 dé phat hién file bi virus. Cach thic phong chong virut dugc
ghép vao cudi muc nay (néu dua thanh muc riéng thi hay hon)

Phu luc 12 mot danh séch céc loai virus tiéu bi€u cling v6i mo ta cua ching: Nimda,
Code Red, Chernobyl,...

2. Nhém thit hai: Cac san pham bao mat géi IP trén cac moi truong
Linux, Solaris va Windows

2.1 Quyén 4A: Cdc phdan mém bdo mdt goi IP trén hé diéu hanh Linux. Chu tri
nhém nghién ctu: TS. Tran Duy Lai
Bédo cdo gom 2 phan. Phan I ¢6 tén 1a ,,Lap trinh mang trong Linux“ c6 2 chuong.
Chuong 1 1a ,,Mang IP trong Linux* va chuong 2 1a ,,Lap trinh mang trong Linux*.
Phan I1 ,,C4c san pham bao mat g6i IP“ ¢6 4 muc. Ba muc A, B va C trinh bay vé 3
phan mém TRANSCRIPT, IP-CRYPTO va DL-CRYPTO. Méi muc A, B va C déu
¢6 2 chuong, chuong dau gidi thiéu vé giai phdp va chuong thit hai giGi thiéu vé san
phdm phan mém. Riéng muc thi tu 12 muc D ¢6 2 chuong trinh bay vé giai phdp mat
ma bao gom : ma dit liéu bing ma khéi va trao déi khod tu dong.

Phan I ,,Lap trinh mang trong Linux*

Chuong 1 ,,Mang IP trong Linux* da dé cap dén céac noi dung sau:

- Chong giao thic (protocol stack) 1a mdt phan trong kernel code, n6 gom cé
SOCKET layer, INET layer, TCP/UDP layer, IP layer, Network device layer.

- Cau trdc cua socket buffer gom: sk, stamp, dev, h,.... Cic 1énh lam viéc véi
sk_buff bao gom: skb_dequeue(), skb_queue_head(), ...

- File /proc/net/route chita Forwarding Information Base.

- Trinh bay t6ng quat vé qud trinh khéi tao mang khi hé diéu hanh khéi dong, cdch
st dung trinh ifconfig va route dé thiét 1ap két ndi mang, cac thu tuc c6 lién
quan(devinet_ipctl(), ifconfig_main(), INET_rprint(),....)

- Trinh bay vé qua trinh két noi (connection): céu tric ctia socket; socket va dinh
tuyén; qua trinh két n6i gom gethostbyname(), socket(), connect(), close().

- Céc budc dé gui dit lieu gébm: ghi dir liéu vao socket; tao mot géi UDP/TCP; boc
g6i trong IP; truyén mot goi.

- Cac buéc d€ nhan dit liéu: doc dit liéu tir socket; nhan mot goéi; chay ,,bottom
half*; huy boc géi trong IP; chap nhan géi UDP/TCP; doc tir socket phan 2

- Céc budc cua IP Forwarding: nhan mot géi; chay ,,bottom half*; ki€ém tra géi
trong IP; chuyén géi trong IP; truyén mot géi

- Internet Routing Protocol: Neighbor Table; Forwarding Information Base va
Routing Cache; cac cau triuc fn_zone (network zone), fib_node (network node
information), fib_info (network protocol information), rtable (routing table
entry), dst_entry (destination cache), neighbor (neighbor link)

Chuong 2 ,,Lap trinh mang trong Linux* : Hé diéu hanh Linux dp dung chuén cong
nghiép Berkeley socket API, socket ndy c6 ngudn goc trong su phat trién BSD Unix
(4.2/4.3/4.4 BSD). Trong chuong nay di xem xét cdch dé quan Iy bo nhG va bo dém
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da dugc cai dat trong ting mang va trong cac trinh diéu khién thiét bi clia nhan

Linux.

- Trinh bay chi tiét vé sk_buffs, day 1a mot danh sach lién két 2 chiéu.

- Cic tht tuc h6 tr¢ mic cao hon 1a sock_queue_rcv_skb() va
sock_alloc_send_skb()

- Thiét bi mang: dat tén cho thi€t bi; dang ky mot thiét bi; cac ham
dev_queue_xmit() va netif_rx(); céu tric cta thiét bi géom cé tén, cic tham so
giao dién bus (dia chi va ngat), cdc bién tdng giao thiic, cdc bién tang lién két,
cac c0; hang doi. Cic ham (methods) cua thiét bi mang goém: setup; truyén
(dev—hard_start_xmit()); Frame  Headers (dev—hard_header);  nhan
(dev_alloc_skb()). Ngoai ra, cdon trinh bay vé Activation, Shutdown,
Configuration va Statistics ctia thi€t bi mang.

- Trong chuong nay ciing c¢6 dé cap dén IP-multicasting va céac thu tuc hd tro
Ethernet la eth_header(), eth_rebuild_header(), eth_type_trans(),
eth_copy_and_sum()

Nghién ctu k§, nam chac cach xtt 1y g6i tin mang trong Linux la nhdn t6 quyét dinh
dé ¢ thé thuc hién thanh cong cac giai phap can thiép mat ma nhim bao mat géi tin
duoc truyén trén mang.

Phan II ,,Cac san pham bao mat géi IP“
A. Phan mém TRANSCRYPT

Chuong 1 ,,Giai phap Transcrypt” : Transcrypt dua trén phan mém CIPE (Crypto IP
Encapsulation). Cac cong viéc da dugc lam la: khai thac 1am chu hoat dong ctuia hé
thong va thay d6i phan mat ma (bao gém thuat toan ma dit liéu va toan bo phan trao
d6i khod). Transcrypt “bao boc” cac g6i tin IP (42 dugc ma hod) boi cac géi tin UDP
va gt ching bang k¥ thuat UDP thong thuong. Day 1a su khéc biét véi viéc bao boc
IP trong IP. Trong bdo cdo da trinh bay vé viéc ma hod géi tin va trinh trao d6i khod
Kex.

IP data

New IP UDP 1P data

Chuong 2 ,,Phan mém Transcrypt* da trinh bay vé ma ngudn cua Transcrypt, cich
bién dich va cai dat, cach thiét 1ap cau hinh va cdach chay chuong trinh (gém céc
budc nap module va chay chuong trinh daemon transcryptd. Trong bdo cdo ciing
trinh bay cdc tuy chon dé cau hinh phan mém. Transcrypt hd trg nap khod bang 2
céach: két noi bang khod bi mat trao do6i true hodc trao doi khod phién tu dong bang
trinh Kex.

B. Phan mém IP-CRYPTO
Phan mém IP-CRYPTO phdng theo FreeS/WAN nhung chi h tro mot mode tunnel

25



v6i nhitng thuat todn mat ma dugc thay the (ma dit liéu va trao doi khoa).

Chuong 1 ,,Giai phdp bao mat ctia IP-CRYPTO* da dé cap dén:

- K¥ thuat tao card mang ao va cach gtri goéi tin qua card mang ao

- Céch nhan géi tin mang trong nhan Linux

- Ché€ d6 duong ham (tunnel mode), Encapsulating Security Payload Packet

Format (v6i cdc truong Connetion Identifier Index, Sequence Number,... )
- Phan tich chuong trinh nguén cta qua trinh glri va nhan géi tin trong IP-Crypto

Outer IP header
IP header IP header
IP Payload IP Payload
Miy 1 (¢ Encapsulator < > Decapsulator ¢ » Miy 2

Chuong 2 ,,Phidn mém IP-Crypto* da trinh bay vé ma ngudn va bo cai dat cua IP-
Crypto; cach bién dich va cai dat nd; cach thiét 1ap céu hinh (gom c6 cau hinh mang,
trao déi khod thu cong, trao doi khod tu dong, sir dung trinh keyingd); mo hinh chay
thir nghiém.

C. Phan mém DL-CRYPTOR

Chuong 1 ,,Bdo mat & tAng DataLink trinh bay vé giai phédp can thiép mat ma. Ciu
tric g6i tin MAC (Medium Access Control) véi cac phan Preamble, Header va CRC
duoc trinh bay. Trong nhan linux viéc giri va nhan goi tin mang dugc chira trong cau
trac chta goi tin struct sk_buff. Moi xir Iy ¢ céc tang khac nhau déu xur Iy trén cau
tric ndy. Ta thdy trong nhan linux viéc giri va nhan goi tin ¢ ting data link dwoc
thuc hién nho hai ham 1a dev_queue xmit() trong truong hop guri goi tin di va
net_bh() trong trudng hop nhan géi tin. Him dev_queue xmit() s& chuyén dir liéu
vao hang doi cho giao dién vat Iy gti goi tin di. Mit khac ham net_bh() sé& 1y goi
tin do giao dién vat Iy nhan dugc dua vao bd dém hang doi dé chuyén 1én cho cac
giao thirc & trén xtr 1y. Vi vy chiing ta thiy dé can thiép mat ma vao tang data link
thi giai phap can thiép vao hai ham nay 13 phuong phap t6i wu nhat. Khi géi tin dwoc
truyén di, ham dev_queue xmit() sé thuc hién viéc ma hod va sang bén nhdn ham
net_bh() sé thirc hién viéc giai md. Nhu vay, ddi v6i cac giao thirc mang & tang cao
hon (vi du, giao thic tAng mang IP) & hai mdy 14 trong subt.

Chuong 2 ,,Phan mém DL-Cryptor” da trinh bay vé ma ngudn cua DL-Cryptor, cich
bién dich va cai dat, cach thi€t 1ap céu hinh va 2 ch€ d6 lam viéc cia DL-Cryptor
(trao doi khod thi cong va tu dong).

D. Gidi phdp mdt md
Chuong 1 ,,Ma dit liéu bang ma khoi* da trinh bay vé 2 ch€ do 1am viéc cua ma khoi
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dugc dung dén trong khi ma géi IP 1a OFB (Output Feedback Mode) va CBC(Cipher
Block Chaining Mode).

Chuong 2 ,,Trao d6i khod tu dong* da trinh bay vé giao thic trao déi khoa STS
(Station-To-Station), né ¢6 uu diém 1a choéng lai dugc tdn cong ngudi ding giira.
Giao thitc STS da duoc cai tieén dé trd thanh giao thic STS doi xting nhu sau:

Alice Bob

>

g)’

Ec(SIG,{g", ¢'})

E(SIGgig’, g'})
<

Trong chuong nay da trinh bay vé viéc lap trinh giao thitc STS d6i xiing dé dugc
trinh trao d6i khod Kex, cdch sir dung trinh Kex va dac biét 1a viéc dung trinh trao
d6i khod di kém véi 3 phan mém bao mat 1a Transcrypt, IP-Crypto va DL-Cryptor.

2.2 Quyén 4B: Hé thong an toan trén méi truong mang Sun Solaris. Chli
tri nhém nghién ctu: TS. Pang Vi Son

Pay la mot giai phap bao mat da dugc nghién citu trong Ban Co yéu. Do dau tu cua

dé tai KC.01.01, két qua nay da dugc hoan thién, dic biét 1a noi dung cuia chuong 4

da dugc thuc hién thém. Tuy vay, vé mat tai liéu thi bdo cdo van duoc viét thanh 4

chuong, trong d6 3 chuong ddu nham gidi thiéu cach ti€p can dung cong nghé l1ap

trinh STREAMS dé€ can thiép mat ma vao Solaris.

Chuong 1, Khéi quat chung vé giai phdp bao vé géi IP bang k§ thuat mat ma“ thuc

su 12 mot bai téng quan vé cong nghé IPSEC. Nhém nghién cttu da phan tich kha

ning bao vé thong tin khi can thiép mat ma vao méi tang cua giao thitc TCP/IP, ddnh

gid wu nhugc di€ém cua giai phap can thiép mat ma vao tang IP. Phan tich co ch&

truyén dit liéu cta giao thiic TCP/IP, cdc dich vu bao vé goéi IP bang ky thuat mat

ma. Tir d6 dua ra mo hinh chic niang cta hé thong bao vé goi IP bang k§ thuat mat

ma.

Chuong 2 ,,Co ché quan ly dit liéu cta giao thic TCP/IP trén Solaris* thuc chat 1a

trinh bay vé gidi phdp, cdch tiép cdn, phuong phdp nghién ciiu

- STREAMS Ia phan b6 xung mdéi day t6i kién tric cta nhan (kernel) UNIX..
STREAMS dugc thiét k€ dé giai quyét mot vai han ché chia mo hinh SOCKET,
dac biét trong linh vuc mang va truyén thong. Co6t 16i ciia mo hinh STREAMS la
né duoc cai dat giong nhu chong giao thic. Mot chong STREAMS hay con goi 1a
mot luong (stream) bao gdbm mot trinh diéu khién luéng & day (STREAMS
driver) dé diéu khién giao dién vé6i phan cting, khong c6 hodc c6 mot s6 mo dun
(STREAMS module) tuwong tng cidc mic giao thic khac nhau va mot dau luong
(stream head) diéu khién giao dién giita luéng va tié€n trinh ngudi ding (user
process).
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- C4c thanh phan cta ludong gom: cac hang doi (queue); cac thong bao (message);
cdc module; cac trinh diéu khién (driver).
- C4c thao tic trén luéng

gfim: open, read, write, Tifa 1ok Tifo wloh Ehdng gian

close, ioctl, getmsg, By gt ding ngudi ding

getpmsg, putmsg, ~ L T T T T T T © Tt T T

putpmsg, poll, pipe Ptn luing PAu lusng Khéug gian nhin
- Viéc xay dung luong R 4 4

gom c6: mé mot file A

thiet bi STREAMS; ! -

them va huy céc Mo dus v

module; déng mot M dunmdi
ludng. ¥ !
- Céc trinh xir 1y luéng [ Tt T g s
g0m coO: put va service ¢
- Cic thong béo la ¥ ¢___ __________
phuong tién truyén Fhfu ciug Fha ctug
thong trong ludng. Cic
thong ~ bdo thong M6 hinh STREAMS

thuong: M_BREAK,

M_CTL, M_DATA,... Tét ca cic thong bdo dugc tao bdi mot hodc nhiéu khoi
thong bao. Mot khoi thong bao 1a mot danh sach lién két ctia cac bo ba (triples),
moi bo bao gom hai cau tric (mot khoi thong bdo (msgb) va mot khai dit liéu
(datab) va mot viing nhé dém. Trong bdo cdo da dé cap dén: viéc glii va nhan
thong bao; cau tric hang doi; viéc xu 1y cac thong bao; giao dién dich vu va mot
sO cdu tric dit liéu duge dung trong ludng (Streamtab, queue, qint, module_info,
msgb, datab)

- Trong STREAMS cic trinh diéu khién duoc m& (opened) va cdc mo dun dugc
chén vao (pushed). C6 ba kiéu cuia trinh diéu khién thiét bi:Trinh diéu khién phan
cting (Hardware Driver); Trinh diéu khién a0 (Pseudo Driver); Trinh diéu khién
da luong (Multiplexer Driver). Trong bdo cdo di sau vao viéc xay dung da luong
STREAMS TCP/IP.

Chuong 3 ,,Giai phdp bao vé dit liéu trong nhan hé dic¢u hanh Solaris“ da trinh bay
gidi phap bat goi IP dé thuc hién viéc ma hoa trong mo hinh STREAMS TCP/IP 1a
xay dung va cheén tang loc géi IPF thém vao. Co ché ma hoa 1a: Géi IP dugce sinh ra
bdi cdc ung dung trén mang Lan dugc truyén theo cdp mang dén giao dién elx1 cua
“nit ma hod” cia mang LAN va duoc chita trong hang dgi doc cua giao dién elxl.
Tiép d6 goi IP lan luot duge chuyén 1én hang doi doc cta tang IPF va hang doi doc
cua tang IP. Tai day dia chi dich cta géi IP duogc sit dung dé hé théng quyét dinh
duodng di ti€p theo nhd vao cac 1énh route. Goi IP dugc chuyén sang hang doi viét
cua tang IP, sau d6 dugc chuyén xuéng hang doi viét cta ting IPF. Tai hang doi viét
cua tang IPF, phan doan TCP (TCP segment) duoc ma hod va dugc chuyén ti€p
xuong hang doi viét clia giao dién elx0 va duoc chuyén theo 1én mang dé di ti€p. Dé
tiét kiém vé mat thiét bi, chdng ta nén tich hop niit ma hoa véi Router loc géi.

Chuong 4 ,,Khao sit kha nang chong lai cdc phan mém hacker va toc do truyén di
liéu ctiia h¢ thong bao vé goi IP trén Solaris® da khao sat kha nang ngan chan cua
mot s6 phadn mém hacker ctia bo phan mém IPSEC_SUN, d6 la: Sniffit V.0.3.5,
IPSCAN, Packetboy, ICMP_Bomber. Hon thé nita, nhitng kha nang nay ctia bd phan
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mém IPSEC_SUN con dugc so sdnh v6i bo phan mém IPSEC trén Linux la
FreeS/WAN. Bén canh d6, nhém nghién cttu cling khao sat anh hudng cta bo phan
mém IPSEC_SUN d6i véi thoi gian truyén dit liéu cta dich vu FTP va so sanh véi
FreeS/WAN.

2.3 Quyén 4C: Phdan mém bdo mdt trén moi truong Windows. Chu tri nhém
nghién ciu: TS Nguyén Nam Hai

Trong diéu kién cta nudc ta 1a mot nuéc phu thudc hoan toan vao cong nghé nhap
ngoai thi van dé an toan ciing can phai dugc nghién ctu sao cho phit hop véi hoan
canh cta ching ta. Lam th€ nao vira tan dung duoc sitc manh cua cac hé thong phan
mém thuong mai hién nay nhung vin kiém sodt dugc mitc do an toan cta thong tin
trén mang 1a mot trong nhitng van dé dang dugc quan tam.

Noi dung nghién citu phan nay nhiam muc dich nghién ctu xay dung giai phap bao
vé thong tin trén cdc mang mdy tinh duoc xay dung trén nén tdng mo hinh mang
Winsock. M6 hinh mang Winsock 12 mot mo6 hinh mang duoc phat trién manh mé st
dung rong rai ngay nay. Do vay dinh huéng nghién ctru vao mo hinh nay 1a cn thiét
va ¢6 y nghia thuc tién.

Gidi phdp va ky thudt duoc siw dung: Toan bo dong thong tin trén mang trong cac
Platform Windows déu chuyén qua Winsock. Véan dé dat ra 12 1am thé nao dé c6 thé
khong ché dugc dong thong tin nay dé phuc vu cho cdc muc tiéu riéng biét. Can
thiép truc ti€p vao cdc Modul trong Winsock 12 mot viéc 1lam kho c6 thé thuc hién
dugc bdi d6i voi nhitng ngudi phat trién tng dung thi Winsock chi nhu mot chiéc
hop den. Ching ta chi c6 thé biét dugc giao dién véi Winsock ma thoi. Vay cédch tiép
can 1a nhu th€ nao. Chdng toi ti€p can theo ki€u xay dung mot API mdi trén
Windows Socket API. Dong thong tin trudc khi chuyén qua Winsock s& qua mot
tAng mdi do ta xay dung va & ting nay chiing ta c6 thé khong ché dugc dong thong
tin mang.

MS Windows Khi xay dung mot ting mdi trén tang Winsock ¢6
nhiéu ky thuat phai giai quyét. Mot trong nhiing k§y
thuat can phai quan tam dé6 la xu 1y cdc message dugc
gui tr Winsock cho ting dung. Néu khong chan dugc

) 4 Y

. dong message ndy thi khong thé diéu khién duoc qud
New Al_) I message . trinh truyén thong gilta tng dung tai client va phan
filter . (ng dung tai server. Chang han khi ta chén thém mot
© packet vao dong packet clia ting dung. Néu ta khong
xur 1y dugc cac message gui tr Winsock cho tng dung
v v thi hau nhu chic chin connection giita client va server
Task A Task B s€ bi huy bd va qua trinh trao déi thong tin giita client
va server s€ bi huy gitta chirng. Ky thuat dugc chon xu
L L 1y & day la stir dung k¥ thuét subclass. Muc tiéu chinh
New API DLL ctia n6 1a chan toan bo cac message guri tr Winsock
cho tng dung, xtr Iy nhitng message can thiét va tra lai

¢ ¢ nhitng message clia ting dung cho tng dung xir 1y.
- Chuong I ,,M06 hinh Winsock“ da danh phan dau dé
Winsock DLL trinh bay vé 3 thanh t6 cia mo hinh mang Winsock,
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dé 1a: (1) Winsock application: cung cap nhiing chiic nang cua cac tang 5, 6, 7 trong
moO hinh OSI. N6 1a mot chuong trinh tng dung cung véi giao dién nguoi dung, nd
ciing c6 thé 12 mot thu vién dong DLL trung gian cling v6i API mic cao hon va céc
ting dung ctia nd. Trong mo6 hinh Winsock ta xem mot ing dung bat ky ma truy
nhap Winsock DLL nhu 1a mét ting dung ctia Winsock; (2) Network system: cung
cp céc chiic nang cua cdc tang 1, 2, 3, 4 trong mo hinh OSI; (3) Winsock API: nim
gilta 2 tang trén, cung cap truy nhap t6i ca network system va cac Gng dung cua
Winsock str dung cdc dich vu ctia hé thong d€ glii va nhan thong tin. Mot lién két
gitta Client va Server trong mo hinh Winsock gom 5 thanh phan: Giao thic, dia chi
IP ctia Client, s6 hiéu c6ng ctia Client, dia chi IP ctia Server, s6 hiéu cong cuia Server.
Socket c6 trang thdi, trang thai hién thoi cua socket xac dinh cac phép toan mang
nao s& duoc ti€p tuc, cac phép toan nao sé€ bi treo lai va nhitng phép todn mang nao
s& bi huy. C6 hai kiéu socket: Datagram Socket va Stream socket. Mdi kiéu socket ¢6
nhitng trang thai va nhitng phép chuyén khac nhau.

Chuong 1II ,,Xay dung socket an toan“ mo ta cau tric cua Secure Socket, cach thic
lam viéc va lgi ich d6i véi moi trudong truyén thong tir xa. Nhom nghién ciru phat
trién giao dién tai tAng giao van cho truyén thong TCP/IP duoc goi 1a Secure Socket
dé phuc vu cho muc tiéu nén v ma hoa dit liéu truyén qua Internet va cdc mang
PSTN.Secure Socket dugc cai dit tai cdc tram, Server va trong FireWall dé dam bao
an toan va truyén thong toc do cao giita tram va cdc mdy tram. Secure Socket cung
cap giao dién lap trinh ting dung Winsock chuin cho cic tng dung TCP/IP ching
han nhu Web Browser, telnet, ftp ma khong bat ky su thay déi nao doi véi cac trinh
ting dung va TCP/IP. Cic yéu cau dugc dat ra khi thiét k€ la: kha nang thich nghi;
trong suot; c6 kha nang mé rong; dé cai dat va hiéu qua. Secure socket bao gom thu
vién lién két dong tang giao van. N6 duoc dat giita cac chuong trinh tng dung va
TCP/IP, céc trinh tién dung tuong tac voi nguoi dung. Tai cac PC client thi Winsock
1a giao dién lap trinh ing dung chuin cho TCP/IP. Chiing ta c6 thé thuc hién nén, ma
ho4 va x4c thuc dit lieu ma khong cin thay déi phan mém ting dung hoic TCP/IP.

- C6 mot vai cdch dé chin cdc lénh cia Winsock : Thay thé cdc dia chi ham;
Thay doi thong tin lién két; D6i tén thu vien Winsock. Nhém dé tai da chon
céach tha 3 dé thuc hién.

- Khi st dung cac ham ctia Winsock, c6 hai dang thao tac: Dang dong bo va
dang di bo. Nhém nghién ctu da chon thao tic kiéu di bo, sit dung ham
Winsock WSAAsynselect (ham nay duoc ding dé diang ky ham cua
Windows) dé nhan thong bdo va thay déi Mode vé di bo. Secure Socket chin
WSAAsynselect va thay th€ tham s6 “Windows handle” ciua né bing
“Windows handle” cua Secure socket. Sau d6 phat lai 1énh tGi Winsock.DIl.
Ham send() & dang di bo ham can chan va xu ly.

Trong chuong III c6 mo ta lai thuat todzn ma khoi IDEA duoc dung dé ma dit liéu.
Phan phu luc trinh bay trinh bay nhitng modul co ban phuc vu cho thit nghiém tu
tudng thiét k€ da trinh bay trong phan trudc. Chuong trinh thir nghiém goém cac phan
co ban sau: Cac mo dun thudc socket duge thiét k€ lai; Cac mo dun phuc vu cho ma
hod noi dung cac gobi dit lieu; Cidc mo dun phuc vu cho viéc xac thuc ndi dung cac
g61 dit lieu; Cac mod dun phuc vu cho viéc tao khod phién. Nhitng k§ thuat mat ma
trinh bdy trong phan nay chi nhim muc dich khang dinh nhitng y tudng thiét k&
trong phan trude 1a hoan toan kha thi. Cac giao thic hoi thoai giita client va server
duoc thiét k&€ dé nham khang dinh nhém nghién ctu c6 thé chii dong thuc hién hoi
thoai gitra Client va Server theo bat ky giao thiic an toan nao.
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3. Nhém thit ba: Cung cap va stt dung chiing chi so

3.1 Quyén 6A: Mot hé thong cung cdp chitng chi so theo moé hinh sinh khod tdp
trung. Cht tri nhém nghién ctu: TS. Tran Duy Lai

Trén nén ctia phan mém c6 ma ngudén md OpenCA, ching t6i da xay dung mot hé

thong cap ching chi v6i mo hinh don gian: trung tam sinh cap khoa va chi cé

RootCA. Dé phuc vu cho quy mo6 nho, ¢ thé ching ta khong cin dén ca mdy RA

(va ca mdy RAO nita ciing khong can dén).

Chuong 1 ,,Cai dat thiét 1ap cau hinh cho mdy CA“ da danh phan dau dé giGi thiéu
vé PKI, CA, RA, X.509 v 3 certificate, certification paths, revocation. Sau d6 di vao
trinh bay cach van hanh may CA:

- Dé cai dit may CA cin c6 RedHat Linux 7.2, Perl version 5.6.0 va Apache
version 1.3.12. Trong bdo cdo da mo ta chi ti€t cac budc cdu hinh cho Apache
Server, cho MySSL va MyCA. Cac thu muc va tép c6 lién quan da dugc mo ta
kém theo chic nang. Menu chinh géom 4 muc: Initiazation, Process Cert Request,
Certificates va CRL. Cac chic niang trong moi muc ciing da duoc liét ké.

- Tiép theo, bdo cdo mo ta viec Khoi tao cho CA gom c¢6 3 budce 1a: (1) Initialize
local Perl Database; (2) Generate RootCA Key pair and Self sign Certificate; (3)
Export Root CA Certificate and Empty CRL to LDAP.

Chuong 2 ,,LDAP va Public Database trong hé thong MyCA* danh cho viéc luu trit
chiing chi s6 con hiéu luc hay da bi huy bo sao cho viéc khai thac sit dung duoc tién
loi. Nguoi ta thuong dung LDAP Server dé 1am viéc nay, mic du vé mit nguyén tac
c6 thé dung mot database server bat ky.

- Trudc hét, viéc cai dat va cau hinh LDAP Server duoc trinh bay. Trén nén cta
LDAP Server, mot database dugc khoi tao, dé chinh 1a Public Database. Trong
tai liéu c6 mo ta chiic nang ctia cac thu muc va té€p cé lién quan dén Public
Database. Trén trang giao dién chinh cua Public Database cac chitc nang duoc
phan lam 3 nhom, dé la: Download CA Certificates Chain From LDAP,
Download Certifcates from LDAP va Update CRLs.

- Trong tai liéu da mo ta chi ti€t cac thao tac sau: Tai ching chi cia CA tir Public
Database Server (c6 phan biét cho nguoi dung sir dung Windows hay Linux); Tai
chiing chi clia nguoi khac tir Public Database Server (phan biét ngudi st dung
dung Windows hay Linux); Cap nhat CRLs (phan biét cho trinh duyét Netscape,
cho Apache Server, cho IE hay IIS.

Chuong 3 ,,Qui trinh phat hanh ching chi s6“ mo ta 6 budc cong viéc sau: (1) Nhap
thong tin vé ngudi duoc cap; (2) Ky yéu cdu cap chiing chi; (3) Chuyén d6i dinh
dang cua ching chi; (4) Cap ching chi cho nguoi dung; (5) Cap nhat ching chi vira
phét hanh 1én LDAP server; (6) In ndi dung ching chi.

Chuong 4 ,,Quy trinh huy bo chiing chi s6° mo td budc cong viéc sau: (1) Huy bd
mot chiing chi boi nguoi quan tri; (2) Phat hanh CRL va cap nhat 1én LDAP; (3) Tai
CRL tr mdy LDAP vé mdy phuc vu; (4) In ching nhan huy bo ching chi cho nguoi
st dung.
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3.2 Quyén 7A: Mét hé chir ky s6 c6 st dung RSA. Chu tri nhém nghién ctu: TS.
Tran Duy Lai
Dai v6i nhicu loai dit liéu thi tinh xac thuc doi khi lai can hon tinh bao mat. Mat ma
khod cong khai da giai quyét duogc bai toan xdc thuc biang hé chit ky s6 (v6i su trg
gitip cta ham bam). C6 nhicu thuat todn chit ky s6, nhung RSA 1a mot thuat toan
quen thudc va né ¢6 trong chuén ctia nhiéu nudc, nhiéu t6 chitc quoc t€. Thé nhung
dung ddng thuat toan chit ky s6 RSA khong phai 1a mot viéc dé. Bén canh viéc lua
chon tham s6 sao cho an toan, ching ta con phai chi ¥ t6i cdch chuén bi dit liéu dé
ky, chit khong phai ct viéc ,,luy thira v6i s6 mil 1a khod bi mat“ 1a xong. Trong viéc
chon tham s6 an toan thi khong chi ¢6 p va g, ma con ¢6 ca e va d nita. C6 mot diéu
can chd y 1a tiéu chudn an toan d6i véi RSA ma khdc véi RSA ky.
Chuong I ,,Chit ky s6 dua trén mat ma hién dai*“ dé cap tGi mot s6 cdi mang tinh 1y
thuyét, d6 1a: Dinh nghia va tinh chat cta phép ky/phép ki€m tra; Chit ky s6 tir hé ma
c6 thé dao nguoc; Luoc do chit ky s6 cung véi appendix; Lugc do ky khoi phuc
thong bao; Piém qua cdc kiéu tdn cong trén luge d6 ky; Ham bam (dé ky duoc
nhanh).

Chuong II ,,Lugc d6 chit ky s6 RSA* da diém qua céc tdn cong d6i v6i chit ky RSA:
phan tich s6 nguyén; tinh chit nhan cia RSA; bai toan reblocking; ... Trong tai liéu
c6 trinh bay 2 dinh dang chuén, d6 1a ISO/IEC 9796 va PKCS#1, trong d6 PKCS#1
(cta hang RSA) dugc chon dé lap trinh. Trong tai liéu trinh bay thuat todn ky theo
PKCS#1 phién ban 1.5, day chua phai 1a chudn ky ding RSA t6t nhit. Chuén ky t6t
nhat dung RSA 1a RSA-PSS trong PKCS#1 phién ban 2.1.

Chuong 11T ,, Module thuc hién ky va kiém tra chit ky s& sit dung ching chi s6* trinh
bay mot s6 cong nghé co lién quan t6i viéc tao ra chit ky theo chuan. C6 mot s6
PKCS (Public Key Cryptography Standard) dugc dé cap dén, dau tién 1a PKCS#1,
sau do la PKCS#7 (Cryptographic Message Syntax Standard), PKCS#8 (Private-Key
Information Syntax Standard). Trong chuong nay module thuc hién viéc ky va kiém
tra mot tép dit liéu c6 st dung chiing chi s6 (khod dugc 14y ra tir ching chi s6). Céc
tép header va thu vién can thiét la: libcrypto.a, sign.o, sign.h, verify.o va verify.h.

3.3 Quyén 8A: Dung chiing chi sé véi cdc dich vu Web va Mail. Cht tri nhém
nghién ctu: PGS. TS. Lé My Tua

Chuong 1 ,,Giao
thic Secure Socket S5k oo change | SSL Alert
Layer“ can thiét Hparngt?;ira Cipher Spec | Protocal
boi vi day chinh la
giai phdp dé bdo S5L Recard Protocal
mat giao dich giira
Web  Server va
Web Client. SSL v3 VEF
gom c6  SSL
Record  Protocol, I=
SSL Handshake
Protocol, SSL

Change Cipher Specification va SSL. Alert Protocol.

HTTF Telnet PP
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ClientHello Thiét l1ap protocol version, ID phién,

— thuat todin ma hod, phuong phap
<« ServerHello nén, trao déi gid tri random
< Certificate
<Certificate Request Server gui certificate va yéu cau
Client gui lai certificate néu dugc
< ServerHelloDone thiét 1ap xac thuc client
Certificate ;
»  Client gt certificate néu duoc yéu
Certificate Verifv > cau
ChangeCipherSpec q
Finished q
' Change CipherSuit va két thuc giai
<ChangeClt)herSI:)ec doan Handshake
< Finished
Client Server

Doi v6i Application data, SSL Record Protocol thuc hién 3 viéc: phan manh dit liéu
(frame); (2) nén dit liéu (3) ma hod va tao MAC réi chuyén xuéng ting TCP. Cac
tham s6 mat ma lién quan d€n mot phién lién lac dugc thuc hién thong qua SSLv3
Handshake Protocol. Khi SSL client va SSL server bat ddu mot phién lién lac ching
can théng nhat vé phién ban cta giao thic sé duoc dung, lua chon thuat todin ma hoa
cho phién lién lac, c6 thé c6 hodac khong viéc x4c thuc 14n nhau, va st dung thuat
todn ma hod khoa cong khai dé sinh khod chung cho phién lién lac d6. Trong bdo
c4o da trinh bay cu thé qud trinh thuc hién SSLv3 Handshake qua cic budc gita
client/server nhu sau: Client Hello; Server Hello; Certificate; Certificate Request;
ServerHelloDone; Certificate; Certificate Verify; ChangeCipherSpec; Finished;
ChangeCipherSpec; Finished. Cac dit lieu dugc trao d6i gébm c6: Hello Messages;
Server Cerificate; Server Key Exchange Message; Certificate Request; Server Hello
Done; Client Certificate; Client Key Exchange Message; Certificate Verify va

Finished. O cu6i chuong ¢6 trinh bay cdch tinh khod cho phién lién lac.

Chuong 2 ,,Str dung chiing chi s6 v6i dich vu Web* da trinh bay céc thao tac sau:

- Cai dat ching chi cho trinh duyét Web: xét hai truong hgp 1a IE va Netscape. D6i
v6i IE, trude khi Cai dat chiing chi can phai Cai dat tién ich tro gidp.

- Cap nhat CTL va CRL tur Public Database Server

- Cai dat va thiét l1ap cau hinh cho phan mém E-shop c6 st dung ching chi trén
Apache Server

- S dung 1énh https dé truy nhap t6i E-shop béng IE hodc Netscape: néu cé hai
chiing chi con hiéu luc thi két n6i s€ thanh cong, nguoc lai, néu mot trong hai
ching chi da hét hiéu luc thi két ndi s€ khong thanh cong.

Chuong 3 ,,Str dung ching chi s6 v6i dich vu Mail®“ da trinh bay cach dua chiing chi
s6 vao trinh thu tin Outlook Express, cich dung ching chi s6 dé ma ho4 va xac thuc
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thu, cdch cap nhat cdc CRL. Chi y rang doi v6i Outlook Express, ching ta chi ¢4 thé
dung nhiing thuat toan ma di liéu c¢6 san nhu DES.

3.4 Quyén 8B: Bdo madt dich vu Web théng qua Proxy Server. Chi tri nhém nghién
cttu: ThS. Bang Hoa

Chu’(mg 1,,SQUID Proxy Server*
Squid 1a proxy caching server c6 ma nguon mo cho cac may khach su dung web,
ho tro cdc doi tugng dit liéu cua cac giao thitc FTP, gopher va HTTP. Squid duogc
st dung & 2 ché do: ché do tang toc http (httpd-accelerator) dé ting kha niang
cung cap cua Web server, va ch€ do proxy-caching server ma ta thuong st dung.

- C4c thuat ngit dugc str dung véi Squid gom c6: Internet Object; Internet Object
Caching; Cache Hierarchy; parent cache; sibling cache; Internet Cache Protocol;
Hyper Text Caching Protocol; Squid cache resolution algorithm.

- Tép cau hinh squid.conf kha phic tap. Trong té&p nay c¢6 7 thé lién quan dén
mang; cé 9 thé lién quan dén cay Iuu trit; c6 12 thé lién quan dén cache size; cé
15 thé lién quan t6i thu muc luu trit va tép log; c6 18 thé lién quan dén cac
chuong trinh bén ngodi; c¢6 14 thé dé diéu chinh cache; ¢6 10 thé lién quan dén
gi6i han thoi gian két noi; ¢6 7 thé danh cho diéu khién truy nhap; c6 6 thé lién
quan t6i quan tri hé thong; c6 4 thé danh cho viéc dang ky cache server; c6 5 thé
dé tiang toc Web; c¢6 41 thé dé gi6i han bang tan va ngoai ra con mot s6 tuy chon
khéc nira.

- Ching ta quan tdm t6i nhiing Iua chon ho trg SSL, d6 1a https_port va
ssl_unclean_shutdown.

Chuong 2 ,, Tich hgp mat ma cho Proxy* da trinh bay vé MySSL. Mot cdch tém tat,
MySSL nhan dugc tit OpenSSL sau khi thuc hién cac cong viéc sau: Loai bo nhiing
phan ma ngudn khong st dung dén; Loai bd giao thitc SSL v2; Loai bd céac thuat
toan ma c6 san, thay vao do la thuat toan Ma khai cua Nganh CY; Loai bo cac thuat
toan bam trir MDS5 va SHA-1; Loai bo cac thuat toan ky, trt RSA; Loai bo chuong
trinh sinh s6 nguyén t6 xac suit, thay vao dé la thuat toan sinh tham s6 RSA an toan.
Trong tai liéu cé mo ta cdu tric file va thu muc cua MySSL va phan tich nhiing doan
chuong trinh nguén quan trong cé lién quan dén: thuat toin ma khoi (cic tép
mk1_core.c, mkl_cbc.c, ...); thuat todn ma va ky RSA; thuat todan bam MDS5 va
SHA-1; thu vien HMAC. Cudi chuong ¢6 trinh bay cach bién dich va cai dat MySSL
cling nhu cach bién dich va cai dat SQUID c6 hé tro dich vu mat ma tir MySSL.

Chuong 3 ,,Trinh duyét MyBrowser va tich hgp mat ma cho trinh duyét MyBrowser*

gom cac ndi dung sau:

- Gi6i thiéu Mozzila 1.0 cung cac cong nghé chinh dugc st dung trong d6 la
XPCOM, XPToolkit v6i XUL (XML-based User Interface Language) va XBL
(eXtensible Binding Language)

- NSS la bo chuong trinh nguén cung cap mot thu vién doc 1ap thuc hién céac dich
vu bdo mat phuc vu cho viéc phat trién cdc ting dung cross-platform. Khi xay
dung mot ting dung sir dung NSS, ing dung d6 c6 thé dugc cung cap cdc giao
thitc SSL v1, SSL v2, TLS, céc chudn mat ma kho4 cong khai PKCS#5, PKCS#7,
PKCS#11, PKCS#12, S/MIME, chitng chi so theo chuin X.509 v3 va rat nhiéu
c4c chuian mat ma khéc.

- Trinh duyét MyBrowser nhan duoc tir Mozzila 1.0 bing céch t6i thiéu hod va tich
hop mat ma. Trong tai liéu c6 trinh bay cich bién dich ra MyBrowser.
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Chuong 4 ,,Bao mat dich vu web thong qua Proxy* gom cac thong tin sau:

- Cai dat va cau hinh Web Server: c6 thé duing Apache Web Server hoac IIS.
- Thiét lap cau hinh cho Proxy Server

- Cai dat trinh duyét MyBrowser va cai dat ching chi s6 cho MyBrowser

- Mo hinh thir nghiém nhu sau:

Squid
Web Client 128.1.1.2/16 M;]/SSL 200.1.1.2/24 Web Server
(Linux, Win) (Linux) (Linux, Win)
128.1.1.3/16 200.1.1.1/24
HUB 1 HUB 2

- Cac thao tac duoc thlr nghiém: truy nhap trang web; ghi trang web vao hé thong
va tai tép.

3.5 Quyén 9A: Mét so'thiét bi duoc su dung dé ghi khod. Chu tri nhém nghién citu:
TS. Nguyén Hong Quang
Chuong 1 ,,Sir dung iKey 1000 Iuu ching chi s6 va khod

bi mat*“ da gidi thiéu thiét bi iKey clia hang Rainbow
Technologies. Trong tai liéu da gidi thiéu chi ti€t cac

. 21y N e N N N 2 1ot A el
thao tac can lam khi cai dat phan mém di kem va6i thiét

bi lén mdy tinh. Tiép theo d6 da trinh bay cic budc
nhim dung iKey dé luu chiing chi s6 va khoa bi mat, d6 1a: khdi tao dinh dang cho
iKey; thiét 1ap tén cho iKey; khoi tao (hay dat lai) ving luu ching chi s6; thay doi
mat khAu; Iuu chitng chi s6. Sau d6 1a cich dang ky ching chi s6 véi cdc ung dung
nhu IE va Outlook Express.

Chuong 2 ,, Thi€t k€ mot loai thi€t bi nghiép vu* da
trinh bay viéc thié€t k&, xay dung mot loai thi€t bi

nghiép vu c6 giao dién USB. So d6 khéi tong quat
cta thiét bi gom c6 3 khéi: khéi giao dién, khoi vi
xt ly va khéi nhé. Khoi giao dién st dung linh kién

IC USB FT245 BM ciia hing FTDL Khi vi xi Iy sir 1B
dung linh kién AT89C2051 cua hang Atmel. Khoi
nhG st dung linh kién AT24C64 clha hang Atmel. b
Qua trinh lam viéc cta thiét bi dugc mo ta nhu sau: @
Khi cam thiét bi vao trong may tinh, mdy tinh s& c6
Gh

S
ngudn cho thiét bi va thiét bi s€ hoat dong, trao d6i | Poc
v6i mdy tinh dé may tinh nhan biét thiét bi 1a mot
thiét bi USB chudn, sau d6 thiét bi s& dgi dé xdc

dinh qua trinh ti€p theo 1a doc hay ghi va thuc hién
theo chic nang dé cho dén két thic. Qua trinh lam

May tinh nhan

i

viéc nay dugc mo ta nhu luu d6 di kem. Trong bio
cdo ¢6 trinh bay luu d6 cta thuat toan doc/ghi dit
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liéu.

4. Nhém thi tu: Pam bao toan hoc
4.1 Quyén 3A: Sinh tham sé an toan cho hé mdt RSA. Chii tri nhém nghién
ctru: TS. Léu Diic Tan

Mat ma khoa cong khai can ¢6 s6 nguyén t6 16n, nhung chi ,,16n“ khong thi chua du.
Khong phai s6 nguyén t6 nao ciing dung cho mat ma khoa cong khai duoc mot cach
n6i chung va cho mot hé mat cu thé nao d6 noéi rieng (vi du nhu RSA hay Elgamal).

Chuong 1 ,,Hé tiéu chudn cho hé¢ mat RSA“ da dé cap dén 4 tiéu chuin cho s6
nguyén t6 ding cho RSA cta chuian X9.31 (day 1a mot chudn cta céc t6 chiic tai
chinh MY¥). Trén co sO 4 tiéu chuin d6, ciing véi viéc xét cdc tdn cong phan tich s
bang phuong phdp sang trudng so, tdn cong phan tich s6 dua vao dudong cong
elliptic, phuong phéap phan tich s6 p1 ctia Williams, tdn cong ki€u giai hé phuong
trinh va phan tich s6 dua vao gcd(ptl, q£1), nhém nghién ctu da dua ra hé tiéu
chuin ctia minh véi nhitng ngudng cu thé. Do an toan clia bai todn phan tich s6 phu
thuoc vao su phat trién ctia cong nghé tinh toan, néu 14y luat Moore 1am co s& (sau
18 thang cong sudt tinh toan tang gap doi v6i cung gia thanh) thi nhoém cac tac gia
da dua ra mot hé du kién goém 5 tiéu chuén cho cac tham s p va q dung cho hé mat
RSA dung vao thoi diém nam 2003 véi thoi gian an toan 1a y nam, do 1a:

- S6 modulo N phai c6 do 16n ¢ n bit vé6i n thoa man bat dang thic

) 2
491n*(Inn+InIn2)* > E véi E dugc tinh theo cong thic : £ = 56+Y+y1—52003

- Cidc s6 nguyen t6 p va déu xdp xi /N
- gcd(p-1, g-1) phai ¢6 uéc nguyén to 16n khong dudi E bit
n=2E

- max{gcd(pxl, q=1)} khong qua
- A(pxl) phai c6 uéc nguyén t6 16n khong dudi 2E bit.

Chuong IT ,,Xay dung phdn mém sinh s6 nguyén t6 dung cho hé mat RSA“ da bat
ddu bang cdc dinh 1y Pocklington va Lucas, trén co s& dé cic ham
PocklingtonPrimeTest, LucasPrimeTest va LucasPocklingtonPrimeTest (dung
PocklingtonPrimeTest va LucasPrimeTest) duoc xay dung. Tiép d6, thuat toan sinh
s0 nguyén t6 bang phuong phdp ting din do dai duoc trinh bay (st dung
LucasPocklingtonPrimeTest), vé mat 1y thuyét c¢6 danh gid s6 14n dan trung binh va
mat do s6 nguyén to sinh dugc theo cdch nay. S6 nguyén td thoa man céc diéu kién
2 va 5 trong s6 5 diéu kién trén duoc goi la s6 RSA-manh. Thuéat toin
StrongPrimeGenerator (theo ki€u ctia Gordon) da dugc xay dung dé sinh s6 RSA-
manh (thuat todn nay c6 dung dén ham PrimeP-1Generator(k), ham nay sinh ra so
nguyén to v6i p-1 cé udc nguyén to k bit, ham PrimeP-1Generator c¢6 dung dén
PocklingtonPrimeTest). Luc lugng cac s6 RSA-manh dugc sinh theo thuat toan
StrongPrimeGenerator da dugc danh gid vé mat 1y thuyét. Cudi cung, cac cap so
nguyén to p va q thod man cdc diéu kién 3 va 4 trong s6 5 diéu kién da dugc ké &
trén duoc goi la cap s6 nguyén to ¢6 quan hé manh. Ham RSA-Generator da duogc
thiét k& dé sinh ra nhitng s6 nhu vay, ham nay c6 goi dén ham PrimeP-1Generator va
ham GordonGenerator. Pén lugt minh, ham GordonGenerator lai dugc xay dung
trén co s& ham LucasPocklingtonPrimeTest va thuat toan CRT.
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4.2 Quyén 3B: Sinh tham sé an toan cho hé mdt Elgamal. Chl tri nhém
nghién ctu: TS. Léu Dic Tan

Trong chuong I, véi tiéu dé "Vai trd cua s6 nguyén t6 manh dang p=2q+1 trong mat
ma", gidi quyét van dé s6 nguyén t6 manh dung & dau va cu thé hon 13 diém ra 3 {ing
dung chu yéu trong mat ma do 1a bai todn bdo mdt tin dung hé mat Elgamal, bai
todn xdc thuc tin theo so do chit ky Elgamal va bai todn thod thudn khod theo so do
Diffie-Hellman. Dic diém chung cta cac loai hinh trén 12 tinh an toan cla chiing
déu duoc coi 1a tuong duong véi tinh kho giai cua bai toan logarit trén truong GF(p),
chinh vi th€ phan 2 cua chuong di vao trinh bay cac thuat toan giai bai toan nay véi
muc dich khong gi khdc 1a dén ra dugc cau tra 10i 1a "D€ dam bao tinh an toan cho
cac loai hinh trén thi tham s6 nguyén t6 duoc st dung phai 1a nhiing s6 16n ¢& trén

el

500 bit va c6 dang p=2g+1 véi q nguyén to".

Chuong II, "Sinh s6 nguyén t6 bang phuong phdp tang dan do dai", trinh bay mot
phuong phdp sinh s6 nguyén t6 hoan toan dua vao dinh 1y Pocklington. Mac dui rang
trén goéc do thoi gian tinh thi cac thuat todn kiém tra tinh nguyén t6 dua vao dinh Iy
Pocklington chi c6 nghia d6i v6i cac 16p s6 nguyén nho th€ nhung thuat toan cla
ching t6i dua ra dung dé sinh cdc s6 nguyén td 16n khong theo phuong thitc sinh
truyén thong 13 “LAy ngiu nhién mot s6 nguyén — Kiém tra tinh nguyén t6 cta no,
cho dén khi tim dugc s6 nguyén t6”” ma theo cach “Sinh cac s6 nguyén t6 nho dung
ching lam co s d€ sinh cdc s6 nguyén t6 16n hon cho dén khi dugc s6 nguyén t6 ¢c6
do dai mong muon”. Vé mat ly thuyét thi bat cit mot s6 nguyén t6 nao ciing c6 thé
dugc sinh tir phuong phap cua ching toi tit nhién véi kha nang khong nhu nhau.
Quan trong hon ca trong viéc dua ra thuat toan nay 12 nd c6 thé sinh céc s6 nguyén
to0 dung trong hé mat Elgamal mot cach rat hiéu qua.

Chuong III, "Chuong trinh sinh s6 nguyén t6 cho hé mat Elgamal”, di vao giai quyét
van dé xay dung co sO 1y thuyét clia thuét todn va hién thuc hoa bang mot chuong
trinh sinh s6 nguyén t6 manh trén mot 16p s6 nguyén cu thé:

- Phan 1 ctia chuong nay giéi thiéu vé 16p L(k) véi ddy di viéc danh gid vé luc
luong s6 nguyén t6 trong 16p va thuat todn sinh cac s6 nguyén to trong do, véi su
lwa chon p =2, bang cdch dua vao dinh 1y Pepin va quan trong 12 & Chi y 3.3
ching to6i da chi ra dugc mot thuat todn cuc nhanh dé sinh cdc s6 nguyén t6
Pepin (cdc s6 nguyén t6 dang q,=r2"+1 véi r 1& va c6 do dai bit khong qué k) va
sau d6 1a v6i p 1a s6 ¢6 do dai ¢cd mot nira do dai s6 nguyén t6 can sinh ching ta
da c6 dugc mot ki€u sinh rit nhanh céc nhan nguyén t6 q c¢6 dang qg=Rq;+1 v6i R
chin va R< q, (nhitng s6 nguyén dang trén duoc ki€ém tra nhanh tinh nguyén t6
bang dinh 1y Pocklington va chiing t6i goi nhiing s6 nguyén t6 nay 1a nhitng s6
Pocklington) v6i do dai da 16n (tir 500 dén 1500 bit). Pay chinh la 16p s6 ma
ching t6i quyét dinh lya chon dé xay dung phan mém tim cdc s6 nguyén t6 16n
trén do.

- Phan 2, "Viéc sinh cdc s6 nguyén t6 manh va gan manh", ngoai viéc thdng nhat
bang cdch dua ra dinh nghia cho khdi niém gian manh trong phan nay da dua ra
mot két qua cuc ky don gidn nhung rat hiéu qua dé khang dinh tinh manh cta
mot s6 nguyén t6 d6 1a Dinh 1y 3.5. Theo két qua trén thi véi q 1a s6 nguyén to
1¢, d€ ching t6 p=2q+1 nguyén t6 (tic 1a s6 nguyén t6 manh) ta chi cin kiém tra
dang thitc 2%9=1 (mod p) va 3 khong phai 12 uéc ctia p. Nhu vay cling véi phan 1,
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dén day chiing ta da c6 duoc day du co s& 1y thuyét cho mot thuat toan nhanh
dung dé sinh cdc s6 nguyén t6 manh.

- Phan 3, "Tinh todn trén cac s6 16n", nham hién thuc hod dugc thuat todn da chi ra
& 2 phan trén bang mot chuong trinh phan mém sinh s6 nguyén t6 manh. Viéc
tinh todn trén cac so 16n 1a mot viéc lam rat quen thudc cho nén ching toéi khong
trinh bay ty my moi tht tuc va ham tinh toan s6 hoc néi chung ma chu yéu di vao
phan tich nhitng cai ti€én nho ma ching toi da thuc hién khi 1ap trinh trong d6 ba
phép todn dugc dé cap dén la phép nhan, phép chia va phép luy thira cac sd 16n.
Bing viéc thuc hién phép luy thira theo phuong phdp xét s6 mil vdi co s6 thay doi
va tinh sdn 32 luy thira tir x** dén x* (mod N) méi khi cin tinh x¥ (mod N),
chuong trinh sinh s6 nguyén t6 manh ctia nhém dé tai da c6 duogc su cai thién
dang ké vé toc do sinh boi vi phép 1u thira 1a phép todn chil yéu trong thuat todn
sinh va ciing 1a phép todn chi€ém nhiéu thoi gian nhat.

Phu luc "Mot s6 két qua thir nghiém", nham giGi thiéu mot s6 két qua thir nghiém
ctia phdn mém da viét dé sinh cdc tham s6 cho hé mat Elgamal bao gém cac noi
dung:

- Mot so két qua thong ké thu duoc vé thoi gian sinh trung binh cing mat do trung
binh clia s6 nguyén t6 manh va gidn manh theo mot s6 do dai cu thé nhu 512,
1024 va 1500 bit.

- Vi du vé toan bo cdc s6 nguyén t6 Pepin dang q,=r2'°+1 véi r 1é va q,<2*, s6
luong cdc s6 nguyén t6 Pocklington dang q=Rq,+1 v6i R chin va q<2* va toan
bd cac s6 nguyén td Sophie trong cac s6 néu trén (viéc tim cac so trén duoc thuc
hién bang phuong phép sang Erathostenes).

Diénh gid chung: Van dé dugc dat ra nham xay dung dugc mot phan mém nham sinh
ra cac tham s6 phuc vu cho mot 16p cac hé mat khoa cong khai hién dang duogc su
dung ngay cang phd bién trong linh vuc bdo mat va an toan thong tin. Cling nhu moi
san pham khoa hoc khéc, yéu cdu t6i thiéu va tién quyét doi v6i phan mém (véi tu
cach 1a mot may sinh cac s6 nguyén td) do la nhitng s6 nguyén té6 dugc nd sinh ra
dung & dau (hé mat nao), chi tiéu chat luong cua ching ra sao (cht yéu la chi tiéu
lién quan dén d6 mat cua hé mat) va sau cung la hiéu qua ctia chuong trinh (tinh
chdp nhan duoc vé thoi gian sinh). Cu thé hod nhitng vin dé trén, trong dé cuong clia
dé tai ching toi da dang ky 1a xdy dung phdn mém sinh cdc s6 nguyén t6 dang
p=2g+1 v6i q cling nguyén t6 trong mot 16p s6 cu thé nao do.

4.3 Quyén 3C: Nghién citu xdy dung thudt todn md khoi an toan hiéu qud.
Chu tri nhém nghién ctu: TS. Tran Van Truong

Chuong 1 ,,M6& dau vé ma khéi“ gidi thiéu chung vé mo hinh toan hoc ctia hé ma
khoi khod bi mat. Do an toan cta hé ma khoi truéc Gia thuyét ndi ti€ng cla
Kerckhoff: Tham ma d6i phuong la dugc biét toan bo chi ti€t ctia qua trinh ma héa
va giai ma chi trir gia tri khéa bi mat. Tir d6 dan t6i mot s6 dang tdn cong tham ma
chung nhat doi v6i ma khoi, dong thoi ciing dit ra ngay mot s6 yéu ciu t6i thiéu doi
v6i mot hé ma khoi an toan 12 phai ¢6 ¢d khoi va cd khod di 16n. Dé dam bao tinh
hiéu qua mot hé ma khéi can phai ¢6 céu tric déu, doi xiing ma/dich va cédc thanh
phén ctia n6 ciing phai dé dang trong qua trinh ciing hod hay chuong trinh hod miic
cao. Chuong nay ciing da gidi thiéu mot s6 ciu tric ma khoi co ban nhu cau tric doi
xtng thuan nghich Feistel, cdu trdc truy hoi Matsui, cdu tric cong-nhan Massey...va
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mot s6 thuat toan ma khoi cu thé dé minh hoa nhu thuat todn GOST cua Lién bang

Nga, thuat todn IDEA.

Chuong 2 ,,Tham ma khoi“ :Mot s6 nhitng cong viéc quan trong khai dau cho qua

trinh thié€t k€ xay dung ma khdi la can thiét nghién ctu nhitng phuong phap thim ma

khoi dién hinh, tir d6 rit ra nhitng dic trung an toan co ban ctia mot hé ma khoi.

Chuong nay tap trung nghién ctu 1y thuyét vé cac phuong phap thaim ma khéi co ban

nhu thaim ma vi sai, tham ma vi sai bac cao, tham ma tuyén tinh va cac dang dac biét

ctia thim ma tuyén tinh, thim ma ndi suy, thim ma khoa quan hé.. chu yéu ap dung
trén chudn ma dit lieu DES. Vé mat 1y thuyét chung toi chi néu nhung nguyén tac
thdim ma co ban doi véi ma khoi (dua trén chuin ma dit lieu DES) ma khong trinh
bay chi tiét thuat todn (vi ¢6 thé tim thay trong nhiéu tai liéu khac). Phan thuc hanh,

ching toi tap trung nghién ctu khai thac phuong phap thdm ma phi tuyén dua trén y

tudng tham ma tuyén tinh dé€ xay dung thuat todn thdm hé DES rit gon 8-vong nham

tim da 56 bit khod cua ching. Céc van dé duoc trinh bay la:

- Tham ma vi sai dugc phit minh tr nam 1991 bdi cdc nha mat ma Biham va
Shamir. Pay 12 tdn cong dau tién pha chudn ma dit lieu DES ctia M§ véi do phiic
tap tdn cong nho hon do phic tap clia phuong phdp vét can khod. Y tudng co ban
cua phuong phap nay l1a thaim ma vi sai xoay quanh viéc so sanh két qua ctia phép
XOR gitra hai ban 16 véi két qua cua phép XOR gitta hai ban ma tuong tng. Véi
gia thiét ring cc ban 16 duoc 14y ngiu nhién déu trén khong gian cdc dau vao co
thé, hay thir xem phan bo cua cac két qua phép XOR dau ra ¢6 tuan theo phan bo
ngiu nhién déu hay khong. Néu bang phan b 1a khong déu, thi thim ma c6 thé
loi dung dé xay dung phuong phép tdn cong lén hé mat bing kiéu tdn cong ban
10 chon loc. Déi v6i chuidn ma dir lieu DES, xuat phat tir thanh phan phi tuyén
duy nhét va ciing kho tuyén tinh hoa nhat 1a cac hop thé€ cac tac gia da tim ra
dugc diém yéu va tir d6 da thdc trién ra thanh cc dic trung vi sai véi x4c xuat du
16n dé c6 thé sir dung dé tdn cong tim kho4 tai vong cudi cting. Do phiic tap clia
tdn cong do Biham va Shamir dé xuét trén DES vao ¢& 2%’ so v6i phuong phdp
duyét kho4 12 2°° nhu da noéi & trén.

- Tham ma tuyén tinh duoc phat minh boi Mitsuru Matsui nam 1993 da tan cong
tim du 56 bit khod ctia DES véi do phiic tap 2** nho hon phuong phép tham vi sai.
Nguyén ly chung cua phuong phap thim ma tuyén tinh doi v6i hé DES la do hé
DES da cong khai toan bo cdc phép bién déi trong nd, trong d6 chi c6 cdc hop
nén mdi 1a cac phép bién doi phi tuyén. Cai bi mat con lai duy nhat khi st dung
DES d6 1a khoa K dugc sir dung cu thé. Néu tat ca cac phép bién déi cia DES
déu 12 tuyén tinh, thi v6i 4n s6 1a khoa K cho trudc co dinh, bang cong cu mo
phong trén mdy tinh va sir dung cdc cip ban rd-ma tuong ting ta c6 thé thiét lap
dugc hé thong phuong trinh tuyén tinh dé tim lai dugc cdc bit khoa K d6 trong
thoi gian da thic. Tuy nhién, cac hop nén (thanh phan quan trong nhat cua hé
DES) 1a cdc phép bién doi phi tuyén duoc chon lua cdn than, nén muon thdm
DES thi phai tdn cong vao chinh thanh tri nay. Muc dich clia phuong phap tham
ma tuyén tinh trén DES 1a tim mot biéu dién xap xi tuyén tinh cho hé nay dé c6
thé pha ching nhanh hon phuong phédp tdn cong vét kiét. Va tit nhién, nhiing
nhuoc diém clia cac hop nén s& lai dugc tiép tuc khai thac cho muc dich nay. Qua
khdo sét cu thé 8 hop nén clia DES, Matsui da xay dung dugc cdc xap xi tuyén
tinh trén toan hé ma véi xac suat ding c¢6 do l1éch klha xa so vé6i 1/2. Tu d6 da
hinh thanh nén tan cong tuyén tinh véi cac hé ma khéi néi chung. Sau d6 dé tiang
cuong thém tinh hiéu qau ctia phuong phdp nay, nhi€u bai bdo dia dé xuat thém
cdc dang tdn cong dung xap xi nhiéu 14n, x4p xi phi tuyén...Ching toi da thuc
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hanh mot phuong phdp tan cong phi tuyén véi DES 8-vong, bang chuong trinh
mdy tinh cu thé, ching toi da tim du dugc 56 bit khod trén mot mdy tinh 933
MHz véi thoi gian trung binh mat ¢& 1 ngay. Chuong trinh thim ma DES 8-vong
da dugc liét ké trong Phu luc A.

- Néu ta coi mdi bit dau ra cia hé ma khoi 1a mot ham Boolean trén cac bit dau vao,
thi v6i gia thiét bac dai s6 clia cdc ham boolean nay du nho, ta ¢ thé hinh thanh
nén mot tdn coOng vi sai bac cao (twong tu nhu dao ham bac cao cua mot da thiic
bac thap s€ nhanh chdng bién thanh hing s6 v6i xac sudt 1).

- Mat khac néu xem toan b dau ra ctia hé ma khoi nhu 1a ham cua toan bo dau vao
twong (ng, va vdi gia thi€t ring ham véc to Boolean d6 c6 thé biéu dién x4p xi béi
mot da thic bac thap véi so cac s6 hang c¢6 hé s6 khac khong du nho trén GF(2)"
thi c6 thé dung phuong phéap noi suy Lagrange dé 1ap lai duoc ham nay, va tir d6
c6 hinh thanh nén kiéu tan cong noi suy. Ngoai ra, lugc d6 khod ctia hé ma khoi
c6 nhitng m6i quan hé nhét dinh giita cic khod con vong ciing s& dén dén kiéu tan
cong khod quan hé, tan cong ki€u truot khoi...

- Phan cuéi cta chuong xudt phdt tir cdc kiéu tan cong trén da dua ra yéu ciu co
ban ctia mot hé ma khoi an toan, hiéu qua:

» Hé ma phai c6 do dai khoi 16, khoi khoa du 16n (khong gian rd va khoa
16n) dé tranh tdn cong vét kiét trén khong gian rd ciing nhu khong gian
khod (thuong do dai cd khoi 16n hon hoac bang 128);

» Hé ma phai c¢6 do do vi sai va do do do léch tuyén tinh t6i thi€u dé trdnh
dugc hai kiéu tan cong nguy hiém nhét 13 tidn cong vi sai va tan cong
tuyén tinh theo cac nguyén 1y nhu da trinh bay trén;

= Ci4c hop thé, cac phép bién déi phi tuyén can phai c6 bac dai s6 cao trdnh
tan cong nodi suy, tan cong vi sai bac cao.

= Tang tuyén tinh trong cidc ham vong can phai dugc lua chon cén than dé
khi phoi hgp v6i tang phi tuyén phai tao ra hé ma c6 tinh khuyéch tan tot
theo céc nguyén 1y ciia chuong 1, dé trdnh c4c tan cong dia phuong trén
cac khoi ma nho.

= (C4c phép bién d6i ddu vao ddu ra ctia mot hé ma khoi ciing khong duoc
qué don gian (nhu DES) ma can phai la tang che diu, ngan can viéc thiét
lap céac vi sai hay cdc mang danh ddu tuyén tinh cac vong dau cudi da biét
trudc doi v6i tham ma.

» Lugc d6 tao khod can phai tranh dugc cac 16p khoa yéu, va néi chung nén
dung kiéu khoa phién doc 1ap (néu c6 thé duoc). Pac biét lugc d6 khoa
khong ton tai nhitng quan hé khod don gian do tinh déu, hay can xing
trong lugc d6 gay nén, nhung lai phai dam bao cac khod l1a t6t nhu nhau
dé tranh céc kiéu tan cong khoa quan hé, tin cong trugt khoi dua trén tinh
giong nhau trong cac phan doan tao khoa con (khong phu thudc s6 vong
cua hé ma).

Chuong 3 ,,Khao sat hé ma khoi an toan theo cac dac trung do do giai tich®. Nhu

ching ta da bi€t mo hinh chung phd bién clia mot hé ma khoi géom hai phan: phan

ngau nhién hod di liéu va phan luoc d6 tao khoa cho hé ma. Phan ngiu nhién hoa dit
liéu gébm céc cdu tric co ban da giGi thiéu trong chuong 1, c6 thé thdy né thudng
chita ba 16p: cac hop th€ (16p trong cung), ham vong (16p giita) va cdu tric ma-dich

(I6p ngoai cung). Phan lugc do khod ciing s€ dugc gidi thiéu & cudi chuong, né c6

thé gom luoc do on-line (tinh cling qu4 trinh mi-dich), hay off-line (tinh trudc qua

trinh ma-dich), hoac 1a luge d6 khod doc 1ap v6i phan ngu nhién hod dit liéu hay
phu thuoc phan ngéu nhién hod dit liéu. D€ cho hé mi 1a an toan chéng duoc céc tdn

40



cong da néu, can phai thiét k€ xay dung cac hop thé€, ham vong va nghién ctu lua
chon céu tric ma-dich sao cho han ch€ t6i da cic tdn cong phan tich ma hoac vo
hiéu hod cdc phuong phép thdm ma cu thé. Pong thoi luge d6 khod phai tranh duoc
cac quan hé khoa don gian hoac tranh cac su tuong tu gitta cic cong doan tao
khoa...Mu6n vay chiing ta phai xay dung va theo doi dugc su anh hudng 1an nhau
gitta cac do do an toan cua cac thanh phan cdu tao nén hé ma. Vi thé€, noi dung chinh
ctia Chuong 3 s& gom cdc nghién cttu khao sat va xay dung cdc thanh phan co ban
ctia hé ma khoi 1a:Nghién cttu vé cac hop th€ cua ma khoi; Nghién ciu vé cac dang
ham vong an toan; Nghién citu do an toan thuc t€ ctia ciu tric ma-dich kiéu Feistel;
Nghién citu vé cic lugc do tao khoa ciia ma khoi. Két qua cu thé clia chuong 1a da
gi6i thiéu dugce cac do do an toan co ban lién quan dén hop thé, ham vong, da trinh
bay cdc dang thiét k€ hop thé nhu 1a ham véc to Boolean c6 cdc tinh chat déu, bac
dai s6 cao, do phi tuyén cao, do do vi sai nho déu va do do do léch tuyén tinh du
nho...Cau tric ngoai cung ¢ day duoc lua chon trinh bay 1a dang Feistel da dugc cac
nha mat ma thé€ giGi chi ra c6 do do an toan ve ca ly thuyét va thuc t€. D6 1a nhiing
co s& can thiét dé thiét k& xay dung cho thuat todn ma khai cu thé.

Chuong 4 ,,Khao sat ma khoi theo nhém sinh ctia cic ham ma hoa“. Viéc tim cac
tinh yé€u ctiia mot hé ma khoi can cit vao nhitng dic tinh cu thé clia nhém sinh cua
cac ham ma hod cta hé ma dé trén co s d6 hinh thanh nén nhiing tiéu chuén khi
thié€t k& xay dung cac hé ma khoi an toan 1a mot huéng di dugc mot s6 tac gia nhu
Kennth G. Paterson, Ralph Wernsdorf, Sarval Patel, Zulfikar Ramran va
Ganapathy...quan tam va cling da dua ra dugc nhiing két qua c6 y nghia. Trong
chuong nay ching toi bat chude theo nhiing ¥ tudng cua cic tac gia néu trén, trong
d6 ¢4 trinh bay lai két qua theo chidng toi cho 1a ¢ y nghia nhit vé mat mat ma do la
khéi niém nguyén thuy ctia nhém céc phép thé cua tac gia Kennth G. Paterson roi
14y d6 1am trong tam phat trién. Cong lao chii yéu ctia chiing toi dua ra trong bai nay
la dua ra cac két qua lién quan dén khai niém t-phat tan va t-phat tin manh cung véi
y nghia mat ma cua ching. Qua cac két qua da dua ra ciing todt I1én mot van dé rat
thuc t€ dé 1a moi tinh yéu vé nhém cac phép thé ¢6 anh hudng dén tinh an toan cua
hé mat thi viéc loai bo ching chi 1a can thiét vi rat dé khic phuc cdc khuyét tat hinh
thitc trén nhém sinh (chi bing cdch bé xung vao tap cdc ham ma hod cung 1am 1a 2
ham don gian) trong khi ban chit mat ma chi phu thuoc vao chinh tap cac ham ma
hod. Ciing c6 thé néi rang tinh phét tdn va tinh nguyén thuy ctia hé¢ ma khoi lién
quan chat ché véi khédi niém khuyéch tan (diffusion) nhu Shannon da dé céap lién
quan t6i cac hé ma tich.

Chuong 5 ,,Khdo sit cdc dic trung chia ma khoi theo quan diém xich Markov*. Cac
hé ma khoi hién tai déu thudc dang thuat toin ma hod tién hanh lap di lap lai mot
ham (thuong dugc goi 1a ham vong). Hai phuong phdp tan cong rat ndi ti€éng doi véi
loai ma khdi nay la tan cong vi sai va tan cong tuyén tinh nhu da néi trong chuong 2.
Hiéu qua cta hai phuong phéap nay duoc thé hién trén cdc phuong dién sau day: tap
cac cap rd, va cac cap ma tuong tng (trong tan cong vi sai), tap cac cap rd/ ma tuong
ung (trong tdn cong tuyén tinh) c6 do 16n la bao nhiéu thi xac suat thanh cong cua
ngudi ma tham du cao? Khi c6 tap nay roi thi thoi gian tién hanh c6 thuc t€ hay
khong? Kha nang thuc t&€ trong viéc thu thap tap hgp nay? Doi véi nguoi lap ma, cac
cau hoi thudng dugc dat ra nhu sau: Him vong phai duoc thiét k& nhu thé nao dé céc
cong thic & trén ding v6i x4c suat bé? S6 vong lap t6i thi€u phdi 12 bao nhiéu dé
khién cho luc luong can thiét cua tap r6/ma lam nan long cdc nha ma thim? Viéc
nghién cttu ma khoi trén quan diém xich Markov di gidp cdc nha mat ma tra 15i cdc
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cau hoi do trén nhitng diém 16n, khai qudt. Cu thé trong chuong da gidi thiéu cdc

xich Markov d€ thdm vi sai va tham tuyén tinh d6i v6i hé ma khai thoa man cac tinh

chat nao d6. Khdi niém mat ma Markov va cidc nhém luan phién trong khi khao st
do an toan cia ham ma khéi ciing lién quan chit ché v6i nhau. Cu thé véi cdc hé ma

DES va IDEA ta c6 khing dinh, néu gia thiét tuong dwong ngiu nhién ding cho

phan mat ma tuong tng, thi DES va IDEA(32) la an toan chong lai tham vi sai sau

du nhiéu vong doi vdi tat ca cdc mat ma Markov nay. Nhiing két qua nay con ding
cho tit ca cac mat ma lap r vong, néu cdc ham mot vong la tuong tu DES sinh ra
nhom luan phién. Két luan rit ra ciia chuong nay la:

- Khi nghién cttu ma khoi dudi géoc do mat ma Markov, nguoi ta di tim cich
ching minh mat ma nay c6 xich Markov tuong tng la bat kha quy va khong c6
chu ky. Néu 1am duoc diéu nay thi c6 thé khang dinh mat ma Ia an toan trudc tin
cong vi sai va tan cong tuyén tinh khi s6 vong lap du 16n.

- Di ¢6 hai cach dé chitng minh xich Markov 1a bat kha quy va khong c6 chu ky.
Mot 1a dung 1y thuyét d6 thi ngau nhién, va phuong phép thit hai 1a st dung tinh
chit cua nhém luan phién. Phuong phap thit hai 1a kho song két qua ctia nd 1a tat
dinh.

- Nhin chung ta van chua dua ra dugc "s6 vong du 16n" 1a bao nhiéu?

- Gia thiét tuong dwong ngiu nhién khong phai luon luon ding vi vay dé ching
minh mot ma khéi 13 an toan trén quan diém xich Markov ciing con rat nhiéu
viéc phai lam.

Chuong 6: Xay dung thuat toan ma khoi MK_KC-01-01. Trong chuong nay ching

toi thi€t k€ mot thuat todn ma khoi cu thé dam bao cdc thong s6 an toan, hiéu qua

phuc vu cho dé tai:

- Trudc hét, phan ngau nhién hoa dit liéu dugc xay dung theo ciu tric 3 16p: trong,
gifta vd ngoai cling. LGp ngoai cling chiing t6i chon céu tric Feistel ¢ thé déanh
gia duoc cac do do an toan trudc cac tdn cong manh nhat hién nay. Lép gitta 1a
c6 cdu tric kiéu mang thay thé hodn vi 2-SPN (c6 2 tang phi tuyén dugc xen giita
bdi 1 tAng tuyén tinh) nhu da néu trong chuong 3. LGp trong cung la cac hop thé
phi tuyén. Cac hop thé nay dugc lua chon tir 2 hop thé S1 va S2 da duoc khao sat
trong chuong 3 c¢6 cdc do do an toan t6t tranh céc kiéu tdn cong da khao sat.
Ngoai ra cdc phép hoén vi, phép dich vong duoc Iua chon can than sao cho hé ma
c6 tinh khuyéch tdn ngiu nhién déu. Céc phép bién doi dau vao va dau ra déu ldy
l1a phép XOR vé6i khod tuong tng.

- Phan luoc dé khoa, ding dé ngiu nhién mot mam khod c6 do dai 128-bit thanh
cac khoa con du cho cdc vong lap va cdc phép bién déi ddu vao va ddu ra. Phan
luoc do khoa ciing da chi y dé tranh tan cong kiéu truot khoi, dong thoi sir dung
t0i da cac hop thé phi tuyén ctia phan ngau nhién hoa dit liéu.

- Mo hinh ma, giai md; céc tham sd cu thé trong mo hinh va luge do tao khoa da
dugc trinh bay trong chuong. Cac thong so an toan ly thuyét va thuc nghiém da
chi ra raing hé ma khoi MK_KC-01-01 dép ing dugc cdc yéu ciu an toan va hiéu
qua.

4.4 Phu luc: Mot s6 nghién citu vé ham bam va giao thitc mdt ma

Mé& dau Phu luc 1a két qua ,,Nghién cttu tham ma MD4“. Trén co s& két qua cla
Dobbertin da cong bd nam 1997, mot thanh vién tham gia dé tai da tinh lai cac xéc
suat thanh cong, can chinh lai mot s6 cong thic cho dugc chinh xac, 1ap trinh thuc
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hién thuat toan tim va cham d6i v6i MD4, dong thoi thuc hanh chay trén may Dell
Power Edge 450 Mhz.

Trong phu luc con c¢6 trinh bay lai 2 bai bao cua cac tic gia nudc ngoai la ,,Va cham
vi sai cua SHA-0“ va ,,Phan tich SHA-1 trong ch€ do0 ma hod*. Ly do 2 bai bdo nay
dugc lua chon 1a vi: SHA-1 dugc phat trién trén co s& nhitng céi twong tu truée do 1a
MD2, MD4, MD5, SHA-0O va SHA-1. Do SHA-0O c6 va cham, cho nén n6 da duoc
stra thanh SHA-1. Bai bdo phan tich SHA-1 trong ché€ d6 ma hoa da cho thiy no la
mot thuéat toan ma hod SHACAL dua trén SHA-1 1a mot thuat toan tot. Con xét
SHA-1 nhu mét ham bam thi sao? it ra n6 ciing ding viing duoc 9 nam, cho téi dau
thang 2 nam 2005, thi ¢6 3 nha mat ma hoc nguoi Trung quéc da tim dugc thuat
todn pha né vai thoi gian nhanh hon vét can, rat ti€c bai bao day du vé thuat todn nay
chua dugc cong bo. Két qua dot pha nay duoc gidi thiéu qua bai viét ,,Cap nhat
thong tin vé ham SHA-1°.

Nhu tic gia Bruce Schneier viét ngay 18 thang 2 nam 2005 sau su kién SHA-1 bi tan
cong: ,,Cac ham bam la thanh t6 mat ma duoc hiéu biét it, cic k§ thuat bam dugc
phat trién it hon so v6i céc k§ thuat ma hoa“. Cho nén nhém dé ti ciing chua cé
dugc nhitng nghién citu sau sic, bdi vi c¢6 nhiéu ky thuat chua dugc nhuan nhuyén.
Trong phu luc ciing c6 trinh bay lai 4 bai bao theo 3 hudng nghién ctu vé thiét k&
cac ham bam, do6 la: Phuong phap thiét k€ cac ham bam dua trén ma khoi, Nguyén
tac thiét k€ ham bam , Him bam nhanh an toan dua trén ma sta sai va Do mat cua
ham bam lap dua trén ma khoi.

Cu6i phu luc 12 mot nghién citu tong quan vé giao thitc mat ma va trinh bay mot bai
bdo vé giao thitc STS. Day la giao thitc dua trén giao thic Diffie-Hellman chuin
nhung duoc cai bién dé chong lai tin cong ngudi ding gitta. Giao thitc nay da dugc
nhém dé tai sir dung dé lap trinh thuc hién giao thifc trao déi khod phuc vu céc phan
mém ma goi IP trén moi truong Linux.
5. Mot s0 noi dung khac
5.1 Vé tinh sdang tao, tinh madi cua cdc két qua nghién ciru thudc Dé tai
Khi diang ky thuc hién dé tai KC.01.01, doi ngii nhimg ngudi nghién ctru cua Hoc
vién K¥ thuat Mat ma noi riéng va Ban Co yéu Chinh pha noi chung ciing dé co
quan tam t&i bai toan bao mat thong tin trén cac mang dung giao thuc IP ndi riéng
(va giao thirc mang noi chung), toi van dé& dam bao tinh chan thyc cta khoa cong
khai di kém v&i tinh danh cta nguoi dung n6i chung (sao cho Public Key Of User A
dung 1a ctia A), nhung c6 thé néi 1a chua & state-of- the-art. Cac san pham bao mat
thu tin dién tir noi riéng va cac giai phap bao mat o tang Ung dyng noi chung da
dugc quan tam tdi tur rat s6m, con cac giai phap bao mat ¢ tang IP thi méi dat duoc
nhitng két qua budc dau. Van dé chimg chi s ciing vy, chiing t6i chwa quan tim
t6i nhitng chuan ciia PKI nhu khuon dang ching chi X.509, cach huy bo ching
chi,...

e Trén co so san phim phan mém IP-Crypto v 1.0, Hoc vién KTMM d4 tiép tuc
nang cap hoan thién dé co nhitng tng dung thuc té.

e Trén co sé phan mém cip chimg chi s6 voi mo hinh sinh kho4 tip trung, Ban
CYCP ciing da c6 dau tu dé cho ra san phdm véi mo hinh nguoi dung ty sinh
cip khod bi mat/cong khai (r6i giri khod cong khai cho trung tdm ky). So véi mod
hinh sinh kho4 tép trung thi mé hinh nay phuc tap hon.
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Trén co s& phat trién giai phap can thiép mat ma & ting DataLink trong moi
truong Linux, bén canh san phdm DL-Cryptor cta dé tai KC.01.01, mot ho phan
mém bao mat goi IP m&i véi giai phap can thiép mat ma vao ting cau (Bridge)
da ra doi. Phan mém nay c¢6 uu diém 1a ma dugc ca nhing goi tin IP-multicast
(dung cho Video Conferencing).

Nhitng can b tham gia thyc hién dé tai KC.01.01 cting da nghién ctru giai phap
can thiép mat ma dé bao vé goi IP & ting vat 1y (can thiép vao trinh diéu khién
card mang). Bang cich nay co thé mo rong ra viéc bao mat cic moi trudng
truyén thong khac voi Ethernet (nhu E1).

5.2 Vé phwong phdp nghién citu, bdo cdo khoa hoc

Trong qua trinh nghién ctru, ching t6i da duwa vdo h¢ diéu hanh Linux noi riéng
di sdu khai thdc cdc phan mém c6 md nguon mé néi chung. Ma nguén mé 1a mot
diéu kién tot dé lam viée tich hop mat ma. Trén co s& khai thac Linux, ching t61
d3 tao ra san pham bao mat vol giai phap can thi¢p mat md 6 tang IP va
DataLink. Bang cach di sau vao tang DataLink, sau nay, chung t61 da tao ra mot
dong san pham véi giai phap can thiép mat mi ¢ ting cau, nd cho phép bao mat
cac goi IP-multicast dugc dung trong cdc ung dung Video Conferencing. Viéc
can thiép mat ma & tang thap hon con giup chung t6i bao mat duoc dir liéu trong
cac moi truong khac véi Ethernet (nhu E1) va khong cur phai dung giao thuc
mang IP. Giai phap bao mat dich vu Web thong qua SQUID Proxy Server cling
duoc thyc hién nho vao viée tan dung ma nguén mo.

Céc bao cdo khoa hoc da dugc viét chi tiét, c6 cac hinh v& minh hoa di kém giap
cho nguoi doc d& ndm bit dugc van dé (déi voi mot sb phén mém d6 chinh 1a
cac giao di¢n).

5.3 Nhitng badi bdo, nhitng bdo cdo két qui nghién ciru ciia dé tai

Pé tai da tham du ICT IRDA’04 vdi 5 bdo céo:

Tt Tén bao cdo Tac gia
1 | Linux Bridge va dung Linux dé bao mat KS Nguyén Canh Khoa,
TS Tran Duy Lai
2 | Gi6i thiéu mot phan mém cung cdp chiing chi | PGS TS Lé My T,
sO KS Hoang Van Thic,
KS Dinh Quoc Tién
3 | Mot giai phap bao mat mang tai tang ThS Pang Hoa,
DataLink trong mo6 hinh OSI KS Nguyén Quoc Toan
KS Nguyén Canh Khoa
4 | Khao sat ma khoi theo nhém sinh cua cac TS Léu Dic Tan
ham ma hod
5 | Mot vai cai bién cho thuat toan sinh s& TS Tran Duy Lai
nguyén td theo Dinh 1y Pocklington

Mot s6 két qua nghién ctru cia KC.01.01 ciing dd duoc bao cdo trong Hoi nghi
khoa hoc ndm 2002 cta Hoc vién KTMM va gidi thi€u trong Ky yéu cac két qua
nghién ctru cua Hoc vién.

5.4 Vé gid tri trng dung va trién vong dp dung két qui KHCN
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Phan mém IP-Crypto v1.0 di duoc nang cip 1én thanh IP-Crypto 2.0 dé cai dat
vao thiét bi chuyén dung do Xi nghi¢p M2 ché tao trén nén mot may tinh nhing
véi hé didu hanh Linux d3 duoc ti thiéu. Phan mém nay hién nay da dugc nang
cap 1én thanh IP-Crypto v 3.0 ¢4 hd trg ching chi sé dé bao mat 4 mang LAN
ctia Tong cuc An ninh- B6 Cong An.

Phan mém cung cép chung chi s6 di dugc su dung thur tai Cuc ElS-Téng cuc
VI- B§ Cong An véi dich vu thu tin.

Viéc bao mat dich vu WEB v&i chiing chi ) cling da duoc dung thu tai Cuc Co
yéu- BTTM (nhaim mo rong cac dich vu co ho trg bao mat trén truc mang).

5.5 Vé hiéu qua kinh té va higu qud kinh té xa héi:

Cac phan mém bao mit mang dung giao thic IP dang duoc mé rong dién sir
dung (tai B Cong An, trudc hét1a 13 mang LAN cua Téng cuc An ninh; sau do
1a 30 mang LAN thudc trung tim chi huy; mang cta Chinh phu theo dé an
112;...)

Hién nay, Cuc Quan ly Ky thuat Nghiép vu Mat ma- Ban Co yéu Chinh phu
dang xdy dung du an cung cap chimg chi s6 cho khu vire Nha nuée. Van dé trién
khai str dung chtng chi sb trong khu vuc dan sy ciing dang dugc nhiéu co quan
quan tAm (nht 1a Bo Buu chinh Vién thong).

5.6 Pdnh gid vé két qud dao tao va nhitng déng gop khdc ciia dé tai

Sau day la mot s6 luan van Cao hoc (chuyén nganh K¥ thuat Mat ma) co lién
quan dén dé tai KC.01.01 da duoc hoan thanh:

tt | Tén ludn van Nguoi thuc Ngudi huéng dan
hién/Pon vi

1 | Vé mot phuong phép bao mat | Hoang Thi Thu PGS-TS

thu tin dién tr trén mang Hang/ HVKTMM | Lé My Ta
Internet
2 | Sinh tham s6 cho hé mat RSA | Kiéu Van Hung/ | TS Léu Puc Tan
Cuc V18-BCA

3 | Tich hgp mat ma va kiém so4t | Hoang Van Thire/ | TS Tran Duy Lai
hé thong cho mét hé thu tin HVKTMM
dién tr ma nguén md

4 | Nghién ctru dam bao van dé Dao Thi Hong TS. Nguyén Nam
chung thyc trong cac hoat dong | Van/ HVKTMM | Hai
thuong mai dién tr

Mot s6 can bo tré dd tham gia thuc hién dé tai, dd co diéu kién 1am viéc va
truong thanh nhu Hoang Vian Thirc (cAp chimg chi sé dé dung voi Mail/Web),
Nguyén Canh Khoa (giai phap bao mat & cac tang khac nhau), Tran Hong Thai
(thAm ma khdi va tim va cham ctia ham bam), Nguyén Qudc Toan (tiép cin véi
mat ma duong cong elliptic)

Qua qua trinh lam d@é tai, nhitng ngudi lam dé tai ciing c6 kinh nghiém hon trong
viéc hinh thanh nhiing dé tai nhanh trong mot dé tai 16n.
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Két luan va kién nghi

Pé tai KC.01.01 da dugc thuc hién trong thoi gian hon 3 nam, tit ca cdc san phdm
dang ky da dugc hoan thanh. Bon nhém san phdm (bdo cdo khoa hoc, phan mém,
thiét bi) da dugc hinh thanh, d6 1a: (1) nhitng nghién cttu téng quan, tim hiéu giai
phép; (2) cac phadn mém bao mat géi IP; (3) cung cép va str dung ching chi so; (4)
dam bao toan hoc.

Mot s6 san pham ctia dé tai da duoc Ban Co yéu ti€p tuc ddu tu ph4t trién nang cap
va da c6 nhitng tng dung thuc t€ mang lai hiéu qua thuc su va gép phan thic day
qua trinh thuc hién nhu cau bao mat thong tin trén cdc mang cua cic dé an 112 cua
Chinh phu (trudc hét la tai Bo Cong An). Nhiing két qua nghién ctru da dat duoc cta
dé tai KC.01.01 da duoc ti€p tuc hoan thién dé tao ra nhitng san phdm mdi, vi du
nhu phan mém ma & tAng cdu dé bao mat hoi nghi truyén hinh.

Trong mot twong lai gan, thwong mai dién tlr va chinh phu dién tir s& phdt trién manh
& nudc ta. D6 1a moi trudng thuan 1gi dé cho nhitng san pham hé trg PKI phat trién.
Nhung né ciing lam nay sinh mot van dé hét siic quan trong, d6 1a nhu cau can ¢6
mot bo chudn cdc thuat todn mat ma dé dung chung cho cdc san pham d6. Pay la
mot cong viéc 16n, hién dang dugc cdc can bd nghién ctu da thuc hién dé tai
KC.01.01 néi riéng va doi ngii can bo nghién cttu trong Ban Co yéu Chinh phu néi
riéng tap trung giai quyét.
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Loi cam on

Viéc thyc hién dé tai KC.01.01 da giup cho nhiéu san phdm quan trong dbi véi
Nganh Co yéu duoc hinh thanh nhanh hon. Piéu quan trong nita 13, v6i dé tai
KC.01.01, nhitng nguoi lam cong tic nghién ctu trong Nganh Co yéu da c6 diéu
kién tiép can v6i nhiém vu bao mat cdc mot loai hinh thong tin méi, d6 1a cac thong
tin kinh t€ x4 hoi, ddp tng nhu cdu sir dung san phdm mat ma cho céc linh vuc
khong phai 1a an ninh quéc phong. Day 1a mot cong viéc 16n, bdi vi bén canh céac
thong tin tdc nghiép clia cac co quan Dang va Nha nudc (nhu chinh phu dién tlr), con
¢6 cdc thong tin phuc vu phat trién kinh t€ ctia cdc doanh nghiép, cong ty,... Bén
canh cdc giai phap ky thuat, vdn dé nay con phu thudc vao cac yéu t6 khac nhu
chinh sach quan ly, cic van ban phap qui khéc,...

Nhém dé tai xin chan thanh cam on Bo Khoa hoc Cong nghé, Vu Khoa hoc Céc
nganh Kinh t€ Ky thuat, Ban Chu nhiém chuong trinh KC.01, GS TS Vi Dinh Cu
(Cht nhiém chuong trinh KC.01) da tao diéu kién gitip dé tai dugc tién hanh.

Nhoém dé tai cling chan thanh cam on cac dong chi Lanh dao Ban Co y&éu Chinh phu,
Hoc vién Ky thuat Mat ma va cic co quan nhu Vu Khoa hoc Cong nghé (Ban
CYCP), Vu K€ hoach Tai chinh (Ban CYCP), Phong Quan 1y Nghién cttu Khoa hoc
va Phong K& hoach Tai chinh ctia Hoc vien KTMM dai tao diéu kién thuan 1oi va cé
nhiing déng gdép cho dé tai.
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Danh sach nhitng nguoi thuc hién

Nhém thit nhat : Cac nghién ciru tong quan, tim hiéu giai phap

A | Nhitng nguoi chu tri mét trong cdc két qud nghién ciiu
1 | PGS TS Hoang Van Tao Hoc vién K¥ thuat Mat ma
2 | PGSTSLe My Tua Hoc vién K¥ thuat Mat ma
3 | TS Nguyén Hong Quang Phan vien NCKTMM- HVKTMM
4 | ThS Bang Hoa Phong QLNCKH- HVKTMM
5 | TS Nguyén Nam Hai Trung tam Cong nghé Thong tin
6 | TS Dang Vi Son Vu Khoa hoc Cong nghé
7 | TS Tran Duy Lai Phan viéen NCKHMM- HVKTMM
B | Nhitng nguoi tham gia mét trong cdc két qud nghién ciiu
1 | ThS Nguyén Ngoc Diép Phong QLNCKH- HVKTMM
2 | ThS Nguyén Ditic Tam Khoa Tin hoc- HVKTMM
3 | ThS Nguyén Ding Luc Phan vién NCNVMM- HVKTMM
4 | ThS DBoan Ngoc Uyén Khoa Tin hoc- HVKTMM
5 | ThS Nguyén Anh Tuin Phan vién NCKHMM- HVKTMM
6 | KSLé Khic Luu Phan vién NCKTMM- HVKTMM
7 | ThS Bao Hong Van Trung tam Cong nghé Thong tin
8 | KS Nguyén Canh Khoa Phan vién NCKHMM-HVKTMM
9 | KS Nguyén Cong Chién Phong QLNCKH-HVKTMM

Sdn phdam dd dat duoc:

- 07 bdo cdo khoa hoc (céc quyén 1A, 1B, 1C, 2A, 2B, 5A va 5B)

Nhom thi hai: Cac phan mém bao mat géi IP

A | Nhitng nguoi chu tri mét trong cdc két qud nghién citu
1 | TS Nguyén Nam Hai Trung tam Cong nghé Thong tin
2 | TS Bang Vii Son Vu Khoa hoc Cong nghé
3 | TS Tran Duy Lai Hoc vién KV thuat Mat ma
B | Nhitng nguoi tham gia mét trong cdc két qua nghién ciiu
1 | KS Nguyén Canh Khoa Phan vién KHMM- HVKTMM
2 | KS Nguyén Quoc Toan Phan vién KHMM- HVKTMM
3 | KS Binh Quoc Tién Phan vién KHMM- HVKTMM
4 | KS Nguyén Tién Diing Trung tam Cong nghé Thong tin
5 | KS Nguyén Thanh Son Khoa Mat ma- HCKTMM
6 | KS Nguyén Nhu Tuan Khoa Mat ma- HVKTMM

Sdn phdam da dat duoc:

- 03 bdo cdo khoa hoc (céc quyén 3A, 3B va 3C)
- 05 phan mém bao mat g6i IP ( 01 trén Windows; 01 trén Solaris; 03 trén
Linux)




Nhém thit ba: Cung cap va sir dung chimg chi s

A | Nhitng nguoi chu tri mét trong cdc két qud nghién citu

1 | TS Tran Duy Lai Phan viéen NCKHMM-HVKTMM

2 | PGSTSLe My Tua Hoc vién K¥ thuat Mat ma

3 | ThS bang Hoa Phong QLNCKH-HVKTMM

4 | TS Nguyén Hong Quang Phan vien NCKTMM-HVKTMM

B | Nhiing nguoi tham gia mot trong cac két qua nghién ciru

1 | ThS Hoang Van Thiic Phan vién NCKHMM-HVKTMM

2 | KS Pham Van Luc Phan vién NCKHMM-HVKTMM

3 | KS Cao Thanh Nam Phan vién NCKTMM-HVKTMM

4 | ThS La Hitu Phic Phan vién NCKTMM-HVKTMM

5 | ThS Trinh Minh Son Phan vién NCNVMM-HVKTMM

6 | ThS Hoang Thu Hang Phan vién NCNVMM-HVKTMM
Sdn phdam da dat duoc:

- 04 bdo cdo khoa hoc (céc quyén 6A, 7A, 8A, 8B va 9A)

- 03 phan mém (cap va thu héi chiing chi s6, thu vién chit ky s6, bao mat

Web dung Proxy Server)

- 01 thiét bi phan cting dé ghi khoa c6 giao dién USB

Nhém thit tu: Pam bao toan hoc

A | Nhitng nguoi chu tri mét trong cdc két qud nghién citu
1 TS Léu Dic Tan Phan vien NCKHMM-HVKTMM
2 | TS Tran Van Trudng Phéan viéen NCKHMM-HVKTMM
B | Nhitng nguoi tham gia mét trong cdc két qud nghién ciiu
1 | TS Nguyén Ngoc Cuong Phan viécn NCKHMM-HVKTMM
2 | KS Tran Hong Thaéi Phan vien NCKHMM-HVKTMM
3 | ThS Tran Quang Ky Phan viéen NCKHMM-HVKTMM
4 | ThS Pham Minh Hoa Phan vien NCKHMM-HVKTMM
5 | KS Nguyén Quoc Toan Phan vien NCKHMM-HVKTMM
C | Cong tac vién
1 | TSNguyén Lé Anh Pai hoc Xay dung
2 | TSKH Pham Huy Dién Vién Todn hoc

Sdn phdam dd dat duoc:

- 03 bdo céo khoa hoc (cdc quyén 3A, 3B va 3C)
- 02 phan mém (sinh tham s6 an toan cho hé mat RSA va Elgamal)




Muc luc

Danh sach nhitng nguoi thuc hién
Muc luc
Loi m& dau

Toém tat cac noi dung nghién ciru va két qua chinh
1. Nhém thit nhét : Nghién cttu tong quan, tim hiéu giai phdp cho cic co
ché& dam bao an ninh an toan mang
2. Nhém thit hai : Cac san phdm bao mat géi IP trén cdc moi trudng
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3. Nhém thi ba : Cung cap va stt dung ching chi s6
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12

16
19
22
23
24



Loi m6 dau

Céc noi dung ma dé tai da tién hanh nham thuc hién 2 muc tiéu da dugc dang ky
trong ban thuyét minh dé tai, do la:

» Nghién ctru mot s6 cong nghé, gidi phap nhim dam bdo an toan, an ninh
thong tin cho cdc mang dung giao thic IP, tir d6 dé xudt mo hinh phu hop dac
diém sir dung & Viét Nam

> Phuc vu viéc phét trién thuong mai dién tit (TMDT) ctiia Viét Nam, huéng t6i
hoi nhap khu vuc

Su phét trién clia cic mang may tinh néi riéng va mang Internet néi chung da lam
cho nhu cau dam bdao an ninh an toan thong tin trén mang ngay cang tang. C6 nhiéu
cong nghé mang (vi du nhu Ethernet va Token Ring), ¢6 nhi€u giao thiic mang (vi
du nhu TCP/IP, IPX/SPX va NETBEUL,...), nhung do su phat trién vuot troi clia giao
thic IP so v6i cdc giao thitc khac trén the gidi, va can cit vao dic diém cong nghée
mang duogc trién khai tai Viét Nam, ching ta thdy ring dé c6 thé bao dam duoc an
ninh an toan cho hau hét cac dich vu mang thi chi can tap trung vao giai quyét cac
bai todn doi vé6i giao thic IP. Néu c6 giai phdp va san phdm bdo mat t6t cho moi
truong IP, khi gap phai cdc moi trudng truyén thong khac ching ta ¢6 thé dung cac
thiét bi chuyén déi (vi du nhu E1-IP) dé sur dung dugc céc giai phdp va san pham da
co.

Viét Nam dang trong qua trinh hoi nhap khu vuc va hoi nhap quoc t€. Thuong mai
dién tlr chinh 1a mot cong cu dac luc phuc vu cho qud trinh hoi nhap Ay. 0 trong
nudc ciing dang qua trinh xay dung chinh phu dién tir (d€ dn 112 cta Chinh phu vé
Tin hoc hoa quan Iy hanh chinh). D€ cho thuong mai dién tir ciing nhu chinh phu
dién tlr phat trién dugc déu can c6 su hd trg cua cdc cong cu/san pham dam bao an
ninh bao mat thong tin trén cdc mang truyén thong tin hoc.

Ciac san pham cua dé tai (b4o céo khoa hoc va phan mém) da dap tng ddy du céc cac
noi dung dang ky trong muc 16 ,,Yéu cau khoa hoc doi v6i san phdm tao ra“ ctia ban
thuyét minh dé tai, cling nhu bang 2 ,,Danh muc san pham khoa hoc cong nghé* cua
ban hgp dong thuc hién dé tai. Bao cdo khoa hoc cua dé tai gdbm 18 quyén nhu sau:

tt Tén bao cao

1 | Bao cao cip nhit cac két qua méi trong linh vuc bio mat mang va
thwong mai dién ti:

Quyén 1A: Gi6i thi¢u cong ngh¢ IPSEC, cong nghé phat hién xam nhép va
thuong mai dién tr

Quyén 1B: Nudc Nga va chit ky dién tir sb

Quyén 1C: Tim hiéu kha nang cong nghé dé cing hod cac thudt toan mat ma

2 | M6 hinh bao mat thong tin cho cic mang may tinh

Quyén 2A: Giao thirc TCP/IP va giai phap bao mat ¢ cac ting khac nhau

Quyén 2B: Tong quan vé an toan Internet

3 | Nghién ctru ddm béo toan hoc

Quyén 3A: Sinh tham sb an toan cho hé mat RSA

Quyén 3B: Sinh tham s6 an toan cho hé mat Elgamal




Quyén 3C: Nghlen ciru xay du’ng thuat todn ma khdi an toan hiéu qua

Phu luc: Mot so nghlen ctru vé ham bam va giao thirc mat ma

4 | H¢ thong phan mém bio mat mang

Quyén 4A: Cac phan mém bao mat goi IP trén hé diéu hanh Linux

Quyén 4B: Hé thong an toan trén moi trudng mang Sun Solaris

Quyén 4C: Phan mém bao mat trén méi truong Windows

S | An ninh, an toan cta cac hé dieu hanh mang

Quyén 5A: An ninh cta cac hé diéu hanh ho Microsoft Windows, Sun
Solaris va Linux

Quyén 5B: Co ché an toan ctia cac hé diéu hanh mang, Network Hacker,
Virut may tinh

6 | Hé thong cung cip PKI

Quyén 6A: Mot hé théng cung cap chimg chi s6 theo mé hinh sinh kho4 tap
trung

7 | Bé chuwong trinh cung cip chir ky dién tir

Quyén 7A: Mot hé chit ky s6 c¢6 str dung RSA

8 | Hé thong chwong trinh xic thuc trong thwong mai dién tir

Quyén 8A: Dung chimg chi sd voi cac dich vu Web va Mail

Quyén 8B: Bao mat dich vu Web thong qua Proxy Server

9 | Cac san pham nghiép vu va qui ché sir dung

Quyén 9A: Mot s6 thiét bj dugc sir dung dé ghi khoa

Cac san phadm phan mém/thiét bi bao goém:

1 | Phan mém bao mat gai IP:

- Trén moi truong Windows (SECURE SOCKET)

- Trén moi truong Linux (TRANSCRYPT, IP-CRYPTOR, DL-
CRYPTOR)

2 | Phan mém vé ching chi so:

- Sinh chiing chi s6 theo mo6 hinh sinh khod tap trung

- Thu vién chit ky s6

- Dung chitng chi s6 dé bao mat dich vu Web thong qua Proxy Server

3 | Phdn mém dam bao todn hoc:
- Phan mém sinh tham s6 an toan cho hé mat RSA
- Phan mém sinh tham s6 an toan cho hé mat Elgamal

4 | Thiét bi nghiép vu:
- Thiét bi ghi khoa véi giao dién USB




TOM TAT CAC NOI DUNG NGHIEN CUU VA KET QUA CHINH

1. Nhom thi nhat: Nghién citu téng quan, tim hiéu gidi phap cho cac co ché

dam bao an ninh an toan mang

1.1 Quyén 1 A: Gidi thiéu cong nghé IPSEC, cong nghé phdt hién xam nhdp va

thuong mai dién tu.

Cac noi dung cong viéc da dugc thuc hién la:

Nghién cttu vé cong nghé IPSEC, day 1a mot trong cic cong nghé tao nén mang
rieng ao (VPN), céc dich vu IPSEC cho phép ban xay dung cdc dudng ham an
toan thong tin qua cac mang khong tin ciy (vi du nhu Internet) véi ca hai kha
nang xac thuc va bao mat. Cac van dé da dugc di sau la: cdc dac tinh cta IPSEC;
cac khai niém co ban nhu AH, ESP,...; m6 hinh tng dung cung vGi uu nhuoc
diém cua IPSEC

Nghién citu vé cdc hé thong phat hién xam nhap. Vi cdc bidc tudong lra va céc
chinh sdch an ninh an toan 1a chua di dé ngan chin moi tan cong pha hoai, cho
nén can dén hé phat hién xam nhap (IDS - Intrusion Detection System). Cic van
dé sau da duoc trinh bay: Phét hién xam nhap 1a gi? Céc giai phap phat hién xam
nhap; Nhitng wu diém ctia IDS ? Nhitng gi can chd y khi sir dung IDS.

Nghién ctu tim hiéu vé thuong mai dién t&r v6i cdc noi dung: Céc hinh thic hoat
dong chi yéu ctia TMDT; Tinh hinh phét trién TMDT trén thé gi6i; Tinh hinh
phat trién TMDT & Viét Nam; va cdc van dé an toan trong TMDT

Quyén 1B: Nuéc Nga va chit ky dién tit so.

Ngay 10 thdng 1 nam 2002, t6ng thong Nga V. Putin da ky sic lénh lién bang vé chit
ky dién tir s6. Dé di t6i Luat vé chit ky dién tir s6, nuéc Nga da c¢6 mot qud trinh
chuén bi k§ cang tir trudc. Lién quan dén van dé nay, trong bao cdo da dé cap t6i cac
noi dung sau:

Bai viét “Nhiing cong nghé hita hen trong Iinh vuc chit ky dién tir s6” dé cap tGi
du 4n chudn quoc gia méi ctia Nga vé chit ky so6.

Bai Chit ky dién tir hay con dudng gian khé thoét khoi gidy t6” da phan tich so
sanh chit ky so v6i chit ky viét tay, khac véi chit ky viét tay, chit ky s6 phu thuoc
vao van ban dugc ky.

Vay nu6c Nga da diing chuan chit ky s6 ndo? Chiing t6i da mo ta: (1) chuén chit
ky s6 GOST P 34.10-94 ; (2) chuan chit ky s6 GOST P 34.10-2001; (3) chuén
ham bam GOST P.34.11-94; (4) chuan ma khoi GOST 24187-89 (do chuidn ham
bam GOST P.34.11-94 ¢6 st dung thuat toan GOST 24187-89)

Trong béo cdo chiing toi da dich toan bo ,,Bo ludt Lién bang vé chit ky dién ti
gbm 5 chuong va 21 diéu.

Trong bdo cdo ciing trinh bay céc thuat todn chuén chit ky s6, hAm bam, ma khoi
ciia My va 2 bai bao phan tich so sanh giita thuat todan ma khai ctia Nga va thuat
toan AES cua My.



1.3 Quyén 1C: Tim hiéu khd ndng cong nghé dé citng hod cdc thudt todn mdt md.

Mat mi c6 thé thuc hién theo cdch thli cong hodc tu dong vdi su tro gidp clia mdy
moc. Trong thoi dai dién t, truyén thong va tin hoc ngay nay cdc nguon tin ngay
cang da dang; moi thong tin déu duoc sé héa v6i khéng 16 trit lugng tai chd va luu
lugng trén kénh; doi hoi cia nguoi diung ngay cang cao vé do6 mat, toc do, do an
toan, tinh tién dung... Trong tinh hinh d6, chi c6 moét lua chon duy nhat 1a thuc hién
mat ma véi su trg giip ciia may moc. Cac ndi dung nghién cttu da duoc thuc hién la:

- So sénh thuc hién mat mi bang phan ciing va phan mém va tra 16i cau hoi: nén
thuc hién mat ma trén co s phan cing (hardware) hay phan mém (software)? Da
so sanh vé do an toan gitta 2 platform (sit dung chung khong gian nhG RAM;
dam bdo toan ven; thim nguogc thiét ké&; tan cong phan tich nang luong; van dé
luu trit khod dai han; phu thudc vao do an toan ctia hé diéu hanh) va phdn tich
cdc wu nhuge diém cia hai platform nay

- Lua chon cong nghé cho cting hod mat ma. V61 nganh mat ma, ngoai viéc chon
cong nghé thich hop cho encryption, cling quan trong khong kém la cong nghé
d6 c6 bao dam security khong. Cac cong nghé da dugc dua ra xem xét la: (1)
ASIC (2) ASSP (Application-Specific Standard Product); (3) Configurable
Processor; (4) DSP (Digital Signal Processor); (5) FPGA (Field Programmable
Gate Array); (6) MCU (Microcontroller); (7) RISC/GPP (Reduced Instruction Set
Computer/ General Purpose Processor). Ti€p theo da nghién ctu vé viéc dung
FPGA dé cing hoa cdc loai thuat todn mat ma kh4c nhau, d6 1a: (1) sinh khoa
dong; (2) cac phép nhan va modulo; (3) ma khoi (AES); (4) mat ma elliptic; (5)
ham hash; (6) sinh s6 ngau nhién.

- Céc cong viéc/ kién thic can chuin bi dé ciing hod mat ma. Hai noi dung da
dugc trinh bay. Trudc hét 1a nhitng kién thiic can thiét dé thuc hién FPGA bao
gbm: kién thic vé toan; kién thitc vé k¥ thuat; kién thic vé cong nghé; kién thiic
vé thi trudng vi mach. Thit hai 12 cdc cong cu can thiét dé thuc hién FPGA bao
gom: cong cu thiét k€ (CAD); thiét bi (mdy tinh, bo nap); nhan luc.

1.4 Quyén 2A: Giao thitc TCP/IP va cdc gidi phdp bdo mdt & cdc tang khdc nhau.
Chu tri nhom nghién ctu: ThS. Dang Hoa

Mu6n nghién cttu giai phap bao mat cho giao thic IP thi can phai hi€u rd né. Chinh
vi vdy ma bdo cdo khoa hoc gom cé 2 phan, phan I ,,Giao thic mang TCP/IP* gom
c6 9 chuong, phan II ,,Giai phdp bao mat“ gom cé 3 chuong danh cho 3 ting: ting
mang, tAng giao van va tang tng dung. Chi ¥ rang, khai niém tang & 3 chuong cudi
lai theo mo hinh ISO. Céc noi dung da duoc dé cap dén bao gom:

- Gidi thiéu va khai quat vé TCP/IP: néu ra 4 dac tinh ctia TCP/IP; n6 c6 céc dich
vu tiéu biéu & tang ng dung 1a thu dién tr, chuyén file, truy cap tir xa vd www;
céac dich vu & ting mang c6 thé chia lam 2 loai: dich vu khong lién két chuyén
g6i tin va dich vu van tai dong di liéu tin cay

- Cau trac phan tang cia mo hinh TCP/IP: n6 c6 4 tang; tang tng dung (Telnet,
FTP,...); tang van tai (TCP, UDP,...); tang Internet (IP) (hay con goi la ting
mang); va tang ti€p can mang (Ethernet, ATM.,...). Trong tang ti€p can mang can
chid y viéc chuyén déi gitta dia chi IP va dia chi vat Iy. Trong tdng Internet cin
chu y dén bai toan dan dudng cua goi tin (routing).



Céc dia chi Internet: da trinh bay vé 5 16p dia chi mang 1a A, B, C, D va E. Khii
niém mang con (subnet) di kém véi khai niém dia chi mang va subnet mask.
Cach danh dia chi Internet cling c6 mot s6 nhuogc diém.

Giao thitc ARP dé€ giai quyét bai toan tuong tng dia chi Internet véi dia chi vat
ly. Day la giai phap giai quyét nho tuong Gng dong, trong mdi thiét bi mang sé
c6 mot cache giai quyét dia chi.

Giao thiic Internet chinh 1a dich vu chuyén goéi tin khong lién két (& ting mang)
b4 gidi thiéu dinh dang cua géi tin IP (dia chi nguon, dia chi dich, IHL, ...), c¢6 di
sau vao mot so truong nhu kich thudce cua goéi tin, MTU va Fragmentation Offset.
Mot vai giao thitc dan dudng da duoc diém qua: GGP, EGP, BGP.

Thao luan vé co cidu ma cic céng va cdc may su dung dé trao ddi su diéu khién
hoic thong bao 16i. Co cau nay duoc goi 1a Giao thic Thong béo diéu khién
Internet - Internet Control Message Protocol (ICMP). Giao thitc nay duoc coi la
mot phan ctia Giao thic Internet, va phai c6 trong moi thuc hién cua giao thic IP.

Giao thtc goi tin ciia ngudi st dung UDP: dinh dang ctua géi tin UDP, cach boc
g6i tin UDP vao géi tin IP. Mot cdch khéi niém, toan bo viéc phan cong va hop
cong gitta phan mém UDP va chuong trinh tng dung xay ra qua co ché cong.

Giao thiic diéu khién truyén tin TCP: néu lén 5 tinh chét ctia TCP. Phai ¢6 mot co
ch€& giip cho TCP cung cap su tin cdy, d6 la xdc nhan va truyén lai, d6 1a cc clra
s6 truot, thiét 1ap mot lien két TCP. Béo cdo ciing trinh bay vé khéi niém céng
cua TCP, dinh dang cua doan TCP.

Hé thong tén ving: trinh bay vé cédc tén vung quen thudc nhu GOV, EDU,
COM,..,; tuong tng gitta tén ving va dia chi.

Dé cap t6i An toan tdng mang: Network-Layer Security Protocol (NLSP) duoc
cong bo trong ISO/IEC 11577. Trong NLSP c6 hai giao dién: giao dién dich vu
NLSP va giao dién dich vu mang co s& (UN-underlying network).

Tang lien két dit lieu | VPDN, L2F, L2TP

Mo hinh bay tang ISO
7 Ting ting dung PEM, S-HTTP, SET
6 Tang trinh dién
5 Tang phién ss.
4 Tang giao van IPSEC
3 Tang mang PPTP, swiPe
2
1

Tang vat ly Fiber Optics

Transport Layer Security Protocol (TLSP) duoc mo ta & chuin ISO/IEC 10736.

N6 duogc dit hoan toan trong tang giao van. TLSP duogc thiét k& dé€ bo sung vao

céc giao thic tiAng giao van thong thudng ma khong phai dé thay déi ching.

Cic giao thic an toan ting tng dung ctia cdc mang gém 3 Iinh vuc: Trao déi tién

t¢ (SET); Gui thong bao dién tit (PEM, RIPEM, S/MIME, PGP) va Cac giao dich
9



www (SSL, S-HTTP)

1.5 Quyén 2B: Tong quan vé an toan Internet.

Internet v6i chi phi thap va ton tai & moi noi da lam cho cdc tng dung thuong mai
dién tlr tré nén kha thi. The€ nhung, cdc rii ro khi sit dung Internet c6 thé gay ra hién
tuong nan chi. Cac ndi dung da dugc nghién ctru xem xét la:

An toan Internet vGi cédc van dé sau: An toan mang vGi IPSEC; biic tudng Iira;
Céc khia canh ctia An toan dich vu gti tin; trinh bay vé 6 tng dung c¢6 bao mat
la PEM, MIME, S/MIME, PGP, X.400 va MSP ; An toan web véi SSL, S-HTTP
va Phan mém c6 kha nang tai xuéng (Java Applet hay ActiveX); An toan doi véi
cdc ing dung thuong mai dién tir (EDI, SET,..); dac biét c6 dé cap dén Cac thoa
thuan cua cac nha cung cép dich vu Internet

Phan nghién ctu vé ,,Nhu céu thuc t€ vé bao mat “ da dé cap t6i: Tinh hinh phat
phat trién ciia CNTT trén th€ gi6i; Tinh hinh phét trién CNTT trong nudc; Mo ta
két qua mang ctia Bo Tai chinh (tuy réng s6 liéu tuong doi cii). C6 thé néi tém
lai, v6i su trién khai ctia cac dé 4n 112 va 47 thi nhu cdu bao mat céc dich vu
mang trong nudc ta & thoi diém nay 1a rat 16n.

1.6 Quyén 5A : An ninh ciia cdac hé diéu hanh ho Microsoft Windows, Sun

Solaris va Linux.

Phan ,,An toan cta hé diéu hanh Linux* da nghién ctu veé:

Tong quan vé Linux Security: Phuong phap bao vé vat 1y; An toan tai khoéan truy
nhap; An toan file va hé thong file; An toan mat khau; Ding mat ma; An toan
giao dién d6 hoa; An toan nhan va An toan mang.

Di sau nghién citu van dé Login va xdc thuc ngudi dung: da mo ta chi tiét vé qua
trinh dang nhap (tir khi dau nhéc login cho t6i khi xdc thuc xong va hé théng dua
ra ddu nhac shell), phuong phdp xdc thuc ngudi dung ciing nhu ciach quan ly
nguoi diung trén hé thong Linux. Trinh bay vé mot cong nghé 1a PAM (Pluggable
Authentication Modules), d6 1a cac thu vién chia sé (shared libraries), cho phép
nguoi quan tri hé thong lva chon cach xac thuc nguoi dung. N6i cach khac, ta
khong phai bién dich lai cac tng dung st dung PAM (PAM-aware), va van c6
thé chuyén déi cdch xac thuc khac nhau.

Phan ,,An ninh ctia hé di€u hanh Sun Solaris* da nghién ctu veé:

Gidi thiéu va ddnh gid kha nang an toan cta Solaris v6i 4 mic bao vé: (1) Diéu
khién dang nhap; (2) Diéu khién truy nhap tai nguyén hé thong (3) Cac dich vu
phan tdn an toan va nhitng nén tang phat trién; (4) Diéu khién truy nhap t6i mang
vat ly

Quan Iy hé thong an toan bao gom 4 van dé: (1) Cho phép truy nhap téi hé thong
may tinh; (2) An toan file; (3)An toan hé thong va (4) An toan mang

Céc tac vu an toan file d@ m& dau bang viéc trinh bay vé cdc tinh niang an toan
file: cac 16p nguoi dung; cdc quyén doi vdi file; cdc quyén doi véi thu muc; cac
quyén dic biét; umask mic dinh. Sau d6 da mo ta chi tiét cac thao tdc dé: hién
thi thong tin vé file; thay d6i quyén s& hitu file; thay doi ciac quyén doi véi file;
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- Céc tac vu an toan hé thong: da chi dan timg buGc dé hién thi trang thdi dang
nhap ctia ngudi ding; hién thi nhitng ngudi dung khong c6 mat khau; vo hiéu hoa
tam thoi dang nhap ctia ngudi dung; luu lai nhitng cudc dang nhap that bai; ...

- RPC an toan la cich thic xdc thuc xdc nhan ca may cht va nguoi dung. RPC an
toan dung xac thuc hoac Diffie-Hellman hoac Kerberos. Ca hai co ché€ xac thuc
nay dung ma DES. Moi truong NFS dung RPC an toan va duoc hi€éu nhu NFS an
toan. Ca hai kiéu x4c thuc Diffie-Hellman va Kerberos version 4 déu duoc hd tro.
PAM cung cap céch thitc dé "tai vao" cdc dich vu x4c thuc va dam bdo tro gitp
nhiéu dich vu x4c thuc

- Mo ta cach dung cong cu tang cuong an toan tu dong (ASET- Automated
Security Enhancement Tool) dé gidm sdt hodc han ch€ truy nhap t6i cdc file he
thong va cac thu muc. ASET c6 3 muc an toan va c6 ca thay 7 tac vu. C6 2 cach
chay ASET: truc tuyén hoac dinh ky

Phan IIT ,,An ninh cta cdc hé diéu hanh ho Microsoft Windows* da nghién cttu vé:

- Nhac lai mo hinh 1ap mang trong moi trudng Windows. Mang dugc hinh thanh
gom c6 hai phan chinh va client va server. C6 hai m6 hinh 1ap mang : mo6 hinh
nhém lam viéc (workgroup model) va mo6 hinh mién (domain model). Sau d6 da
danh gid khdi quat vé an ninh an toan ctia hai moi truong 1la Windows9x
vaWindowsNT.

- Dé cap dén van dé hét stic kinh dién, d6 1a mat khau. Can phan biét mat khau
Windows 9x v6i mat khau WinNT. Mat khau WinNT ¢6 dung DES 1am ham mot
chiéu, con Win2000 ngam dinh st dung giao thitc thAm dinh quyén Kerberos v5.

- Dai véi ,,Phan quyén doi v6i thu muc, tép” da trinh bay vé cic hé thong file cé
trong ho Windows, bao gom: FAT, NTFS, CDFS, HPFS. Phan quyén d6i véi thu
muc va tép thuc chat 1a bao mat cac tai nguyén mang thong qua permission chia
s€.

- Da trinh bay cac tinh nang an toan cua NTFS.

1.7 Quyén 5B: Co ché an toan ciia cdc hé diéu hanh mang, Network hacker,
Virut mdy tinh. Chu tri nhom nghién ctu: TS. Pang Vi Son

Phan I, Kha nang an toan ctia cac hé diéu hanh mang“ da trinh bay vé:

- Téng quan vé hé diéu hanh : H¢ diéu hanh 1a gi? Phan loai hé diéu hanh; Lich sur
phat trién clia hé diéu hanh; 6 yéu cdu chuén tic ddnh gia hé thong mdy tinh tin
cay va 4 cap danh gia.

- Co ch€ an toan ctia hé dicu hanh gom c6 3 van d¢ an toan chung d6i vai cac tat
ca cac hé diéu hanh mang, d6 1a: An toan truy nhap mang; An toan hé thong va
An toan file va thu muc

- Trinh bay vé mot s6 cdc 16 hong an toan ctia hé diéu hanh Windows, cuia v6i hé
diéu hanh Unix. Cac 16 héng c6 thé dén tir: (1) hé diéu hanh va cac ting dung; (2)
do ngudi str dung; (3) do nguoi lap trinh. Mot s6 hé diéu hanh c¢6 16 héng vé mat
ma (vi du nhu FTP daemon ctia Unix)

- Phu luc ¢6 gii thiéu Nessus 1a mot phan mém gidm sat an ninh mang. D3 gidi
thiéu cach cai dat, cau hinh, chay khai thac chuong trinh kém theo file nhat ky
két qua chay trinh.

Phan II ,,Network hacker gom c6:
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- Traloi cau hoi ,,Hacker 1a ai?* va phan loai hacker.

- Néu ra qui trinh 9 budc dé hack. Hacker hoat dong hi€u qua 1a do: cau hinh sai
may chu, 16i trong céc ting dung, nha cung cap thi€u trach nhiém, thi€u nguoi c6
trinh do.

- Pa liét ké ra nhitng 16i ctia hé diéu hanh ma hacker c6 thé khai thac. C6 dua ra
mot vi du thuc hién tan cong hé thong Unix.

- Tra 16i cau hoi 1a: c6 thé sir dung mat ma dé chong hacker hay khong? Mat ma
c6 thé dung vao 2 viéc: bao vé mat khau va ma dit lieu dugc luu trit.

- Da néu ra 3 nguyén nhan khi€n nguai ta quan tam tGi viéc bao vé thong tin trén
Internet, d6 la: bao vé dit liéu, bao vé tai nguyén mang, bao vé danh tiéng cua co
quan. Pa néu ra mot huéng dan bao mat cho hé thong gom 6 budc

- Phu luc gi6i thiéu phan mém gidm sdt an ninh mang SNORT. Day la mot
Network IDS.

Phan IIT ,,Virut mdy tinh“ viét vé cdc van dé sau:

- Téng quan vé virus may tinh: tra 16i cau hoi ,,virus mdy tinh 1a gi“ va phan loai
virus.

- D6i v6i B-virus di trinh bay vé co ché lay lan clia né. B-virus c6 thé chia ra
Single B-Virus va Doublr B-Virus. Da trinh bay vé cau tric cia mot B-virus
(gobm 4 phan) va cac dac tinh cua né (tinh ton tai duy nhat, tinh thuong trd,...)

- Dai véi F-virus da xét dén 2 moi truong 1a DOS va Win32. Daéi véi cac virus trén
DOS da dé cap dén: phuong phdp lay lan; phan thanh 2 loai (Transient File Virus
va Resident File Virus); Cau tric cua TF-virus va RF-virus;Cling nhu B-virus,
mot F-virus ¢ cac yéu cu: tinh ton tai duy nhat, tinh lay lan,...

- Da dé cap téi viéc lay nhiém virus trén mang LAN va Internet.

- Liéu ¢6 thé dung mat ma dé phat hién va phong chong virus hay khong? Dai véi
B-virus thi mat ma khong phong chéng dugc, con d6i véi F-virus thi c6 thé
phong chong béng cdch d6i tén file. C6 thé dung chit ky s6 d€ phat hién file bi
virus.

- Phu luc 12 mot danh sdch céc loai virus tiéu biéu cling v6i mo ta ctia chiing:
Nimda, Code Red, Chernobyl,...

2. Nhém thit hai: Cac san pham bao mat géi IP trén cac moi truong
Linux, Solaris va Windows

2.1 Quyén 4A: Cdc phdan mém bdo mdt goi IP trén hé diéu hanh Linux.

Bédo cdo gom 2 phan. Phan I c¢6 tén 1a ,,Lap trinh mang trong Linux“ ¢6 2 chuong.
Chuong 1 la ,,Mang IP trong Linux‘ va chuong 2 la ,,Lap trinh mang trong Linux*“.
Phan II ,,C4c san pham bdo mat géi IP“ ¢6 4 muc. Ba muc A, B va C trinh bay vé 3
phan mém TRANSCRIPT, IP-CRYPTO va DL-CRYPTO. Méi muc A, B va C déu
c6 2 chuong, chuong dau gidi thiéu vé giai phap va chuong thit hai gidi thiéu vé san
pham phin mém. Riéng muc thit tu 12 muc D c¢6 2 chuong trinh bay vé giai phdp mat
ma bao gom : ma dit liéu bing ma khoi va trao doi khod tu dong.

Phan I ,,Lap trinh mang trong Linux“ da nghién citu cic van dé sau:
- Chong giao thic (protocol stack) 1a mdt phan trong kernel code, n6 gom cé
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SOCKET layer, INET layer, TCP/UDP layer, IP layer, Network device layer.

- Cau tric va cac lénh lam viéc véi socket buffer. File /proc/net/route chita
Forwarding Information Base.

- Trinh bay t6ng quat vé qud trinh khéi tao mang khi hé diéu hanh khéi dong, cdch
st dung trinh ifconfig va route dé thiét 1ap két ndi mang, cac thi tuc c6 lién
quan.

- Trinh bay vé qua trinh két néi, cac budc dé gui dit liéu, cac budc dé nhan dit liéu,
cac budc cua IP Forwarding, Internet Routing Protocol.

- Trinh bay chi tiét vé sk_buffs, Cc thu tuc hé tro miic cao hon.

- Danh mot dung luong 16n dé€ trinh bay vé thiét bi mang

- Trong phan nay ciing c6 dé cap dén IP-multicasting va cédc thu tuc héd tro
Ethernet.

Nghién citu k¥, ndm chic cach xtr ly goi tin mang trong Linux la nhdn t6" quyét dinh
dé ¢6 thé thuc hién thanh cong cédc giai phdp can thiép mat ma nhim bao mat goi tin
duoc truyén trén mang.

Phan II ,,Cac san pham bao mat géi IP«
A. Phdn mém TRANSCRYPT

Transcrypt dua trén phan mém CIPE (Crypto IP Encapsulation). Cic cong viéc da
dugc 1am 1a: khai thdc 1am cht hoat dong cuia hé théng va thay déi phdn mat ma
(bao gém thuat todn ma dir liéu va toan bo phan trao d6i khod). Transcrypt “bao
boc” cac g6i tin IP (da dugc ma hod) badi cdc goi tin UDP va giri ching bang k§ thuat
UDP thong thuong. Day 1a su khic biét voi viéc bao boc IP trong IP. Trong bdo cdo
da trinh bay vé viéc ma hod go6i tin va trinh trao doi khoa Kex.

IP data

New IP UDP 1P data

D3 trinh bay vé ma ngudn cta Transcrypt, cidch bién dich va cai dat, cach thiét lap
céu hinh va cach chay chuong trinh (gé6m cdc budc nap module va chay chuong trinh
daemon transcryptd.

B. Phan mém IP-CRYPTO

Phan mém IP-CRYPTO phong theo FreeS/WAN nhung chi h6 tr¢ mot mode tunnel
v6i nhitng thuat todn mat ma dugc thay thé (ma dit liéu va trao déi kho4). Phan trinh
bay vé giai phapbao mat cua IP-CRYPTO da dé cap dén: Ky thuat tao card mang ao
va cach gl gobi tin qua card mang ao; Cach nhan géi tin mang trong nhan Linux;
Ché do duong ham (tunnel mode), Encapsulating Security Payload Packet Format va
Phan tich chuong trinh nguon clia qua trinh glri va nhan goi tin trong IP-Crypto

13



Outer IP header

IP header IP header
>
IP Payload IP Payload
Miy | («—p| Encapsulator |4 p| Decapsulator ) »| My 2

Trong bédo cdo da trinh bay vé ma nguodn va b cai dat ctia IP-Crypto; cach bién dich
va cai dat né; céach thiét 1ap cau hinh (gém c6 cau hinh mang, trao déi khoa thi
cong, trao d6i khod tu dong, st dung trinh keyingd); mo hinh chay thir nghiém.

C. Phan mém DL-CRYPTOR

Trinh bay vé giai phép can thiép mat ma. Trong nhan linux viéc gui va nhan goi tin
mang duoc chira trong ciu triic chira goi tin struct sk_buff. Ta thdy trong nhan linux
viéc gii va nhan gbi tin & ting data link dwoc thyc hién nho hai ham la
dev_queue xmit() trong truong hop gui goi tin di va net bh() trong trudong hop
nhan goi tin. Khi géi tin dwoc truyén di, ham dev_queue xmit() sé thiee hién viéc ma
hod va sang bén nhan ham net_bh() sé thuc hién viéc giai ma. Nhu vay, dbi véi cac
giao thirc mang ¢ tang cao hon (vi du, giao thirc ting mang IP) ¢ hai mdy 1a trong
sudt.

Trong bdo cdo da trinh bay vé ma ngudn cia DL-Cryptor, cdch bién dich va cai dat,
céch thiét 1ap c&u hinh va 2 ch€ do lam viéc ctia DL-Cryptor (trao d6i khod thi cong
va ty dong).

D. Gidi phdp mdt md

Chuong 1 ,,Ma dit liéu bang ma khéi“ da trinh bay vé 2 ché€ do lam viéc cua ma khoi

duogc dung dén trong khi ma géi IP 1a OFB (Output Feedback Mode) va CBC(Cipher
Block Chaining Mode).

Chuong 2 ,,Trao déi khod tu dong* da trinh by vé giao thic trao ddi khoa STS
(Station-To-Station), né ¢6 uu diém 1a chong lai dugc tan cong nguoi ding giita.
Giao thic STS da duoc cai tién dé trd thanh giao thic STS doi xting nhu sau:

Alice Bob

>

gy

Ex(SIG,{g", g'})

Ex(SIGg{g’, g*'})
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Trong chuong nay da trinh bay vé viéc lap trinh giao thiic STS d6i xing dé dugc
trinh trao d6i khod Kex, cdch sir dung trinh Kex va dac biét 1a viéc dung trinh trao
déi khod di kém véi 3 phan mém bdo mat 1a Transcrypt, IP-Crypto va DL-Cryptor.

2.2 Quyén 4B: Hé thong an toan trén moi truong mang Sun Solaris.

Day 1a mot giai phap bao mat da dugc nghién cttu trong Ban Co yéu. Do dau tu cta

dé tai KC.01.01, két qua nay da dugc hoan thién, dac biét 1a ndi dung ctia chuong 4

da dugc thuc hién thém. Tuy vay, vé mat tai liéu thi bdo cdo van dugc viét thanh 4

chuong, trong d6 3 chuong ddu nham gidi thiéu cach ti€p can dung cong nghé 1ap

trinh STREAMS dé can thiép mat ma vao Solaris.

Trong bdo cdo da trinh bay vé gidi phdp, cdch tiép cdn, phuong phdp nghién ciiu

- STREAMS la phin b6 xung méi day t6i kién tric ctia nhan (kernel) UNIX. Cot
16i cia mo6 hinh STREAMS 1a n6 duoc cai dat giong nhu chong giao thic.

- C4c thanh phan ctia ludong gom: cac hang doi (queue); cac thong bao (message);
cdc module; cac trinh diéu khién (driver).

- C4c thao tic trén luéng

gém: open, read, write, Ti€ 1ok Tifn 1k Khong gian
close,... ug i ditng ng v ditng nguth ditng
- Cac thong bao la [ T T I
phuong tién truyén —— A ludng Khoug gian ahin
thong trong ludng. - 4 *
- Trong STREAMS céc —
trinh diéu khién duoc T -
m& (opened) va cic Mo dun 4
mo dun duoc chen vao 4 Mt dun mdi
(pushed). C6 ba kiéu L 4 *
clia trinh diéu khién | Tontfie ki E——
thit bi: Trinh diéu ¢
khién phin cong ¥ """ T T T T T $-— -
(Hardware Driver); Flka crug Fhda cimg
Trinh diéu khién 4o
(Pseudo Driver); Trinh M6 hinh STREAMS

diéu khién da luéng
(Multiplexer Driver). Trong bdao cdo di sau vao viéc xay dung da ludng
STREAMS TCP/IP.

D3 nghién cttu giai phdp bat goéi IP dé thuc hién viéc ma hod trong mo hinh
STREAMS TCP/IP 1a xay dung va chen tang loc géi IPF thém vao. D€ tiét kiém vé
mat thiét bi, chiing ta nén tich hgp niit ma hod véi Router loc géi.

V€& mat thuc hanh, nhém nghién ctu da khao sit kha nang ngan chan cua mot so
phan mém hacker ctia bo phan mém IPSEC_SUN, do6 la: Sniffit V.0.3.5, IPSCAN,
Packetboy, ICMP_Bomber. Bén canh d6, nhém nghién cttu ciing khao sat anh hudng
ctia bo phan mém IPSEC_SUN d6i véi thoi gian truyén dit liéu cua dich vu FTP va
so sanh v6i FreeS/WAN.

2.3 Quyén 4C: Phdn mém bdo mdt trén méi truong Windows.

Trong diéu kién cta nudc ta 1a mot nuéc phu thudc hoan toan vao cong nghé nhap
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ngoai thi van dé an toan ciing can phai dugc nghién citu sao cho phii hgp véi hoan
canh cua ching ta. Lam thé nao vira tan dung duoc siic manh cua cac hé thdng phan
mém thuong mai hién nay nhung vin kiém soat duoc mitc do an toan clia thong tin
trén mang 1a mot trong nhitng van dé diang dugc quan tam.

Noi dung nghién cttu phan nay nham muc dich nghién
ctru xay dung giai phdp bao vé thong tin trén cac
mang may tinh dugc xay dung trén nén tang mo hinh
mang Winsock. M6 hinh mang Winsock 1a mot mo
hinh mang duoc phat trién manh mé st dung rong rai
ngay nay. Do vay dinh huéng nghién ctru vao mo hinh
nay 1a can thiét va c6 y nghia thuc tién.

Gidi phdp va ky thudt duoc su dung: Toan bo dong
thong tin trén mang trong cac Platform Windows déu
chuyén qua Winsock. Van dé dit ra 1a 1am thé nao dé
c6 thé khong ché duoc dong thong tin nay dé phuc vu
cho cac muc tiéu riéng biét. Can thiép truc ti€p vao
cac Modul trong Winsock 12 mot viéc 1am kho c6 thé
thuc hién dugc bdi d6i v6i nhitng ngudi phét trién ting
dung thi Winsock chi nhu mét chiéc hop den. Ching
ta chi c6 thé biét dugc giao dién véi Winsock ma thoi.
Vay céch tiép can la nhu thé€ nao. Ching toi ti€p can
theo kiéu xay dung mot API méi trén Windows
Socket API. Dong thong tin truGc khi chuyén qua

MS Windows

New API message

v

v

Task A

Task B

v

v

New API DLL

v

v

Winsock DLL

Winsock s& qua mot tAing méi do ta xay dung va & ting nay chiing ta ¢4 thé khong

ch& dugc dong thong tin mang. Cac chu dé da dugc nghién ciu la:

Mo hinh Winsock: 3 thanh t6 cia mo6 hinh mang Winsock, dé la (1) Winsock
application; (2) Network system; (3) Winsock API. Mot lién két gitta Client va
Server trong mo hinh Winsock gom 5 thanh phan: Giao thic, dia chi IP cua
Client, s6 hiéu céng cua Client, dia chi IP cha Server, s6 hiéu céng cta Server.
Socket c6 trang thai, trang thai hién thoi cua socket xac dinh cac phép toan mang
nao s& dugc tiép tuc, cac phép toan nao s€ bi treo lai va nhitng phép toan mang
nao s& bi huy. C6 hai kiéu socket: Datagram Socket va Stream socket.

Thiét k& xay dung socket an toan: Nhém nghién citu phat trién giao dién tai ting
giao van cho truyén thong TCP/IP duoc goi 1a Secure Socket dé phuc vu cho muc
tiéu nén va ma hoa dit liéu truyén qua Internet va cic mang PSTN. Secure Socket
dugc cai dat tai cdc tram, Server va trong FireWall dé dam bao an toan va truyén
thong toc do cao giita tram va cac may tram. Secure Socket cung cdp giao dién
lap trinh tng dung Winsock chuén cho céc ting dung TCP/IP chang han nhu Web
Browser, telnet, ftp ma khong bat ky su thay d6i ndo déi véi cac trinh tng dung
va TCP/IP. C6 mot vai cach dé chan cac 1énh cia Winsock : Thay thé cdc dia chi
ham; Thay déi thong tin lién két; D6i tén thu vien Winsock. Nhém dé tai da chon
c4ch thit 3 dé thuc hién.

3. Nhom thit ba: Cung cap va sir dung chitng chi s6

3.1 Quyén 6A: Mot hé thong cung cdp chitng chi so theo mé hinh sinh khod tdp

trung.
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Trén nén ctia phadn mém cé ma nguén md OpenCA, ching t6i da xay dung mot hé
thong cdp ching chi v6i mo hinh don gian: trung tam sinh cap khod va chi cé
RootCA. D€ phuc vu cho quy mo nho, c6 thé ching ta khong cin dén ca mdy RA.
Nhiing noi dung da duoc trinh bay bao gom:

- Gi6i thiéu téng quan vé PKI, vé CA, RA, X.509 v 3 certificate, certification
paths, revocation; Sau d6 di vao trinh bay cach cai dat va van hanh may CA.

- LDAP server duoc dung cho viéc luu trit chiing chi s6 con hiéu luc hay da bi huy
bd sao cho viéc khai thac st dung dugc tién lgi. Nguoi ta thuong dung LDAP
Server dé 1am viéc ndy, mic du vé mit nguyén tic c¢6 thé dung mot database
server bat ky. Cac cai dat, cau hinh va van hanh may LDAP Server da dugc trinh
bay.

- Mo ta Qui trinh phat hanh chiing chi s6 gom 6 budc cong viéc sau: (1) Nhap
thong tin vé ngudi dugc cap; (2) Ky yéu cau cap ching chi; (3) Chuyén déi dinh
dang ctia chuing chi; (4) Cap ching chi cho nguoi dung; (5) Cap nhat ching chi
vlra phat hanh 1én LDAP server; (6) In noi dung chiing chi.

- Mb ta Quy trinh huy bd ching chi s6 géom cic budc cong viéc sau: (1) Huy bd
mot ching chi béi ngudi quan tri; (2) Phat hanh CRL va cap nhat 1én LDAP; (3)
Tai CRL tir mdy LDAP vé mdy phuc vu; (4) In chiing nhan huy bo ching chi cho
nguoi str dung.

3.2 Quyén 7A: Mot hé chit ky so c6 st dung RSA

Dai v6i nhi€u loai dit liéu thi tinh xdc thuc doi khi lai can hon tinh bdo mat. Mat ma
khod cong khai da giai quyét duogc bai todn xdc thuc biang hé chit ky s6 (v6i su trg
gidp ctia ham bam). C6 nhié€u thuat todn chit ky s6, nhung RSA 1a mot thuat toan
quen thudc va né c6 trong chuin cta nhiéu nudc, nhiéu t6 chiic quoc t€. Thé nhung
dung ddng thuat toan chit ky s6 RSA khong phai 1a mot viéc dé. Bén canh viéc lua
chon tham s6 sao cho an toan, ching ta con phai chi y t6i cdch chuén bi dit liéu dé
ky, chit khong phai ct viéc ,,luy thira v6i s6 mi 1a khod bi mat™ l1a xong. Trong viéc
chon tham s6 an toan thi khong chi ¢6 p va g, ma con ¢6 ca e va d nita. C6 mot diéu
can chi y 1a tiéu chudn an toan d6i véi RSA ma khéc véi RSA ky. C4c noi dung da
duoc nghién ctu la:

- Chit ky s6 dua trén mat ma hién dai da dé cap t6i mot s6 cdi mang tinh 1y thuyét,
d6 1a: Chit ky s6 tir hé ma c6 thé dao ngugc; Luge d6 chit ky s6 cung véi
appendix; Lugc d6 ky khoi phuc thong bdo; Piém qua céc ki€u tdn cong trén
luoc d6 ky; Ham bam (d€ ky dugc nhanh).

- Lugc do chit ky s6 RSA: da diém qua céc tan cong d6i vdi chit ky RSA. Trong tai
lieu trinh bay thuat todn ky theo PKCS#1 phién ban 1.5, day chua phai 1a chuin
ky ding RSA t6t nhit. Chudn ky t6t nhat ding RSA 12 RSA-PSS trong PKCS#1
phién ban 2.1.

- Module thuc hién ky va kiém tra chit ky so st dung ching chi so: trinh bay mot
s6 cong nghé ¢6 lién quan t6i viéc tao ra chit ky theo chuin va module thuc hién
viéc ky va kiém tra mot tép dit liéu c6 st dung chiing chi so.
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3.3 Quyén 8A: Dung chitng chi so véi cdc dich vu Web va Mail.

Céc van dé duoc di sau nghién ctiu bao gom:

Giao thitc Secure Socket Layer 1 cdi c4n hiéu rd bdi vi day chinh 1a giai phap dé
bao mat giao dich giita Web Server va Web Client. SSL v3 géom ¢6 SSL Record
Protocol, SSL. Handshake Protocol, SSL. Change Cipher Specification va SSL
Alert Protocol. Doi v6i Application data, SSL Record Protocol thuc hién 3 viéc:
phan manh dit liéu (frame); (2) nén dit liéu (3) ma hoa va tao MAC réi chuyén
xuong tang TCP. Cac tham s6 mat ma lién quan dén mot phién lién lac duoc thuc
hién thong qua SSLv3 Handshake Protocol. Trong bdo cdo da trinh bay cu thé
qué trinh thuc hién SSLv3 Handshake qua cdc budc giita client/server. O cudi
chuong c6 trinh bay cach tinh kho4 cho phién lién lac.

SEL
S5EL Change | SSL Alert
Handshake Cipher Spec | Pratocal HTTP Telnet PR
P ratocal

ool Record Protocol

TCF

1=

D3 trinh bay cic thao tac dé€ sir dung chitng chi s6 véi dich vu Web: Cai dat
ching chi cho trinh duyét Web; Cap nhat CTL va CRL tur Public Database
Server; Cai dat va thiét 1ap cau hinh cho phan mém E-shop cé st dung ching chi
trén Apache Server; Sir dung lénh https dé truy nhap t6i E-shop bing IE hoic
Netscape.

Trinh bay cach dua ching chi s6 vao trinh thu tin Outlook Express, cdch dung
chiing chi s6 d€ ma ho4 va xdc thuc thu, cach cap nhat cac CRL.

3.4 Quyén 8B: Bdo mdt dich vu Web thong qua Proxy Server.

Cac noi dung da duoc nghién ctiu la:

SQUID Proxy Server: Tép cau hinh squid.conf kha phic tap. Ching ta quan tam
tGi nhitng Iua chon hod trg SSL, d6 1a https_port va ssl_unclean_shutdown.

MySSL nhan duogc tir OpenSSL sau khi thuc hién cac cong viéc sau: Loai bo
nhitng phan ma nguon khong st dung dén; Loai bd giao thic SSL v2; Loai bo cac
thuat toan ma c6 san, thay vao do la thuat toan Ma khoi ciia Nganh CY; Loai bo
cac thuat toan bam trirt MD5 va SHA-1; Loai bo céac thuat toan ky, trir RSA; Loai
bo chuong trinh sinh s6 nguyén td xac sudt, thay vao d6 la thuat toan sinh tham
sO0 RSA an toan.

Trinh duyét MyBrowser nhan dugc tir Mozzila 1.0 bang céch thu gon, kiém so4t
va tich hop mat ma riéng vao.Trong tai liéu cé trinh bay cach bién dich ra
MyBrowser.

Mo hinh bao mat dich vu web thong qua Proxy nhu sau:
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Squid
Web Client 128.1.1.2/16 M?/SSL 200.1.1.2/24 Web Server
(Linux, Win) (Linux) (Linux, Win)
128.1.1.3/16 200.1.1.1/24
HUB 1 HUB 2

3.5 Quyén 9A: Mét so'thiét bi duoc su dung dé ghi khod.

Céc noi dung da duoc dé cap dén la:

- Gi6i thiéu thiét bi iKey cua hang Rainbow

Technologies. D3 trinh bay cic buéc nham dung
iKey dé€ luu chiing chi s6 va khod bi mat, d6 1a: khai
tao dinh dang cho iKey; thiét 1ap tén cho iKey; khoi
tao (hay dat lai) ving luu chitng chi so; thay d6i mat

all

khau; Iuu ching chi s6. Sau d6 1a cach dang ky ching chi s6 véi cdc ting dung
nhu IE va Outlook Express.

- Da trinh bay viéc thiét k&, xay dung mot loai thi€t bi nghiép vu c6 giao dién
USB. So dé khéi téng quat ctia thiét bi gom c6 3 khoi: khoi giao dién, khoi vi xir
1y va khoi nhé. Khoi giao dién st dung linh kién IC USB FT245 BM ctia hang
FTDI. Khéi vi xtt 1y st dung linh kién AT89C2051 cua hang Atmel. Kh6i nhé st
dung linh kién AT24C64 ctia hang Atmel

4. Nhom thi tu: Pam bao toan hoc
4.1 Quyén 3A: Sinh tham sé an toan cho hé mdt RSA.

Mat ma khoa cong khai can ¢6 s6 nguyén td 16n, nhung chi ,,16n“ khong thi chua da.
Khong phai s6 nguyén t6 nao ciing dung cho mat ma khoa cong khai dugc mot cach
n6i chung va cho mot hé mat cu thé nao d6 noéi rieng (vi du nhu RSA hay Elgamal).

D dé cap dén 4 tieu chudn cho s6 nguyén t6 dung cho RSA ctia chuan X9.31
(day 1a mot chudn cia cdc t6 chiic tai chinh M§). Trén co s& 4 tiéu chudn do,
cling vdéi viéc xét cdc tdn cong phan tich s6 bang phuong phap sang trudng so,
tan cong phan tich s6 dua vao duong cong elliptic, phuong phap phan tich so
p*1 clia Williams, tdn cong ki€u giai hé phuong trinh va phan tich s6 dua vao
ged(ptl, gq+1), nhém nghién citu da dua ra hé tiéu chuin ctia minh vé6i nhitng
ngudng cu thé.

Xay dung phan mém sinh s6 nguyén t6 dung cho hé mat RSA bat dau bang
cic dinh 1y Pocklington va Lucas, trén co s dé cac ham
PocklingtonPrimeTest, LucasPrimeTest va LucasPocklingtonPrimeTest dugc
xay dung. Tiép d6, thuat todn sinh s6 nguyén t6 bang phuong phdp tang dan
do dai dugc trinh bay vé mat ly thuyét c6 danh gid s6 1an dan trung binh va
mat do sO6 nguyén t6 sinh duoc theo cach nay. Thuat toan
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StrongPrimeGenerator (theo kiéu ctia Gordon) da dugc xay dung dé€ sinh s6
RSA-manh. Luc luong cic s6 RSA-manh dugc sinh theo thuat toan
StrongPrimeGenerator di dugc ddnh gid vé mat ly thuyét. Ham RSA-
Generator da dugc thiét k& dé sinh ra nhitng cip s6 nguyén t6 can thiét.

4.2 Quyén 3B: Sinh tham sé an toan cho hé mdt Elgamal.

Nhom nghién cttu da hoan thanh cac cong viéc sau:

- Giai quyét van dé so nguyén t6 manh dung & dau va cu thé hon 1a diém ra 3 ting
dung chu yéu trong mat ma doé 1a bai todn bdo mdt tin duing hé¢ mat Elgamal, bai
todn xdc thuc tin theo so do chit ky Elgamal va bai todn thod thudn khod theo so
d6 Diffie-Hellman. Dic diém chung cta céc loai hinh trén 1a tinh an toan cua
chiing déu dugc coi 1a twong duong véi tinh khé giai ctia bai todn logarit trén
truong GF(p).

- Trinh bay mot phuong phép sinh s6 nguyén t6 bang cach tang dan do dai hoan
toan dua vao dinh 1y Pocklington. V& mat ly thuyét thi bat ci mot s6 nguyén to
nao ciing c6 thé duoc sinh tir phuong phdp cuia ching toi tat nhién v6i kha nang
khong nhu nhau. Quan trong hon cé trong viéc dua ra thuat todn nay 1a n6 c6 thé
sinh cac sO nguyén t6 dung trong hé mat Elgamal mot cach rat hiéu qua.

- Di vao giai quyét van dé xay dung co s& 1y thuyét cua thuat todn va hién thuc hoa
bang mot chuong trinh sinh s6 nguyén t6 manh trén mot 16p s6 nguyén cu thé:
giGi thiéu vé 16p Lp(k) v6i day du viéc danh gid vé luc lugng s6 nguyén t6 trong
16p va thuat toan sinh cac s6 nguyén t6 trong do, trén co s¢ d6 xay dung thuat
toan sinh cac s6 nguyén t6 manh va gan manh. Trinh bay cac thu thuét tinh toan
trén cdc so 16n , nham hién thuc hod dugc thuat toan da chi ra o trén.

- Phu luc "Mot s6 két qua thir nghiém", nhdm giGi thiéu mot s6 két qua thir nghiém
gom: Mot s6 két qua thong ké thu dugc vé thoi gian sinh trung binh cling mat do
trung binh ctia s6 nguyén t6 manh va gan manh; Vi du vé cic s6 nguyén to
Pepin, Sophie.

4.3 Quyén 3C: Nghién ciru xdy dung thudt todn md khoi an toan hiéu qud.

Chuong 1 ,,M& diu vé ma khoi“ gidi thiéu chung vé mo hinh todn hoc cua hé ma
khoi khoa bi mat. Dé dam bdo tinh hiéu qua mot hé ma khdi cin phai c6 cu tric
déu, doi xing ma/dich va cac thanh phan cta né ciing phai dé dang trong qua trinh
cting hod hay chuong trinh hod mic cao. Chuong nay ciing da gidi thi¢éu mot s cau
tric ma khdi co ban nhu cdu tric doi xding thuan nghich Feistel, cdu tric truy hoi
Matsui, cau tric cong-nhan Massey...va mot s6 thuat todn ma khoi cu thé dé minh
hoa nhu thuat toan GOST ctia Lién bang Nga, thuat todn IDEA.

Chuong 2 ,,Tham ma khoi“ :Mot s6 nhitng cong viéc quan trong khéi dau cho qua
trinh thiét k€ xay dung ma khai la can thiét nghién ctu nhitng phuong phap tham ma
khoi dién hinh, tir d6 rit ra nhitng dic trung an toan co ban ctia mot hé ma khoi.
Chuong nay tap trung nghién ctiu ly thuyét vé cadc phuong phap tham ma khoi co ban
nhu thaim ma vi sai, thdm ma vi sai bac cao, tham ma tuyén tinh va cac dang dac biét
ctia thim ma tuyén tinh, thim ma ndi suy, thim ma khod quan hé.. chu yéu ap dung
trén chudn ma dit lieu DES. Vé mat Iy thuyét chung toi chi néu nhu’ng nguyén tac
thdm ma co ban d6i v6i ma khoi (dua trén chuin ma dit liéu DES) ma khong trinh
bay chi tiét thuat toan (vi ¢6 thé tim thdy trong nhiéu tai liéu khac). Phan thuc hanh,
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ching toi tap trung nghién ctu khai thac phuong phap thdm ma phi tuyén dua trén y
twong thaim ma tuyén tinh dé xay dung thuat todn tham hé DES rit gon 8-vong nhim
tim da 56 bit khoa cua ching.

Chuong 3 ,,Khao sat h¢ ma khoi an toan theo ciac dac trung do do giai tich“. Nhu
ching ta da bi€t mo hinh chung phd bién clia mot hé ma khoi gdom hai phan: phan
ngau nhién hod dit liéu va phan lugc do tao khoa cho hé ma. Phan ngau nhién hoa di
lieu gébm cédc cau tric co ban da gidi thiéu trong chuong 1, ¢ thé thdy né thudng
chita ba 16p: cac hop th€ (16p trong cung), ham vong (16p giita) va cdu tric ma-dich
(I6p ngoai cung). Phan lugc do khoa ciing sé duoc gidi thiéu & cudi chuong, nd cé
thé gom luoc do on-line (tinh cling qud trinh ma-dich), hay off-line (tinh trudc qua
trinh ma-dich), hoac 1a luoc d6 khoa doc 1ap véi phan ngau nhién hoa di liéu hay
phu thuoc phan ngiu nhién hod dit liéu. D€ cho hé mi 1 an toan chong duoc cdc tin
cong da néu, can phai thiét k€ xay dung cac hop thé€, ham vong va nghién ctu lua
chon cau tric ma-dich sao cho han ch€ t6i da cac tdn cong phan tich ma hoac vo
hiéu hod cdc phuong phép thdm ma cu thé. Pong thoi luge d6 khod phai tranh duoc
cac quan hé khoa don gian hodc tranh cac su tuong tu giita cac cong doan tao khoa...

Chuong 4 ,,Khao sat ma khoi theo nhém sinh ctia cic ham ma hoa“. Viéc tim cac
tinh y€u ctia mot hé ma khoi cin cit vao nhitng dic tinh cu thé clia nhém sinh cua
cac ham ma hod ctia hé ma dé trén co s d6 hinh thanh nén nhiing tiéu chuén khi
thiét k€ xay dung cac hé ma khdi an toan. Cong lao chu yéu cua chiing to6i dua ra
trong bai nay la dua ra cac két qua lién quan dén khai niém t-phat tan va t-phat tan
manh cing vé6i y nghia mat ma cua ching. Qua cac két qua da dua ra cling toat 1én
mot van dé rat thuc t€ d6 1a moi tinh yéu vé nhém cdc phép thé€ c6 anh hudng dén
tinh an toan ctia hé mat thi viéc loai bo chiing chi 1a can thiét vi rat dé khac phuc céc
khuyét tat hinh thifc trén nhém sinh (chi bang cdch bé xung vao tap cdc ham ma hoa
cung 1dm 12 2 ham don gian) trong khi ban chat mat ma chi phu thudc vao chinh tap
cac ham ma hoa.
Chuong 5 ,,Khdo sét cdc dic trung cuia ma khoi theo quan diém xich Markov*. Céc
hé ma khoi hién tai déu thudc dang thuat todn ma hod ti€n hanh lap di 1ap lai mot
ham (thuong dugc goi 1a ham vong). Hai phuong phdp tan cong rat ndi ti€éng d6i véi
loai ma khai nay la tdn cong vi sai va tdn cong tuyén tinh nhu da néi trong chuong 2.
Hiéu qua cta hai phuong phéap nay dugc thé hién trén cdc phuong dién sau day: tap
cac cap ro, va cac cap ma tuong ung (trong tan cong vi sai), tdp cac cap ro/ ma tuong
ung (trong tdn cong tuyén tinh) c6 do 16n 1a bao nhiéu thi xac suat thanh cong cua
ngudi ma tham da cao? Khi c6 tap nay roi thi thoi gian ti€n hanh c6 thuc t€ hay
khong? Kha nang thuc t€ trong viéc thu thap tap hgp nay? Doi véi nguoi 1ap ma, cic
cau hoi thuong dugc dit ra nhu sau: Him vong phai duoc thiét k& nhu thé nao dé cic
cong thic & trén ding véi x4c sudt bé? S6 vong lap t6i thiéu phai 12 bao nhiéu dé
khién cho luc lugng céan thiét cua tap r6/ma lam nan 1ong cidc nha ma thaim? Viéc
nghién cttu ma khoi trén quan diém xich Markov da gitip cdc nha mat ma tra 10i céc
cau hoi d6 trén nhitng di€ém 16n, khéi quat.
Chuong 6: Xay dung thuat toan ma khoi MK_KC-01-01. Trong chuong nay chiing
toi thi€t k€ mot thuat todn ma khoi cu thé dam bao cdc thong s6 an toan, hiéu qua
phuc vu cho dé tai:
- Trudc hét, phan ngau nhién hoa dit liéu dugc xay dung theo ciu tric 3 16p: trong,
gifta vd ngoai cling. LGp ngoai cling chiing t6i chon céu tric Feistel ¢ thé déanh
gid dugc cic do do an toan trudc cic tdn cong manh nhat hién nay. Lép gilra 1a
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c6 cdu tric kiéu mang thay th€ hodn vi 2-SPN (c6 2 tang phi tuyén dugc xen gita
bdi 1 tdng tuyén tinh) nhu da néu trong chuong 3. LGp trong cung la cac hop thé
phi tuyén. Cac hop thé nay dugc luya chon tir 2 hop the S1 va S2 da dugc khao sat
trong chuong 3 c6 céc do do an toan tot tranh cdc ki€u tdn cong da khao sat.
Ngoai ra cdc phép hoén vi, phép dich vong duoc Iua chon can than sao cho hé ma
c6 tinh khuyéch tdn ngiu nhién déu. C4c phép bién doi dau vao va dau ra déu lay
1a phép XOR véi khod tuong ting.

- Phén lugc do khod, dung dé ngiu nhién mot mam khoa c6 do dai 128-bit thanh
céc khoa con du cho cdc vong lap va cdc phép bién déi dau vao va diu ra. Phan
luoc do khod ciing di chi y dé tranh tan cong kiéu truot khoi, dong thoi sir dung
t0i da cac hop thé phi tuyén cua phan ngau nhién hod dit liéu.

- Mo hinh m3, giai ma; cdc tham s6 cu thé trong mo hinh va luge d6 tao khod da
duoc trinh bay trong chuong. Cac thong so an toan ly thuyét va thuc nghiém da
chi ra rang hé ma khoi MK_KC-01-01 dép ting duogc cdc yéu cu an toan va hiéu
qua.

4.4 Phu luc: Mot s6 nghién citu vé ham bam va giao thitc mdt ma

M¢& dau Phu luc 1a két qua ,,Nghién cttu tham ma MD4“. Trén co s& két qua cla
Dobbertin di cong b6 nam 1997, mot thanh vién tham gia dé tai da tinh lai cdc xdc
sudt thanh cong, can chinh lai mot s6 cong thiic cho duoc chinh xac, 1ap trinh thuc
hién thuat todn tim va cham d6i v6i MD4, dong thoi thuc hanh chay trén may Dell
Power Edge 450 Mhz.

Trong phu luc con ¢6 trinh bay lai 2 bai bao cta cac tic gia nudc ngoai la ,,Va cham
vi sai cia SHA-0“ va ,,Phan tich SHA-1 trong ché do ma hoa*“. Ly do 2 bai bao nay
dugc lua chon 1a vi: SHA-1 dugc phat trién trén co s& nhitng céi tuong tu trude do 1a
MD2, MD4, MD5, SHA-0 va SHA-1. Do SHA-0O c6 va cham, cho nén n6é da duoc
stra thanh SHA-1. Bai bdo phan tich SHA-1 trong ch€ do ma hoa da cho thay né la
mot thuat toan ma hoa SHACAL dua trén SHA-1 1a mot thuat toan tot. Con xét
SHA-1 nhu mot ham bam thi sao? it ra n6 ciing ding viing dugc 9 nam, cho t6i dau
thang 2 nam 2005, thi ¢6 3 nha mat ma hoc nguoi Trung quoc da tim dugc thuat
toan pha né véi thoi gian nhanh hon vét can, rat ti€c bai bdo day du vé thuat toan nay
chua dugc cong bo. Két qua dot pha nay dugc gidi thiéu qua bai viét ,,Cap nhat
thong tin vé ham SHA-1%.

Nhu tac gia Bruce Schneier viét ngay 18 thang 2 nam 2005 sau su kién SHA-1 bi tan
cong: ,,Cac ham bam 1a thanh t6 mat ma dugc hi€u biét it, cac k§ thuat bam duoc
phat trién it hon so véi cdc ky thuat ma hoa“. Cho nén nhém dé tai cling chua c6
dugc nhitng nghién cttu sau sac, boi vi ¢6 nhiéu k¥ thuat chua duge nhuan nhuyén.
Trong phu luc ciing c6 trinh bay lai 4 bai bdo theo 3 hudng nghién ctu vé thiét k&
cac ham bam, d6 la: Phuong phap thi€t k& cic ham bam dua trén ma khoi, Nguyén
tac thiét k€ ham bam , Him bam nhanh an toan dua trén ma sta sai va Do mat cua
ham bam lap dua trén ma khoi.

Cu6i phu luc 12 mot nghién citu téng quan vé giao thitc mat ma va trinh bay mot bai
bdo vé giao thitc STS. Pay la giao thitc dua trén giao thic Diffie-Hellman chuin
nhung dugc cai bién dé chong lai tin cong nguoi ditng gitta. Giao thitc nay da duoc
nhém dé tai sir dung d€ lap trinh thuc hién giao thic trao déi khoa phuc vu cdc phan
mém ma goi IP trén moi trudng Linux.

5. Vé gia tri ing dung va trién vong 4p dung két qua KHCN
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e Phan mém IP-Crypto v1.0 di duoc nang cip 1én thanh IP-Crypto 2.0 dé cai dat
vao thiét bi chuyén dung do Xi nghi¢p M2 ché tao trén nén mot may tinh nhing
véi hé didu hanh Linux d3 duoc ti thiéu. Phan mém nay hién nay da dugc nang
cap 1én thanh IP-Crypto v 3.0 ¢4 hd trg ching chi sé dé bao mat 4 mang LAN
ctia Tong cuc An ninh- B6 Cong An.

e Phin mém cung cép chung chi s6 di dugc su dung thur tai Cuc ElS-Téng cuc
VI- B§ Cong An véi dich vu thu tin.

e Viéc bdo mat dich vu WEB vo6i1 chung chi ) cling da duoc dung thu tai Cuc Co
yéu- BTTM (nhaim mo rong cac dich vu co ho trg bao mat trén truc mang).

e Cic phan mém bao mat mang dung giao thirc IP dang dugc md rong dién sir
dung (tai B Coéng An, trude hét 1a 13 mang LAN cta Toéng cuc An ninh; sau d6
la 30 mang LAN thudc trung tdm chi huy; mang cia Chinh phu theo dé an
112;...)

e Hién nay, Cuc Quan ly Ky thuat Nghiép vu Mat ma- Ban Co yéu Chinh phu
dang xay dung du an cung cap chimg chi s6 cho khu vire Nha nuée. Van dé trién
khai stir dung ching chi s6 trong khu vuc dan sy cling dang dugc nhiéu co quan
quan tim (nhat 1a Bo Buu chinh Vién thong).

e Viéc thyc hién dé tai KC.01.01 da gitip cho nhiéu san pham quan trong ddi voi
Nganh Co yéu duoc hinh thanh nhanh hon. Diéu quan trong nita 13, véi dé tai
KC.01.01, nhitng nguoi lam cong tdc nghién citu trong Nganh Co yéu da cé dicu
kién ti€p can véi nhiém vu bao mat cac mot loai hinh thong tin méi, dé la cac
thong tin kinh t€ xa hoi, ddp ting nhu céu sl dung san pham mat ma cho céc linh
vuc khong phai 1a an ninh quoc phong. Pay 1a mot cong viéc 16n, bai vi bén canh
cac thong tin tac nghiép cua cac co quan Dang va Nha nudc (nhu chinh phu dién
tlr), con ¢6 cdc thong tin phuc vu phat trién kinh t€ clia cdc doanh nghiép, cong
ty,... Bén canh céc giai phdp ky thuat, vin dé nay con phu thudc vao cac yéu to
khac nhu chinh sach quan 1y, cac van ban phap qui khac,...

6. Két luan va kién nghi

Pé tai KC.01.01 da dugc thuc hién trong thoi gian hon 3 nam, tat ca cdc san pham
dang ky da dugc hoan thanh. Bon nhém san pham (bdo cdo khoa hoc, phan mém,
thiét bi) da dugc hinh thanh, dé 1a: (1) nhitng nghién cttu téng quan, tim hiéu giai
phdp; (2) ciac phan mém bao mat géi IP; (3) cung cép va st dung ching chi so; (4)
dam bao toan hoc.

Mot s6 san pham ctia dé tai da duoc Ban Co yéu tiép tuc ddu tu ph4t trién nang cap
va da c6 nhitng tng dung thuc t€ mang lai hiéu qua thuc su va gép phan thic day
qua trinh thuc hién nhu ciu bao mat thong tin trén cdc mang cua cac dé dn 112 cua
Chinh phu (trude hét 1a tai Bo Cong An). Nhitng két qua nghién ctru da dat duoc clia
dé tai KC.01.01 da duoc ti€p tuc hoan thién d€ tao ra nhitng san phdm mdi, vi du nhu
phdn mém ma & tAng ciu d€ bao mat hoi nghi truyén hinh.

Trong mot tuong lai gan, thuong mai dién tlr va chinh phii dién tir s& phat trién manh
& nuéce ta. D6 12 moi truong thuan loi dé cho nhitng san pham hd tro PKI phat trién.
Nhung né ciing 1am nay sinh mot van dé hét stic quan trong, dé 1a nhu ciu can cé
mot bo chudn cdc thuat todn mat ma dé dung chung cho cdc san pham dé. Pay la
mot cong viéc 16n, hién dang dugc cdc can bd nghién ciu da thuc hién dé tai
KC.01.01 néi riéng va doi ngii can bd nghién citu trong Ban Co yéu Chinh pht néi
riéng tap trung giai quyeét.
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