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tin dién tr cia co quan nha mrdc

Kinh gtri:
- S& Thong tin va Truyén thong;
- Cong an tinh.

Thyc hién Vin béan sb 19/TB-BCA-A0Q5 ngdy 12/5/2020 cua B6 Cong an
vé viée thong bao chién dich tin c6ng mang ctia cic nhom tdi pham nhiam vao
cac trang, cong thong tin dién tlr ctia co quan nha nudc;

Uy ban nhén dén tinh c6 y kién nhu sau:

1. Giao S& Thong tin va Truyen thong chu tri, phéi hop véi Cong an tinh
va cic sO, ban, nganh, dia phuong t chirc kidm tra, ra soat, khic phuc 16 hong
bao mét trén trang thong tin dién tr cla cac so, ban, nganh, dia phucmg, cong
thdng tin dién tir cua tinh theo khuyén céo ctia B Cong an tai van ban néu trén.

2. Céc sd, ban, nganh va cac dia phuong ting cudng cong tac giam sat an
ninh mang; thuc hién tdt cong tac bao vé thong tin chinh tri noi bo va bi mat nha
nude theo quy dinh; kip thoi phat hién hoat dong tAn cong mang, chu dong phoi
hop véi Cong an tinh, S& Thong tin va Truyen thdng trong viéc diéu tra, xac
minh, X{t ly cac d6i tugng thuc hién hanh vi tdn cong mang nhdm vao cac trang,
cdng thong tin dién tir ciia co quan nha nudc tai dia phuong.

(Gvri Van ban s6 19/TB-BCA-A05 ngay 12/5/2020 cua Bé Céng an qua
truc lién théng van ban cua tinh)./. oy
L
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2.)3% cflc trang, cong thong tin dién tir ciia co’ quan nha nuée

~Poigian gan day, qua cong tac ndm tinh hinh trén khéng gian mang, B9
Céng an phét hién chién dich tin cong cta cac nhom tdi pham mang nham vio
cac trang, cdng théng tin dién tir (TTDT) thudc quan ly ctia co quan nha nudce véi
phuong thic, thu doan nhu sau:

1. Hoat dong tin cong, xdAm nhép, kiém soat hé thdng mang

1.1. Thu thép toan b thong tin, dit li€u cong khai trén mang Internet vé hé
thdng trang, cdng TTPT cla co quan nha nudc. Dic biét 1a cac hé théng tramg,
cdbng TTDT sir dung cac giai phap coéng nghé clia Microsoft nhu cong nghe
ASP.NET, SharePoint. S

1.2. Tién hanh ra quét, khai thac 16 héng bao mat ton tai trén céc trang, déng
TTDT, déc biét 1a cac 18 hdng cho phép tin tic kich hoat thuc thi ma doc tir xa dé
kiém soat hé thdng may chii web, nhu: CVE-2017-11317 va CVE-2019-18935
ton tai trén thu vién “Telerik UI” cta cac website sir dung ngdn ngit lap trinh
ASP.NET. Qua kiém tra ra soat, co quan chirc ning ctia B Cong an phét hién
704 trang, cdng TTDT cla co quan nha nudc ¢6 sir dung thu vién “Telerik UL,
trong do co 28 trang, cong TTDT tdn tai 16 hdng bio mat co thé bi tin tac tin cong,
khai thac tir xa.

1.3. Khi d3 kiém soat thanh cong may chi web, cdc nhém tin tic tiép tuc
st dung cac ¢dng cu tn cong chuyén dung, ra quét toan bd hé théng mang, khai
thac 15 héng bao mat MS17-010 trén hé diéu hanh Windows dé tin cong lay lan,
chiérn quyén kiém soét c4c may tinh trong hé théng mang, igi dung céc diém yéu
trong thiét k& va cdu hinh hé thdng dé tan cong leo thang dic quyén, xam nhap
vao hé théng mang ndi bd, tir d6 c6 thé kiém soat toan bd hé thng théng tin cua

cac co quan nha nude, chiém doat thong tin, tai liéu ndi bd, tai liéu chira BMNN.



2. Hoat dong tan cong, chén ndi dung quing cdo game bai dobi thuomg

Loi dung 15 hdng bao mat cua thu vién “Telerik UI” va viéc khéng kiém
duyét chat ché ndi dung dang tai, mot sb nhom t6i pham mang da tn cong, xam
nhap vao céc trang, cdbng TTPT clia co quan nha nude dé chén, dang tai trai phép
dudng dan, hinh anh quang céo cho game bai nham gia ting tinh tin cdy trén két
qua tim kiém bang cong cu Google search, thu hut nguoi choi tham gia; dnh hudng
nghiém trong dén uy tin cla co quan nha nudc va trat ty an toan xa hoi. Qua ra
soat, BO Cong an phat hién 14 trang, cdng TTPT clia co quan nha nudc ton tai
duong dan, hinh anh quang cdo cho game bai V& Club.

Tir tinh hinh trén, dé bao dam an ninh mang, Bd Cong an da chi dao don vi
chirc nang phoi hop véi cac don vi chil quan trang, cong TTDT ton tai 16 hong bao
mét diéu tra, x4c minh, xit Iy theo quy dinh ctia phap luét; dong thoi d€ nghi céc b,
ban, nganh, dia phuong chu dong thuc hién céc bién phap sau:

- T6 chirc kiém tra, ra soat, khac phuc 15 hong bao mat trén cac trang, cong
TTDT, dic biét 13 16 hong ton tai trén thu vién “Telerik UI”; g& bé cac dudng dan,
hinh anh quéng cao game bai (n€u co};

- Tang cudng giém sat an ninh mang, kip thoi phat hién hoat dong tin cong
mang, phdi hop véi don vi chite ning cta BG Cong an trong diu tra, xac minh, XU

ly dbi tuwong thuc hién tan cdng mang.

Bo Cong an xin thong bao./.
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